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. SUPERINTENDENCIA DE INDUSTRIAYY COMERCIO
o
Suparinandenuiado ndletinyComerio . K00y o

Division de Nuevas Creaciones Tra 2 PATENTES Eve: 1 REGDEPOSITO
E. S. D. Act. 412 REPOSPRESRECU  Folios: 474

Ref: Expediente No. 03-046.838
Solicitud de registro de patente de invencion
denominada “COMPUTACION DISTRIBUIDA BASADA EN
IDENTIDAD PARA RECURSOQOS DE ARTEFACTOS”
Solicitante: MICROSOFT CORPORATION.

Dario Cardenas Navas, identificado como aparece al pie de mi firma y obrando
en mi condicion de Representante Legal en Bogotd para todos los asuntos
relativos a la.Propiedad Industrial de la sociedad MICROSOFT CORPORATION.,
organizada y existente de conformidad con las leyes de los Estados Unidos de
América, y domiciliada en Microsoft Way, Redmond, Washington 98052,
atentamente manifiesto a usted que interpongo recurso de reposicion contra la
Resolucion No. 11341, dictada por el sefior Superintendente de Industria y
Comercio, mediante la cual se niega la patentabilidad de la solicitud Colombiana
de la referencia.

-

Objeto del Recurso.
Solicito mediante el presente memorial, ordenar a quien corresponda:

1. Revocar la Resolucion No. 11341 fechada 17 de Abril de 2008 y notificada
el 13 de Mayode:2008." - -+

2. Que en su lugar se conceda el Registro a la solicitud de patente titulada
COMPUTACION DISTRIBUIDA BASADA EN IDENTIDAD PARA
RECURSOS DE AREFACTOS.

3. Que de lo contrario conceda un segundo examen de fondo para la
sustentacion del invento en referencia.

Fundamentos de la Providencia recurrida
Senala la providencia recurrida que se niega el privilegio de patente de invencion

pues la misma no cumple con lo dispuesto en los Articulos 14, 15e), 21 y 30 de
la Decision 486 de la Comunidad Andina.

Fundamentos del Recurso.

1. Seifala el Despacho que la solicitud de patente en referencia no es
patentable puesto que no cumple con lo dispuesto en los Articulos 14,
15e), 21 y 30 de la Decision 486 de la Comunidad Andina.

Articulo 14.- Los Paises Miembros otorgaran patentes para las invenciones, sean -
de producto o de procedimiento, en todos los campos de la tecnologia siempre
que sean nuevas, tengan nivel inventivo y sean susceptibles de aplicacion
industrial.
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Articulo 15e).- No se consideraran invenciones:
€e) los programas de ordenadores o el soporte l6gico, como tales:

Articulo 21.- Los productos o procedimientos ya patentados, comprendidos en el
estado de la técnica, de conformidad con el articulo 16 de la presente Decision,
no seran objeto de nueva patente, por el simple hecho de atribuirse un uso
distinto al originalmente comprendido por la patente inicial.

Articulo 30.- Las reivindicaciones definiran la materia que se desea proteger
mediante la patente. Deben ser claras y concisas y estar enteramente
sustentadas por la descripcion.

Las reivindicaciones podran ser independientes o dependientes. Una
reivindicacion sera independiente cuando defina la materia que se desea
proteger sin referencia a otra reivindicacion anterior. Una reivindicacion sera
dependiente cuando defina la materia que se desea proteger refiriéndose a una
reivindicaciéon anterior. Una reivindicacion que se refiera a dos o mas
reivindicaciones anteriores se considerara una reivindicacién dependiente
multiple.

Senala el Despacho que la solicitud en referencia es un software (soporte
l6gico) como tal. Sin embargo respetuosamente manifiesto que no se
encuentra sustentado ni motivado en ningin aparte de la Resolucion
ahora recurrida, por que se considera que el invento solicitado es un

software (soporte légico) como tal y lo que no se entiende como software
(soporte légico) como tal.

Entendemos que para el Despacho y el solicitante la concepcion de
software (soporte logico) es diferente. Aclaramos que el solicitante y para
las personas versadas en la materia consideran que el objeto aqui
patentado es un invento que si bien tiene relacién con elementos de
software (soporte l6gico) no es el software (soporte logico) como tal.

Me permito sefialar al Despacho que la norma Andina no prohibe el
registro de software (soporte Idgico), sino el registro del software (soporte
logico) como tal. Elemento que alin no ha sido definido por ese
Despacho, ni por la doctrina.

Se anota que la norma andina no sefiala que el software no es patentable
en su concepto restringido y limitado. Es decir, la prohibicion del registro
de software se refiere al software como tal.

Es decir, la norma claramente sefiala que la materia no patentable es el
software como tal, lo que indica que el software podra ser utilizado como
una herramienta tecnologica para desarrollar, crear y obtener nuevos
inventos. Existe, y ha sido uniformemente admitido por oficinas tales
como la de los Estados Unidos, la Oficina de Patentes Europea, la oficina
Japonesa y otras como la Oficina de marcas China, que existe una
diferencia clara entre un software como tal (soporte l6gico como tal), o un
software per se (soporte logico per se) e inventos implementados por
computador.

Para tal efecto, respetuosamente me permito solicitar al Despacho que se
sirva aclarar qué entiende la Superintendencia de Industria y Comercio
colombiana como software como tal (soporte loégico como tal) y si existe
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en su opinion alguna dlferenCIa con los inventos implementados por
computador.

Adjuntamos como prueba del desarrollo de la problematica de la
patentabilidad del software el documento emitido por AIPPI bajo la Q132
reporte y memorando cuya autenticidad podra confirmar el examinador en
la pagina www.aippi.org capitulo Questions & Committee Q 132.
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Ese Despacho debe notar que este documento reflgja la situacién de la
patentabilidad del software al 2006, sin embargo desde esa época han
existido desarrollos jurisprudenciales tales, que resultan, en este caso en
particular por ejemplo en la concesién del registro de la patente en
referencia tanto en el territorio Mexicano como en la Unién Europea.

Solicito que en virtud del contenido de los Articulos 52 a 57 del C.C.A. se
valoren como pruebas de la patentabilidad de la solicitud que se tramita
bajo el Expediente en referencia el documento anexo “Proteccion por
Patentes de Invenciones relacionadas con Programas de Ordenador”
emitido por AIPP! el 2 de nero de 2006.

Igualmente me permito informar al Despacho que tanto el suscrito como la
sociedad solicitante actuan en este procedimiento en buena fe y que no
es intencién de ninguno de los dos actores actuar de una manera
diferente, la Unica intencion es tener una discusion sobre la patentabilidad
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del software reflejando las tendencias mundiales del tema en paises cuya
legislacion es similar a la nuestra incluyendo las restricciones de
patentabilidad similares a las incluidas en nuestra Decisidn 486.

Vemos, que en este caso existe una interpretacion de parte del
Despacho, al clasificar la solicitud en referencia como software (soporte
logico) como tal 6 per se y que no se ha abierto el foro de discusion

respecto de la patentabilidad de invenciones implementados por
computador.

Es importante anotar que esta patente ya fue concedida a reqistro
como_invencién bajo las jurisdicciones de Mexico y de la Union
Europea sequn documentos que ya reposan en el expediente. los
cuales fueron radicados el pasado dia 18 de Abril de 2008.

Solicito que en virtud del contenido de los Articulos 52 a 57 del C.C.A. se
valoren como pruebas de la patentabilidad de la solicitud que se tramita
bajo el Expediente en referencia las decisiones concedidas bajo las
legislaciones Mexicana y Europea.

Tal como se sefiala en el documento AIPPI, se ha diferenciado entre

software per se e invenciones relacionadas con programas de ordenador
asi:

“La materia patentable ©n tales innovaciones son los nuevos aparatos con los
programas y/o el método integrado, es decir, el nuevo mecanismo para alcanzar
un fin especifico, practico, concreto y util y no la implementacién de un proarama
de ordenador especifico. El codigo fuente del programa de ordenador se protege
por propiedad intelectual (derecho de autor 6 copyright) y no por patentes. La
expresion especifica del programa (por ejemplo, el listado 6 el codigo especifico)
contra las copias mientras que la proteccién por patente protege los
elementos de un nuevo método (por ejemplo, la funcionalidad)
independientemente de la implementacion del cédigo especifico de un
programa. La proteccion que otorga la ley de propiedad intelectual (derecho de
autor/copyright) otorga una proteccion fuerte contra la simple multiplicacion (por
ejemplo, la copia directa ¢ el uso no autorizado) de un producto de software. La
patente protege contra la copia del aparato y los métodos que métodos que
puedan_utilizar un programa de ordenador. Ademas, la propiedad intelectual
(derecho de autor/copyright) y los derechos de patente son de una naturaleza
diferente. En la practica, la expresion de una idea es protegible por la propiedad
intelectual (derecho de autor/copyright) por el mero hecho de que se trata de una
creacion, por ejemplo la expresion de cualquier programa de ordenador original
es protegible por la propiedad intelectual (derecho de autor/copyright). Por el
contrario para que sea patentable, una invencién debe ser nueva y no evidente
(no obvia) y esta condicion no es faciimente cumplimentada por un producto de
software. Por ejemplo, un programa de ordenador que meramente implementa
una determinada especificacién no es patentable si solamente se han utilizado
para la implementacion de técnicas de programacion normales. Solamente
pueden ser inventivas y definidas en una reivindicacion de patente la materia
nueva y no evidente de la especificacion y/o implementaciones funcionales de la
especificacion de nuevas y no evidentes.”

9. Como se profundizara en documentos que apoyan este recurso que el

software (soporte 6gico) per se es considerado como las lineas en un
lenguaje de soporte logico que incorporan la implementacion de una
invencion.
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Mientras que el método 6 pasos de la presente solicitud, si bien pueden
ser implementados por computador, pueden también ser implementados
mediante un circuito electrénico por ejemplo.

10. De hecho, y en concordancia con lo anterior, el Articulo 27 del ADPIC
sefala lo siguiente:

AL

n(‘f

Art. 27 - Materia patentable:

1. Sin perjuicio de lo dispuesto en los parrafos segundo y tercero, las
patentes podran obtenerse por todas las invenciones, sean de productos
0 de procedimientos, en todos los campos de la tecnologia, siempre que
sean nuevas, entrafien una actividad inventiva y sean susceptibles de
aplicacion industrial. ... los derechos de patente se podran gozar sin
discriminacion por el lugar de la invencién, el campo de la tecnologia ¢ el
hecho de que los productos sean importados 6 producidos en el pais.

2.
3. Los Miembros podran excluir asimismo de la patentabilidad:
a) Los métodos de diagnéstico, terapéuticos y quirurgicos para el
tratamiento de personas 0 animales.
b) Las plantas y los animales excepto los microorganismos, y los

procedimientos esencialmente bioldgicos para la produccion de
plantas 6 animales, que no sean procedimientos no biologico 6
microbioldgicos. Sin  embargo, los Miembros otorgaran
proteccion a todas las obtenciones vegetales mediante patentes,
mediante un sistema eficaz sui generis o mediante una
combinacion de aquellas y este. Las disposicién de del apartado
seran objeto de examen cuatro afos después de la entrada en
vigor del Acuerdo sobre OMC.

Esta reglamentacion es un indicativo del consenso que al que se esta
llegando uniformemente a nivel internacional en relacidon con la
patentabilidad de la materia tal como la definida en referencia. De hecho

-y

i el Articulo 27 3) no hace una excepcién en relacion con aquellas
J invenciones que no son software per se y que son consideradas como
invenciones a nivel mundial.

11. En relacion con el caso en particular, a continuacion me permito

o
(1)

fundamentar el recurso en los siguientes hechos:

Mediante Resolucion No. 11341, se niega la patentabilidad de la
presente invencion basandose nuevamente en la supuesta falta de
claridad de las reivirdicaciones, ademas de que no se considera
como una invencion de acuerdo con el articulo 15 e) de la Decisién
486, y de que se considera en forma equivocada que se pretende
reivindicar un segundo uso de elementos ya conocidos (segun el
articulo 21 de la Decision 486), tal y como se habia manifestado en el
Concepto Técnico No. 586 (Oficio No. 4276). En vista de lo que
establece la Resolucion Impugnada, se puede apreciar que a pesar
de las modificaciones y de los argumentos presentados
oportunamente como respuesta a dicho concepto técnico, no se
le ha dado la suficiente importancia a los argumentos técnicos
presentados por el solicitante que demuestran en forma adecuada
que las nuevas reivindicaciones 1 a 29 de la presente solicitud
cumplen cabalmente con las exigencias del citado articulo 30 de la
Decision 486, y que también demuestran que la materia objeto de

ALY
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dichas reivindicaciones 1 a 29, no solo resulta clara y precisa, sino
que ademas, resulta patentable, toda vez que no se trata de materia
que se pueda considerar como inclusa en las excepciones de
patentabilidad, o como materia no patentable, en vista de que para
una persona medianamente versada en la materia técnica, la
invencion denegada resulta ser un avance en la técnica que
representa una solucion a problemas técnicos aun existentes.

En vista de lo anterior, mediante el presente escrito se pretende
llamar la atencion de ese Despacho a algunos hechos que resultan de
particular importancia para demostrar que la materia objeto denegada,
si cumple con las exigencias técnicas y legales para gozar del
privilegio de patente solicitado. Por lo tanto, a continuacién me
permito sustentar desde el punto de vista técnico y legal los aportes
realizados por la presente invencion que la hacen novedosa, inventiva
y con aplicacioén industrial.

En efecto, de acuerdo con la Resolucion Impugnada, ese Despacho
objeta nuevamente la claridad de la solicitud argumentando que “Las
reivindicaciones 1, 6, 7, 17 y sus dependientes son indefinidas porque
no permiten establecer cual es la contribucion técnica al arte.

Las reivindicaciones 1, 6, 7, 17 son muy generales, porque se
relacionan con un método, un medio legible por computador y un
sistema cualquiera; ademas, junto con sus dependientes presentan
como pasos de un método, como medios de un sistema una
secuencia de procesamiento de datos ejecutada por computador.
Dado lo anterior, se advierte que las mencionadas reivindicaciones no

cumplen con el requisito de claridad, no obstante fueron evaluadas y
calificadas.”.

Sobre este particular, atentamente me permito manifestar a ese
Despacho que con base en las modificaciones realizadas como
respuesta al anterior Oficio emitido por ese Despacho, se logran
superar dichas objeciones, dado que se han redactado las nuevas
reivindicaciones 1 a 29, en el formato de predmbulo y parte
caracterizante separados por la expresion “caracterizado porque”; y
porque adicionalmente, la forma en la que se encuentran redactadas
dichas reivindicaciones es completamente clara para una persona
medianamente versada en la materia, la cual puede entender en forma
apropiada que la invencion consiste de un método caracterizado por
sus etapas o pasos, asi como de un sistema que integra una serie de
elementos o dispositivo todos ellos tangibles (reales), asi como a los
medios legibles por computador y las estructuras relacionadas.

En vista de lo anterior, respetuosamente se solicita a ese Despacho
reconocer la claridad de las reivindicaciones, toda vez que la forma en
que se encuentran redactadas, y en la que se han caracterizados los
objetos reclamados permiten entender en forma clara cual es el
principio y el objeto de la invencion, sin lievar a una mala
interpretacion de los mismos por parte de una persona medianamente
versada en la técnica, ademas, de resultar concisas y completamente
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sustentadas en la descripcion presentada, tal y como es exigido por el
articulo 30 de la Decisién 486.

De otra parte, me permito precisar que las reivindicaciones 1 a 29, si
cumplen con los requisitos del citado articulo 14 de la D486, toda vez
que definen claramente un método, un sistema, medios legibles por
computador y estructuras relacionadas, todas y cada una de ellas
mediante caracteristicas técnicas, tal y como es requerido por la
legislacion Andina vigente; como se puede apreciar, por ejemplo, en la

reivindicacion 1, en la cual se caracteriza el método de la siguiente
manera:

“1. En un ambiente de computacion, un método CARACTERIZADO
porque comprende:

en un_primer dispositivo _de computacion, descubrir un sequndo
dispositivo de computacion;

en el primer dispositivo, obtener datos relacionados con el segundo
dispositivo, los datos que incluyen informacion de recursos del
segundo dispositivo son formateados de acuerdo con un esquema
entendido por el primer dispositivo; y el primer dispositivo interpreta los
datos para acceder a un recurso del sequndo dispositivo. ".(Subrayado
fuera de texto).

Dicha caracterizaciéon claramente indica que el método reclamado,
incluye pasos especificos, tales como desde un primer dispositivo
descubrir un segundo dispositivo, mediante la obtencion de datos que
sean relacionados con dicho segundo dispositivo, ademas de que
dichos datos son formateados de acuerdo con un esquema del primer
dispositivo y en donde el primer dispositivo interpreta dichos datos
para acceder a un recurso del segundo dispositivo. Los pasos
enunciados corresponden a acciones especificas que se realizan o
ejercen sobre elementos fisicos, tales como el primer y segundo
dispositivos, lo cual a todas luces cumple las exigencias establecidas
en la legislacién Andina vigente.

En efecto, una persona medianamente versada en la materia es
conocedora de que la manipulacion realizada de los dispositivos
mencionados en la invencion, que hacen parte fundamental del
método y del sistema, no debe llegar a ser entendida como una simple
secuencia de procesamiento de datos, sino que se debe entender
como una secuencia de etapas que conlleva la manipulacién de
dispositivos especificos para llegar a obtener un resultados deseado,
lo cual a todas luces corresponde a lo que se considera como un
método y un sistema patentables.

De otra parte, ese Despacho insiste en negar la patentabilidad de la
solicitud Colombiana, afirmando que las reivindicaciones presentan
como medios de un sistema una secuencia de procesamiento de
datos ejecutadas por computador. En este punto, es necesario llamar
la atencion de ese despacho al hecho de que tanto el método como
los sistemas reivindicados, de ninguna manera caracterizan una
secuencia de procesamiento de datos, como en forma
equivocada ha sido interpretado por parte de ese despacho, toda
vez que, el método y 'os sistemas reclamados se caracterizan por

fan S

s,

X AR ST



Vil

Expediente No. 03-046.838 -S-

(4)

acciones _que se llevan a _cabo sobre componentes fisicos y
reales que de ninguna forma pueden ser considerados como
intangibles por parte de una persona medianamente versada en la
técnica. En este sentido, es claro que el sefior Examinador debe
dirigir su analisis de claridad hacia los componentes fisicos de los
sistemas y las etapas del método, reivindicados, para no incurrir en el
error de reducir los aspectos novedosos de la invencion a un simple
procesamiento de datos por computador.

De hecho, sobre este particular, y con respecto a la categoria de las
reivindicaciones, el Manual Andino de Patentes establece en su
numeral 4.4.2 Procedimiento, lo siguiente:

' “La segunda clase basica de reivindicaciones se aplica a todo tipo de

actividades que supongan la utilizacién de cualquier producto material
para efectuar el procedimiento. Dichas actividades se pueden ejercer
sobre productos materiales, energia, otros procesos (por ejemplo
procesos de control) o sobre cosas vivientes, cuando la legislacion lo
permite.

Es esencial que la reivindicacion estudiada no deje ninguna duda en
cuanto a la categoria a la que pertenece.””.

En este sentido, resulta evidente que las reivindicaciones de la
presente invencion, estan de acuerdo con las exigencias del citado
articulo 14 de la D486, toda vez que se encuentran dirigidas a
proteger procedimientos que no dejan ninguna duda de su naturaleza
debido a que se definen en términos de etapas (Reivindicaciones 1 a
6), en donde las acciones unitarias de cada etapa son realizadas
sobre productos materiales, tales como los dispositivos fisicos
referidos en la reivindicacion 1, y productos definidos en términos de
componentes (Reivindicaciones 7 a 29), como asi se requiere en la
practica del ambito de la propiedad Industrial.

Mas aun, las reivindicaciones de método no solo pueden hacer
referencia a los elementos que llevan a cabo dichas etapas, sino que
deben hacerlo, pues de acuerdo con las ensefanzas del anterior
aparte citado del Manual para la Evaluacién de Patentes de la CAN,
se tiene que un _método no puede estar limitado a una simple
enumeracién de las etapas sin hacer mencion de los componentes
que estan involucrados en tales etapas, lo correcto es que se indique
en forma clara cuales son los elementos y las condiciones especificas
a las cuales se debe llevar a cabo dicho método, pues de lo contrario,
no podria ser implementado por una persona con conocimientos
medios en la materia que estuviera interesada en desarrollar dicho
proceso 0 método.

De hecho, si los método o procesos no hicieran referencia a los
elementos y condiciones a las cuales se debe realizar, no seria
posible reivindicar un proceso para la preparacion de una sustancia X,
pues al no indicar que componentes se mezclan o se procesan, y a

' Secretaria General de la Comunidad Andina. “Manual para el Examen de Solicitudes de Parentes de Invencion en
las Oficina de Propiedad Industrial de los Paises de la Comunidad Andina”. Quito., Ecuador., Junio de 2004. pagina
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que condiciones se hace, la persona que desee reproducir tal proceso,
se encontraria completamente impedida para hacerlo, toda vez que
una caracterizacion como la sugerida por ese Despacho, que no
indique los elementos involucrados en el proceso, seria inadecuada y
completamente confus%'ﬁ‘para la pe“t"sona versada en la materia. La
misma situacion aplica para las reivindicaciones de método de la
presente invencion, porque es necesario establecer gue elementos

son los que intervienen en cada una de dichas etapas, para lograr el
resultado deseado.

De la misma manera, los productos reivindicados estan perfectamente
definidos por componentes fisicos estructurales que constituyen las

piezas fundamentales para lograr el resultado propuesto por el
inventor. y i

De otra parte, ese Despacho, nuevamente hace referencia al articulo
15 de la Decision 486, con respecto a lo que no se consideraran
invenciones, dentro de las que cita los programas de ordenadores o el
soporte logico como tales. Sobre este particular, ese Despacho
establece que “Al estudiar la solicitud, es evidente que tanto la
descripcion como las reivindicaciones que se refieren a “en un
ambiente de computacion un método”, “un medio que se puede leer
por computador que tiene instrucciones ejecutables por
computador’, “en un ambiente de computacién un sistema”. “un
medio que se puede leer por computador que tiene almacenado en el
mismo una estructura de datos’, relacionan unas secuencias logicas
de procesamiento de datos (informacién), llevadas a cabo mediante el
uso de medios técnicos como, por ejemplo, el ambiente informatico de
implementacién convencional para exponer recursos como servicios a
los que se accede con programas de software, el cual, se ilustra en las
figuras 1A y 1B, junto con la descripcion correspondiente. Dichos
medios permiten procesar la informacion (las sefales) del modo
deseado, por ejemplo, para lograr el resultado relacionado en las
reivindicaciones; por esta razon, el pliego es soporte I6gico como tal,
que no se considera una invencién de conformidad con lo dispuesto
en el citado articulo 15e).”.

En este punto, si se analiza la invencion dentro del contexto global se
puede apreciar que las reivindicaciones de la presente invencion
NO corresponden de ninguna manera a soporte légico como tal.
En efecto, se ha demostrado que la presente invencion reivindica un
método definido en términos de etapas y un producto definido en
términos de componentes estructurales, esto es, un sistema completo
de elementos fisicos que son manipulados en una forma especifica
para obtener el resultado deseado.

Por lo tanto, esta definicion en términos de componentes estructurales
no puede ser considerada como un soporte l6gico como tal. En efecto,
para una mejor comprension de lo diferente que resulta la presente
invencion a un software o soporte légico como tal, podemos recurrir a
los conceptos basicos de lo que se debe entender como software (o
soporte légico), frente a lo reclamado en la invencion en cuestion. El
soporte logico como tal, es un término genérico que se aplica a los
componentes NO fisicos de un_sistema informatico, como por
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ejemplo, los programas de computador, sistemas operativos, etc., que
permiten a esté, ejecutar sus tareas, tal y como se aprecia en la
definicién de software del Diccionario de la Real Academia de la
Lenguas Espaiiola.

software. (Voz inglesa).1. m. Inform. Conjunto de programas,
instrucciones y reglas informaticas para ejecutar ciertas tareas en
una computadora.

Teniendo en cuenta la clara definicién de lo que es un software o
soporte logico como tal, resulta facil visualizar las claras diferencias
técnicas existentes entre el método, el sistema y los medios legibles
por computador de la invencion denegada, y un software, toda vez que
en el presente caso los elementos manipulados son completamente
tangibles (fisicos), mientras el soporte logico opera exclusivamente
sobre intangibles, por lo tanto, no existe dentro de la materia objeto
reclamada en las reivindicaciones 1 a 29 de la solicitud Colombiana en
cuestion, una revelacion explicita de un soporte légico como tal.

En este sentido, es claro que la lectura de las reivindicaciones
demuestra que los componentes que constituyen el método, el
sistema, los medios legibles por computador, reivindicados son fisicos,
no abstractos, como si corresponde a un soporte ldgico. De la misma
manera, las etapas del proceso reivindicado son etapas validas que
conducen a un resultado deseado, lo cual no implica que se esta
revindicando un soporte l6gico como tal.

De hecho, si el resultado final logrado con estos objetos se
implementa en un computador esto no es relevante para desvirtuar la
patentabilidad de la materia objeto reivindicada. Mas audn, resulta
improcedente considerar las reivindicaciones como un soporte ldgico,
cuando las mismas estan claramente definidas en términos de
componentes y etapas, como asi lo requiere la practica en el campo
de la propiedad intelectual.

En consecuencia, las reivindicaciones de la presente invencion NO
corresponden a _un soporte [dgico como tal, sino a productos
definidos en términos de componentes fisicos estructurales; y métodos
perfectamente definidos en términos de una secuencia de etapas
tendientes a lograr un resultado deseado.

Finalmente, en la Resolucién Impugnada ese Despacho, sefala que
“Por otra parte, se desconoce, ademas, lo dispuesto en el articulo 21
de la Decision 486, porque se hace otro (segundo) uso de dispositivos
convencionales o de partes de ellos, que en este caso consiste en el
uso de un ambiente de computo, ademas, porque de forma explicita
se describe y reivindica que el objeto se realiza en un ambiente de
computacion.”

Sobre este particular, y como ya se ha discutido ampliamente a lo
largo del presente recurso, las reivindicaciones de la presente
invencion se refieren explicitamente a un método, un sistema, y
medios tangibles (fisicos), que de ninguna manera corresponden a un
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(7)

segundo uso, 0 a un uso diferente de una invencion ya conocida,
como lo sugiere ese Despacho en la Resolucion impugnada.

De hecho, el articulo 21 de la Decision 486, sefala: “Los productos o
procedimientos ya patentados, comprendidos en el estado de la
técnica, de conformidad con el articulo 16 de Ia presente
decision, no seran objeto de nueva patente, por el simple hecho
de atribuirse un uso distinto al originalmente comprendido por la
patente inicial’ (Subrayado fuera de texto).

Del texto del articulo 21, se colige que la prohibiciéon de patentabilidad
hace referencia a_productos o procedimientos que ya gozan de
patente, pero no se refiere a cada uno de los componentes que
formen parte de dicho producto o procedimiento. En efecto, el real
alcance del articulo 21 de la Decisidon 486, se da para solicitudes de
patente en las cuales, se reclama un uso diferente al originalmente
reivindicado, para exactamente la misma materia objeto ya protegida
por patente. Por el contrario, en el presente caso no se incurre en esta

_situacion, toda vez que los elementos que hacen parte de la invencion

cumplen exactamente la misma funcién para que fueron hechos
originalmente. En este punto, lo realmente importante, es que se debe
evaluar la patentabilidad del conjunto total de la invencion, y no de
cada uno de sus elementos por separado.

Por consiguiente, |a aplicacion del articulo 21 de la Decision 486 sobre
los elementos que conforman la materia objeto de la presente
invencién es completamente improcedente, porque el conjunto y la
relacion técnica entre los mismos, que hacen posible obtener el
resultado deseado, no corresponden a un segundo uso de los
elementos que conforman la invencidn. De hecho, la invencidon se
debe analizar dentro del contexto como “un todo”, y no por cada uno
de sus componentes, como ya se ha manifestado anteriormente.

Ahora bien, con el fin de mostrar a ese Despacho que los argumentos
presentados a lo largo del presente recurso, asi como los argumentos
presentados anteriormente como respuesta al citado oficio No. 4276,
no son simples aseveraciones del solicitante que carecen del debido
sustento técnico y legal, respetuosamente me permito de acuerdo con
el articulo 52 del Codigo Contencioso Administrativo, el cual en su
numeral 3, establece que en los Recursos se deberan relacionar las
pruebas que se pretende hacer valer; presentar como pruebas de la
patentabilidad de la presente solicitud, dos documentos de patente
que cobijan exactaménte la misma materia objeto de la solicitud
Colombiana en cuestion, y que corresponde a la patente Mexicana
No. 240176 y la patente Europea EP 1376977 B1.

En este punto, atentamente me permito reiterar el hecho de que la
misma materia objeto de la solicitud Colombiana No. 03-046.838, ha
sido evaluada por parte de Examinadores técnicos y legales, de las
Oficinas de patentes de Mexico (IMP1) y Europa (EPO), los cuales,
debido a la amplia y conocida homogenizacién del conocimiento que
se debe llevar por parte de todas las oficinas nacionales de propiedad
intelectual, deben contar con la misma formacioén profesional e
idoneidad de los sefiores Examinadores de la Oficina de Nuevas

11
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Cuadro Comparativo:

Creaciones de la SIC, para llevar a cabo el correcto analisis de
patentabilidad de la materia objeto reivindicada por el solicitante de la
misma invencion denegada en Colombia.

Vale la pena llamar la atencion de ese Despacho al hecho de que
como resultado del examen de patentabilidad realizado en cada una
de dichas oficinas, los Examinadores encontraron en forma
independiente, que la materia objeto reclamada en las mismas
reivindicaciones 1 a 29 de la solicitud en cuestion, cumplen a
cabalidad con los requisitos técnicos y legales exigidos por la
legislacion vigente en cada una de dichas oficinas, y en vista de esto,
han concedido el privilegio de patente para dichas solicitudes, bajo los
correspondientes Nos. 240176 y EP 1376977 B1.

El hecho de que los Examinadores de dos oficinas distintas, hayan
encontrado los suficientes meritos para conceder el privilegio de
patente para la misma materia objeto de la solicitud colombiana, que
se encuentra en cuestion, debe claramente constituir un fuerte indicio
que permite demostrar que la presente solicitud si cumple con los
requisitos necesarios de claridad, novedad, nivel inventivo y aplicacion
industrial, requeridos sobre las ensefianzas del estado del arte

anterior, como para que le sea concedido el privilegio de patente
solicitado.

Ahora bien, frente al hecho de la concesién de las dos patentes
citadas anteriormente, podrian surgir algunos interrogantes, como los
siguientes:

e ¢Por que dos oficinas diferentes conceden una patente para la
misma materia objeto de la solicitud Colombiana No. 03-
046.8387.,y

e ;Por qué la concesién de dichas patentes debe ser considerada
como un fuerte indicio de patentabilidad de dicha materia objeto,
por parte de otra oficina de patentes, especificamente por parte
de la Oficina de Nuevas Creaciones de la SIC?.

Para dar respuesta a estos dos interrogantes, se debe recurrir
inevitablemente a la legislacion vigente en materia de patentes, en
cada uno de los paises que ya ha concedido dichas patentes, y a la
legislacion Andina, para poder establecer si se cifien a los mismos
principios legales y técnicos para la evaluacion de la patentabilidad.

En conexion con lo anterior, se presentan en las columnas dos, tres y
cuatro del siguiente cuadro comparativo, los articulos propios de cada
una de dichas legislaciones, referentes a los requisitos de
patentabilidad exigidos, a lo que no se considera patentable, al
requisito de claridad de las reivindicaciones y al uso o segundo uso,
toda vez, que son dichos articulos los que motivan la negacion emitida
por parte de ese Despacho.

Normativa Andina ]
(Decisién 486)2 i Intelectual de I_\I_Ié_;(_ico3 | de Patentes (EPC)

2 www.cmercatoria.edu.co/PAGINAS/volumend/Documentos0 1/DECISION%20486.doc¢
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REQUISITOS
DE

| PATENTABILI-
DAD

Art 14.- Los Paises
Miembros otorgaran
patentes para las
invenciones, sean de
producto o de
procedimiento, en todos

¢ los campos de la
. tecnologia, siempre
' que sean nuevas,

. tengan nivel inventivo

° Y sean susceptibles de

aplicacion industrial.

' NO SE
CONSIDERAN
INVENCIONES

Art15-Nose

consideraran
invenciones:

. a) los descubrimientos,

las teorias cientificas y
los métodos
matematicos;

b) el todo o parte de
seres vivos tal como se

i encuentran en la

naturaleza, los procesos
biolégicos naturales, el
material biolégico
existente en la
naturaleza o aquel que
pueda ser aislado,
inclusive genoma o
germoplasma de
cualquier ser vivo
natural,

c) las obras literarias y

artisticas o cualquier

‘Art 16 - Seran

i patentables las

invenciones que sean
nuevas, resultado de

i una actividad inventiva

y susceptibles de

. aplicacién industrial,
 enlos términos de esta

Art. 52

Invenciones
Patentables

(1) Las patentes
europeas seran
concedidas para
cualquier invencién,

Ley, excepto:

' |.- Los procesos

esencialmente
biologicos para la

! produccion,

- reproduccion y

: propagacion de plantas
i y animales;

- |1.- El material biologico
. y genético tal como se

- encuentranen la

" naturaleza:

lll.- Las razas animales;
IV.- El cuerpo humano y

. las partes vivas que lo
. componen, y

| V.- Las variedades

* vegetales.

en todos lo campos
de la tecnologia, con
la condicion de que
sean nuevas,
involucren un nivel
inventivo y sean
susceptibles de
aplicacion industrial.
(2) Las siguientes en
particular no seran
consideradas como
invenciones dentro del
significado del
paragrafo 1:

(a) descubrimientos,
teorias cientificas y
meétodos matematicos;
(b) creaciones
estéticas;

(c) esquemas, reglas
y métodos para
realizar actos
mentales, jugar juegos
o hacer negocios, y
programas para
computadores;

(d) presentaciones de
informacion.

Art 19.- No se
consideraran

invenciones para los
efectos de esta Ley:

- |- Los principios teéricos

o cientificos;

I.- Los descubrimientos
que consistan en dar a
conaocer o revelar algo
que ya existiaen la

: naturaleza, aiun cuando
. anteriormente fuese
i desconocido para el

hombre;

. Ill.- Los esquemas,

planes, reglas y

: métodos para realizar
' actos mentales, juegos o
" negocios y los métodos

. computacion;

matematicos;
IV.- Los programas de

Art. 52

Invenciones
Patentables

(2) Las siguientes en
particular no seran
consideradas como
invenciones dentro
del significado del
paragrafo 1:

(a) descubrimientos,
teorias cientificas y
métodos matematicos;
(b) creaciones
estéticas;

(c) esquemas, reglas
y métodos para
realizar actos
mentales, jugar
juegos o hacer
negocios, y
programas para

computadores;

3http://www.impi,qob.mx/index.php?option:com content&task=view&id=98& temid=2068&limit=1&limitstart=0

“htlp://documenls.epo,orq/proiects/babylon/eponet.nsf/O/E4F840982A99862FC125736800374CEC/$FiIe/EPC 13th _editi

on.pdf
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otra protegida por el
derecho de autor;

d) los planes, reglas y
métodos para el
ejercicio de actividades
intelectuales, juegos o

i actividades econémico-
: comerciales;

. e) los programas de

ordenadores o el

soporte logico, como
tales; v,

i f)las formas de
- presentar informacion.

CLARIDAD DE
LAS
REIVINDICACI
ONES

Art 30.- Las
reivindicaciones

. definiran la materia que

se desea proteger

. mediante la patente.
" Deben ser claras y
' concisas y estar

enteramente
sustentadas por la
descripcion.

Las reivindicaciones
podran ser
independientes o
dependientes. Una
reivindicacion sera

. independiente cuando
. defina la materia que se

desea proteger sin
referencia a otra
reivindicacion anterior.
Una reivindicacion seré
dependiente cuando
defina la materia que se
desea proteger
refiriéndose a una

. reivindicacion anterior.
© Una reivindicacion que
' se refiera a dos 0 mas
! reivindicaciones

" V.- Las formas de

presentacion de
informacioén;

i VI.- Las creaciones
. estéticas y las obras

artisticas o literarias;
VIl.- Los métodos de
tratamiento quirdrgico,

: terapéutico o de

' diagnostico aplicables al
- cuerpo humano y los

~ relativos a animales, y

- VHI.- La yuxtaposicion

. de invenciones

. conocidas o mezclas de
~ productos conocidos, su
; variacion de uso, de

forma, de dimensiones o
de materiales, salvo que

- enrealidad se trate de

su combinacion o fusion
de tal manera que no
puedan funcionar
separadamente o que
las cualidades o
funciones caracteristicas
de las mismas sean
modificadas para
obtener un resultado
industrial o un uso no
obvio para un técnico en

. la materia.

patente se debera
acompanar:

; |.- La descripcion de la
' invencién, [....]
-~ |I.- Los dibujos que se

requieran para la
comprension de la

¢ descripcion;

Ill.- Una o mas
reivindicaciones, las
cuales deberan ser

i claras y concisas y no
. podran exceder del

. contenido de la

: descripcion, y

- IV.-Un resumen de la

. descripcion de la

. invencion, que servira

. Unicamente para su

publicacion y como
elemento de informacion
técnica.

14

(d) pré'sebntAaci'ones de

informacion.

© Art 47 - A la solicitud de i Art. 84
' Reivindicaciones
Las reivindicaciones
- definiran la materia
para la cual se busca
proteccién. Deben
ser claras y concisas

y estar sustentadas

por la descripcion.

Y
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usos

anteriores se
considerara una
reivindicacién
dependiente multiple.
Art 21.- Los productos o
procedimientos ya
patentados,
comprendidos en el
estado de la técnica, de

: conformidad con el

- articulo 16 de la

i presente Decision, no

. seran objeto de nueva

patente, por el simple
hecho de atribuirse un
uso distinto al

originalmente
comprendido por la

- patente inicial.

. Art 19.- No se
. consideraran
© invenciones para los

i 0 cientificos;

" 1I.- Los descubrimientos
. que consistan en dar a

: conocer o revelar algo

. que ya existia en la

. hombre;

efectos de esta Ley:
I.- Los principios tedricos

naturaleza, aun cuando
anteriormente fuese
desconocido para el

~lil.- Los esquemas,

- matematicos;

. artisticas o literarias:

: fusién de tal manera que
. no puedan funcionar

! separadamente o que

- las cualidades o

¢ modificadas para
- industrial 0 un uso no

" obvio para un técnico en
la materia.

planes, reglas y

meétodos para realizar ,
actos mentales, juegos o0 !
negocios y los métodos

IV.- Los programas de
computacion;

V.- Las formas de
presentacion de
informacion;

VI.- Las creaciones
estéticas y las obras

VIl.- Los métodos de
tratamiento quirurgico,
terapéutico o de
diagnostico aplicables al
cuerpo humano y los
relativos a animales, y
Vill.- La yuxtaposiciéon
de invenciones
conocidas o mezclas
de productos
conocidos, su
variacion de uso, de
forma, de dimensiones
o de materiales, salvo
que en realidad se trate
de su combinacién o

funciones caracteristicas
de las mismas sean

obtener un resultado

En la EPC solo se

aceptan los segundos
usos de sustancias

: con propiedades de

medicamentos
(Articulo 53 (c)), y su
forma de ser
presentados es
conocida como “Suiss
type”.
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El cuadro anterior, casi por si solo da respuesta a los interrogantes
planteados, toda vez que al hacer una simple comparacion de cada
uno de los requisitos exigidos por las diferentes legislaciones, se
puede ver que son los mismos requisitos tanto legales como tecnicos,
pues por ejemplo, si torramos el articulo 14 de la Decision 486, el cual
establece que se otorgaran patentes a las invenciones, siempre vy
cuando sean novedosas, tengan nivel inventivo y sean susceptibles de
aplicacion industrial, y lo comparamos con el articulo 16 de la ley de
Patentes Mexicana, y con el Articulo 52 de la Convencion Europea de
Patentes (EPC), encontramos que son exactamente los mismos
requisitos técnicos y legales los exigidos en Meéxico, Europa vy
Colombia, lo mismo ocurre con los articulos 30 de la D486, 47 de la
Ley de Patentes Mexicana y 84 de la EPC, que exigen en forma
idéntica, que las reivindicaciones cumplan con los requisitos de
claridad, concision y que sean debidamente sustentadas por la
descripcion; esta misma situacion se presenta al comparar cualquier
otro de los articulos de la legislacion Andina, enunciados en el cuadro
comparativo anterior, con sus articulos equivalentes en las
legislaciones Mexicana y Europea.

Esto demuestra en forma evidente, que si los examinadores técnicos y
legales de dos oficinas de propiedad industrial e intelectual como la
IMPI'y la EPO, han llegado a la conclusion de que el método, los
medios legibles por computador, el sistema y las estructuras
reclamadas en las actuales reivindicaciones 1 a 29 de las respectivas
patentes concedidas por dichas oficinas, son claras y patentables a la
luz de los requisitos exigidos y de las excepciones de patentabilidad
existentes en sus legislaciones, dicho método, medios legibles por
computador, sistema y estructuras reclamadas en las actuales
reivindicaciones 1 a 29 de la solicitud Colombiana en cuestion,
también podrian llegar a ser patentables bajo la legislacion Andina
vigente, debido a las sorprendentes similitudes entre los articulos 14,
15 e), 21 y 30 de la Decision 486, y los articulos 16, 19 1V), 47 y 19
VIIl), de la Ley de Patentes de México, y los articulos 52 (1), 52 (2), 84
de la EPC.

Entonces, para entender porque dos oficinas diferentes conceden una
patente para la misma materia objeto de la solicitud Colombiana No.
03-046.838, no es necesario sino comprender que esto se debe a que
la materia objeto de la solicitud Colombiana, resulta clara para una
persona medianamente versada en la materia, y ademas, no es un
programa de computador o un soporte légico como tal, y mucho
menos corresponde a un uso diferente de elementos ya conocidos,
pues expertos con les mismos conocimientos técnicos y bajo los
mismos requisitos legales que son aplicados por los expertos
Colombianos de ese Despacho, han podido encontrar dentro de la
materia objeto reclamada, es decir, el método, el sistema, los medios
legibles por computador, y las estructuras de las reivindicaciones 1 a
29, los suficientes elementos técnicos que le brindan novedad, altura
inventiva y aplicacion industrial, a una invencién que representa un
avance en el estado actual de la técnica.

En vista de las anteriores comparaciones, resulta facil entender
porque la concesion de dichas patentes por parte de la IMPI y la EPO,
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debe ser considerada como un fuerte indicio de patentabilidad de la
materia objeto de la, presente invencion, que no deberia ser
desestimado o pasado por alto por parte de la Oficina de Nuevas
Creaciones de la SIC, toda vez que, los conceptos de otras oficinas
pueden ser empleados como una muy util herramienta en la
evaluacion de la patentabilidad de una solicitud en particular. Esta
apreciacion, no corresponde a una simple aseveracion hecha por el
solicitante, sino que es una consideracion que tiene su justificacion en
la misma normativa Andina en materia de patentes. En efecto, el
empleo de documentos y estudios provenientes de otras oficinas de
patentes, es una practica reconocida y aceptada por el Articulo 46 de

la Decision 486, el cual en algunos de sus apartes establece lo
siguiente:

“Articulo 46.- La oficina nacional competente podra requerir el informe
de expertos o de organismos cientificos o tecnologicos que se
consideren idéneos, para que emitan opinion sobre la patentabilidad
de la_invencién. Asimismo, cuando lo estime conveniente, podra
requerir informes de otras oficinas de propiedad industrial.

[..]

a) copia de la solicitud extranjera;

b) copia de los resultados de exémenes de novedad o de
patentabilidad efectuados respecto a esa solicitud extranjera;

c) copia de la patente u otro titulo de proteccion que se hubiese
concedido con base en esa solicitud extranjera;

d) copia de cualquier resolucion o fallo por el cual se hubiese
rechazado o denegado la solicitud extranjera; o,

e) copia de cualquier resolucion o fallo por el cual se hubiese anulado
o invalidado la patente u otro titulo de proteccion concedido con base
en la solicitud extranjera.

La oficina nacional competente podré reconocer los resultados de los
examenes referidos en el literal b) como suficientes para acreditar el
cumplimiento _de las _condiciones de patentabilidad de la invencion.
[...]". (Subrayado fuera de texto).

El articulo 46, claramente faculta a los examinadores técnicos y
legales a considerar como elementos importantes para determinar la
patentabilidad de una invencién, las opiniones y los resultados de la
examinacion realizada por parte de los funcionarios de otras oficinas
de patentes.

Ahora bien, el solicitante claramente entiende que el hecho de gue la
misma materia objeto de la solicitud Colombiana en cuestion, haya
sido concedida tanto por parte de la oficina Mexicana (IMPI), como por
parte de la EPO, no obliga a la concesion de dicha patente por parte
otra oficina, especificamente, por parte de la Oficina de Nuevas
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Creaciones de la SiC, pero lo cierto es que como ya se ha discutido
ampliamente, desde el punto de vista técnico y legal, dicha
concesion S| constituye un fuerte indicio que resulta mas que
razonable de que la materia objeto de la solicitud en cuestion,
posee efectivamente los requisitos de claridad, novedad, nivel
inventivo y aplicacion industrial necesarios para gozar del
privilegio de patente solicitado, debido a que una vez analizada por
personas expertas en la materia, con la misma formacién profesional e
idoneidad del sefior Examinador Colombiano, vy bajo los mismos
parametros de patentabilidad, dichas personas han encontrado los
elementos necesarios para considerar que la materia objeto ahora
reivindicada, es clara, novedosa, inventiva y aplicable industrialmente.

CONCLUSION

En primer lugar, las modificaciones realizadas en el capitulo reivindicatorio
como respuesta al anterior concepto técnico emitido por ese Despacho,
permiten que las reivindicaciones 1 a 29 de la presente solicitud cumplan a
cabalidad con las exigencias del Articulo 30 de la Decision 486.

De otra parte, los argumentos expuestos al lo largo del presente escrito,
que se encuentran perfectamente sustentados, incluso por el hecho de que
la misma materia reclamada en la invencién denegada ha sido reconocida
como patentable por parte de los examinadores de dos oficinas de
patentes, como la Oficina Mexicana (IMPI) y la Oficina europea (EPO),
ponen de manifiesto de una manera clara y contundente, que la materia
objeto de la presente invencién no se encuentra inclusa en lo que se
considera como materia no patentable bajo los pardmetros legales y
técnicos de la Decision 486, especificamente en el Articulo 15 e); y que
tampoco corresponde a un uso diferente de elementos conocidos por lo que
no esta cubierta por lo establecido en el articulo 21 de la misma Decision
486.

Por lo tanto, la invencion contenida en la solicitud Colombiana No. 03-
046.838, resulta completamente clara, concisa, correctamente
caracterizada en forma técnica en procedimientos y productos, los cuales
resultan ser patentables toda vez que son materia considera como
patentable que reviste Novedad, Altura Inventiva y Aplicacion Industrial
requeridas por la Normativa Andina vigente en Colombia, con
caracteristicas técnicas perfectamente definidas que permiten obtener un
resultado deseado que ofrece una solucioén a un problema aun existente en
el estado del arte, lo cual hace que la invencion sea un verdadero aporte
novedoso al estado del arte.

En consecuencia, atentamente me permito solicitar a ese Despacho, se
sirva tener en cuenta los argumentos aqui expuestos y las pruebas
aportadas, y con base en ellos, revocar la decision contenida en la
Resolucion impugnada No. 11341 para llevar nuevamente a cabo el estudio
de patentabilidad de la presente solicitud y conceder el privilegio de patente
solicitado para la materia objeto de las reivindicaciones 1 a 29 de la
presente invencion, toda vez que ya se ha reconocido por algunos
expertos en la materia, que la misma cumple con los mismos
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requisitos de claridad, novedad, nivel inventivo y aplicacion industrial
que exige la normativa andina en materia de patentes.

3. Pruebas

e Copia informal del documento “PROTECCION POR PATENTES DE
INVENCIONER RELACIONADAS CON PROGRAMAS DE
ORDENADOR’” AIPPI, Enero 2, 20086.

» Copia informal del expediente de la patente Mexicana No. 240176, y

o Copia informal del expediente de la patente Europea No EP 1376977 B1,

que cobijan la misma materia objeto de la solicitud Colombiana No. 03-
046.838.

4. NOTIFICACIONES

El suscrito(a) como apoderado(a) de la sociedad MICROSOFT
CORPORATION, recibira notificaciones en la Secretaria de ese Despacho
o en la Carrera 72 No. 71-52 Torre B Piso 9, de la ciudad de Bogota D.C.

DARIO CARDENAS NAVAS
c.c. 17.066.629 de Bogota
t.p. 1.250 C.S.J.
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Expediente No 03-46.838

Solicitud de registro para la patente titulada COMPUTACION DISTRIBUIDORA

BASADA EN IDENTIDAD PARA RECU
Solicitante: Microsoft Corporation.
Tomo |
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{37} ABSTRACT

A load sharing methad for a parallel compuier sysiem
having a computer group including a plurality of computers
and an operation macagement mechanism which ix a com-
puter for managing the operation of the computer group. The

method shares a load for exeeutiog a plurality of kindy of

waork processes to the plurality of computers in the computer
group. and includes the sieps o! sciting resourve utilization
target values by work tor the plurality of computers i the
computer group; collecung reseurce utilization states by
work lor the plurality of compuicrs o the comprter LIOUP 1
ihereidy inform the operation management ,.u\h s of the
resouree Whilization stales; selecting o compules io execute i
ewly requested work process Trom the plurality off com.
puters in the compuicr 2raup on the basis of the ditferences
hetween resouree utilization Lugel parameler vaiies 15N
work inthe plurality of computers in the compirier group wnd
current values of a parameter indicating the rep m.m:
resource utilization states by work: and executing, in the

f.(ﬂw‘z.}ﬂ 72978 Hoschler et ul. .. . 304,200 sulected computer, the m\\l\ requiested work process
5 07490 41994 [chinose ot al. ... e 393,650
SATI8AE 1201993 Shiramizu ot W, e 3937700 11 Claims, 5 Drawing Sheets
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LOAD BALANCING FOR A PARALLEL
COMPUTER SYSTEM BY EMPLOYING
RESOURCE UTILIZATION TARGET VALULES
AND STATES

BACKGROUND OF THE INVENTION

The present invention relates 10 a load sharing control
method for controlling load sharing in a parallel computer
system, and particularly 1o un cffective technique to be
appiicd 10 a load sharing control method for sharing a
multiple of kinds of jobs or scssions among a plurality of
computers in a paratle] computer sysicm with good balance
o improve processing speed and guarantee of the turn-
around time ol jobs

As main jobs or sessions executed in a conventional
computer system, there are jobs or sessions performed by
bateh process, online process and 158 (timesharing system)
process. The jobs. sessions o transactions are hereinalicr
referred 10 as “works”™. In order 1o operale these works
cliciently in one compurer sysicn. the order af priority for
exceuiion af the works is set by parameters

On the other hand, the idea of executing a plurality of
works in a parallel computer system having a plurality of
computers connected in parallel has been proposed 1o
increase the amoum of works 10 be executed. Upon such a
background. some methods or apparatuses have been pro-
posed as load sharing canrol methods or load sharing
cenirol apparatuses cach used in g parallel computer system
for shaving a load among a plurality of computers execuling
@ plurality of works.

IP-A-3-19033 discloses g Jub execution multiplicity con-
tral systemy in which tire job excention multiplicity of a job
CXeCulion queue as a whole is adjusied 10 antain jncreascd
speed ol @ baich job while the computer system s in
operation.

In bricf, the job executjon muliiplicity control system
comprises a number-ol-jobs recognition means for recog-
nizing the number of currently running jobs from the job
execuiion gueue as a wholc, a Job execution multipliciy
recognition means for making the computer system recog-
nize designated job exeeution multiplicity, and a job contro]
means for controlling job exiraction,

IP-A-3-197682 discloses an online job dynamic load
cunirol svsiem in which ihe lowering of online ICSponse can
be prevented effectively even in the case where dynamic
joad 10 osline transaction increases,

Inbricl, the dynamic load conirol system comprises a load
Stle recognition means {or measuring load on a central
vompuier at predeiermined timing to recognize the state of
load. and a starting control means for changing/controlling,
the processing, multiplicily ol sessions 10 he executed only
when the measured value of Joad exeeeds a predetermined
value.

Further, 1P-A-3.237634 discioses a load sharing sysiem
USIDR Session muliiplicity in which sessions re assigoed 10
processors inarange of session largest muhtiplicity 10
thereby reduce an overhead of a load sharing process per se
toimprove efliciency of a computer system as a wholc.

Inbhricl. when the number of currently operating sessions
on a2 muiliplicity information 1able for storing the session
fargest multiplicity and the oumber of currently operating
SCSSI0nS correspondingly 10 the respective processors docs
oot exeeed the largest multiplicity, a session requesied 1o be
staried is assigped 10 and started by one of the processors
which is determinged carrespondingly 1o the session largest
multiphicity
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Further, JP-A-6-19861 (US. Pai. No. 5.304.594) dis-
closes u transaction processing server paih serting mecha-
nisin in which response ime of online wangaction is set by
a user by the job class so that the traosaction is shared 1o
achicve the response time,

In Drief, in o multiprocessar transaciion processing
system, a transaction is classificd into a plurabity of classus
i accordance with the processing me required thercfor.
target response time is ser by the class and load on euch
iransaction processing server is adjusted so thal response
performance becontes best in relation between the arget
response time and actual processing time with respeet 10 3]
the classes.

As a result of siedy of the aforementioned prios ar
references, the present iaventors have Tound the lollowing
problems,

That is, in the load sharing control method disclosed in the
fisst-mentioned prior art reference, the Joad sharing control
method is carried ot in only one utilization mode in which
one Kind of works are executed. Accordingly. there is a
probicm that joad sharing adapied 10 other ulilization n:odes
inwhich a plurality of kinds of works are execnted by batch
process, online process, TSS process. cie. cannot be varricd
oul.

LFurther, in the load sharing control merhod according 10
the aforementioned prior art. in order 1o make it possible 16
share Joad in accordance with the wilization maode Sor
exeeuting @ plurality of Kinds of works, load sharing in
accordance with an operation mode s cairicd oul oA

manner so that the nuember of inigators (the numbee of

sessions), which indicaies multiplicity and which is defined

in cach sub-sysiem for exceuling a specilic one kind of
WOTKS S scl <0 as o be diffesent froa the numher of

Initiators ia another sub-system

[t is however required that a plurality of cub-svsicms for
cxeeuting a specific kind of wark Processes are required o
take charge of otber kinds of works correspondingly 1u the
characieristic thereol 1o hereby altam the increase in ISR
cessing speed.

SUMMARY OF THE INVENTION

An object of the present inveniion is 1o orovide o Joud
sharing control method wnd apparatus in which the load tor
2 plurality of kinds of works can he assigned 1o 2 piucaliy
of computers constiuting a compuiter LIOUP N accorctanee
with the utilization modes.

Another object of the present javention i o provide a
load sharing control wehnique in which the Joad can be
shared among a plurality of computers constituting a com-
puter group correspondingiy 10 the respective characteristios
of kinds of works.

A funther object of the present inveniion is 10 provide a
load sharing control technigue in which the Toad can be
shared uniformly when the load for g plurality ol kinds of
works is assigned to a plurality of computers canstituting a
compuler group.

Lvpical aspects of the present investion disclosed in ths
speeification will be described below i brict.

Accarding 10 a first aspect of the present mventian, in g
parallel computer svsiem having « computer QrOUP Consti-
tuted by a plurality ol computers. and an Operdiion Manage -
meat mechanism which is a computer for managing the
operation of the computer group, a load sharing control
method lor sharing ioad lor excetting o plurality of kingds of
work processes 1o the plurality of computers in the compier
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zreup, comprises the sleps oft sclting resource ulilimiioln
target values by wark for the plurality of computers consti-
lun'n; the cmﬁpuwr group: colleching resource utilization
stes by work for the pluratity of computers constituting the
computer group o therehy inform the operation manage-
ment mechamism of 1he resouree utilization states; selecting
a compuicr to execute a newly requested work process from
the plurality of compuiters in the computer group on the basis
of the diffurences between resource utilization target param-
cter values by work in the plurality of compuiers conslitui-
ing the compuier group and current values of a parameter
indicating the reported resource utilizalion states by work:
and exeauting, in 1he sclected computer. the work process
newly requested 1o be started '

In the above load sharing control method. first, resouree
utilization target values by work in respective compulters
constiiuling @ computes group are st i advance in the
aperativn management mechanism by wusing patameter
definitions. or the like.

Then. the plurality ol computers constituting, the com-
puter group collect resource tilization states by work in the
respeclive compulers and inform the operation management
mechanism ol the collected individual resource wtilization
states by work. )

The operation management mechanism has a resource
utilization-staic management table which is prepared in the
infialization of the sysiem. Resource utilization states by
“work informed from the plurality of compuiers constituting
the computer group are arranged on the resource ulilization.

Stale management table. so tha the respective computers

recognize the resource utilization states of the phurality of

computers constituting the computer group by referring 1o
the resouree utilization-state management able.

In response 10 a starting request by any computer 10 newly
starta work process in the paralicl Cumputer syslem having
the operation management mechanism and the computer
group constituted by the plurality of computers, the request
issuing compuier constituting the computer group compares
the resource wiitization target value of each work (process)
work with the resouree utilization statc thereof on the
resource utilization-stale management table for cach of the
group computers. Thus. nne of the compulers which is 10
exceute a eowly requested work pracess is seleeted from the
plurality of computers constiluting the computer group on
the Basis of the result of the companson.

Luch compater comnrunicates with the selected compuler
and nstructs the sclected computer to exccute the work
process newly requested 1o be started. Thas, the sciccted
compuier exceutes thie newly requested work process.

In the above load sharing control method, in this manncr,
the operation mode of e paratiel compuier system as a
whole can be defined by seiting in advance resource utli-
zation larget values by work. so that load sharing can be
achieved in accordance with the operation mode which is
defined in advance.

Farther, in the above load sharing control method. turn-
around time can be guaranteed at the time of execution of a
work process corresponding 10 the uiilization target value in
4 manuer <o that resourees corresponding 1o the prcliminar-
1y designated resource utilization target value is made frec
it advance.

According 1o a sccond aspect of the present invention, in
the load sharing contral method according 1o the lirst aspect
of the present invention. the parameter indicating the
resource utiization states by work of the plurality of com-
puters constiiuting the compuier sroup nformed from the
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plurality ol computers constituting the COMpuICT Qroup o
the operation management mecharism containg at least one
of CPU utilization ratic information o cach ol the conspul-
ers constituting the computer grovp, CPU atibizalion o
informaticn w::ig,hlcd by difference in peeformance of the
plurality of compulers censtituting the computer group. and
main storage free-state information in the plurality of com-
puters constituting the computer aroup.

In the above load sharing control meibiod. the respective
compufers constituting the computer group colleat the ¢ '?’U
uilization ratio which is the proportion of the processing
ume per unit iime of the central processing units in the
respective computers constituting the computer group. the
CPU uulization raiio which 1 weighted by differences in
performance of the respective computers constituting the
‘compulcr group. or the man storage free-state which is the
proportion of the aumber of free pag
devices of the respective computers coastiinting 1he com-
puter group, as the resource utiiization states of the plusalily
of compulers conxtituting the computer Sroup o be
informed 10 the uperation management mechanism

Here, the CPU utilizzion ratio, which is weighted by
differences in capability of the respective compuiers consti-
tuting the computer group, means the relative CPU utilizg-
tion ratio which is given when the PrOCEssIng periormance
capability (c.g. expressed by “FLOPS™) of a compuicr
lowest in processing (capability) among the plurality of
computers constituting the compuier group is assuried 10 he
b

In ihe paralicl computer system Baving 1he operation
management mechanisin and the compuier 2roup const-
tted by the plurality of computers. the works requested 1o
be started include works having various characteristics, such
as works very high in load on he ceotral processing uait,
wOrks requiring large main storage arcas, and so on,

X0 the nain Morage

Therefore, in the above load sharing control method. cach
of the computers constituting the compatter group enllects
the information concerning the utilization states of 2 plural-
ity of kinds ol resources as ihe resource utilization <tates of
the respective computers constituting the computer aroup,
so that load sharing is performed carrespondingly o the
cellectad resource uiilization states,

As deseribed above. according 1o the above load sharing
control method, becanse the wlilization staies of 4 ohirality
of kinds of resources which are acually usad in the plurainy
of computers constituting the computcr group are collected
o that a newly requested work process s exeented by one
o the computers sulecied in accordance willy o spedihic
resousee utiization state, the foad can be shared among the
pluraiity of compuiers constiming the compuler araup
correspondingly 1o the respective characteristics of the plu-
rality of kinds of works.

In the load sharing control method according o (e tirst
or second aspect of the present invention. the step of
sclecting 2 computer 10 execule i newly requesied work
process mcludes a subsiep of caleulating a dificience
hetween « resource utilizaticn tlarget parameter value by
work in cach of the computers coastituling the computer
group and the informed resource wiilization state paraniter
by work 1o thereby select a comipuler in which the dillerence
15 largest.

In the parallel computer sysicin having the operation
management mechanism and ihe computer LIOUP Consli-
teied by the plurality of computers. whes a reqQuest 1o st
4 WOIK process is newly given and « compuler which
exeeutes the work process is ta be selected. i one of the
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compuiers which is small in difference between the resource
utilization target vajue by work in cach of the compulters
coastituiing the computer group and the informed resource
utilizatien siate by work is selected 10 make the selected
computer execute the wark process, the load on the selected
compuicr may be increased so that the completion of the
processing may e delaved.

In the above foad sharing contral method, therefare, when
4 compuier which is 10 exeeute a work process newly
requested 10 he staricd is selected, the resource utilization
taract values by work in the respective computers constitut-
ins_f the computer group are compared with the reporied
resouree utilization siates by work so that onc of the com-
puters largest in diffcrence is selected from the result of the
COmparison so as 1o excenle the work process newly
requesied 1o be stasted Accordingly. when load for a plural-
ity of Kinds ol works is shared 1o a plurality of computers
constituting o computer sroup, the load can be shared
uniformls

Onher objects, features and advantages of the invention
wHl become apparent whep reading the following detailed
deseription of the embaodiments of the invention in conjunc-
toa with the accompanying drawings

BRILE DESCRIPTION OF THE DRAWINGS

FIGO T is i diageam showing the schematic configuration
ol a paralic] compuies svsiem in a load sharing control
method according 1¢ an embodiment of the present inven-
uon;

FIG. 2 s 2 view showing an cxample of the resource
utilization-slaic management table by work in the load
sharing control method according to the embodiment of the
preseat invention,

FIG. 3 35 a view showing an example of the operation
mode table in the Joad sharing control method according 10
the cmbadiment of the present invention;

FIG. 4 s @ view showing an example of the load sharing
wrouping table in the Joad sharing control methaod according
o the embodiment of the present inveniion;

FIG. 5 s a view showing an example of the parameter
definition tor defining resource utilization target values in
the load s<haring contro! method according 10 the embod-
meni of the prescnt invention;

FIG. 6 is a low chant showing a procedure of lnad sharing
control in ahe load sharing control methad according to the
embadiment of the present invention: and

FIGE T ia ow chart showing i procedure of appropriate
S¥siem sciection based on the parameter definition in the
load sharing control method according o the embodiment of
e preseat invention.

DESCRIPTION O THE PREFERRLD
EMBODIMENTS

Ancmbodiment of the present invention will be deseribed
below in detail with reference 1o the accompanying draw-
ngs. 1o all he drawings for cxplaining the embodiment,
parts haviag the same as or cguivalent o each other are
relerenced carrespondingly and the repetition of description
is omined,

A load sharing control method according 1o the present
invention will be described below on the basis ol an embodi-
ment i which resources are assigned in accordance with the
utilizetion wrget values of resourees 1o be utilized in respee-
tve works,

FIG. 1 shows the schematic configuration of a parallel
computer systent in a load sharing control method aceordhng
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to the embodiment. In FIG. 1, the reference sumeral |
designates a high-speed canaection mechanisin serving as
an operation manager: 2 to 4. compuiers: la. 2a, 37and 4a.
central processing units; 16, 2b, 3b and 4b, main slorage
devices (MS); 2¢, 3¢ and 4, operating systems; 2d. 3d and
4d. sub-sysiems: 2¢ and 3e. oniine processes: 21 3 and de,
hatch processes; 3g and 4f, TSS processes: 8o, 2 job mput
console: 9, a communication conlrol processar (CCPY tor
cantrolling communication among the computers: M), &
communication netwerk (such as AN, WAN. ¢te.): and 11y
10 11d, wrminals which can be connected 10 the paratle)
compulcers through the nctwork 10. Joh input consoles 8a
may be further provided in the computers 3 and 4 or mayv he
provided in the terminals 11 10 11,

As shown in FIG. 1, the paralic) computer sysiem in the
load sharing contro! method according 10 the prescn
embodiment comprises a high-speed conneetion mechanism
1. computers 2 to 4. ceutral processing units da. 20, 3a and
4a. main storage devices 1b, 2h, 35 and 4. operating
systems 2¢, 3¢ and 4¢, sub-systems 2. 3d and 4d. online
processes 2e and 3e, batch processes 2f, 3 and 4 and 1TSS
processes 3¢ and 43, Lach of the computers iiwlodes a
scheduler for making a query 10 the operating svstem (OS)
of the ather computer, adjvstment. ¢te. The main storage
device 1h of the high-speed connection mechanism 1 has
resouree utilization-staie managerent wbles 17 G2y and
work target value setting table L (F1G. 2). Although this
embodiment shows the case where the aumber of computers
constituting a group of computers is three. it is a matter of
course that the jovention is not limited thercto and that unv
desired number of computers may be provided.

In the parallcl compuier sysem. a pluralisv of coraputers
210 4 constituting o group ol computers sre connected 1o the
high-speed conncciion mechanism 1 wWhich 18 o computer fur
managing the operations of the sel of computers. Phe
nigh-speed connecticn mechasism 1 and the compitters 2 1o
4 incivde central processing units 1a. 2a. 39 and &, and
main storage devices 16, 26, 35 and 4. respectively, so that
operating sysiems (08) 2¢. 3¢ and 4¢ operale i the respee-
tive computers 2 10 4. Lach of 1he COmMPpULCrs Monitors its
own Joad state by referring to both the resource wtiliznion-
state management table and the work farael value setting
table from the high-speed connection mechanism and oper-
ales to make fatcraction about shared load through the CCP
9 on the basis of the result of ihe maenttoring.

Among the compuiers 2 10 4 in the paratlel computer
system for carrying out the load shiaring contol method
according 1o the preseat embodimeni. a correspanding
computer, 1n which it own scheduler for determining the
computer 1o exeenle @ work requested io be started aperates.
makes reference (o the high-speed connection mechinism
which stores therein the sesource utilizaticn-stule munage-
oot table 17 indicating the curren utlization states of
resourees by work for the oiler computers and the weork
target value setting table 1 indicating the utilizaton iarget
values of resources by work for the otlier computers,

In the computers 2 10 4 comstiuting the computer Lronp
i the paralie] computer system for carrving out the Joad
sharing conirol svstem according 1o the presept
cmbodiment, the sub-svstems 2d. 3 and 4 for executing
specific wark processes respectively operate so that a seq of
the online process 2¢ and the hatck; process 210 a set of the
online process 3¢, the hatch process 3/ and the TSS process
3z and a set of the bateh process 4 and the 188 process 47
are exeeuted i the sub-svsiems respectively i the form of
load sharing.

F1G. 2 shows an example ol resource ulilization-state
management tables by work in the Inad sharing conteal

569
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method according 10 the present embodiment. As shown in
FIG. 2 the resource utilization-state management tables 17
hy work in the Joad sharing control method according 1o the
cimbodiment are constituled by o resource utitization-state
management table 8 for work A, a resource utilization-state
Aanagement iable 6 for work B, and a resource ntilization-
shate Ew;magcnwm labie 7 for work €.

Fariher, as shown in FIG. 2. o the resource utitization-
St management tables by work in the load sharing control
method ch:nr;iing to the present cmbodiment, systems 1 1o
3 on cach of the resource utilization-state management
tables S 10 7 correspond 1o the respective computers 2 10 4,
shown in FIG. 1 so that the resource uiilization-state
management tables 510 7 are gencrated by work or by group
which will be deseribed later.

The reseurce utilization-state management tables $10 7 in
the toad sharing conirol method accarding o the present
cmbediment store CPU utilization ratios which are Process-
ing periods per unit time of the central processing units 2a
10 4 of the compuiers 2 10 4 in the case where works A 10
C are excented by the computers 2 10 4. main storage (MS)
free ratios which are the proportions of Irec pages in the
main sotage devices 20 10 4h, and paging ratios indicaling
the proportions of the number of 1imes of paging.

The central processing units 20, 3a 2nd da of the com-
puters 2 G0 4 constitsling the aroup of computers in the
paralicl computer svsiem for carrying out the load sharing
control method according (o the present embodiment have
the same processing performance. When the group of com-

puters are constinnled  respeciively by coamputers having -

central processing unis which are dilforent in terms of
processing performance, however, refative CPU utilization
ratios may be tsed so that the processing performance ol the
computer having the fowest processing perfermance is
regarded as t 1

FIG. 3 shows un eNample of an operation mode 1able i
the load sharing contral method aceerding 10 the present
embodiment. In FIG. 3. the reference numeral 30 designates
4n operation mode table: and 31 10 33, Operating processes
corresponding to the respective systems 1 1o 3,

As shown i FIG. 3, in the operation mode table in the
load sharing conteol method according 10 the present
cmbodiment, operation modes are formed from three kinds
ol work processcs, namely, batch processes, online pro-
cesses and FSS processes Jor the works 31 1o 33, The system
b eorresponding o the computer 2 is assumed 1o be in an
operation mede for exceuting a bateh process and an onling
process. The system 2 corresponding 0 the computer 3 is
assumed 10 be in an operation mode for exeeuting all the
processes. that ds. a bateh process, a 188 process and an
online process. The svstem 3 corresponding 1o the computer
4 is assumed 16 be moan operation mode lor cxeculing a
baleh process and a TSS process.

F1G. 4 shows ap example of a load sharing eroup defi-
nition iable in the load sharing control method according to
the present embadiment. In [1G. 4. the reference pumeral 40
designates a load sharing group delinition table; and 41 10
43, ioad sharing groups.

As shown in FIG. 4. 1he load sharing eroup definition
tahle ) in the ioad siaring control method according 10 the
present wbodiment has load sharing groups 41 10 43,

Furiber, as shown in 116, 4. the load sharing group
definition table in the load sharing control method according
10 the present embodiment indicates 1he definition of load
shiring wroups when g plurality o work processes arc
gronped so that the Joad sharing proups sre made 10 be units
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for load sharing. The group 1 is assumed 10 be 3 foad sharing
group 41 n:\si;',ncd for batch job processes A and I:‘.: e
group 2 s assumed to be a load sharing group 42 assigned
lor onlise processes. The group 2 is assumed 1o be a load
sharing group 43 assigned for TSS processes. When the
online processess conain diflerent works. they are grouped
into different groups such ax an accounting svsicm and an
information system in a banking svstem

FIG. 5 shows an exampic of @ parameier delinition rahle
for defining utilization targer values of resources in the Tasd
sharing control method aecording 1o the present cmbadi-
ment. In 11G. 5. the refecence numerals 5110 56 designate
various kinds ol parameiers

As shown in FIG. 3, in the parameter definiion wabls For
defining wtilization targel values of regources in the load
sharing control method accerding 10 il prosai
embodiment, grouping work processes [or setiing utilizution
target values of resources is defined by WG (Work T oad
Group) parameiers 5110 53 in which WEGE W1 G2 and
WLG3 define online process, balch process and TSS Process
respectively. Seiting of the utilization target values of
resources ol works grouped by he WLG paramelurs is
perlormed oo the basis of WLR (Work Load Rate) param-
cters 54 10 56 in which, for cxample. the value of an upper
load limit of cach group is designated and js expressed in
terms of percents of its CPU utilization.

In the parameter definition in the lead sharing conirol
method according to the presem embodiment. an anhne
process group 1s delined by e paramicier 51 W1 .G
ONTINE', a buleh process up s delined by ihe parameler
52 WIL.G2 BATCH, and 2 1SS process group s detined by
the parameter 83 “WI.G3 1SS,

Further, inthe WIR parameters for paramceters detinition
10 the load sharing centrai method accarding i the prescnt
embodiment, the wilization turget values o resonrees in
process groups correspoading to CWELGU. "W 4
"WLG3 in cach system ideatiticd By CSYSID are expressed
in teems of pereentages.

Forexample. in the case of the pacameler delinition o the
load sharing control methad according 1o the presem
cmbodimeni, as represented by the parameter 84 in 1F1G. 3,
the resource utilization target values of the process groups
"WLG and "WLG2 i the svsiem | identiticd by "SY'SID=
U, that is. the resoure uiilization larget vadues of the online
process group and the batch process groups are defioed as
205" and 804" respectivel v

The resource utilization target values in the case of
parameter definition shown in F1G. 8 indicaie the Pl
utilization ratios of the respective compulers. in the case of
ihe parameter 34, the svsiem 1 peise pertorts controliing
so that online transactiaon is got given to the svstem 1 when
the CPU utilization ratio indicating load on the oniine
process is not smaller than *204.7

F1G. 6 is u Dow chan showing a procedure of fogdd sharing
contral in the load sharing control nicthod according o the
present embodimen:

FIG. 6 shows an example of loud sharing control in the
lad sharing control method aceordiimg 1o e present
cmbodimeni. In a specific one ol sysiems |1n 3 COFTespoid -
ing 1o the compuiers, when o reguesied Job is acinally
exceuted, the batch job load sharing job scheduler 60 fop
schedizling bateh jobs 1o share joad to 1he batch jobs isaucs
A load sharing macro definition indicating inquiry of an O3
supervisor (nol shown) 1o its own 08 (step 61). 1a the OS.
the optimum svstem which s o destination of foad shariug
i delermined by 1he OS SUpesvisdr (step 62) When (he
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fudgment proves that the opiimum system is its own svstem,
the shared job is executed by its own system (siep 63). When
the imlgmém proves that the optimum system is another one,
the other system is prompted 1o exeeute the job (sieps 64 and
65).

In the siep 62, the OS supervisor examines the current
resouree uulization: states of computers constituting the
compuler group on the hasis of management information
from the high-speed conncetion mechanism 1, selects the
QLM compuicr sysiem frem the computers on the basis
ot the paramcicr detiniion and forms the bateh joh joad
sharing job scheduler of the seiceted system

The batch job load sharing joh scheduler informed by the
0N supervisor operates cither its own computer svstem or
anather eomputer sysicm correspondingly 1o the information
lromthe OS supervisor so that the job requested o be started
is executed by the Sciected aptimum system

e doud shuring conirol is performed in the same manner
as above also wien the load of jobs on other Sroups s
shared. For example, in load sharing control in online
transaction, an online progsam issties load sharing mucro
definition in the step 61 so that the oplimum  compuier
em for the online process is selected hy the OS super-
VISOT

Furtker, the loud sharing control js pectormed 1n the same
manner a8 above aiso for load sharing control for the 1SS
process ATSS slarting program issucs load sharing macro
definition in the step 61 and the macro definition is excenled
by the svsiem designated by the 08 SUPCrvisor in the siep 62
W thereby achieve lead sharing in accordance with the
aperation mode

FIG 7 s aflow chart showing a procedure of the oplimum
sysiem sclection based on the parameter definition in the
load <haring control method according to the present
embaediment.

As shown in F1G. 7, ia the optimum system selection
based on the parameter definition in the load sharieg control
method according 10 the present tmbodiment. the system
selection process per se s called out o a load sharing macro
procedure, <o thal the load sharing group definition rable 40
ix first scarched in step 71 1o examine which load sharing
srOUR contains the job 1o be subjected 10 Toad sharing.

Thens in step 720 1he resource utilization-stale manage-
meat table is examined about the sysiems 1 to 3 coerespond-
ing 1o the computers 2 10 4 constiluting the computer group
st that the systems are arranged in the order of ascending the
fesource utilization ratio of the system as a whole.

in sicp 73, ihe resource utilizing state of the load sharing
group containing the job retrieved in the step 71 is compared
with the rescurce utilization targel vaiue based on the
parameter definition in a manner <o that the comparison is
performed upon the systems arranged in the siep 72 in the
order of ascending e resource utilization ratio of the
svslem as a whaole

Wher the resuli of comparison between the resource
utilizing siate ol the load sharing group containing the job
and the resouree wtilization target value based on the param-
cler definition i the sicp 73 proves that the resource
uitlizing tate of the logd sharing group contaiving the jobis
ot smaller than the resource wilization largel value based
on the parameter definition, the procedure goes to step 74 in
whieh the resource utilizing state of the load sharing group
comiaining the job tor another svsicm is compared with the
resauree utilization target value based on the parameter
delinition by relerring 10 the resource utilizing slale of 1he
load sharing group e mtaining the job for the other System so
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that the comparison is performed upon the systems ;{rf‘:»mL__'c;!
1 step 72 in the ascending order of the resource utilization
ratio of the system as a whole.

When the result of comparixon between the resau e
utilizing state of the load sharivg group containing the job
and the resource utilization targei value based on the param-
cier definition in the siep 73 proves that there is sore svsiem
in which the resource utilizing state of the load shartng
group containing the job is smaller than the resource utili-
;.::li(m targel value hascd on the paramcier definition. the
nmcu(lurc-gncs tostep 78 i which a svstemy i the rescuree
utilization state smaller than the resource utilization target
vajue based on the parameter definition is scelected as 3
system for exceuting the job.

When the result of retricval of ilie resotiree uiihizing srate
of the load sharing aroup containing the jub and the resource
utilization targel value based on the parameter definiion
with respect 1o the sysiems arrangad in e Siep 72 0t
ascending order of the resource utilization ratio of the
system as 4 whole proves that there is no system it which the
resource utilizing staic of the lead s aring group containing
the Job is smaller than the resource utilization turget value
based on the parameter definition. the lowesi svsient in the
resouree ulihization ratie as a whole is <clected as g syatem
for ¢xecuting the jols.

Altough the present invention has been deseribed abhove
specitically on the hasis of an cmbodiment. it is 2 matter of
course that the 1nvention is not limited 1o the embodirent
and that various moditications or changes wmay he made
without departing thie gist of the invention,

What is claimed is:

L 1na parallel computer system having a computer gioun
including a plurality of computers and an OPLIAlion mun-
agement mechanism: which includes a computer for mang-
ing the operation of the computer aroup. a load sharing
control method for sharing a load Tor excenting a plurality of
Kinds of work processes amang said pluradity of compaiers
in said compuier group, said method comprizing the steps ol

setiing a resource wilization target value by cach work for

cach of said piurality of computers inciuded in said
compuier group in said operation management mecha-
nism;

cellecting a parameter value indivative of 4 fesatine

utitization state. correspanding e cach work, (or cach
e said plurality of computers included in saicdd com-
puter group into said operation Menagement niccha-
nisn;

selecting one compuicr 1o execule 1 rewlv reyuested waork

process {rom said plurality of computers incloded in
said computer group on the basis ol the dnlureaces
between resource ulilization arget paramicter v alues by
respective works in said pluraiity of compuiers
mncluded in said computer eroup and parameters vidies
indicaling current resource wilization slates corre-
sponding 1o the respective works from sail opetiution
Management mechanism: and

executing. in the selected computer, the NCWIY Fequesiedd

work process.

2. Aload sharing control method according o a1,
whercin said parameter value indicating the resource uil-
Zation state correspoading to cach work of <aid plurains of
computers included in said computer group collected by said
operation management mechanism includes at least age of
CPU utitization ratio information tor each ol said compuiers
included in said compuier group, CPU wlikizauon ratjo
information weighted by difference in performance of said
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plusality of compuers included in said computer group, and
mas storage available-siate information in sajd pluzality of
computers included in said computer group. .

3. A load sharing control method accerding to claim 1,
wherein the sicp of selecting a computer 1o exceule a newly
requesicd work process includes a substep of caleulating a
difference betweer: a resource wiilization target parameler
value corresponding to cach work in cach of said computers
inciuded in said computer grovp and the collected resource
ulilizatica statc parameter corresponding 1o cach work 1o
therehy scloet o compuier of which said difference is targest.

4. A load sharing control method according 10 claim 1.
wherein said operation management mechanism includes a
high-conncction facility.

S A load sharing control method according to claim 1,
wherein said plurality of kinds of wark processes includes al
least two ol an cnline process. a batch process and a
time-sharing system process,

6. 15 a parallel compuier sysiem having a computer group
including a pluralitv of computers and an operation man-
agement mechanism which is a computer tor managing ihe
operatinn of the computer group. a load sharing control
apparatts for sharing o load for exceming a plurality ol Kinds
ol werk processes 1o said plurality of compuiers in said
compuicr areup COMPIrISes;

means provided o said operation management mecha-

nism for sciting a resource utilization larget value
corresponding to cach work for cach of said plurality of
cempuless included o <aid computer aroup;

means provided n said operation management mecha-

aism for collecting o parameter vajue indicative of
resatrree uilizition state catresponding o cach work
[or cach of said plurality of computers included in said
compuier aroup into said operation management
mcchanism:

means provided in cuch of said plurality of compuiers

inchided in ~aid computer group for scleeting one
computer 1o execule a newly requested work Process
from said plurality of computers included in said com-
puter group on the basis of the differences between
resouree uuhizaion targel parameter valucs by respec-
uve works in said plerelity of computers included in
Sid computer group and currem values of a parameter
values indicaling current resource utilization states by
ihe respective works from said operation management
mechanism: and

muans for executing, in the selecied compuler, the newly

requested work process.

7. Alead sharing control appacatus according to claim 6,
wherein said parameter value indicating the resource utili-
Zatior: slate corresponding 10 cach work of said plurality of
computersineluded i said cemputer group collected by said
CpCTtion management mechanism includes al least one of
CPU utilizaiion ratio information for cach of saidl computers
included in said compurer group, CPU utilization ratio
information weighied by differciice in performance of said
plurality of computers included in said computer group, and
Main storage availabic-stale information in xaid plurality of
computers included in said computer aroup.

& A load sharing control apparatus according o claim 6,
wherein said means for sclucting o computer o execuie a
newty requested work process includes mceans for calculal-
ing a difference between a resource utilization 1arget param-
cler value corresponding to cach work in cach of said
computers included in said computer group and the
informed resouree wilization state paramcter corresponding
W each work 10 thereby scleet o compuier of which said
difference is largest.
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9. Aload sharing control apparaius accarding to claim 6.
wherzin said plurality of kinds of work processes includes ai
least two of an online process. a baich process and a
time-sharing svsicm pracess,

10 fo a parallel computer system Navig, @ competct
group including a pluraiity of compuiers wad a shared
storage unit for dynamically storing resource load intorma-
tioa of the compuier group which inclades a computer for
managing the operation of the vomputer group. a juad
shuril;g control methad for shariag a doad Tor exceuting a
plurality of kinds of work processes among said piurality af
compulers in said compulter group. aid method comprising
the sieps of:

SCHIng 4 resource wtilizalion targel value by cach work for
cach of said plusality of computers included in <aid
compuier group in said operation maaagement miecha-
nism;

collecting a parameter value indicative of resource utili-
7ation slates, corresponding 1o each work. lor each of
saxd plurality of computers inciuded in <aid computey
group into said operation management mechanism:

sclecting one computer 1o e xeeule newiv requested work
process from said plurality of cottiptives jocleded in
said computer group on the basis o the dilferences
between resource wilization target parameter values by
respective: works in said plu rality: of compuiers
included in said computer group and parameters values
indicating current resource wilization states corre-
sponding (o 1he respective works from said vperation
Management mechanism: aad

executing, in the selected computer. e aewly requested
work precess.

L o 2 parallel computer Svsfemr having a computer
group including a plucadity of computers amd o <hases
storage unit for dynamically storing resource oad informa-
tion of the computer group which is g computer tor man-
aging the operation of the compuier group. @ load sharing
controd apparatus lor shariag @ load for exceuting a pluradiny
ol kinds of work processes (0 said plurality ¢l computers
said computer group comprises:

means provided in said operation management moecha-
nism for scliing a resource wilization target value
corresponding 10 cach work for cach of said phrzdity of
computers included in said compuicr aroup;

means provided in said operation management mecha-
nism for collecting a paramcter value indicative of
resouree utilization state correspending (o cach work
for each of said plurality of computers iwluded in s
computer aroup wio said operation Managenient
mechanism,

means provided in cach of said plurality of compuices
included in said computer group for selecting one
COMPICT 10 eXCCule A newly requested work process
from <aid piurality o computers included in said cons-
puter group on the basis of the ditferences beiween
fesaurce wlilization largel parameter v alues by respec-
tive works in said pluradity of compaters included
said computer group and current values Of & pardmcicr
values indicating current resource wiilization states by
the respective works from said OPCCATion Almagement
mechanism; and

e ns for excenting. in the selected compitter, the newlv
requested work process.
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FIG. 2
WORK A
CPU MS EMPTY PAGING
UTILIZATION| RATIO RATIO
SYSTEM 1 80 60 70 ~ 5
SYSTEM 2 75 35 50
SYSTEM 3 20 20 30
WORK B
CPU MS EMPTY | PAGING
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SYSTEM 1 10 10 80
SYSTEM 2 5 50 65 ~ 6
SYSTEM 3 25 75 30
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SYSTEM 2 45 80 0
SYSTEM 3 45 0 0
FIG. 3
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FIG. 4
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FIG. 6
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57) ABSTRACT

le & compuivr system including a plurality of computers
interconnected through a network. a specitic computer A o
ihe compuiter system manages 1he Computer resauree infar-
mation and the operating condition information such as for
a CPU, wiile and a memory and the user cesouree informs -
ton sich as file data and a progean ol cach computer of the
computer system. When a user issues o request from o
computer C o log in io the computer system, the reguest is
reporied o the computer A, and the injormation related 1o
the user is returned 10 the computer C with relorence to e
user resource informaticn held by the computer AL Fhen, the
computer Cacquires the lile and the usabic program Leld by
the user in the computer system wnd exectios 2 process,
wherehy tite whole system can be used 28 resourees of cach
UsCr.

13 Claims, 18 Drawing Sheets
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METHOD FOR CONTROLLING A
COMPUTER SYSTEM INCLUDING A
PLURALITY OF COMPUTERS AND A
NETWORK PROCFESSED AS A USER

RESOURCE,

BACKGROUND OF THL INVENTION

The present invention relates o a method of controlling a
compuiter system including a plurality of computers inter-
connecied by a network and used by a plurality of users
through a plurality of types of computers, in which the
whole computer system is usahle as a computcr resouree of
cach user and provides an covironment usable by cach user
without being conscious of the Tact that a pluraluy of 1ypes
of the computers are involved or 1he types of the computers
included in the sysiem.

In a conventional compuier svstem including a plurality
ol computers interconnected by a network. an instruction (a
POTUSS regest) is given (o the computer system by a user
being conscious ol the dillerence berween the individua!
computers and the prescoce of liles aud programs o be used
in the computer. A computer having a program is internipied
by a remoie log-in or 2IVeN an instruction 1o ¢xccule a
program on the particular computer by a remote procedure
call. Betore exceution of the program. however, it is nee-
essary that a file required by the program be moved appro-
priately onto the compuier.

In conirast, according 1o the CORBA (common object
request broker architecture) specification proposed by the
US. Object Managemen; Group (OMG) assuring the coor-
dination between the presence of a program for the whole
computer sysiem and the cooperation belween programs, the
use ol and coogeration between the programs can be realized
withoul being conscious of the actual preseace ol the
programs on the computer system by registration in the ORB
(chicet request broker) of the specification. This
specificaiion. however, defines a logical appearance of the
presence ol the programs regisicred in ORB in advancc, in
spite of the faet thai the presence of the programs is fixed in
the computers registered 10 advance. Also, there is no
provision far the optimum use of the overal] resourees of the
Computer sysiem.

Further. in 2 conventional compuicr sysiem including a
plurality of computers cennceted by a network, assume that
4 computer logging in o the computer S¥Slem (0 exceule
SOMe processing progrant has not 40y program or a lile.
Although such a program or a file can be retricved (rom
Wit the computer svsiem througit the neiwork, the user is
reguired 16 give an express instruction Lo the computer for
reteicval in all cascs.

Conventional computer svstems intended to automatically
scicctan oprimum place of excention of 4 reguesied job from
among the computers interconnected 10 a network are dis-
closed in IP-A-2-120968, AP-A-5-134939, TP-A-5-173990,
cte. In these conventional systens, the place of executing a
requested job is determined by moniloriag the hardware
resourees such as the operating conditions and the amount of
file of the computers connected 1o the network. Such a
request s requested, since a plurality of computers are
comectest 1o the network. T this case, the location of g
program and 2 file for exceuting a joh arc required 1o be
indicated by the user consciously i advance,

Further. in a conventional computer sysiem including a
plurality ol computers interconnected by a network, the
interface s dilleren in dependence on the computer
(icrminal) logeing in 10 the compuicr svstem. In addition,

h
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the type of the process that can be requested from a
computer was also dependent on the particular compuier,

SUMMARY OF THL INVENTION

An object of the present invemion is to provide a methed
of conirolling a computer system including a pluratiny of
computers in which the files owaed and the programs usable
hy each user on the computer system remain unchanged for
the user, and regardiess of the compuier through which the
computer system is logged in 1o, e use of the computer
system by exactly the samie interface is guaranieed.

Another object of the vention is 1o provide a method of
controlling a computer sysiem in which cach uscr is mot
required o be conscious of the phvsical Tocution of ¢n
intended program or an inended (ile in execling the
process using the file or the program tn the compiter svskem.

Still another objeet of the invention is 1o provide a muthuxd
of controlling a computer sv<iem in which the place of
exeeuting a4 process in the computer SESICT IS Ay namicaiiy
determined from the property amd the Joad of {he: DrOcess
requested and the prevailing utilization rate of the comouter
system.

According 1o one aspect of the present invention. theru is
provided a method of contolling a computer svsiem nclvd.
ng a pluratity of cemputers, comprising the steps ol causing
a spectfic computer A of the COMPULCr S¥Nen ta nimag. the
compuler resource information and the ope rating conditicn
information on the CPUs, the fiies and memaries of cach
computer of the computer system and the user rosouree
information such as file data and programs, reporting the
compuler resource information and the USer resouree mio-
mation from cach computer 1o the specitiv compuier A from
time to time, reporting first 1o 1he comprter A wmy logea
request which may he issued by a user from g com pder €7,
ceturning the information for the particular user from the
user resource formation held by 1pe computer AL and
causing the computer ¢ ¢ dispiay a list of files beld by the
user and usable programs as an interface o the display of
the computer Cin he compuler systen, thereby niahing it
possible 10 invariahly manage the user resonrces in the
system regardless of the computer through which the iser
logs in 1o the system.

According 1o another aspeet of the inveniion. mere is
provided a method of contralling  computer svsiem, inchud-
ing the steps of Iransmiting a peogram rom a compuier A\,
allowing the program 10 patrol the Compulers connectad o
the network and detect o compuier newly connccted 1o e
octwork, and transplanting to the pewly detected compuicr
the program for reporiing the compueier resouree mtormation
and the user resource information to the compuicr AL so thai
the newly connected COMPULCr can wse the resources o the
COMPUICT SYSICM as o new compuicr memider of e com-
puter Syslem.

According 1o still anather aspect of the invention, liwre s
provided a methad of controlling a computer syster. includ-
ing the steps of causing a compuler C 1o issiie a reguest tor
& process using a file and a program in ihe compuier svslem.
sending the request fisst o g computer A, causing the
computer Ao determine a COMPUICT 0r & cempliter proug for
executing the particular process on the basis of the physicad
location of the file and the program and the compulter
resource information. transferring and executng the tile or
the program, if required, on the basis of the particular
determination, reporting 1o the requesting computer C e
ermination of the process. and causing the computer
has executed the process 10 send the file aud e program
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traasierred therelo and any new file data geoerated as a resull
of the process to another computer, delete or report them to
the computer A 1o the adminisiration computer A of the
compuler system as @ new user information resource ol the
computer, as required. therehy making it possible for xhc.
user 1o exeeule the requested process at an optimum place of
exceution without being conscious of the actual physical
location of the file or the program.

According to this invention. there is provided a sysicm
including a plurality of computers interconnected through a
actwork, o which the whale system can he used as 2
resource of cach user. The data files and programs usable by
cach user in ithe sysiom remain invariable regardless of a
particular teeminal lrom which the user logs in to the svstem,
and the appearance (ioterface) is independent of the termi-
nal. The wvser, therefore, is not required to use diflerent
methods for differem terminals. Further, according 1o this
mvention, in the Case where a user requests a process 1o the
svsiem including a terminal, the most eflicient mode of
executing the particular process is automatically determined
by the system, and the resulling movement of the files and
programs in the network is guaranteed by the system. All
thai is required ol the user to do. therefore, is 1o request the
Process to a system. Also, sinee o file and a program are
dynamicaily relocated taking the processing load of the
whole system and the amount of movement in the nctwork,
an cfficient utilization ol the sysiem is made possible.
Further. i the case o any addition and conncction of a new
server. the file and the program thereof are automatically
retrieved as @ part of the system resourees and are automati-
cally aflowed 10 be resident. The system can thus be
expanded casily in keeping with the system Joad.

BRILF DESCRIPTION O THE DRAWINGS

FIG. Tias o diagram for explaining the concept of the
preseni invention,

FIG. 2 shows a flow ol the averall process.

FIG. 3 shows a flow ol the process lor collecting the
resouree information of a server management agent pro-
wram.

FG. 4 shows a flow of the process for managing the
server resonree information of a system  administration
agent.

FIG. § is o diagram showing a structure of a system
resouree management table.

FIG. 6 shows a tlow for regisiration of a user in the
svsiem.

I1G. 7 shows a low of the process exccuted by a terminal
management agent for logging in 1o the system.

FIG. 8 ix a diagram showing o structure of a user
management table.

FIG. 9 is an exampie ol a user interface not dependent on
the werminat.

FIG. 18 shows a flow for communication between the
system sdministration agent and the terminal management
agent.

PG b= a loweharnt for determining a place olexceenting
a job requesied by o terminal.

FIG. 12 s a Nowchart for determining a place of execul-
ieg a job requesied by a terminal.

FIG A3 is a dowehart for detenniniog a place of exccut-
ing a job requested by a terminal.

FIG. 14 is a flowchart for requesting a process from a
terminal management ageat o a compuier al the place of
execution.
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PIG. 15 is a diagram showing @ structire of o dile
mapagement table.

FIG. 16 is a flowchart {or the operation ol a cesoured
manegement agent.

F1G. 17 is a flowcehart for file tansfer by a sysiem
administration agent. .

FIG. 18 s u diagram showing a structure of an expaded
file management table.

DESCRIPTION OF THE PREFERRLED
LEMBODIMENTS

An embodiment of the present avention will be explained
befow with reference o FIGS. 1o 8.

Fiestc explanation will be made of a concept and & svsiem
configuration intended 10 be achivved by the invention with
reference to FIG. 1, foliowed by the description of a detadled
flow ol each processing seciion.

FIG. 1 shows wa ordinary compuier system ncinding «
plurality of computers intercennceted by a actwork 161 1o
which the invention is applicaile. The computers include 21
lcast a scrver shared by a multipiicity ol users und a plurality
of terminals 104 each occupied mainiv by u single (not
necessarily, specific) party, This sustem also includes an
administration seever 102 plaving the central role in the
invention. The administration server 102 s responsibic far
managing, all the computer resources and all the jobs (the
processing urits of the compuier) performed oa the com-
puters as well as the catire user information in the compuner
S¥sien.

First. the operation principle will be expluned. All pro-
cessing requests {rom the termunais 104 are provisionally
sent automatically 1o the administestion seever 102, The
administration server verities the Tocation of the pregram
and the file corresponding 10 cach processing requesi. Then.
a computer (server or ierminal) judged 1o be capable of
handling a given process most efficicntly is determined from
the prevailing processing load of the servers in the network
and the property and the location of the file wad the pregram
used for the imtended process, and the place of execution of
the process (connected server address) is notiticd 10 the
particutar terminal. Tn accordance with the information 1hus
notificd. ihe terminad requests a corresponding computer 1o
exeeute the process. The movement of the hle and ¢

!

boihe
progran. il required in advance, ix the responsibitity 56 the
administration server. The user ualy requests Hie process.
and the above-mestioned operations are automatically
exceuled by the terminal, the administration server and the
program (a unit of which s called an agent hercinatier)
installed on the servers.

In erderio realize this operation. the administiation senver
102 inciudes @ system adminisiration agent (progiam) 108,
cacn server 103 includes a server management agert 106,
and esch terminal includes a terminal managament agent
107, as a program. Also, a resource macagement agent 1O8
is available for transmission from the administration server,

The system administration agent 108 inciudes user man-
agement inlormation, sysiem resource managemiert wnlore
mation and availible application prageam information 110
The operating conditions and the resource managermei
information of each server are reccived from ihe server
management ageat 106 10 update the above-micniivacd
information. At the same time, the sysiem admiinisirauon
agent 103 determines a computer and moves the file awd the
Program in response 10 o process request sent from g
terminal.

80
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The scrver management agent 106 deiccts the resource
manageinent information (inchiding the hardware resources
such ax e CPUL fHles and memorics, and the soltware
resources such as the user file daia and the programs) ol a
server associatod therewith, and ransnis the information o
the administration server 102, An arrangement is made io
perform this detecting operation with the start or termination
of a given job on the associated server as a metive.

‘Ihe terminal management agent 107 detects the user
information and the terminal informanton, and sends them (o
the administration server 102, Also, the terminal manage-
ment agent 107 sends a processing request from the user to
the admnistration server 102, and in compliance with an
indication by the system adininistration ageot 105 of a
connected server addiess conslituting the place of executing
the paruicular process. connects the server and execules the
pr(\cu_\\.

When a new server 109 s connccted 1o the network, the
Fesouree management agent 108 is sent from the adminis-
tration server 102 10 1he newly connected server 109, and a
server management agent 106 s anstalled on the newly
conaected server 109, The new server can thus be made
available as a part ol the network sysiem.

Then. a detailed flow of the operation will be explained.
FIG. 2 shows the overali Bow of a morc specific process and
a detatled flow of the corresponding succeeding process.

Viest, o mechanism for collecting and managing the sys-
tem resouree information and the operating condition infor-
mation of cach server by the process af the system admin-
istration agent 108 and the server management agent 106
will be explained with reference 1o FIGS. 2 and 3 1o 5.

In FIG. 20 1he server management agent 106 resident in
cach o the servers 103 acquires the svstem resource infor-
maian and the operating condition informaion of a par-
neular server. These information 2038 are sent 10 the admin-
istration server 102, The information thus sent are stored in
a syslem resource management information file 203 by the
svslem administration agent 108,

FIG. 3 shows an operation flow of a server management
agent program 106. the server management agent siarts the
aperation deseribed below (301) in response o a timcr
interruption from an OS, a process start mteriuption or a
process iermination interruption by a program. lirst, the
change information on the dile and the program resource 1s
collected (302). This can be realized by using the date and
bour information geacrated or updaied by an OS instruction.
Then, the capability and the capacity of the hardware
resources (CPU, memory and file) are detected only at the

first time of detection of the server resource (303). This is s

static information, for which the first one detection session
is suflicieni. and can be realized also using the OS function.
As the rexi sicp, the utilization information of the hardware
resouree ks collected also using the OS function (304). The
cullected information wili be deseribed in detail later with
reference to FIG. 5. The eollected information is sent to the
sysiem administration server (308). The data 306 thus sent
is processed as showns in FIG. 4.

FIG. 4 shows o flow ol the process Tor acquisition and
management of the inforanicn 401 collecied by the server
minagement agent 106 1n the system administeation server
102, TG, & shows a list of ihe inlormation collected and
managed and a storage file format. The system administra-
tion agent 1035 acquires the information sent from the server
management agent 106 (402). In accordance with the infor-
mation thus acquired, the contents of the svstem resource
management bormation file (FIG. 8) are updated (403)
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The header 500 of the sveiem resource mana
information table 203 shown in 1G. 5 has such ioformation
as a name for specifving an individuai seever compuicr, a
CPU-ID Tor specilving o computer, and an 1P goetema
protocoi) address i me system network. The licader s
tinked by a pointer 1o a abic having more detatled nfor-
matinn. This pointer Indicates a pointer table 501 having
other poinicrs ndicating a piurahiv of subtables having
classified storage information. Fhe subtables faciude a herd
resouree lable 302 indicating ibie resources on the computer
hardware, an operating condinon table S48 for recording the
operating condittons of the hazd resources at cach time poinl,
and 4 file management table SHO for recordivg the inlonma-
tion stored in the fles on the server. Osher information 20
can also be managed by a subtable having the same tom
linked from this pointer table whenever required.

The hard resource table S02 contwns basically <ialic
information in the absence of any change or addition of the
hardware which is collected in step 303 in FIG. 30 The
operating condition table S05 is tor recording ihe operatiug

canditions of the hardware at the fime of the interruption ot

step 301 in FIG. 3 and collected with the same intereuption
as a motive. This operating condition labie S0% has stored
therein the date and hour ol colleciion 506, the CPU
utitization 307, the memory uwtilization S08 and the tile
utilization 509, The filc management 1abie 516 has stored
therein a file name SUL 2 locanion $12 such as the directory
name and the folder name. a tvpe 513 indicating a file data
or a program, an airibute 514 indicaling an interactive
exceution (1) or a buich-type exceution (133 for a progr.m. a
user 1D 815 indicating the holder of the tile. an avvess right
516 indicaung the scope of utilizalion of Lle copies and by
other users. and a load amount ST7 mdicting s file capacit
or, in the case of a program, & CPU power and o meren
required for exceuting the program, with respect 1 the
infermation stored in ihe file of 4 particular server,

ASs a result, the hardware resources and the solmware
resourees owned by cach server are managed and se are the
operating condition information at cach time point. The data
306 sent from cach server management agent shown 1n 110,
3 can have the same format as this fable or can be fn a facart
compressed (o contain only the sampled and updaicd inlor-
mation.

the embodiment of £16G. 3 shows the case in which the
information is collected in the <ame manner for the linee
intecruption, the process start interruption and the progess
termination interruption. The sampled data. however, can be
specified Tor one of the subtables of FIG. § in accordance
with the type of iterruption. As 1 the dmer interrsption. for
example, A modification can be carpiuyed in which oniy the
information correspending 10 the operating condition 1able
505 is sampled.

Returning o FIG. 2, a method of realizing the user
operability independent of the log-in terminal or the regis-
tration of the user managenient information by 1he svstern
administration agent 105 nd the wrminai managenient
information 107 will be explained with relerence 1o FIGS 2
and 6t 9.

In FHG. 2, when the tiser logs in 1o the sysiem, The termmad
management agent 107 sends 10 the adiminisiration sciver
102 the log-in information and the terminal information 206
used for the log-in. The system adminsiration sgent 103 an
the adminisiration server 102 accesses the user management
information 202 (FIG. 8) to process the log-in. Al the samy
time, the user information 207 constiwting 4 list of availabic
programs and the file information owaed by the vaer for the
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entire netwaork system s returned o the terminal manage-
met aeent 107 The wrminal management agent 107, using
the particulur inlormation. displays the uscr ‘interface (F1G.
91 remaining unchanged segardless of the wrminal from
waich 16 jog i and thus supports the user operation.

F1G. 6 isa Nowchan showing the aperation performed by
a user for registering in the system for the first time. First,
the user registration information 602 is catered by way aof the
ierminal {601). This process can be normally operated only
from a spoecific user (sysiem manager or the like) or a
speaitic terminal determined by the system. The system
administration agent 103 sets an account and a password and
caisters the user resourees such as a file in the user
managemeni file (171G 8) en the basis of the user registration
infurmation (604). Ancr that, the user can log in 1o the
system by the process shown in FIG. 7 in the capacity of a
SARICI User,

4G, 7 shows a flowehart foe the log-in operation per-
“a user thiough the terminal management agen
7. First. ap accoust and g password are input as the user
jog-m information (701). Then. the terminal management
agent program extracis the teeminal information used for the
lag-in (702). The werminal information is stored m a log-in
terminal manageiment ibic 809 of FIG. 8. The extracted
lag-in infarmaiion amd the terminal information 704 are sent
to the svsiens adminisiration agent 105 of the system admin-
1stration server (703),

The contests of the wbie of the user management infoe-
mation e (202 i F1G. 2) will he explained with reference
to FIG. 8. The user management intormation table is con-
structed as a bicrarchy table having a header (804)) consti-
tting a list of individual uscr 1Ds and corresponding
passwords, and 1s linked further 1o a detailed tnformation
1zhie by 4 pointer. This pointer indicates a pointer 1ahie 801
having a plurality of pointers for further indicating a plu-
vality of sobiables containing classificd storage information.
Lach of the subiables includes a user management table 802
describing the right of the user 1o use the svstem. the charge
rate, the otzl amount and upper limii of the charge., a user
resouree e management table 803 indicating a list of files
aw aed or usable by the user i the whole internal arca of the
vetwork svsterm. and a log-in terminal management table
809 comaining information associated with the terminal
psed by the user for Jogging in 1o the system. Other
wnformation s alse managed in 2 subtable 820 of the same
svpe finked troms thiis pointer table. The user resource tile
managerment (able contains only the information accessible
=y the user extracted Tram the file management table §10 of
VG S e information included are limited 10 a file name
804, a location 805, 2 tvpe BO6 and an attribute 807, The
fog-in fermical management table 809 contains a log-in
terminal 1P address. a CPU performance representing the
capaliiily 3 2 fermina; coOmpuler, a memory capacily
{absoluie capaciiy and aciual amovat used). a file capacity,
a display capaaity (sereen size, display colors, ¢ic), and a
poimter indicating a1 resource file table locally owned by the
iwrmitnal The terminal resource fiie management table 810
boids the nformation of the same type as the file manage-
meot table 310 shown n FIG. §.

Returning io PTG 7, the log-in information is checked
using the iables of FIG. 8 on the basis of the information sent
{rom the terminat. and the werminal information is regisicred
(specitically, the wables 801, 809 and 810 shown in FIG. 8 are
acnerated) (708). Though not shown here, any crror or
hortage of the regisiered information is reported o the
wrminal, in which case the subscquent operation is sus-
pended. Then. a file (including o program) owned by the user
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or the file avaiiable for use by the user ix extracicd (706).
This operation is performed [oilowing the beader 860 of ihe
uscr management file and the pointer table 801 shown in
FIG. 8 and relerencing the table 803, As the next siep, the
user information thus extracted is sent 16 the terminal (707).
Using the user information 708 thus sent thercto, the wermi-
nal management agent construets and displavs a user inier-
face not dependent on the terminal in use (709).

An cmbodiment of a uscr interface assumed io he inde-
pendent of a terminal is showa in FIG. 9. The conventional
user interface is dependent to a large mceasure on e
terminal used in that the information is displaved uniguely
dependent on the window of the operaling system installed
for cach terminal and in that the user resources existing in
the network system other than the particutar terminal wre noi
displayed or, if displayed, in a different window vsing o
specific command or the like. The interface aceording o the
present inveation, on the oiber hand, has a [cature in that the
uscer resources for the entire network system including a
terminal are displayed independently ol the particular tor-
minal. All the files owned by the user and all the programs
available for use by the user in the nctwaork svstem cim be
extracted by reference 1o the user management information
table (IIG. 8) described above, and are sent o the terminal
management agent from ithe svsiem adminisiraiion agent as
the user information 708 shown in FIG. 7. A file locally
owned by the terminal, which can also be refcrenced 1ot
table 810 10 FIG. 8. i< oztginally sent from the werminal an
located at the terminal. As o reselt, all the mformation on the
files and the programs available for use whea a process is
executed in the system using a terminal is held by the
tcrminal management agent. A user giviog an instruction 1o
the compuicer designates a file (data) used. a program con-
stiiuting a unit of processing and a procedure indicating the
sequence of processing. These information are classifiad
into a file 901, a program (application program) 902 and
procedure 903 and displayed by a common display means
(such as icons) as shown in I'IG. 9. Towever, the user 1s not
required 1o be conscious ol the physical location of the file.
and therefore the information is displaved in a logical name
attached by the user. The dashed lines of FIG. 9, therefore,
are aol displayed. For the user desirous of heing conscivus
of the presence of the fiie. however. the hicravchical posi-
tons of the terminal (local), the server and main frame
{back-cnd scrver) are specified o the windows as indicated
by 905. 906, 907, <o that an icon of a corresponding file i<
displaved within each arca defined by the dashed lLines, ‘This
15 also the case with the program. A procedure. on the other
hand, can be displayved as indicated by 908 in o subwindow
by icons making up tools capable of describing the progess-
ing sieps by combination of a file and a program. which
icons are appropriately sclected for prompiing a detailed
description. The user designates a process using this intce-
face. As seen from the foregoing description. no iniormation
unique 1o a terminal or the system s used el all Tor
constructing a screcn. No maiter which teeminal the system
18 logoed in from. therelore, a common vser inferface can be
displ\a}'cd Now. cxplanation will be made about how the
process designated by using this interface is inlerpreted by
the terminal management agent and how 10 reahize 2o actuzl
Process.

Returning to FIG. 2 again, a mcthod of determining the
place of exceuting lht, process al the administeation man-
2gement server 102 in accordance with a request made from
the terminal through the terminal management ageet 167,
conslituting another process ol the syslem administration
apcnt 105 “and the terminal management agent 107, and a

ol
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method of executing the process based on such g
determination, will he explained with reference to FIGS, 2
and 1o 15

First.a flow of the process wiil be brieflv described with
referenee o FIG, 20 When g job request 208 i< sent {rom s
terminal theaugh the above-meniioned interface 10 the
achminixiration server 102, the sysiem administration agent
HS detects the phvsical location of the file and the program
using the information contained in the user management
infermanion table 202 and the svsiem resource management
mfnrmation ke 203 Turther. in cxecuiing the process, a
sompuler {server or ierminal) considered the most appro-
priate for the whole system is determined, and a connection
server address is sent e the terminal accordingly. Also, if
required. the file and the program are loaded by the system
adminisiration agent 108 (211, 212). The werminal manzge-
mentageel 107 reguests the process 1o the connection server
{including the icrminal). Actually. however, the DIOCESS,
which i execuied in one of the lorms 201 shown in FIG. 2
i trangpacent 1o the user.

Now.a flow of operation for deiermining the place of
exeeuting a process will be explained with reference to 11G.
10 The jeb indication information 01 input from the user
through the above-mentioned inierface s interpreted into an
actual fide name or an actual program name by the terminal
munagement agent 107 (1002). and transmitied as a job
reguest 1o the svsiem administration server (1003). ‘The
system adrinisiration agent performs the following process
1005 based on the job request information 1004, The loca-
tien of the e program corresponding to the requested job
i< extracied using the vser management information table
202, Fhe place of exceation of the particular job is deser-
mined with reference to the svstem resource management
information jile 203, At the same time. as required from the
cavironment of the place of execution, the program and the
fie are Joaded oo the computer at the place ol exeeution.
The llow of operation of 1he process 10BS will be explaiacd
i detail with seference o FIGS. 1 1o 13,

I the flowehan of FIG. 11, dirst, the location of the
progran: file of the requested job is detected from the user
management informaiion table 202, and using this location,
the CPL processing periormance Ci. the memory capacity
M: and ihe file capacity Fiare extracted as the resource
infermation of the locatiom with refercnce to the svstem
resouree managemeni ainformation table 203 (1100). This
can be accomplished by referring o the ficld 805 describing,
the locztion in FIG. 8 and then the ficld 510 in [IG. §
accordingly. Assuming that there are a plurality of locations,
aprefiv s used. Then, the svstem administration agent 108
axtracts a program size (P) indicating the memory capacity
required for execution, a processing mode indicating the
batch-tvpe process B or the interactive process 1. and an
average processing load (1) for the program to be executed.
Then. the data file amount (1) for a file 10 be processed is
extracted (FLO1). IF a programdile on the server is involved,
the fickds 3130817 1 the 1able 310 ol F1G. § arc referred o,
while in the case of a terminal user resource, the fields 813,
K17 in the 1able 816 of FIG. 8 are referred 1o, Then. the
tog-n terminal resource infonmation including the CPU
processing performance CO, the memory capacity MO and
the fiic capacity FO are exiracted [rom the uscr management
imfermation able 202 (F1G. 8) (1162). 'this can be accom-
plished by relereoce wibe wble 809 10 FIG. 8. The pro-
cessing doad ix assuined 10 be the tetal processing smouat,
and the CPU processing performance as the processing,
AMCUNT per unit lHme.

Ihe place of job execuiion s deicrmined 1in accordance
with the following algesiibm using these mformation.
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Firsl, two modes are involved depending on the possibil-
iy of moving the program (1103). In the case where a
program exceution agreement specifies (Hxes) a computer 1o
be used lor exceutivn, the program cannot be iroved.

In the case where the movement is prohibited. the possi-
bility of exceution at a fog-in terminal is chocked in the
presence of the program on the log-in terminal (1104). 11 the
file 1o be processed is existent on the terminad (L108), the
terminal is determined as the place of ¢xeeution and the file
need not be moved (1106). In the case where there is no fic
0 be processed on the terminal (where the judgement in
1105 is NO), on the other hand. the possibiliiy of moving the
processing file 1o the terminal is checked (judged in siep
1107 on the basis of whether the capacity 1 of the filed 10
be processed is smaller than the file capacity 70 of ihe
terminal). If the movement is possible, the fiic is moved with
the place of execution as a termtinal (1188). 1n the case where
the movemeni s impossible (in the case where the judge-
ment in step 1107 is NO) or in the absence of a program on
the terminal (in the case where the judgement in step 1104

15 NO), on the ather hand, the process proceeds 10 the pext -

step for studying the exceution of the program at anotier
location.

Until a server satistying the conditions is found by
iracking the servers (i) having u program in the ascending
order of the pracessing load, the process described helow is
repeated (1109). The information on the working load for the
server bavisg the particulac program can be determined by
referring 10 the operating condition table 805 of the svsicm
resource management information table 263 in IF1G. 8. The
servers can be seleeted, for example, in e descending order
of the absolute value of the margin of the CPU processing
capacity. The margin can be determined by subtracting the
latest value of 507 from the absolute capacity of 802, Each
server 10 be processed is checked as 1 wheiher it has a
sufficient processing capacity (1110). To assure a sullicient
processing capacity. the conditions described below are
imposed on the CPU capacity and the memory capacity
according 10 this embodiment. Specifically, it is deteeminei
whether the CPU capacity Ciis not less than a ccrtain fovel
(l<a*Ci) for an assumed processing load 1., whather the
memory capacity Mi on the server is not less than a centain
proportion (P<B*Mi) oi the memory size P required lor
program exccution, and whether the memory capacity
ncluding the file is sullicicnt (P<(Mi+Fi) assuming that the
file is used for virlwal storage. where ¢ and § are given
conslanis. These values, however, are determined in such a
manner that the processing time is not extremely kengtened.
In view of this, a and {3 are set 1o 10 and (1.3, respectively,
for cxample. Once these conditions are met (1110). whether
the processing file can be stored on the server (D<bi) is
checked (1111). 11 such storage is possible, the pariicular
server is determined as the place of exccution (1112), and in
the absence of the processing file on the server. the file is
moved (copicd) (1113). Otherwise, the next server candidaic
is checked.

In the case where the program can be moved, @ priority

place of exceution (location of the terminal, or the program/

file) is determined i accordance with the processing prop-
eriy and the amount of the program-to be processed and the
file capacity. An actual place of ¢xecution is thus determined
while applying the conditions for judgement described
above (1115). The How of this operation will be described
below with reference to F1G. 12,

The process for monttoring the movement of the program
and file can be executed as a part of the process 1116 for
revistering the place ol execution 1802 with relerence 1o the

tabje of I'1G. 18.
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In the case where the program processing mode is
imeractive. the terminal is determined as a place of excen-
Hen o priosily and whether the processing is possible or not
is checked (1200). This is by reason of the policy of
executing the processing at a place as near to the user as
possible to maintain the performance of frequent interactive
eperations. In the case of inicractive process, the possibitiy
ol cxecution on the log-in terminal is checked (1202 10
1205). This is accomplished with exacily the same algorithm
ax the process of 11650 113, 1f exeeution on the log-in
terminal is possible. the program andsor file is moved
(vopied) 1o the terminal as required. In the case where the
exeeution on the log-in lerminal is impossible due to the
limitation of the CPU performance or the file capacity, in
contizst. or o the case of haich-type processing, the sleps
deseribed below are followed.

Virst, in the case where the absoiute vatue of the process-
g load of an intended program is not more than a prede-
wrmined processing amount v, for example. the possibility
af excention is checked assuming the location of the pro-
LIIY s 4 pricry place of exeeuiion (1200, The processing
amoust s determined dn advance, for example, as an
assunmd Lotal processing amount of 10 billion instructions.
Fhis is s view el 1he policy of selecting a place of execuijon
having a farge processing capacity for a process larger than
a predetermined fevel whie in the case of a process
involving 4 smaller capacity, however, the puossibility of
execution i the program Jocation is checked (1212 to 1215).
This is sccompiished by exactiy 1he same algorithm as the
precess 1110 1o 1113 in FIG. 11. In the case where this
cxeeution s possible. the program and file are moved
(copicd) 10 the server at the piace o execution determined
in the above-mentioned manner. 1o the case where there are
a plurality of pragran focations. this process is repeated as
many imes as the Jocations unil the place of exceution is
determined.

I the case where the data amount (D) of the file 10 be
processed s a given <ize § or more, on the other hand. the
possidility of excenting is checked with the file location as
a priority candidate of the place of execution (1220). The
given size ¢ is predetermined at, say, 3 Mbytes. This is by
reasan of e policy 1o avoid the movement of a large-scale
data base or ihe like through the netwoark. In the case where
the data amount (DY of the file © be processed Is not less

thun the given size 8 (1221). on the other hand, the pessi-

Bty of exeeution at the file location is checked (1222 1o
1223). For this purpose, as in ihe preceding case. exactly the
samre agoriihng as the sieps THO 0 1113 of TIG. 11 is used.
H the execution js possible. the program is moved (copicd)

to the server ar the place of exccution determined, as

required. o view of the fact that the Nile is atready located
on the server however, the condition judgement §223 {or ihe
file capaciivisaiways YES. When there arc a plurality of file
focations, this process ix repeated as many tmes as the
aumber of such locations until ihe place of exccution is
determined.

I the case where the place of execution fails 10 be
detcrmined as a result of the judgement conducted so far, a
place of executicn most suitable from the viewpoint of the
resourees is determined from amoag all the servers imcluded
in the ociwork.

s FiG. 13, the process described below is repeated (1301)
unul & server satisiving the conditions s found 1n the
ascending order of the operating load among, the scrvers (1)
i the network. The nformation on the lightweight of the
opurating hoad. ke inthe process at 1109 of FIG. 11, can be
knewa by relerence 10 the operating condition table 505 of
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the system resource management informaiion table shown in
FIG. 5. For example, the absoluic values of the remainders
of the CPU processing capacity are selected in the deseend-
ing order. in which the remainder can be deteemingd by
subtracting the latest value of the CPU load 507 from the
absolute capacity of S02. As an alicrnative, the latest average
load amount can be used insicad of the latest load. Ve
possibility of exceution is cheeked in the order of servers
sclected (1302 10 1305). This is accomplished by exactly the
same algorithm as the steps THO o 113 in FIG. 11 in lie
preceding case. In the case where the execution is possible,
the program and file are moved (copicd) 10 the server at the
place of execution as required.

A detailed flow of aperation performed by the sysicm
administration ageni 108 was described above for determin-
ing the place of executing the job requesicd from the
terminal.

Returning 10 FIG. 10, once the place of oxecution is
determined by the above-mentioned algorithm, ihe place of
exccution and the information on the file moved are sent 1o
the terminal, while such algorithm [ails 1o be determined. on
the other hand. the canse thereol is sent to the terminal
(1007). As the information ol 1008, the CPU-T1Y and the 1P
address are sent Jor the place of exeeution. and the CPU-ID
and the TP address of 1he origin of the program or Rl is sent
for file movement. The 1erminal management agent 107 that
has acquiredt the transmission information ai siep 1010
requests a job to the computer ai the place of exceution on
the basis of such information (1011). and communicaics
with the computer at the place of execution in accordance
with the job contenis. A detailad Now ol the process per-
formed by the terminal management agent will be explained
below with reference 1o FIG. 14,

In FIG. 14, in the case where the place of exccution fails
10 be determined (1401), the couse of failure o determine
the place of exceution is displayed on the screen waiting for
the next instruction from the user (1402). The probable
cause of failure 1o so determine is an insufficicnt resource at
a speeified scrver at the program location lor an immovaile
program, or an insutlicicni resource of the system as a whole
for a movable program.

As soon as the place of execution is determined, a job is
requested to the computer in accordance with the mode and
the place of program exceution (1403). The destination of
the requested job can be uniguely determined by the CPU-
11 and the P address. An actual job is excented in any one
of the forms shown in 201 of FIG. 2, including the case in
which the program on the clicni terminal is started (1404),
the case in which the program on the server ix fnleractively
exceuted (1408), or in the case where the program on the
server is exeeuted in bateh (1406). In exccution. a commu-
picalion is established with the computer ai the place of
exectuhon i accordsnce with the particular joby according 10
the prograny exceuted. The terminal management ageni 107
participates at the termination of the job. At the time of job
lermination, a new file mayv be generated as a resull of
exceution of the process. 1o which case the file s required 1o
be regisiered as a user file. To the case where a new file ix
vencraled (1407), the system adimimstration server registers
the newly acocrated file (F408). The newly-generated file
mformation 1409 i< sent to the sysicm adminisiration agent
105, which in turn reeisters the file information in the file
management table 510 of the related server of the system
resource management information table 203 shown in I'1G.
S, while at the same time registering the lile information in
the file management Lable of the user management informas
ton table shown in FIG. 8 Then. in the cese where the

log¢
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program has been loaded al the pilace ol execution (1410,
the program loaded at the place of execution (ferminal or
server) s depleted (1411) ax the 10h lermination process. In
the case where the file was moved (copicd) 1o the place of
exceution (1412) and o the case where the file copied 1o the
p]\‘g\ O execution (rerminal or senver) s updaicd, then the
tpdute information is reflecied in the file at ihe origin and the
file moved te the place ol execution is deleied (1413). The
nformation on whether the program is loaded or noi or the
information on the origin of movement are acquired by the

terminat management agemt 107 rem the information of
HO8 i 116G 10,

An emsbodiment was described above, in which the whole
system is managed integratly by the cooperation among the
sisten admiaistration agent 103, {he server management
agent W6 and the terminal management agent 107, In this
muthod, regardless ol the werminal from which a user logs in
10 ihe svsiem. the resourees (program and file data) usahle
by the user in the svsiem including the appearance
(wicrtace) thereol remain unchanged for the user. Also. in
TESpOnse Lo w job request from 4 terminal, an optimum place
af exccution in the system is automatically detecicd and
processed.

Several modifications of this embodiment will be
axplained bejow.

Although the prescot embodiment was described with 2
sigle job, ihe process of Exeeuting several jobs can also be
realized by the cooperation between the system administra-
tion agent and the terminal management agent in similar
fushion. Two methods are available. o a first method, the
plave ol exceution is determined by the system administra-
dun agent usiag the above-mentioned algorithm for deter-
mining the place of exeeution repeatedly at the time of a
request for all the jobs in coordinativg, and ihe resulling,
deicrmmation is returacd 16 the terminal management ageat
which executes the jobs sequentially. In a second method,
the svslem admiaistration agent is inquired of the optimum
piace of ¢xeeution of cach job sequentially cach time, which
joh s executed. followed by determining the place of
exeaution of the \ucuccd.m‘]uh In realizing lhl\ process, the
process o the ienminal management agent described above
15 repeated as many times as the number of jobs in coordi-
naliva.

According (o this embodiment. the processing load is held
in the fickd of 316 a2 FIG. S as an estimated value (or a
statsticad value) of an average joad ol the program, and the
place of execution s determined with reference 1o the
estimiatted valuc, The processing load. however, depends also

ae measure on the file 10 be processed and is noi an
established value, An aliernative method. therefore, is for
the user 10 report (enter) the amoun: of the processing load
al ihe ame of ol reguest. whicl amount can be used as a
substitute.

According 10 1his embodiment, ihe place of execution of s

G process s determined by a predetermined algorithm
{FIGS. 11 1o 13). and 1he place of execution is searched for
at the wermiinal, the program location and the file location in
thav order of prioriy. In o moditication, however, the file
leczan can be consndered 1o priority to the program loca-
tiom. Unbike i the preseat embodiment i which the order is
fixed Tor scarching For the place of exceution by the sysiem,
the user mav abernaztively select the order

According 1o this embodiment. the parameters . §, v
used inthe judgement equation tor ¢etermining the place of
exeention are Sixed in FIGS. 11 and 13, These parameters,
however, may alternatively be changed dvnaoucally in
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accordance with the amount of the resources of the svstem
as a whole. As anather aliernative, these paramaiers may b
sct in accordauce with the distribution of average capacity off
the servers making up the system.

/\Lcordng 10 the present Lmhodumnl, a pmun:m oaded
at a given place of exceution for a given process is deleted
unconditionally afier the wrmination of the process (1411,
1413 in FIG. 14). Insicad, a program lrn,qm,ml\ loaded may
reman doaded, and can be used as it is without being
reloaded in the next session. This can be realized by regis-
tering the particular program in 310 of the svstem resource
management information table 203 in FIG. §. Yor
registration, only the location on the corresponding line of
the table of the toading crigin of the program is changed and
copicd 1o the lacation on the server at the place of exceution.

According 10 this cmbodiment, the process is realized
based on the system resource management Lable of FIG, 3
with the computer as a beader. In this embodiment. the
location ol a program is detected by searching the taible of
510 of FIG. & Irom the computer. [n contrast, 1 methad is
conceivishle in which a table is prepared with a file as o
header. FIG. 1S shows a contiguration of such a table. This
table is =0 configured that a plurality of locations of a file can
be held. Numeral 1500 desigrates a table having ibe same
contents as the table 510 in FIG. 5. In the tabic 1500,
however, the location 1509 provides 4 pointer to the subtable
1510 indicating the location. The subtable 1510 includes a
CPU-ID 1511 for specifving a compuier, an 1P address 1512
for indicating an address in the system network, and
dircctory 1513 and a folder 1514 indicating & position on the
computer as a file Jocation. Any aliernative specific name
which may exist on the individual computer is stored in an
alias name 1515, In the presence of other locations. a
plurality of locations can be siored by a poimer 1516 10
another subtabie of the <ame format. Using this 1able, the
server having @ program 1109 in FIG. 11 can be cusily
extracted. Also, this table can b referenced for otter infor-
mation as required, while the table 510 in FIG. 8§ and the
table 803 in FIG. 8 can be referenced as a table containing

i only the file names. In spite ol this, the matching with the

system resource nranagement table 203 1s required 1o be
assured. {n the case where the loading program described
above is made 1o reside as it s, for exampie, the operation
is neeessary for coupling the scrver to a corresponding file
column as a subtable of 1510.

Now, the process 1o be exceuted in the case where o new
server is connected 1o the network system will he explained
with reference to FIG. 16. In the case of a times interruption
or upon detection of a aew resource addition. the syslem
administration agent 1085 performs the process desceribed
below and retrieves the new server as a pant of the resources
0 the network svstem. The connection or disconnection ol
the new server is checked (1601). or in sone cases, the
resotirce management ageni program 108 is sent o abe 1P
address (1602). The servers in the system are registered i
500 of I'IG. 5, and a server for which intormation after the
poinier is not sct is judged as a new server. The main
function of the resource management agent program HIS is
lo install and start the server Managemeni ageni program on
the server. First, the software resonrces of the server are
checked (1603). For this purpose. the tvpe and version of the
operating svstem (O8) mounted on the server are cheeked.
On the basis of this study. the server management agent
program suitable lor the aperating svstem of the server is
sent to the system administration agent 105 (1604). In
response 10 this, the syslem administration agent 103 sends
the corresponding server management agent program
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(1606). The resource management agent 108 installs and
starts the sepver FasLement agent program on the server
therehy o lerminate lhk PrOCess \'lh\cquuml\ as deseribed
with reference 10 F1G. 3. the information i is callected by the
SCPVCT Managemeni a;cm with 4 given mterruplion as &
matve. and the information ihus colleeted is reporied o the
svslem administration seever (1607). 11 the sysiem admin-
isiraiion agent has received the particular information for the
first Hme. o sysiem esource table is gencrated (501, 502,
S08, S10 30 IIG. 8) and the acquired information is sct
(1688). As a resuit. the new server is buill in as a part of the
resourees of this system. In the process, the resource man-
agement deent program is prepared ina fanguage (such as
Fava Idnauwd free of the platform in a manner operable
with any server.

In the process up 1o this stege. the optimum place of

eveeution aind the semporary joading of the file in the
computer ab the place of execution were first determined as
l..qUHk d. on the basix of the file location. Once the S¥stem
N Shareds however, the problem may arise as 10 a more
approprizle Jocaiion of b file taking the officient operation
of the whole system o consideration on the basis of the
loading Irequency and the Statistical information on the
transler raic ol the lile. Tnihe embodiments deseribed below,
a mcthod of copying or moving the file between servers in
such a case will e described with reference to FIGS. 17 and
I8
Firse the file management 1able deseribed with reference
0 FIGL TS s expanded and arranged 1o record the server on
which cach 1l has been used for processing. FI1G. 18 shows
an example of such an L\,Ml]\l()l] A ficld is prepared in
which 1o store the nuimier of exceutions 1801 providing the
wnber of ames @ particular file is used for processing and
alst o stere the pointer 1802 indicating a table storing cach
place of execution. The subtable 1810 for storing the number
ol executions s caeh place of exceution has the (‘PU ) and
the 1P addiess 'ndxunm‘: the place of execution and the total
number of times 1803 vsed for the process. The subtable is
connected by as many pointers as diflercat places of execu-
uen. Onee the place of execution of a job is determined, the
rumber of excentions 1801 for the particular file is counted
ep. I the place of exceution is already registered in the chain
ef the places of exceution of 1802, the numbcr of exceutions
1803 in the subtable is counicd up. Otherwise. a new
<ubtzble i< connccied 10 the 1ail end of the chain. and ihe
numsher of cxecution i set 1o one. This operation. if inscricd
i 1116 o FIG. 1L can held the information.
I 171G 17 1he sysiem administzation agent 108 performs
the process deseribed bedow at regular intervals of time

rereby o dynamically reerrange the files. Regular intervals s

may be v week or cach ime the number of job requests
teaches 1000, Tor example. First. liies [requently used and
used are extracied (1701). The oumber of
hl\.\ extracted can he specifically determined in the descend-
¢ order of frequency o advance. This extraction is pos-
s »lg by reference o the number of executions 1801 of FIG.
I8 Then, several lcading servers i erms of light and heavy
\\ughls ol the seiver load are extracted (170’)A This can be
aveampl ;\hcd by caleulating the average margin of cach
server from the statistical consumption based on the oper-
2ting condition 2ble 308 of the svstem resource manage-
ment fnfsimation table of FIG. 3 and the hardware resource
S02. Taen. servers high and low 1 the utilization raic of the
file capacity can be extracted using the sysiem resource
managcement tormation lable in similar fashion. The num-
Gur ol the leading seivers 1o be extracied can be determined
S of the wial number of files or as, say, 10% of ail

kess frequenty
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the servers. o accordance with these figures. the lile is
moved under certain conditions.

The conditions can be set as Tollows:

(1) In the case where a given file is used with a high
degree of frequency and often used by being loaded in
other scrvers, then the tile is provided for the servers
hable to be olicn loaded. A server with a dight resource
load is provided with a copy.

(2) If a plurality of files of the same type used with a Jow
degrec of frequency arc arranged on the server, a part
of them are deleted from the server.

(3} A file used with a low doegree of frequency is meved
from a server having a larae wtilization rate of the file
capacity 10 a server with a small utilization of the file
capacity.

These conditions are actually fullilied by Tollowing the
procedure deseribed below. In the description that follow,
characters 01, n2, 03, nd designate predeiermined constanis.
The resources are not rearranged to an extreme extent based
on the information at a given time, bul in view of the fact
that the situation may subsequently change considerably jn
d«.pcnd‘.nu, on the utihzation rate of the uxer, the number is
sehto | or 2 assuming that the raie of change is simall.

The extracied file used with @ high degree of frequongey is
subjected to the following process (1704). In the case where
the leading n servers at the place of exceution ether than the
server with the particular file (F704) have an unoceupicd file
capacity. the particular file is copicd 10 that server and the
management lable is updated accordingly (F706). In this
case, the servers at the place of execution other thae the
server having the il are exiracted in the desvending order
of the nemher of executions 1803, [rem among those having
the CPU-ID of other than the location of the lile i the
conneciton lable 1810 in FIG. 18, Also, the management
table is updated in such @ manoer thet the subtable [S10 of
the server to which the lile is copicd is generated in the chain
ol the Jocations in FIG. 18, and the subtable 1810 thus
generated 18 connected fo the tail eod of the chain. Furiber.
the file is regisicred in the file management 1able for the
corrcspondino server of the sysiem resource managenient
table shown in FIG. § Furlhum(m. the leading n2 servers
with small load (1707) arc processed in the samic way as i
1706 (1708).

An extracted fie used with a fow degree of frequency
subjected 1o the Tollawing process (1710). In the case where
such a file i located at a plurality of places (1711), ihe files
are deleted from a2 locations not used or in the descending
order of server capacity, and the managemeni iable is
updated accordingly (1712). In the process. both the file
focation 1509 and the place of exccution 1802 can he
determined by reference (o the table in FIG. I8, The loca-
tions not used, therefore, can be extracted. Also. by refer-
ence to the table of FIG. §, ihe capacity of cach server can
he extracted.

An extracted server with a low utilization rate of [file
capacity 1s subjected 1o the following process (1718). e
leading nd files used with low frequency on the server
(1716) arc moved 1o a server used with low utibizaiion raic
of file capacity, and the management ble is updated :lL‘cul'd-'
ingly (1717). This process i subsiantiaily identical iothat af
1706. A server with a fow utilization rate of file mpnul' can
be extracted by reference to the tables in FIG. § in suwiler
manncr.

The preseni dovention is ol Himited o the above-
mentioned cmbodiments, but includes various modilications
without depariing from the scope and spirit of the nveation,
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We ctainy:
LA met computer sysicm including

a plurabiny of computers inrerconnected through a neiwork,
sind methed compriging the steps ol

bod of controfiing a

causing cach of said computers 10 acquire computer
resovree informasion and up«.r:.nnn condition informa-
uon for resources ineluding a CPU. a file and
memary, and eser resouree information including file
data and s program. and (o monitor said information;

causing e specific compuicr A in said compuier s SYSICr ta
collect said computer resource information, said oper-
atimy condition infermation and said user resource
information from cach of said computers and 10 man-
sge said iformation:

causing said computee A to select a compuier C in said
COmputer system as an optimus place of execution of
aogiven process using the information regarding the
location of said fiie data and location of said program
aid ihe iformation on the operating conditions of said
compuier resources when a user requests said given
process using <aid fiic data and said program from said
conrputer svstem through a computer B; and

causing faid compuier C10 execute said process requesied
by said user,

wherein 1he most elficient mode of exeeution as of the
iine ¢f the process request is dynamically determined
with the whole of szid compuler system as the user
TCROUCCES,

2. A methad of contiolling a computer sysiem according
lo claim 1.owherein said siep of causing said computer C 1o
execite the requested process includes the step of causing
sand comprier Bhas reecives an indication of the place of
execuhion from <aid comprier A to request said computer ¢
aeain o exeenic the provess that was requested by said user,
whereby said process requested by said user is execuied
without the user heing aware of the place of exceution
thereaf.

2 A meibed of controlling a compuier system according
ta el Lowhesens said step ol causing suid computer C (o
execute reguested process docludes the step of moving or
copying the eorresponding progravs or file data from ihe
locatine rheree! in the absence of said program or fiic data,
on said eomputer Coowherein said process s executed
without said vser being aware of the actual place of exceu-
Han of Hie process reguested by said user,

4. A mathod of conirolling a compuier system aceording

, o clasm Lo wherein said siep of causing said computer C 1o

. exeenic the requested process inctudes the step of refiecting
a change i the fike data at the original Tocation thercol when
there exisis po corresponding file data on said computer C
and said file data 1s copied from the location thereof,
sesulting i said file data belag changed by said process.

S, A mcthod of contiolling a computer sysiem according
i clarm 3, wherein said step of causing said computer C to

excowe ihe requesied process includes the sieps of:

sudaing whether a corresponding program not existing on
st computer Cand moved or copied from the locanon
thereof and processed is 10 remain or be deleted from
satd compuicr C after termination of said process; and

deleting said program based on said judgement.

[N mulhm’ of controlling a computer sysiem according
tao clainy . further comprising the sieps ol

reprorting a new file data as a resovree of the user on said

conputer C o said computer A, said new liic data being
gcnd ated ax u result of exeeation ol the process on said
computer C:and

3
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causing said compuier A to update said compuler resource
mfnnm(mn wherein the user resources are manayped
for the whole computer system regardless of a specific
computer on which sutd process s executed.

7. A method of controlling a computer system according
to claim 1, whercin said step of sclecting said compuier ¢
includes the steps of:

determining, whether movement of a

determining a place ol exceution in dependence oi a foad

includin«' the amount of caleulation and the memory
capacity of the requested process at cach of said
determining steps on the basis of four chojces including
the Tocation of said program, the focation of said filc
data, a computer througl which <iid user has logewd i
to the system and a compuler having a bigh processing
capacity usable as of the time ol said process request.

8. A method for controlling a computer svaiem inche ding
a plurality of campulers interconnected through a nehwork,
said method comprising the sieps of:

program is possible:

causing each of said compuiers 10 aequire compuer
resouree information and operaiing condition informa-
tion for resources including a € PU. a file and a memory
and user resource information including file data and a
program, and 10 monitor said information:

causing a specific computer A in said compuier system 1o

collcct said computer resource information. said opui-
ating condition information and said user resouvrce
information from cach of said computers and 10 man-
age said information: and

extracting file data owacd by a user and a progrm usable

by said uscr over the whole of said computer svstem
and displaving said extracted fide data and said
extracted program on a computer B, when said user
logs on to said computer system through said computer
B, \\'hcrcm a uniform uscr inerlace is provided regard-
less of any compuier that has logzed on e the compuier
sysiem.

9. A method of conirolling a compuicr svstem according
to claim 8. wherein said step of displayving said extracting
data file and said cxtracied program includes the step of
displaying the filc data and the programs of said uscr on .\.ud
computer B regardless of the locations of said file daia and
said programs.

10. A mcthod of controlling a compuicer svstem including
a plarality ol compuiers interconuected through @ network,
said method comprising the stops ol

causing cach of said computers 0 acquire compuler

resource information and operating condition informa-
tion for resources iactuding ¢ CPUL a file and a memary
and user resource tormation meiuding lile data and a
prograny, and 10 monitor sad mformation;

causing a specific computer A in Satd compuier sysiem o

colleet sard computer resource informaiion. Said oper-
ating condition information and said user resouree
information from cach of said computers and 16 man-
age said information;

detecting a newly connaccted computer X by parolling the

compuiers connecied 10 said netwark through said
network;

sciting a program to said computer X. by <aid program

computer resource information and operating condition
information lor resources including a CPUL a fle. a
memory and user resource information incliding
data and a program are acquired and <ent 1o said
compuicr A,

automatically placing sait computer X under (he muan-

agement of said computer sysicm: and

fiie
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causing =aid compuier Ao sove said file data and said
programs of said computer existing before a connectinn
of saic compuiter X automatically to said computer X in
erder 1o mprove execution efficiency of said compuler
SVSlem as g whole.

1t A methad of coniralling a computer sysiem including
1

20

wherein said file data and said program are moved

or
copicd according (o the witization thereof during &
predeiermined period.

12. A method ol controlling a compuier svsicin according

to claim L1, wherein said siep of moving or copying said file

 plusatity of computers interconnected through a net work,

data and said program includes the steps ol
said method comprising ihe sieps of:

causing cach of said compuiers 1o acquire computer
rexouree mformation and operating conditon informa-

generdting parameters including the wiilization rate of

each of said files during a predetermined periad., the

U B . ) 10 frequency and destination of movement of vach of said
ton lor resourees including a CPU, a file and a memory X A . A
and user resouree information including file datz and a files lor utilization thereof and the utilization rate of the
proaram. and to monitor said information; file region at an actual Tocation thercol: and

CHUSING 1 SpeCiiic compuier A in said computer sysiem 1o determining the movement and deletion of a file on the
colleet said computer resource information, said oper- . basis of ihe values of said parameters,

ating condition soformation and said user resource
information [rom cach of said computers and 10 man-
age said information:

CausIng said compulen Ao seleet a given computer C as
an optinnm place of execution of a process in said

13. A method of contralling a computer system mchiding

a plurality o computers interconneeiud through a network,
said mcthod comprising the steps af:

causing a specific computer A in said computer system 1o

T*"“ITU“ -?.‘r-‘“'“[‘ usm::' the information regarding he manage the computer resource mformation and tie
- o e data g . 4 ProLrum ¢ . . P L . .
location ot file duti and location of a pragram and the operating condition information for resources including
mfoermation regerding the eperating conditions of said CPU. 2 1il d 2 memory and user resource info
N " : a >and g SV a SCT resource | B
COmpuier resouree when a user requests said process  ¢.FL, a dile an ' memary v e
uxing xad file data and said program 10 said computer mation including file data and a program of cach
svstent through a given computer B: 28 campuier of said computer system:
crusing said compuicr C 1o exceute said process requested reporting anv log on request issued by a user from a
X .yl{(i user. - : compuier i said computer system o said compuier
A ! AR IHEETH Alion ol the c el e : YT . I . . .
meutering the .mh/,llup« l 1e ML_ data anc lh" program A, and returping the Information on said user o seid
ok the movemeni of sawd Hle data and said program . . ) Ce
) . = R compuier C with reference 1o the user resoree infor-
buhweet computers [or cach process; and s . .
. h o NN . mation held by said compuier A; and
maoving arcopying a sclecied one of said file data and said -
pregran fram the location thereol 1o another camputer causing said computer € 1o acquire a file and @ usahle
on the basis of the stadistical data obtained as a resull of program beld by the user in said computer sysiem and
said step of monilering the utilization and the move- to execule a process using said information.
KN

ment belween the computers ol said file data and said
PI'O‘:‘I'EH‘.’,I
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FIG. 4
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[57] ABSTRACT

A diverse goods arbitration system and method allocates
computer resources among bidding requesters. Bid slates are
transmitted to an arbiter by users (requesters) requesting use
of specified portions of the available computer resources.
Each bid slate may contain a plurality of bids, each bid
representing a requested sct of resources and a bid price. The
arbiter selects combinations of bids from the bid slates.
where each bid combination consists of no morc than onc
bid from each of the received bid slates. The arbiter rejects
all bid combinations whose constituent bids exceed an
established maximum allocation level for any computer
resource. It then selects as a winning bid combination the bid
combination having the highest total bid price. Computer
resources are then allocated for a next time period based on
the winning bid. Costs are allocating to each successful
requester in accordance with a predefined opportunity cost
function. In particular, for each successful requester, the
arbitration process is repeated while excluding that success-
ful requester’s bid slate from the set of bid slates considered.
resulting in the selection of a second winning bid that
excludes the successful requester. The successful requester
is then assessed a cost corresponding to the difference
between the winning bid’s total bid prices, excluding the
price in the successful requester’s granted bid. and the total
bid prices associated with the second winaing bid.

8 Claims, 4 Drawing Sheets
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DIVERSE GOODS ARBITRATION SYSTEM
AND METHOD FOR ALLOCATING
RESOURCES IN A DISTRIBUTED
COMPUTER SYSTEM

The present invention relates generally to multiprocessor
computer systems. distributed computer systems and net-
works of interconnected corputer systems, and particularly
10 a system and method for allocating resources among
computer system users competing for those resources using
a technique herein called diverse goods arbitration.

BACKGROUND OF THE INVENTION

The cheaper a resource becomes, the more important it
becomes to have automatic management of that resource in
a principled fashion. This is because the increased capacity
roakes it possible to apply that resource to lower-value uses.
Wher a resource is expensive. all uses. in order to be worth
the amount they consuroc. must exceed some minimum
value to their users. so all uses of an expensive resource have
high and coraparable values. Also. because individual uses
of an expensive resource have high value, it is both easy and
worthwhile to manage the resource manually. When the
price per unit of that resource drops by multiple orders of
magnitude, uses that have a low value per resource unit
become feasible. but these low-value uses can crowd out the
high-value uses if there is no way to express the value
difiereaces—and manual management of the resource
becomes prohibitively difficult, as well as expensive relative
to the value of the resource.

For example. the transition to fiber data communication
makes possible bandwidth-intensive applications like video.
It might seem. since fiber has so much more bandwidth than
previous commungications media, that existing network allo-
cation policies (like those used in Ethernet) can simply be
scaled. However, in the case of Ethernet. the amount of
bandwidth that an application is allocated is proportional to
how much it asks for and how often it asks. In such a regime,
network users trying to transmit, for example. electronic
mail may find network performancs sigaificantly reduced by
the presence of viden users. even though both the data users
and video users would agree that the value per bit of
clectronic mail is far higher than that of video data: a
megabyte of capacity would carry an entire day’s correspon-
dence for a large company. but amount to only a single frame
of high-resolution video. which the video user could drop
without noticing. Expanding the overall capacity of the
network will not address the problem. because the higher
capacity of the network invites still more video use. Nog-
agogic protocols provide no way to express this value
diffcrence. Thus. economic abstractions. such as price and
value, meaningfui to the system and automatically taken into
account; arc peeded in order to manage abundant computing
resources.

The primary existing resource allocation methods for
allocating a computer system resource are: (1) first come
first served. (2) priority based allocation methods, (3) pro
rata allocation methods (allocate in proportion to amount
requested). and {4) simple “single good” auction methods. In
“first come first served” systems. bandwidth is assigoed in
the order that requests are made. until there is insufficient
bandwidth left to satisfy further requests, at which point the
requests that casnot be satisfied are simply denied. In
priority based allocation methods. higher priority requests
displace lower priority requests when there is insufficient
bandwidth to satisfv all requests.
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For systems having a single allocatable system resource
(such as bandwidth on a ransmission medium) and many
requesters. such as the system shown in FIG. 1. the prior art
literature discloses a technique that will for the purposes of
this document be called “single good auctions.” In a single
good auction, each requester specifies the amount of the
good being requested, and a bid price that the requester is
willing to pay. The arbiter (sometimes called the auctioneer)
selects the set of bids that maximize the payment received,
and each successful requester whose request is granted pays
the amount that the requester bid. .

There are several different ways in which such single
good auctions can be conducted. Conventional auction tech-
niques include the English auction. also known as the
first-price, open-bid auction, in which the highest price bid
is the price paid and every bidder knows the bids made by
others. Another auction mechanism is the Dutch 2uciion, in
which a seller offers Jower and lower prices uatil a buyer or
set of buyers claims the item at the last offered price. In a
double auction, sellers offer lower and lower prices while
buyers offer higher and higher prices until they meet. In a
fizst-price sealed-bid auction, fixed bids are subruitted and
the highest is accepted. In a second-price sealed-bid auction,
the highest bid is accepted. but the highest bidder pays the
amount bid by the second-highest bidder.

While the prior art has provided many well proven
systems for allocating a single resource through various
auction and arbitration systems. those systems are not appro-
priate for the simultaneous arbitration of multiple goods. or
“baskets of goods.” where the goods being allocated are
relatively inexpensive and in such great supply that the
requests of numerous requesters cap be satisfied simulta-
neously. For instance. one might think that cach of the goods
could be allocated scparately through a separate arbitration,
using onc of the known arbitration mechanisms. However,
the inadequacy of separate arbitrations is demonstated as
follows. A user who requests § Mb/sec of bandwidth on
three scquentially connected links needs to be allocated
exactly the same amount of bandwidth on all three links, or
none at all. Allocating this user 8 Mb/sec of bandwidth on
two of the links and rone on the third link is of zero value
to the user. because without a bandwidth allocation on the
third link he will receive no signals whatsoever.

Thus. it is an object of the present invention to provide a
diverse goods arbitration mechanism that preserves the
integrity of each diverse goods bid and either aliocates all
the goods in a bid. in the quantitics requested. or denies the
bid.

Another object of the present invention is to provide an
efficient and fair system and method for allocating a plurality
of computer resources in an intcgrated arbitration, and for
allocating costs to the successful requesters in accordance
with the opportunity costs associated with each successful
request for computer resources.

SUMMARY OF THE INVENTION

In summary, the present invention is a diverse goods
arbitration system and method for allocating computer
resources among bidding requesters. The present invention’s
arbitration methodology uses a variant of the second-price
sealed-bid auction. This arbitration mechanism is efficient in
that cach good is sold or allocated to the righ't buyer and.thc
right price. Notc that the goal of the arbitration mechanism
is not to maximum mobetary return to the arbiter, but rather
to allocate resources to maximum declared value. Successful
requesters are charged based on opportunity costs. which
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best reflects the economic cost of allocating system
resources to each successful reguester.

In accordance with the present invention. bid slates are
transmitied to an arbiter by users (requesters) requesting use
of specified portions of the available computer resources.
Fach bid slate may contain a plurality of bids. each bid
represcnting a requested set of resources and 2 bid price.

The arbiter stores data representing a maximum allocation
level for each computer resource and stores additional data
representing bid slates it receives from the requesters. The
arbiter sclects combinations of bids from the bid slates,
where each bid combination consists of no more than one
bid Som each of the received bid states. The arbiter Tejects
all bid combinations whose constituent bids exceed the
masimum allocation level of any computer resource. From
among the non-rejected bid combinations, it then sclects as
a winning bid combination the bid combination having the
highest total bid price. Computer resources are then atio-
cated for a next time period based on the winning bid.

Costs are allocating to each successful requester in accor-
dance with a predefined opportunity cost function. In
particular. for each successful requester, the arbiteation pro-
cess is vepeated while excluding that successful requester’s
bid slate from the set of bid slates vsed, resulting in the
selection of 2 second winning bid that excludes the success-
ful requester. The successful requester is then assessed a cost
coresponding to the difference between the winning bid’s
total bid prices, excluding the price bid by the successful
requester. and the total bid prices associated with the second
winning bid. .

In a preferred embodiment, the computer resources being
allocated by the arbiter are the transmission bandwidth of a
rultiplicity of network links interconnecting the users with

one or more video servers as well as ap electronic mail or file
server.

BRIEF DESCRIPTION OF THE DRAWINGS

Additional objects and features of the invention will be
more readily apparcnt from the following detaiied descrip-
tion and appended claims when taken in conjunction with
the drawings. in which:

FIG. 1 is a block diagram of an Ethernet style prior art
system.

FIG. 2 is a block diagram of a switch based communi-
cation nctwork utilizing a diverse goods agoric arbiter.

FIG. 3 is a block diagram of an arbiter in accordance with
a preferred embodiraent of the present invention.

FIG. 4 schematically represents a simple distributed com-
puter system having a switch based communication network
utilizing a diverse goods agoric arbiter.

FIG. S depicts a bid slate used in a preferred cmbodiment.

FIG. 6 is a flow chart of the arbitration method employed
ty a preferred embodiment of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

Referring to FIG. 2. a typical system in which the present
invention is used is a distributed computer system 100
baving multiple sigral sources 102. numecrous subscribers
(somctimes called users or requesters) 104, and a switch
based cornmunication network 106 that interconnects them.
In the preferred embodirment, the signal sources 102 include
video servers and electronic mail servers.

Bandwidth allocation requests made by the subscribers
104 comstitute competing requests for multiple goods
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because the avajlable bandwidth on each metwork bk
represents a distinct and separate good. The requests made
will typically include bandwidth requests for communica-
tion paths that are at least partially overlapping.

The term “agoric” is used in this document to mean
“utilizing market mechanisms, such as auctions. for resource
allocation in computer systems.”

The diverse goods agoric arbiter 110 receives bandwidth
allocation requests from subscribers 104. The arbiter 110
then selects a combination of bids, called the winnipg bid
combination, that maximizes the total bid price for all the
winning bids, while not violating any established maximum
resource allocation levels. The arbiter then transmits
resource grant messages that allocate system resources in
accordance with the winning bid combination.

The resource allocation process performed by the arbiter
is implemented as a continuing arbitration process. The
resource allocations resulting from an arbitration are main-
tained if no new bids have been received. no continuing bids
have been withdrawn, and there has been no change in the
network configuration. Whenever at least one pew bid is
received. any continuing bids is withdrawn, or therc has
been a change in the network configuration, the arbitration
procedure is re-executed. More particularly, each arbitration
cycle results in a resource allocation for a fixed period of
tirae, such as 0.5 seconds. Every time period. the arbiter 110
re-executes the arbitration procedure if there arc any new
requests. any previously pending requests have been
withdrawn, or there has been a network configuration
change. Otherwise the previous resource allocation is main-
tained.

Referring to FIG. 3, the arbiter 110 in the preferred
embodiment includes a central processing unit (CPU) 120.
a network interface 122 for receiving bid slates from net-
work subscribers. and local memory 124. The local memory
124 stores the arbitration procedure 130 that implcments the
methodology of the present invention, an array of data 132
representing the bid slates 134 received from subscribers
and another array of data 140 representing the allocation
status of each allocatable computer resource. Array 140
includes an allocation record 142 for each allocatable
resource indicating the maxrimum allocation level for the
comresponding resource and the amount of the resource
allocated by the currently selected bid combination.

In addition, local memory 124 is also used to store a
highest total bid price 144, representing the total bid value
of the best bid found so far, a current bid position vector 146,
representing a currently selected bid combination. and 2 best
bid combination vector 148. representing the best bid corn-
bination found so far during the arbitration process.

Bids for allocation of resources are submitted by sub-
scribers to the arbiter in the form of “bid slates.” Each bid
slate 134 identifies the requester, and contains a sequence of
one or more bids. Each bid in the bid slate includes a
specification of a requested combination of goods. and an
associated bid pricc. For instance. a bid might include
quantity QA for good A, quantity QB for good B and so on.
By allowing cach subscriber to submit a bid slatc having
multiple bids, the subscriber can indicate that while a first
resource allocation combination would be most valuable to
the subscriber, other resource allocation combinations
would be of somewhat less value to the subscriber. For
instance. the subscriber might be willing to pay $5 per hour
for full bandwidth video channel, but only $2 per hour for
a compressed bandwidth video chanael. Each su.ch ‘.‘chan-
nel” will typically be represented by a combination of
bandwidth allocations on a number of nctwork Links.
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The simplificd distributed computer system 169 showa in
FIG. ¢ will be ysed to demonstrate operation of the present
iovention. This distribute computed syster has a switch
based commurnication network and a diverse goods agoric
arbiter 110, In this system. there are two signal sources, A-S
and C-S, and three subscribers who can submit resource
allocation requests. B-R. D-R and G-R. The simplified
aerwork hes just two switches, E-SW and F-SW, and six
communication links. Linkl through Link6. The signal
sources A-S and C-S are video servers with multiple levels
of service. Programs and connections to the video servers
can be provided at multiple bandwidths and quality levels.
In addition. for purposes of this explanation of the invention
we will assume that signal source A-S also functions as an
electronic mail server. as well as a video server.

For simplicity. it will be assumed that the maximum
allowed allocation for each individual link (Link1-Linké) is
10 “uaits,” as 10 raegabytes per second of bandwidth.

In the simplified system of FIG. 4, a somewhat modified
Bid Slatc forma is used. as shown in FIG. 5. In particular,
cach bid slate 162 vsed in the system of FIG. 4 includes a
representation of the requester’s identification, a signal path
indicator. followed by two or more “bandwidth. price” pairs.
Rather than representing a basket of goods in each bid
record. the basket of goods for each bid is represented by a
combination of the path indicator and the bandwidth param-
eter. For instance, in the following bid slate subscriber B is
Tequesting a corraunication connection from node Ato
node B at three bandwidth levels: 0 Mbrfsec. 8 Mb/sec and
5 Mbisec.

BID SLAIE
Requester: B
Path: Ato B
Biz 1: 0 0
Bid 2: 8 5
Bid 3: 5 2

Thus, the second bid ig this exernplary bid slate represents
arequest for § Mb/sec of bandwidih op links 1, 3 and 4. and
thus represents a request for specific quantities of three
g00ods. at a bid price of 5 monetary units per unit of time
(c.g.. 5 dollars per hour).

For purposes of explanation. in the system of FIG. 4 we
will assume that all goods requests are stated in units of
megabytes of bandwidth per second. and that all bid prices
are rates of payment amount per time period, and in par-
ticular dollars per hour. In other embodiments of the
invention. the computer resources to be allocated might
include memory resources as well as link bandwidth
resources and perhaps other resources as well (e.g.. compu-
tation time on 2 compute server).

Also, for purpose of this explanation, requests will be
considered to be continuing requests until withdrawn. Bids
arc retained ané used in all resource allocation arbitrations
unty withdrawn. Arbitrations are held only when new
requests are received. when any previously received request
is withdrawn, oz if the set of available computer resources
changes.

The arbitration procedure used in the preferred embodi-

snt will be explained with reference to the fiow chart in
FIG. 6 and 2 pseudocode representatioa of the procedure in
Table 1. The pseudocode used in Table 1 is. essentially. a
computer Janguage using universal computer language con-
ventions, While the pseudocode employed here has been
invented solely for the purposes of this description. it is
designed o be easily understandable by any computer
programmer skilled in the art.
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The first step (200) of the arbitration process is for the
arbiter to receive bid slates that have been transmitted by
fequesters, to determine if any previously submitted bids
have been withdrawn. and to construct a data structure 132
in local memory representing all the pending bid slates.

If no new bid states have been received since the last
arbitration, and no continuing bids have been withdrawn
(202), the resource allocations from the prior arbitration are
maintained for an additional resource allocation period and
the users of those allocated resources are changed for one
more usage period in accordance with the charge rates
determined during the last arbitration (210, 212).

If at least one new bid slate has been received. or at least
one bid slate has been withdrawn (202), or the network
configuration has changed, a special bid combination pointer
vector 146 (sce FIG. 3) is defined. In onc preferred
embodiment, this pointer vector 146 is implemented as an
“N stage counter.”

The purpose of the bid combination pointer vector is to
point. in sequence, to every possible combination of bids,
Each bid combination in the preferred embodiment includes
one bid from each pending bid slate. This simplified bid
combination point vector structure is made possible because
each bid slate 162 includes a zero bid for no resources. It is
not necessary for the requesters to include a zero bid in their
transmitted bid slates; a zero bid is added by the arbiter if
one was not included by the requester.

Each stage of the N stage counter references one bid in the
comesponding bid slate. For instance. if there are three
pending bid slates, the first two of which include three bids
each and the last of which includes two bids. then the N
stage counter will have three stages. The first two stages of
the 3 stage counter will increment from 0 to 1 to 2 before
cycling back to zero, while the last stage will increment from
0 to 1 before cycling back to zero. Thus. in essence. the N
stage counter is implemented as a set of N counters con-
nected in tandem: as each counter is incremented. it causes
the next higher order counter to increment only when it
cycles back to a value of zero. Each stage of the counter can
have a different maximum valuc, depending on the number
of bids in the coresponding bid slate.

The arbitration process (204) for seiecting a winning bid
combination is performed as follows. Starting with an N
stage counter value of zero. every possible bid cornbination.
or at least a substantial subset of the possible bid
combinations, is evaluated in two respects. In particular, for
each bid combination to be evaluated, a total resource
allocation request value is generated for all of the allocatable
goods. with the computed values being stored in their
respective positions in the goods allocation array 146. If the
total resource allocation request valuc for any good exceeds
the maximum allowed allocation of that good. the corre-
sponding bid combination is rejected. If the bid combination
is not rejected. the total bid price for the bid combination is
computed and compared with the highest bid total (144) 9f
any bid combination evaluated so far. If the current bid
combination’s total bid price exceeds the previous highest
bid total, the current bid combination is stored as the best bid
combination (so far) (148) and the highest bid total (144) is
updated to represent the current bid combination’s total bid

rice.
? This process is repeated for cither all possible value§ of
the N stage counter. or a selected subset of the possible
values. In many circumstances, an cvatuation of the bid
slates and the extents to which the resources they are
requesting overlap will aliow the “search trec” of pid
combinations to be substantially pruned. thereby reducing

23
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the amount of computation performed by the arbiter. For
instapce, i many circunstances. once certain bid combina-
tions have been determined to violate certain maximum
resource allocation levels, other bid combinations with even
higher resource allocation requests do not peed to be explic-
itly evaluated since it is known in advance that they will also
viclated the same maximum resource allocation levels. In
another cxample. the bids within the bid slates may be
rc-arranged so that bid combinations can be evaluated in
decreasing order of total bid price. such that once a bid
combination is found that does not violate any resource
allocation limits. that bid combination is used as the winning
bid combination without further analysis of apy further bid
combinations.

Oace the bid combinations have been evaluated, the best
bid combination vector 148 represents the winning bid
combination.

Fer each non-zero bid in the winning bid combination. the
arbiter next computes an opportunity cost which will be
charged to the comresponding requester for each usage
period. Each non-zero bid in the winning bid combination is
considered to be a “granted request” For purposes of
expluining the coraputation of each winning bid’s associated
opporturjty cost. we will assume that therc are M such
granted requests.

For each of the M granted requests (where M=EN) the
arbitration procedure is re-executed. Each time the arbitra-
ton procedure is re-cxecuted, the bid slate of one of the
winning requesters is excluded from the arbitration. The
winning requester is charged a price proportional to the
difference between the value of the winning bid combination
fer the reduced requester arbitration and the value of the
winning bid combination for the full arbitration., excluding
the price in the successful requester’s granted bid:

Opportunity Cost (Successiul requester i)
= (Redweed Abitration Total Bid Price)
- (Full Arbitration Total Bid Price
- Successful requester i's Winring Bid Price)
Cost per Resoutce Usage Period
= f % Opperrumicy Cost (Successfui requester i)

The opportunity cost for each successful requester will range
between zero. and the full bid price in the successful
requester’s winring bid. This can be seen from the following
simple analysis. First. if removal of the successful request-
er’s slate from the arbitration does not change of any of the
other winning bids. the successful requester’s request has
not caused anyone else’s bid to be rejected or reduced. Thus,
the opportunity cost for the successful requester in this
circurnstance is zero.

Second, the reduccd arbitration cannot produce a new
total bid price greater than the total bid price of the full
arbitration. If the reduced arbitration produces a total bid
price equal to the total bid price of the full arbitration, which
is the worst case scenario, the opporturity cost associated
with the successful requester is his/her full bid price. since
his/her bid has resulted in reduced allocations to others have
a value equal to his/her full bid price.

Except in certain special cases. such as where all maxi-
i, bids are included in the winning bid combination (and
thus the opportunity cost is zero for all successful
requesters). the apalysis of the opportunity cost must be
performed separatety for each successful requester.

Once the winning bid combination, and the associated
opportunity costs. have been determined by the arbiter. the
arbiter nansmifs resource allocation messages for allocatiag
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System resources in accordance with the winning bid com-
bination and for charging the successful requesters in accor-
dance with the determined opportunity costs. In particular,
for each non-zero bid in the winning bid combination, the
arbiter transmits a resource grant message to the winning
requester and debits a rcsource account for the winning
requester for each resource usage period by an amount
corrcsponding to the computed opportunity cost. As shown
above, the cost per resource usage period is determined by
multiplying the computed opportunity cost by a time factor
B. For instance. if opportunity costs are determined on a
usage per hour basis. and the resource usage period is 0.5
seconds. then the computed opportunity costs for each
successful requester are each divided by 7200 to determine
the allocated cost per resource usage period.

DIVERSE GOODS ARBITRATION EXAMPLE

Referring to FIGS. 4 and S, for purpose of demonstrating
the operaticn of the invention, we will assume that three bids
slates have been submitted:

Bid Slate 1 Bid Slate 2 Bid Sfate 3
Requester: B Requester: D Requester: G
Path A-B Path C-D Path A-G
Bid0: 00 Bid0:00 Bid0: 00
Bid1:87 Bid1:64 Bid1:153
Bid2:32 Bid2:32

Bid slates 1 and 2 are requests for video connections. cach
at two distinct bandwidth/quality levels, while Bid slate 3 is
for a file trapsfer or electronic mail connection. Note that in
this arbitration, the allocations of six goods are being
arbitrated simnitaneously: the bandwidth allocations of
Linkl. Liok2 . . . . Link6. In this particular example, two of
the link bandwidths (for Link1 and Link3) are the subject of
competing bids. In more realistic commercial settings. many
links will typically be the subject of competing bids during
heavy usage periods.

The preferred embodiment of the arbitration procedure _

evaluates all possible bid combinations, as follows:

3-Stage Counter Value Violates Max? Total Bid Price
000 No 0
001 No 3
010 No 4
011 No 7
100 No 7
101 No 10
110 Yes —
111 Yes —
120 Yes —
121 Yes -
200 No 2
201 No 3
210 No 8
211 No 9
220 No 4
221 No 7

Thus. the winning bid combination is bid 1 from bid slate 1
and bid 1 from bid slate 3, having a total bid price of 10.

The opportunity costs for successful requesters B and G
are determined as follows. To determine the opportunity cost
associated with requester B’s successful request. the arbi-
tration is re-executed without bid slate 1. This results in 2
second winning bid of bid 1 from bid slate 2 and bid 1 from
bid slate 3. with a total bid price of 7. As a result the
opportunity cost to successful requester B is:

4
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Oppo:tuaity Cost(BET~(10~7)=4

The result, 4. makes intuitive sense in that the second
arbitratior had a total bid price 3 units less than in the full
arbitration. meaning that 3 units of B's success request price
of 7 did not represent a opportunity cost. 5
The same procedure j¢ next applied to determine the
opportunity cost associated with requester G's successful
request, but re-executing the arbitration without bid slate 3.
This results in a second winning bid of bid 1 from bid state

10
illustrative of the invention and is not to be construcd as
limiting the inventicn. Various modifications may occur to
those skilled in the art without departing from the true spirit

and scope of the invention as defined by the appended
claims.

TABLE 1

Pseudocode Representation of Diverse Goods Agoric Arbitration procedure

Repeat Forever
{

If 0o new bids have been received, no contiouing bids have been withdrawn,
and there bas been 0o change In the network configuration

{

Charge successful requesters from prior arbitration for one usage
period
Wait for expiration of resource usage period

Else
{

Initialize N stage counter to zero
Initialize best bid vector and best bid vatue to zero
Do Until N Stage Counter reaches final value

{
If corresponding bid violates none of the bandwidth constraints
{

Determine value of corresponding bid

If determined value > bes: bid value

Best bid value = determined value
Best bid vector = bid vector corresponding to current
value of N Stage Counter
}

" En]; Dc Loop */

Initialize Opportunity Costs for all requesters (i=1 to N) to zero

M = number of requests that were Granted

WR(1:M) = vector identifying the M requesters whose bids were
granted
WB(1:M) = vector identifying the M winning bids
If Best Bid Vector = Maximum value of N Stage Counter
Return /* Opportunity Cost for all bidders is zero when all

bidders were granted their highest bandwidth request */

Dofori=ito M
{

ReRun Arbitration(i,j) /* Arbitration excludes requester WR(t)

1

/* j = best bid value for rerun arbitration */
If vector of granted requests is the same as the Best Bid

Vector, except for W(i), OpportunityCost(i) = 0 &/

OpportunityCost(i) = j - (Best Bid Value — WB(i) BidPrice )

}

/* End Do Loop %/

Transmit resource allocation messages for allocating system resources
in accordance with the winning bid combination.

Charge each of the successful requesters a price proportional tc the
computed OpportunityCost for that bidder for each resource
allocation period that the resource allocation is maintained.

Wait for expiration of resource usage period.

1, with a total bid price of 7. As a result the opportunity cost
to successtul requester G is: :

Opportunity Cost{G)=3—10-7)=0 &

The result. 0. rakes intuitive sense because the second
arbitration produces the exact same result as the full
arbitration. except for requester G's bid. This means that
there was oo opportunity cost associated with G’s successful
request. 65

While the present invention has been described with
refercace to a few specific embodiments. the description is

‘What is claimed is:

1. A method of allocating a plurality of computer
resources among a plurality of users. comprising the steps
of:

(A) ransmitting to an arbiter bid slates from ones of said
users (requesters) requesting usc of specified portions
of said computer resources, at least a plurality of said
bid slates including a plurality of bids, each bid in each
bid slate representing a requested sct of resources.
composing a specified subset of said plurality of com-
puter resources. and a bid price;

90
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(B) at sajd arbiter:

(B1) storing data representing a maximum allocation
level for each of said plurality of computer resources.

(B2) receiving said bid slates;

(B3) sclecting for analysis combinations of bids from
said bid slates. wherc each bid combination consists
of no more than one bid from each of said recejved
oid slates. rejecting all those of said bid combina-
tions whesc constituent bids include requests for one
or more of said computers resources in excess of the
corresponding maximum allocation levels for those
computer resources, and selecting as a winning bid
combination one non-rejected bid combination that
includes bids which place highest value on use of
said plurality of computer resources:

(B4) allocating to each successful requester haviog a
non-zero bid included in said winning bid combina-
Hon a cost in accordance with a predefined oppor-
tunity cost function; and

(C) allocating said computer resources among said suc-

cessful requesters in accordance with said winning bid.

2. 'The method of claim 1 including,

at said arbiter:

(B5) defining a winnip g bid value as the total bid price
of the bids in said winning bid combination; and

(BO) for each successful requester:

(BOA) performing said sclecting step an additiopal
time while cxcluding said each successful request-
er's bid slatz from the set of bid slates used to form
a test set of bid combinations to select a second
winning bid that cxcludes said cach succcssful
requester; and

(B6B) ailocated to said each successful requester a

- cost corresponding to the difference between said
winning bid value and the total bid prices associ-
ated with said second winning bid.

3. The method of claim 1, wherein said plurality of
conaputer resources includes transmission baadwidth on a
raultiplicity of netviork links interconnecting said users.

4. The method of claim 1. wherein

said plurality of computer resousces incluodes transmission

bandwidth on & muitiplicity of network links intercon-

necting said users and at least one video server:

said trapsmitted bid slates include a first and second bids

in a first bid slate where said requested set of resources

are first and sccond bandwidth allocation requests o a

plurality of said network links. both sufficient for real

time transmission of a motion picture video program.,

and having a first and second bid price, respectively, a

third bid in another bid slate where said requested set

of resources is a third bandwidth allocation request on

a plurality of said network links that is insufficient for

real time transmission of a motion picture video

program. having a third bid price;

said first. second and third bandwidth allocation requests

overlap on at least ope network link;

said first bandwidth allocation is greater than said second

bandwidth aliocation and said second bandwidth allo-

cation is greater than said third bandwidth allocation:

said bid prices each represent a value for use of the
requested bandwidth allocation for a period of time of
less thar 5 seconds duration. and wherein said third bid
price is greater than said second bid price: and

said winning bid combination selected at said arbiter

includes said third bid in said winning combination

whenever said first bid is included in said winning
combination.
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S. An arbiter for allocating a plurality of computer
resources among a plurality of users. comprising:
a receiver for receiving bid slates from ones of said users
(requesters) requesting use of specified portions of said
computer resources, at least a plurality of said bid slates
including a plurality of bids, cach bid in cach bid slate
representing a requested set of resources. composing a
specified subset of said plurality of computer resources.
and a bid price;
arbitration apparatus, including:
memory for storing data representing a maximum allo-
cation Jevel for each of said plurality of computer
resources and for storing said received bid slates;

bid selection means for selecting corbinations of bids
from said bid slates, where cach bid combination
consists of no more than one bid from each of said
received bid slates. rejecting all those of said bid
combinations whose constituent bids include
requests for onc or more of said computers resources
in excess of the corresponding maximum allocation
levels for those computer resources, and sclecting as
a winning bid combination one non-rejected bid
combination that includes bids which place highest
value on use of said plurality of computer resources;
and

cost allocation means for allocating to each successful
requester having a won-zero bid included in said
winning bid combination a cost in accordance with a
predefined opportuity cost function; and
2 transmitter for transmitting one or messages that allo-
cate said cormputer resources among said successful
requcsters in accordance with said winning bid.
6. The arbiter of claim 5,
said bid selection means defining a winning bid value as
the total bid price of the bids in said winning bid
combination; and
said cost allocation means including means for allocating
a cost to each successful requester by:
performing said selecting step an additional time while
excluding said each successful requester’s bid slate
from the set of bid slates used to form a test set of bid
combinations to select a second winning bid that
excludes said each successful requester: and

allocated to said each successful requester a cost cor-
responding to the difference between said winning
bid value and the total bid prices associated with said
sccond winning bid.

7. The arbiter of claim 5. wherein said plurality of
computer resources includes transmission bandwidth on a
multiplicity of network links interconnecting said users.

8. The arbiter of claim §, wherein

said plurality of computer resources includes trarsmission
bandwidth on a multiplicity of network links intercon-
necting said users and at least one video server:

said transmitted bid slates include a first and second bids
in a first bid slate where said requested set of resources
are first and second bandwidth allocation requests on a
plurality of said network links. both sufficient for real

.time transmission of a motion picture video program.
and having a first and sccond bid price. respeetively. a
third bid in another bid slatc where said requested set
of resources is 2 third bandwidth allocation request on

.
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a plurality of said network links that is insufficient for
rcal time transmission of a motion picture video
program. having a third bid price;
said first, second and third bandwidth allocation requests
overlap on at least one network link;
said first bandwidth allocation is greater than said second

bandwidth ailocation and said second bandwidth allo-
cation is greater than said third bandwidth allocation;

5

said bid prices each represent a value for use of the
requested bandwidth allocation for a period of time of
less than S seconds duration, and wherein said third bid
price is greater than said second bid price; and

said winning bid corbination selected by said bid sclec-
tion means includes said third bid in said winning
combination whenever said first bid is included in said
winning combination.
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10012, For example. if access 10 the delegator’s tax files are
requested. the delegator may grant a lease period upio April
15, Next the delegator ereates a lease object and returns the
chject W the delegaice (step 10020) and processing cods.

VIGS, UA aad TIB depict a fiowehart of the steps
pertvrmud by the delegaiee 9010 when requesting a lease
from the delegator 9008, The first step peiformed by the
potential delegates s to receive a request by the delegatee
that entails accessing a file on the delegator’s behalf (step
THA01). Atsome point later. the delegatee sends a request for
@ lease 1o the dedegator (step 11002). This request 1S i
funciien call and is described 10 siep 10004 in FIG. 10

Alier sending the request, the delegatee receives a lease
ebjcet from the delegator (step 11004). The lease object, as
described above, inciudes the principal identificr. the
authentivation method. the access-type method, the lease
duration method. 1he renew methoad, the cancel method.

Next. the delogatee, by cxamining the icase object,
dutermines i a Jease was granted (step 11006). I the
delegatee determines thal a lease was ot granied, the
delegatee invokes the exeeption method (step 11008), which
allows the delegaiee 1o determine why a lease was nol
grasted. I the delegaiee determines that the lease was not
graoted hecause ol wa improper request (step 11010), the
delegates reconsigures the request (step 11012), und
processing eoetinues 1o <tep 11002, However. if the
delegulee deiermines that the icase was not granted for
reasons other ihar 28 improper request, processing ends
Note. be debogator may grant nmuliiple lcases to the same
fle. staee it is ulimately the responsibitity of the file system
wanager o referee actual aceess o e file.

10t delegarce. in step 11006, determines that a lease
wasaranted by the delegator, next the delegates requests
aeess o the file from the lile system manager. by sending
an aecessrequest (sicp FIOER). Processing then contimies 10
step V0200 ia F1G, 1B,

Atter the delegatee seads the access request 1o the tile
system manager o siep HOI8 in FIG. 1A, the delegatee
determinies, by examining the lease object, if the file system
manager granied the delegatee aceess to the file (step 11020)
Af the delegates determines that aceess was not granicd by
the file svstern manager. the dele 2atee invokes the exception
method, contained in the objeet rewraced by the file system
manager. which allows the delegatee 1o determine why
duCess was nob granted (step 11022).

I the defegaice determines that access was nof granted
beeriise of an improper requesi (step 11024). processing,
ends. On the other hand. if the request was proper. the
delegsive determines i aceess was not granted because the

tile svsiem manager alivcated the file 1o another leascholder s

(sicp TLOZ8Y. 1f the delegmee determines the file is busy. the
dulegatee wans Tor o predeicrmined period of time (siop
HIB2E) and processing continues 1o osicp 11018 in FIG. 1A,
I the delegatee deicrmines that access to the file was denied
for come oiher reason, processing ends.

1 the delegatee deiermines. in step 11020, that the file
svsiem manager granted ihe delegaies aceess 1o the file, then
the delegates: cun access the file (step 11030). Next, the
delegater determines il inis finished aceessing he file (step
HO32),

If the delfegatee’s use is completed, the delegatee
deterimines i the lease expired. (ic. the lease is no longer
active) (step 11034 1f the fease expired, processing ends
and no communication is neeessary between the delegatee
and the i systeny manager (i.c.. natural termination accurs)
Qtherwise i the kease s still aciive the delegatee invokes
the cancel method (step 1T036). The delegatee accesses the

o

20

X

o
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s
n

1

60
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cancel mcethod via ihe lcase object. The cance]l methad
informs the file system manager and the delegator that the
delegatee is no longer interested in the fike. Aceordingly. tie
cancel method atlows the file system manager 10 reclaim ihe
file for use by other lease holders in an expeditious fashion.

Il the delegatee determines in siep 1032 that it stiil
desires access 1o the file, the deiegatce delermines if the
lease is about 10 expire (step THO3RY. This is achivved by the
delegatee comparing the duration of the lease with current
ume minus the time when the lease was daranied. The
duration of the lease is found by invoking 1the duration
method. Tf the lcase is not about 10 expire, the delegatee
continues 10 aceess the file (step 11030).

However, if the Jeasc is ahout 1 expire in step 11038, the
delegatce must decide whether or 0ot 1o renew the lease
(step 11040). If the delegalee chouses 10 renew the lease. e

delegatee invokes the renew method of the icase object. I

the renew methad is invoked. processing continues 1o step
11002 in FIG. T1AIf the delegates does not renew the lease,
then processing cnds and no communication is neeessary
between ihe delegatce and the file sysiem manager (L.
natural termination oceurs).

FIG. 12 depicis a How chart of the steps pertormed by e
fiic system manager 9016 when a delegaice process 9008
requests access 1o a file, The first step performed by the file
Syslem manager IS G0 receive an aceess roquest by the
delegatee (step 1202). After receiving the request, the file
svslemn manager avihenticates the delegatee's demity by
invoking the principal ideatifier method and the
the file system manager detenmines that 1he delegaice s lacks
the proper identity 10 access the file (step 1204), the file
Sysiem manager generates an oxeeption (step 1206) ol
processing ends.

If the file system manager determines in step 1204 that
the delegatee™s identity is authentic, the file Syslem manager
invokes the getAceess ivpe method (siep 1208). By invoking
the getAceess type meihod, the file sysiem manzger is abic
o determine which type of aceess the delegatee desires.
Next, the file system manager determines i the file is
available for the 1ype of access requesied (step 1210, 17 the
file sysicm munager determines that the file is unavailable.
the file system manager gencrales an exception (step 1206)
and processing eads.

If the file system manager determines, in step 1210 thay
the file is available, the file system manager invokes the
duration methad (step [212). The file svstem manager
1nvokes the duration method in arder o determioe il there is
tume feft on the delegalee's lease. I the file system manager
determines that the delegaice’s lease is active (sicp 1214).
the file system manager granis the delegatee access 1o 1he file
(step 1218). Alter granting the deicgatee aceess 1o the file.
the file system manager returns (o siep 1212,

I the file system manager determines in step 1244 that
the lease is not active, the file svstem manager wili reclaim
the file (step 1216). After reclaiming the file, the file SYSicm
manager generales an exception (step 1206) and processing
cnds.

The foregoing description of an implementation of the
mveation has been preseried lor purposesol iflustcation and
description. Tt is not exhausiive and does ol fimit the
invention to the precise form disclosed. Modifications and
variations are possible in light of the above 1cachings or may
be acquired from practicing of the invention. For examplc.
the deseribed implementation includes sofiweare bui the
present invention may be implemented as a combination ol
hardware and softwarc or in hardware slone. The scope ol
the invention is defined by the claims and their cquivalents.

What is claimed is:
L. A method in a processing system. comprising the sieps

of:

authentication method, via the lease obicat (siep 1203). If
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receiving o lease reguest item a program, the lease requesi
Spectlving a resource and a requested lease peciod;
detesmining a

peniod during which the program has
amthoriry (o aecess the resotiree: el
sending 1o the proaram a delegation certificate for vse by
the program 1o 2ccess the resource during the detei-
mined lease penod.
200 method for manay
includes a clicut. w server ih

2 FSQUTCE 10 A Syslem thal
al manages the resource. and
delepator auihorized to use the resource, said method com-
prising the sieps of:
the client receiving from the defegator a lease that del-
cpates 10 the client use of the resource for a lease
peried: and
the server providing ie clicat with access to the resource
for the lease period
A The method of claim 2, wherein the receiving step
includes the step ol
requesting by the clent a lease from the delegator for
using Lhe reseurey
4 The micthod of claim 20 wherein the recciving step
irclindes the ~iep ol
providing By othe delegator 10 the client a delegation
eortifics stes 1o the elient the delegator’s

ic that dedey,
auihoriny fo use the resovrce.
S0 The method of claim 20 wherein the providing siep
ncludes the step oi:
identifying ae idestty of the clicat by iavoking code
pieovided by rhe delegator o the client
6. e method of claim 2, wherein the providing siep
wcludes the siep oit
authcnticatng ot dentity of the chient by invoking code
provided by the delegator soothe chient.
7. The mcthod of claint 20 wherein the providing sicp
inviudes the siep of

the ciient masaging e lease by invoking code provided

by the Jetegator 1o the client.

§ A method for mansging a resource in a sysicm that
includes a clicni, a server that manages the resosree, and a
delegator autharized to usce the resouree, said method com-
prixing the steps ol

the chient requesting from the delegator a lease [or using

the reseurec:

the deleguior granting the requested Jease (o the client {or

1 lease period: and

the client using the resouree for the lease penod.

Y. The methad of ciaim 8. whercin the granting siep
incihides the step ol

dutermining the jcase period during which the client is

autherized 1o use the resource.

10, The method of claim 8, wherein the granting sicp
inciudes the sicp ol

providing o the client a delegation certificate that autho-

rizes toe clivat to use the resource for the granted lease
perind.

1), The method of claim 8, wherein the granting siep
includes the sicp ol

providing 1o the elient 3 method tor ideniifving the clicol

as the delegator 1o the server.

12, The methed of chum 8. wherein the grapting step
inciudes ihe sten of:

providing to the clicat a method {or use by the server for

authenticating identifcation of the chicot.

13, The method of ciaim 12, wherein the providing sicp
incindes the step of:
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providing to the clicnt an authentication meihod ihat uses
a public key.
14, The method of claim 12, wherein the providing step
cludes the step of:
provaciing 1o the clicnt an authentication metitod that tses
a challenge-response protocol,
I8, The method of claim 120 wherein the providing step
wcludes the sicp oft
providing to the cliecnt an authentication method that uses
a shared sceret method.
16. The method of claim 8, wherein the granting sicp
includes the step of:

providing to the client a method for determining a tvpe of

access 10 the resource authorized by the delegaior
17. the method of claim 8, wherein the granting step
includes the step of:
providing io the clicnt a methoad for use by the server for
determining a type of access that the seever grants o the
client for using the resource when the clicnt reguesis
{rom the server aceess 1o the resource.
I8. The mcethod of claim 8. wherein the granting step
includes the step ol
providing (o the client a metbod Tor use by the server lor
deterinining the lease period
19. The method of claim 8, wherein the granting step
includes the step of:
providing 1o the client « method for cancehing the granted
lcase when the clicmt completes using the resource.
20. The method of claim 8, wherein the granting step
wncludes the siep of:
providing 1o the client a method for rencwing the granted
lease when ihe [ease period is near exprration.
21 The method of claim 8. whorcin the using siep
wcludes the step of!
the client regticsting from the server access to the reseurce
according 10 1he graited lease.
22. The method of claim 8. further comprising the step of:
reclaiming the resource by the server when the client
cancels the granted lease.
23. The method of claim 8. further comprising the step of:
reclaiming the resource by the server when the granted
leasce expires.
24. The method of claim 8, Turiher comprising the step ol
the delegator requesting from the clicnt to perfonm @ task
thal requires use ol the resource.
25. The method of claim & wherein the using step
includes the siep of:
the client requesting from the server aceess 10t
feSOUrCe.
26. The method of claim 8. wherein the using step
includes the step of:
authenticating by the server, based on a delegetion cer-
tificate provided by the delegator, an idenuty of the
clicnt when the server reecives a request from the clicnt
10 use the reseurce.
27. The method of claim &. wherein the using Siep
includes the step ol:
the server determining. hased on o deleguiion certilicate
provided by the delegator, a tvpe of access by the client
to the resouree.
28. A data processing sysiem, comprising:
a memory inciuding:
a clical program containing first code that sequests o
lease for accessing a resouree:
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& delegator program having access 1o the resource and
cantaining sceond code for granting the lease to the
client fer a lease period by providing the client
program with a delegation certificate; and

& oserver progeans contaiing third code for granting
access vy the chient 1o the resource based on the

delegation certiticate: and

A processor for running the clicm program, the senver
prograc. and the dodegator program.

29, An apparalus. comprising:

& reguc

Ing Weans {0 requesting aceess 10 a resouece;

a delegation means tor delegating io the requesting means

an authorization Lo access the resource: and

o resouree aliocaiing means for granting access by the

requesting means 1o the resource based on ihe del-
egatad authornzaiion.

36 A computer-readable memory device encoded with a
data stricture Tor using a resource i a system including a
clicnt. a server thal munages the resouree., and a delegator
authorized o aceess the resouree, the data structire com-
Pl'\f\h'lg‘

an abject mechuding:

a first method for identitfving the client to the server as
ihe deicgaior when the client requesis from the
SErVer aveess Lo the resouree;

s secend method fer autheaticating identilication of the
clicait

a third method for determining type of access by ihe
chient o the resource and duration of access by the
ciicini w the resource; and

a fourth method for managing access by the client to the
resauree.

3L The computer-readable memory device of claim 30,
wherein the Jourih method includes a method for renewing

a lease granted by the delegator to the clicnt for accessing
ihe resouree.
32 The computer-readable memory device of claim 36,

swherein the fourih method includes a methad for canceling
d dcase granted by ihe delegator to the client tor accessing
the resouree.

A3 A computer-readable medium containing instructions
for contrelling & dula processing system 1o perform a
irethod, the data processing svstem including a client, a
server hat manages a resource. and a delegator authorized
(0 dceess ihe resource, said method comprising the steps ol

the clicnt requesting [rom the delegator a lease Lor using

the resouree:

the delegator providing 1o the client a delegation certifi-

cate that grants the Jease 1o ihe client for a lease penod:
iyl

the server granting aceess 10 ihe resource by the chiem

hasad on the delegation ceriticate.

34 The computer-readable medivm of claim 33, Luriher
cumgrising the step of!

managing by the client the granted lease using the del-

cuedtion certificate.

35 'Fhe computer-readable medivm of claim 33, wherein
the providing step includes the siep of:

providing 1o (he clivst a method tor determining duration

¢l the granted Jease perod.

36. "the computer-readable medium of claim 33, wherein
the providing step includes the siep of:

providing to the client a method for determining a type of

aceess authorized by the delegator.

37 The computer-readable medivm of claim 33, wherein
the providing step includes the sicp oft

providing 1o the client a method for renewing the granted

lease,

n
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38. The computer-readable medium of claim 33, whercin
the providing step includes the step ol

providing to the client & method for canceling the granted

lease.

39. The computer-readable medium ol claim 33, whercin
the granting step includes ihe siep of:

wnvoking a method In the delegation certificaic to deler-

mine identity of the client.

40. The computer-readable medium of claim 33, wherein
the granting step includes the step of:

mvoking a mcibod fn the delegation certification 1o

authenticate identification ol the clicn:.

41. The computer-readable medivm of ¢laim 33, wherein
the granting step weludes the step of:

invaking a method in the delegation certificate to deter-

mine a type of access by the clieat 1 the resource.

42. The computer-readable medium of claim 33, wherein
the granting step includes the step af:

invoking a methad in the defegation certilicaic o deter-

mine durahion of the granted Jease period.
43. A method for using a resouree in @ svsiem thad
includes a clicnt, x server thai manages 1he reseuree, and g
deiegator authorized 10 use the resouree. said method conr-
prising the steps of:
the client requesting from the delegaior a foase for access-
Ing the resouree;

the chient recciving from the delegator a lease oijeer that
delegates an authorization 10 use the resource for a
lease period; and

the client accessing the resource according 1o the del-

cgated authornzation.

44. The metbod of claim 43, further comprisiag the step
of:

the client managing the lease by invoking one or more

mcthods in the lease object.

45. A method for managing a resource ina system that
includes a client. a server that manages the resource. and a
delegator authorized 10 use the resource, said method com-
prising the sicps of:

the delegator receiving from the client a requesi for a lease

for accessing the sesouree; and

the delegaior providing a lease abject that delegates 1o the

client an authorization to usc the resource tor a lease
period.
46. A mothod for managing a resource in @ svstem that
includes a client. a scrver ihat manages the reseuree. and a
delegator authorized 10 use the resource. said method com-
prising the steps of:
the server receiving from the clicnt a request for accessing
the resource. the request having an associated lease
object that delegates w the clivnt an asthorization from
the defegator to access the resource for a fease period;

the scrver authenticaling the request by iovoking a first
method on the lease object;

the server determining the Jease period by invoking

second methad on the lease object;

the scrver determining a lype of access by the clieat 10 the

resource by invoking a third method on the lease
object; and

the server providing the client with aceess to the resouree

when the request is authenticated. the lease penied is

L
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(54)  Automatic configuration of a network printer

(57) A method of configuring a peripheral device
(30) on a network {10) without user intervention
includes a server node {20) receiving identification data
(130) tor identifying the peripheral device on the net-
work and, if the peripheral device is a new device (135)
on the network or a driver for the peripheral device is not
registered {145) or the server node, the server node
self-installing the driver (60) for the peripheral device.
As such, newly connected peripheral devices are auto-
matically seen on a network and a driver for the periph-
eral device is automatically configured on a print server
without any user intervention. Additionally, a communi-
cation port and queue for the device are also automati-
caily created (175,185). Moreover, device
corigurations are dynamically and automatically
updated (190,192,195) on the print server for consist-
ent, accurate network information.
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Description

FIELD OF THE INVENTION

[0001)  This invention relates in general to network
communications and, more particularly, to enabling net-
work peripheral devices such as printers to be automat-
ically configured without user intervention upon
connection to a network.

SACKGROUND OF THE INVENTION

{0002} Enabling a user to employ a newly added
printer over a network is often a complex task. At an
overview level, initial set-up in current network environ-
ments generally requires the creation of print queues,
printer objects and print servers. Then, such queues,
objects and print servers must be properly linked and
comiiguied. Then, 1o send a print job to the network
printer, the client processor usually directs the print job
‘o a network queue on the print server, and then the
print server processes the job from the queue and
sends it fo the printer.

[0003] More specifically. adding a printer io a network
environment is, conventionally, no small task. It requires
a series of installation and configuration steps that are
generally performed either by a user or a network
administrator or both in cooperation with each other.
Namely, the printer requires specific configuration steps
to be performed and parameters to be applied for suc-
cessful operation on the network, as also does any
computer (client processor) on the network that will be
sending data to the printer, For example, typically, a
vendor's configuration application program must be exe-
cuted on a client computer to identify the new printer
(device} to be used on the network. Once the new
printer is identified from a list of devices presented by
the verdor's contiguration application, then the configu-
ration application provides proper configuration param-
eters for that new device. The configuration parameters
are very specific to the device being added and to the
client computer and network over which communication
occurs.

f0004]  Additionally, a print server must be configured
to enable use of the newly added printer on the network.
Conventionally, the print server manages and monitors
use o the printer relative to zli client computers on the
natwork, and all client computers access the printer via
the print server. Accordingly, the print server must also
be configured, in addition to the client computer, to ena-
ble use of the printer over the network. This includes,
typically. a vendor's configuration application aiso being
executed on the print server for that printer.

{0005}  In addition to a vendor's configuration applica-
tion being executed to install and configure the printer
on the print server, the network operating system must
also execute its configuration routines on the print
server in order to configure and enable the printer for
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the network via the print server. This often inciudes
identifying appropriate printer files, registering the
printer with the spooling system, establishing printer
Queues and printer ports, and defining client processor
network share-access rights to the printer. Unfortu-
nately, the vendor configuration application and the net-
work operating system configuration routines are
generally not integrated, and must also be accessed
directly from the print server itseif. Thus, a network
administrator conventionally manually initiates this soft-
ware configuration process for the newly added printer
from the print server itself.

[0006) While such a conventional network printer con-
figuration system and method works well, when prop-
erly configured, it is more complex and cumbersome
than what most users care to engage in. In addition, if
the installation or configuration doesn’t work quite right,
troubleshooting can be both difficult and time-consum-
ing.

[0007] Accordingly, an object of the present invention
is to enable a peripheral device, such as a printer, to be
automatically configured without user intervention upon
connection to a network.

SUMMARY OF THE INVENTION

[0008] According to principles of the present invention
in a preferred embodiment, a method of configuring a
peripheral device on a network without user intervention
includes the server node receiving identification data for
identifying the peripheral device on the network and, if
the peripheral device is a new device on the network or
a driver for the peripheral device is not registered on the
server node, the server node self-installing the driver for
the peripheral device.

[0008] Thus, newly connected peripheral devices are
automatically seen on a network and a driver for the
peripheral device is automatically configured on a
server node without any user intervention. Additionally,
& communication port and queue for the device are also
automatically created. Moreover, device configurations
are dynamically and automatically updated on the
server for consistent, accurate network information.
[0010] Other objects, advantages, and capabilities of
the present invention will become more apparent as the
description proceeds.

DESCRIPTION OF THE DRAWINGS

[0011]

FIG. 1 is a block diagram of a communication net-
work and attached devices and includes the
present invention for automatically configuring a
network printer.

FIGs. 2-3 are flow charts depicting a preferred
method of the present invention.

| 0
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DETAILED DESCRIPTION OF THE INVENTION

[0012] FIG. tisa high level block diagram of a com-
munication network 10 and attached devices inciuding a
client processor 15, print server 20, DHCP server 25,
and network printer 30. The present invention is
described in the context of communication network 10
being a conventional TCP/IP network. In the diagram,
network 10 is illustrated as directional arrows to repre-
sent the TCP/IP communication finks and data flow
paths between each of the devices over the network in
association with the present invention. The present
invention is further described herein in the context of cli-
ent processor 15, print server 20 and DHCP server 25
employing the Windows  or Windows NT operating
system produced by Microsoft Corporation. However,
the present invention is also applicable to other net-
working environments and operating systems. Addition-
ally. although a laser printer 30 is disclosed herein for
purposes of discussion, it is understood that it is merely
exemplary and that the present invention is equally
applicable to other network peripheral devices, inclug-
ing ink jet printers, digital copiers, facsimile machines,
etc. Moreover, each device 15, 20 and 2§ includes a
conventional network input/output (/O) card for ena-
bling communications with network 10 Printer 30 also
includes a “conventional” network 1/O carg for general
network communications purposes, but it is modified
per the present invention as will be discussed hereafter.
[0013]) Print server 20 includes device cache memory
35, spooling system 40, and port monitor 42 as conven-
tional in the art. Client processor 15 includes application
scitware 45 as conventional in the art for sending a print
job to printer 30. DHCP server 25 js a Dynamic Host
Configuration Protocol (DHCP) server that holds
TCP/iP configuration parameters available for printer 30
and/or other devices to be configured on network 10.
DHCP server 25 is shown and discussed as a device
that is physicaliy separate from print server 20 for clarity
otdiscussion and iflustration. However, DHCP server 25
and print server 20 may be a single device having the
separate functionaiities combined therein.

[0014]  Overall, the present invention enables printer
30 to be automatically configured on network 10 for use
by client processor 15 after it (the printer) is physically
connected to the network by a user. Specifically, "net-
work plug and play” software 50 depicts a key compo-
nent of the present invention and resides in a memory
on print sesver 20. A coexisting “network plug and play”
module 55 resides (as firmware) on the network 1O
card in printer 30. Thus, the network /O card on printer
30 is modified from a conventional network 1O card in
that it includes the "netwcrk plug and play” module 55 of
the present invention. These software routines {50,55)
execute and interact to enable the automatic configura-
tion of printer 20 without any user intervention after the
printer is connectad to the network.

{0015} Referring now to FiGs. 2-3 (in conjunction with

26

30

35

40

45

56

55

FIG. 1), a flow chart describes the functionality and a
preferred method of the present invention. First, 105
(FIG. 2), printer 30 is connected to the network 10 and
turned on. Upon power up, printer 30 {module 55)
issues a DHCP request packet 110 over network 10.
DHCP server 25 responds with a DHCP reply packet
115 that contains the available TCP/IP configuration
parameters for printer 30. Upon receiving those TCP/IP
configuration parameters 120, printer 30 sets its mem-
ory configuration to reflect the parameters received.
The printer now has its TCP/IP address.

[0016] Next, 125, module 55 of printer 30 sends a
Service Location Protocol {SLP) reply packet using IP
multicast over network 10. This SLP reply packet serves
as an announcement that the printer is up and running
on the network. The SLP reply packet contains informa-
tion specific to printer 30, including the printer's harg-
ware (network /O card) address, TCP/IP address,
printer model name, network 1O card name, and
TCP/IP hostname.

[0017]  When “network plug and play” service 50
receives the SLP packet data 130, it initiates a search of
device cache 35 on print server 20 to determine
whether printer 30 (as identified in the SLP reply packet
data) is a new device on the network. If printer 30 is a
new device 135 on the network (i.e., there is not an
entry for printer 30 in cache 35), then it is added as a
new entry 140 to cache 35. Additionally, and impo:-
tantly, after adding printer 30 as a new entry to cache
35, "network plug and play” service 50 then instalis the
appropriate print driver for printer 35 onto printer server
20 based on the printer model provided in the SLP reply
packet.

{0018]  Automatically installing the appropriate print
driver includes communicating 145 (FIG. 3) with spool-
ing system 40 to see if the appropriate print driver is
already registered therein. If it is not, the installation
source (location) of the network operating system is
determined 150 (i.e., from a saved location in the Win-
dows and Windows NT operating systems) and then
that installation source (ie., local or remote disk drive) is
accessed in an attempt to automatically obtain the print
driver. If the original disk that was used to install the net-
work operating system is available at the source loca-
tion 155 (i.e., in the drive), then the appropriate print
driver for printer 30 is accessed 160 and registered with
spooling system 40. Thus, the print driver instaliation is
completely automated by “network piug and play” soft-
ware 50, 55 of the present invention.

{0019]  Only if the original disk does not exist at the
determined source location 150, 155 will a user be
prompted for input 165 to identify the location of the
instafiation disk. However, this prompting only occurs
once because the "network piug and play” module sub-
sequently stores 170 the user input source location. As
such, upon a next attempt to install another printer, the
newly identified installation location is automatically
accessed for obtaining the appropriate print driver.
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Then, only if the installation disk is not in that location
will another prompt occur for user input to identify a new
installation location:.

{0020] Subsequent to accessing the print driver 150,
135, 160 and registering it with spooling system 40,
“network plug and play” software 50 then creates a
communication port 175 on print server 20 using the
hostname from the SLP reply packet or a generated
oort name based on the hardware address of the
device. Additionaily, a print queue is created 180 on
print server 20 using a unique name based on the
model name of printer 30 (supplied in the SLP reply
packet). The piint queue is then designated with net-
work share access rights 180 so client processor 15 can
use printer 30 over network 10

{0021} Finally. after basic communication and config-
uration parameters have been established, “network
plug and play” software 50 then queries printer 30 for
additional attribute information 185, such as how much
memory the printer has, text describing the printer,
number of trays, print resolution, etc. This information is
then sent to spooling system 40 to allow client proces-
sor 15 to locate printer 30 based on such attributes. At
this point, client processor 15 is now able to send print
data to printer 30 via print server 20.

{00221 Referring back now for a moment to the deter-
mination 130, 135 (FIG. 2) of whether an entry already
exists for printer 30 in cache 35, if an entry exists (i.e.,
the printer is not a new device on the network), then no
change is made in cache 35. However. if some configu-
retion pararmeters have changed 190 for printer 30 (as
cletected in the SL.P reply packet information), but the
printer mode! has not changed 192, then the spooier 40
configuration parameters are adjusted accordingly 195.
For example, if an I/P address for printer 30 has
changed, then the port address in spooling system 40 is
modified accordingly.

[(0023]  On the other hand, if the printer model has
changed 192, then a determination is made 145 (FIG.
3) as to whether the print driver for that new (changed)
model is already registered in the spooler. I the driver
for the changed model is not already registered 145,
then steps are taken 150, 55, 160 to access and install
the appiropriate driver (as previously discussed). If the
driver is already registered 145, then we simply ensure
that & proper communication port 175 and print queue
180 are created, and we verify atiribute information 185.
[0024] in either case, whether certain printer parame-
ters are noted to have changed, or whether the printer
model itself has changed, these processes discussed
for capturing the changes represent a unique, dynamic
updating capability of the present invention for automat-
ically maintaining accurate network information for
printer 30 on print server 20 without any user interven-
tion

[0025] Advantageously. the present invention enables
new peripheral devices (such as printer 30) to be auto-
ratically seen on a network with the only user input
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requirement being to physically connect the printer to
the network. importantly, the printer driver is automati-
cally configured on print server 20 without any user
intervention, the port and queue for the printer are like-
wise automatically created, and printer configurations
are dynamically and automatically updated for consist-
ent, accurate network information.

{0026} In summary, the present invention provides an
automatic configuration of a network peripheral device
without user intervention. It will be obvious to one of
ordinary skill in the art that the present invention is eas-
ily implemented utilizing any of a variety of components
and tools existing in the art. Moreover, while the present
invention has been described by reference to specitic
embodiments, it will be apparent that other alternative
embodiments and methods of implementation or modi-
fication may be employed without departing from the
true spirit and scope of the invention.

Claims

1. Amethod of configuring a peripheral device (30} on
a network (10) without user intervention, the net-
work having a server node (20) connected thereto,
the method comprising:

(a) the server node (20) receiving identitication
data (130) for identitying the peripheral device
(30} on the network (10); and,

(b) upon detecting the received identification
data, the server node self-installing a driver
(160) for the peripheral device if the driver is
not already installed (145) on the server node
(20).

2. The method of claim 1 wherein the peripheral
device (30) is selected from a printing device, digital
copying device, or facsimile device.

3. The method of claim 1 or 2 wherein the step of selif-
installing the driver (160) includes accessing a
driver file for the peripheral device and registering
the driver file with the server node.

4. The method of claim 3 wherein accessing the driver
file includes accessing a storage device (150,155)
identified from a memory location in the server
node (20), the storage device being identified as a
source from which the server node was network
enabled.

5. The method of claim 1, 2, 3 or 4 wherein the periph-
eral device is a printer (30) and wherein the step of
self-installing the driver (160) includes regisiering
the peripheral device with a spooling system asso-
ciated with the server node.

6. The method of claim 1, 2, 3, 4 or 5 further including,

435
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upon detecting the received identitication data, the
server node (20) self-creating a communication line
(175,180} to the peripheral device.

The method of claim 1. 2. 3, 4, 5 or 6 wherein the
identitication data is received (130) by the periph-
eral device (30) having broadcast (125) the identifi-
cation data over the network (10).

The method of claim 1, 2, 3, 4, 5, 6 or 7 further
including the server node (20) self-moditying
(190.192,195) to embody changed configuration
parameters of the peripheral device as identified
from the received identification data.

An apparatus (50,55) for configuring a peripheral
device (30) on a network (10) without user interven-
tion, the network having a server node (20) con-
nected thereto, the apparatus comprising:

(&) means (50,55) for enabling the server node
(20) to receive identification data (130} for iden-
tifying the peripheral device (30) on the net-
work (i10); ang,

{b) means (50,55) for enabling the server node
(20) to self-instali a driver (160) for the periph-
eral device (30) upon detecting the received
identification data.

The apparatus of claim 9 further including means
for enabling the server node (20) to self-modify
(190,192,195) to embody changed configuration
parameters of the peripheral device (30) as identi-
fied trorn the received identification data.
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PROXY SERVER AUGMENTING A CLIENT REQUEST WITH USER PROFILE DATA

BACKGROUND

Client computers can communicate with a server to remotely access information
stored at the server. The transfer of information between the server and client computers may
be provided using standard protocols and software applications. For example, a hypertext
markup language (HTML) browser application at a client computer can communicate over
the public Internet using TCP/IP and hypertext transfer protocols (HTTP) to receive web
pages from a HTTP server. Web pages may include formatted text as well as multimedia
elements, such as embedded graphics and sounds. Example browser applications include
Netscape Navigator 4.0® and Microsoft Internet Explorer 4.0™,

When a server receives an information request from a client computer, the server may
require information about a user of the client computer to respond to the information request.
For example, a server providing a local news and weather service may need a user’s home
address in order to select appropriate news and weather data to send to the user. A server can
obtain the needed user information by sending to the client computer a data input form that is
displayed to the user. The input form may include a number of ficlds that the user can fill in
with data and then send back to the server. The server may then user the data in the fields in
responding to the requests. '

Obtaining data using forms displayed to a user can be an unreliable. bothersome, and
iime consuming process. If a server requires a user to input lengthy personal data or requests
data that was previously provided, the user may become frustrated with the information
service system and discontinue or reduce use of the system. This may lead to reduced
revenue for the information service system provider. Additionally, a user may provide
intentionally or unintentionally incorrect information to a server thus decreasing a server's
ability to reliably process information.

A server can use a web cookie to reduce repetitive data entry requests by that server.
A web cookie is a token exchanged between a server and client computer that may be used to
store data or to refer to and identify past transactions. A web cookie containing user

information may be stored at a client computer by a server during a hypertext transier
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protocol (HFTP) transaction, and retrieved by the server during subsequent HTTP
transactions. In general, web cookies are unique to particular servers and are used to store
data related to a particular server-client pairing. A server may include user data in a web
cookie and store that web cookie at a client computer. When the client sends a subsequent
data request to the server, the server may access the web cookie that was previously stored at
the client. However, a web server may be unable to properly interpret another web server’s
web cookie and. therefore, may still need to request data items that are found in other
server’s web cookies. Furthermore, since web cookies are stored at the client computer, they
may be deleted or modified by a client computer user. Therefore, even though a server may
store a web cookie at a client, the server cannot rely on a web cookie being present during
subsequent transactions with the client.

The present inventors recognize that obtaining data about a user through forms and
other direct input mechanisms can be time consuming and unreliable. Furthermore, the
inventors recognize that existing method of storing user data and tracking user interactions,

such as web cookie mechanisms can be insufficient. Consequently, improved means of

providing information about a user are desired.

SUMMARY

In general, in one aspect, the invention features a data transfer method performed at a
proxy server. The method includes intercepting a data request directed from a client
computer fo a target server. The intercepted data request is then augmenting at the proxy
server by adding user profile information and sent to a target server.

Implementations may include one or more of the following features. User profile
information may be added to the data request by adding a user profile field to the request.
The user profile field may include a header identifying the field as a user profile field and the
associated user profile data. The field may be a HTTP formatted field added to a HTTP
request sent from a web browser to a server. In a secure implementation, the proxy server
may encrypt the profile data to limit the target servers that can access the profile data. For
example. an information service provider may implement a proxy server that adds encrypted
profile data to a web request. The information server provider may then provide decryption
information to 2 limited set of business partners allowed to access the profile data. To limit

the servers that receive the profile data, the proxy server may maintain a list of web server
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addresses and may only add the profile data to a request when the request is directed 1o a web
server on the list.

Implementations also may include one or more of the following features. The proxy
server may identify a relevant user profile to add to a data request based on a network
address received along with request messages from a client. To do so, a unique network
address may be associated with the user. The network address may be assigned to a client
computer when the client computer establishes a data connection with a network access
point. Login data may then be received from a user and sent to the proxy server along with
the network address. The login data and network address may be stored in a proxy server
database allowing the proxy server to associate particular login data items with particular
client network addresses. This may allow the proxy server to determine a user associated
with a particular data request.

In general, in another aspect, the invention features a computer program residing on a
computer-readable medium. The program includes instructions for causing a computer to
receive a data request directed to a target server from a client computer. The program
instructions may then cause the data request to be augmented with user profile information
and sent to the target server.

Jmplementations of the program may include one or more of the following features.
The program may instruct the computer to receive login data and a unique network address
and associate the login data and network address with a user of the client computer. The
login data and network address may be stored in a database The program may further cause
the computer to access the login data by retrieving the record from the database based on
receipt of the address assigned to the client computer in association with the receipt of the
data request and to determine user profile information to be added to the data request based
on the login data.

In general, in another aspect, the invention features a proxy server. The proxy server
includes a database, a network interface, and a processor. The database includes records
stering user profile information. The network interface is coupled to a network to exchange
data with a client computer and with a target server. The processor is operatively coupled to
the network interface, the database. and to a memory. The memory includes executable

instructions for causing the processor to receive a data request from a client computer at the

Jhe
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network interface, augment the data request by adding user profile information, and send the
augmented data request to the network interface for delivery to the target server. The

memory may also include instructions for causing the processor to receive from the network

interface user access data comprising a user identification and a network address associated

with the user’s connection to a network.

wm

In general, in another aspect, the invention features a method of processing a data
request. The method includes receiving a hypertext transfer protocol (HTTP)data request at a
server from a proxy server, identifying a field added to the data request by the proxy server,

determining a response to the data request based on the user profile data; and sending the

10 response to the proxy server for delivery to a client computer. The added field includes user
profile data and a header identifying the user profile data. The user profile data may received
in an encrypted form and decrypted by the server.

The details of one or more embodiments of the invention are set forth in the
o accompanying drawings and the description below. Implementations may provide advantages
18

s including reduction of redundant data entry, reduction of user data entry errors, secure
storage of user data, and automated user profile determination and dissemination. Other

features. objects, and advantages of the invention will be apparent from the description and
drawings, and from the claims.

DESCRIPTION OF DRAWINGS
20  FIG. | shows computers connected by a network.

FIGS. 2A and 2B show exemplary HTTP request data.
FIGS. 3A and 3B are flowcharts.

DETAILED DESCRIPTION
‘u Fig. i shows anetwork 100 that includes server computers 131-133 and client
2z computers 111-113. Server computers 131-133 may execute hypertext transfer protocol
(HTTP) server sofiware to respond to data requests from HTTP-based web browsers
executing at client computers 111-113. Client computers 111-113 can send HTTP data
requests to servers 131-133 over data paths that include access connections 114-116. a

service provider’s point of presence (POP) 110, network 120. proxy server 117. and network

W
I3

120. The service provider's POP 110 includes data communications equipment that enables

(A
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and regulates communication between client computers 111-113 and the service provider's

network 120. For example. POP 110 may include dial-up modem banks, cable modem banks,
wireless communications equipment, or other data transmission equipment.

Access 1o a service provider's POP 110 may be restricted to certain users of the client
computers 111-113. To enforce access restrictions, POP 110 may implement security and
authentication mechanisms such as login verification. A login verification mechanism may
require a user to input a valid user name and password to obtain access to the service
provider's network 120. If the user name and password are invalid, the user may be
disconnected. Security and authentication mechanisms also may be implermented at a
separate login server connected to the service provider’s network 120 and/or POP 110.

After a valid connection has been established between a client computer and POP
110, data may be exchanged between software applications running on the client computer,
and applications running on other computers on the service provider’s network 120. The
service provider's network 120 may be interconnected with another network 130 by a proxy
server 117 that can exchange data between the service provider's network 120 and computers
on another network 130.

Proxy server 117 can function as a surrogate for another computer. For example,
proxy server 117 may intercept HTTP data requests sent between a browser application at
client computer 111 and HTTP servers at computers 131-133. When the proxy server 117
intercepts a data request, it may attempt to fulfill the data request using data stored at a local
database or hard disk drive 119. If the proxy server 117 has the needed data, the data can be
returned to the client computer 111 without requiring further interaction with servers 131-
133, If the proxy server 117 is unable to fulfill the request, it may forward the request to a
server 131-133, receive a response from that server, and send the response to the client
computer 111. The proxy server 117 also may store response data on a hard disk drive or
Jocal database 119 for future use. Networks 120 and 130 also may be interconnected by a
gateway. bridge, router. or other interconnection device instead of, or in addition t0, proxy
server 117.

A server 131-133 may be configured to receive data requests from multiple client
computers 1 11-113 which may be generated by multiple different users of those client

computers. Access to particular server computers 131-133 may be restricted to particular

i
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users of the clic;nt computers 111-113 similar to the manner in which access to POP 110 is

restricied. Thus a user may provide name and password data when accessing the POP 110,
may again provide name and password data when accessing server 131, and may vet again
provide name and password data when accessing server 132. Implementations may also use
different access control mechanisms at POP 110 and at each server 131-133,

Servers 131-133 also may require other types of data from a user in order to process
information requests. For example, a local weather information server may require a user to
input the user’s home address each time local weather is requested. A commercial web site
may also require the home address in order to determine a user's shipping address. Input of
such user data may be time consuming and redundant.

User data entry may be reduced by storing user profile information at a proxy server
117 and automatically sending the profile information to servers when data request are made.
Thus. an information service provider (ISP) may store user demographic data or other user
data at proxy server 117 and automatically send that data to selected web sites along with
data request being sent to those web sites. In a HTTP implementation. data reques: inay use
the HTTP protocol. The proxy server 117 may intercept HTTP request sent from a web
browser application at a client computer 111 to a HTTP server 131. The proxy 117 may then
insert user profile information in the HTTP request and send the modified HTTP request 0 a
server 131.

Fig 2A s'hows a HTTP request 200. The HTTP request 200 includes a structured
sequence of fields 201-203. Each field 201-203 includes a HTTP header and data associated
with the header. HTTP headers provide a structured description of each HTTP request field
and each field's data. For example, field 201 indicates that the HTTP request is a “GET"
request to obtain a default web page from the server “www.acme-gizmos.com”. Field 202
includes the HTTP header “User-Agent:” which indicating that the field’s data “Mozilla/3.0
campatible” designates the type of browser generating the request 200. Similarly, field 203
inciudes the HTTP header "Cookie:” indicating that the data “been_here_before™ is a web
cookte. '

The HTTP request 200 may be sent from a client computer 111 to proxy 117 and
forwarded through the proxy 117 for delivery to a server 131. The proxy server 117 can

insert a user profile in the request 200 as the request is forwarded through the proxy.
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Referring o Figs. 1 'and 2A, when the proxy 117 receives the HTTP request 200. the proxy
117 can modify the request 200 to include user profile information. To modify the request
200. the proxy server 117 first determines a user associated with the request.

To determine the user associated with a HTTP request, a proxy server may use a table

or database that can associate user identity information with network connection information

unique to each active user. The user identity information and network connection information
may te provided to the proxy server 117 during user log-in to the POP 110 or to a login
server.

For example, referring to Fig. 2A., when a user connects to a network service
provider’s network by submitting name and password information to POP 110, a TCP/IP
address and port. and/or other user-unique network connection information may be
associated with the user’s data transfer connection. The POP 110 or a login server may then
send the user name and the user’s unique network connection information to the proxy server
117 where it is stored in a database (step 300). When the proxy server 117 receives a
subsequent HTTP request 200 (step 301), the proxy server can identify the user associated
with the request 200 by querying the database of stored name and network connection
associations. The proxy server’s database query may be based on network connection
information associated with a TCP/IP data transfer connection over which the HTTP request
was transferred.

When the proxy server 117 has identified the user (step 302), the proxy server then
may retrieve a user profile associated with that user from its database 119. The user profile
information may be inserted by the proxy server as one or more fields in the HTTP request
200 (step 203). Fig. 2B shows a modified version 250 of the HTTP request 200 after user
profile information has been inserted. The modified HTTP request 250 includes field 204
which includes user profile information inserted by the proxy server 117. Field 204 includes
the HTTP header "User-Profile-Data:™ indicating that the data “UserName=John_Doe,
ZipCode=60609, ParentalControi=YoungTeen is user profile data. After the proxy server 117
has generated the modified request 250, it may then be forwarded to a server 131.

Referring to Fig. 2B, the modified request 250 is then received at a web server (step
321). Particular web servers on a network may or may not recognize the user profile data

field 254. A web server that is not configured to recognize the user profile field 254 may
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ignore the data’in field 254 and instead process the other fields in the modified request 250.
A web server that is configured to recognize the user profile field 254 can extract the profile
data from the field (steps 322 and 324) and use the profile data to generate or customize data
sent in response to a user (step 325). For example, a tourist information web server may
customize a page based on a user's age, and interest. Thus, for example, if a user’s profile
indicates that their interest include art and music, the tourist information web server may
provide them with a list of museums and concert halls. On the other hand, if the user’s
interest indicates that they like canoeing and hiking, the tourist information server may
provide them with a list of public parks. If the user profile field is not present in a web page,
the server may request user input to obtain needed data (step 322-323) and then generate a
subsequent response to the user (step 325).

In a secure implementation, profile data sent from the proxy server 117 to a server
}31-133 may be in an encrypted form. For example, field 206 may include a HTTP header
indicating that the field contains user profile data in an encrypted form. Encryption of profile
data may help ensure that only authorized web servers 131-133 will be able (0 exiract a
user’s profile data. Encryption may be performed using a public key cryptography
algorithms. In a public key implementation, a web server 131-133 may publish its public key
at a uniform resource locator (URL) address known to the proxy server. Other encryption
algorithms may also be used. For example, the Rivest, Shamir, Adelman (RSA) encryption
technique may be used. Encryption of profile data helps to ensure that only authorized web
servers can access the profile data. For example, in a commercial application, credit card
information stored at the proxy server 117 may be encrypted by the proxy server prior to that
information being sent to a web server in a user profile data field.

User profile data may be stored at the proxy server 117 by an information service
provider (ISP) through a database 119 access interface. The access interface may implement
a query language such as structured query language (SQL) In such an implementation. SQL
commands may be sent to the database 119 from a network configuration or database access
terminal. Other method of provisioning profile data for use by the proxy server 117 may also
he used. User profile data stored at the proxy server 117 may be updated by a computer
system coupled to the network 120, by the proxy server 117. or by a web server 131-123. The

proxy server |17 may update stored user profile data by monitoring data requests from a
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client and responses to those requests obtained from web servers. For example, the proxy

server may update a list of visited web sites stored in a users’ profile based on request

received from a client computer. A web server 131-133 may also be configured to update

profile information stored at the proxy server. For example, the web server. in responding to
a data request, may insert a user data profile update field in the HTTP request data being sent
to the proxy server 117. The proxy server may then extract the update field information and
use it to update a stored profile. A web server may also update profile data by transmitting
profiie update information separately from data being sent to a user. For example. web server
131 may initiate a TCP/IP connection directly to a database or other application at the proxy
117 that can receive profile update information and update stored profile data at the proxy
117,

A proxy server 117 may selectively insert profile data in a HTTP request depending
on the destination address of the request. For example, profile data may be inserted in a
HTTP request being sent to server 131 but not in a request being sent to server 133. The
proxy server 117 may determine web servers that are to receive profile data based on
destination site filtering information stored at the proxy server. Thus, an on-line service
provider (OSP) or information service provider (ISP) may establish filtering conditions that
configure a proxy server 117 to send user profile data to business partners and affiliated web
ites, but not to competitors. The filtering information may be a database of internet host
names, internet protocol addresses, and/or wild-card characters to determine servers that are
permitted and/or forbidden to receive profile data.

The profile data stored at the proxy server may include, for example, the login name
and password of a user of the client computer, additional data maintained by an information
service provider, such as demographic information, a history of the user’s data requests, age,
gender, interest, and information that is determined dynamically by the exchange of data
hetween the proxy server and web servers,

The invention may be implemented in digital electronic circuitry, or in computer
hardware, firmware, software, or in combinations of them. Apparatus of the invention may
be impiemented in a computer program product tangibly embodied in a machine-readable
storige device for execution by a programmable processor; and method steps of the invention

may be performed by a programmable processor executing a program of instructions to
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perform functions of the invention by operating on mput data and generating output. The

ention may advantageously be implemented in one or more computer programs that are
exe

inv

cutable on a programmable system including at least one programmable processor
coupled to receive data and instructions from, and to transmit data and instructions 1o, a data
storage system, at least one input device, and at least one output device. Each computer
program may be implemented in a high-level procedural or object-oriented programming
language, or in assembly or machine language if desired; and in any case. the language may
be a compiled or interpreted language. Suitable processors include, by way of example. hoth
general and specia! purpose microprocessors. Generally, a processor will receive instructions
and data from a read-only memory and/or a random access memory. Storage devices
suitable for tangibly embodying computer program instructions and data include all forms of
non-velatile memory, including by way of example semiconductor memory devices, such as
EPROM, EEPROM, and flash memory devices: magnetic disks such as internal hard disks
and removable disks; magneto-optical disks; and CD-ROM disks. Any of the foregoing may
be supplemented by, or incorporated in, specially-designed ASICs (application-specific
integrated circuits).

A number of embodiments of the present invention have been described.
Nevertheless, it will be understood that various modifications may be made without
departing from the spirit and scope of the invention. For example, server, proxy, and client
protocols need not use the HTTP protocol. Alternate protocols and data formats may be used
such as file transfer protocol (FTP) or network news transfer protocol (NNTP). Accordingly,

other embodiments are within the scope of the following claims.
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WHAT IS CLAIMED IS:

I

(94

6.

A data transfer method performed at a Proxy server, the method comprising:
intercepting a data request from a client computer that is directed to a target server;

augmenting the data request by adding user profile information; and

sending the augmented data request to the target server.

The method of claim | further comprising:

establishing a data connection between the client computer and a network access point;
receiving login data from a client computer user; and

sending the login data to the Proxy server.

The method of claim 2 further wherein:

establishing a data connection comprises assigning a network address to the client
computer;
receiving login data comprises receiving a user identification: and

sending the login data comprises sending the user identification and the network address.

The method of claim 3 wherein:
receiving a data request further comprises receiving the network address: and

augmenting the data request comprises retrieving the user profile information from a

proxy server database based on the received network address.

The method of claim 4 wherein augmenting based on the received network address
comprises retrieving the user identification from a proxy server database based on the
recejved network address and accessing user profile information based on the user

identification.

The methad of claim 1 wherein the user profile information comprises data associated

with a current user of the client computer.

11
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The method of claim 1 further comprising receiving the profile information at the proxy

server from another computer and storing the profile information in a Proxy server

database.

The method of claim 1 wherein the data request comprises a plurality of fields each

comprising a header and data associated with the header.

The method of claim 8 wherein the data request is a hypertext transfer protocol (HTTP)

data request, the target server is a HTTP server, the client computer comprises a web

browser application, and each header in the plurality of fields comprises a HTTP data
request header.

The method of claim 8 wherein adding the user profile information comprises adding a

field. the field comprising a profile header 1dentifying the added field as a user profile

field and profile data associated with the user.

. The method of claim 10 wherein the profile data comprises encrypted data.

- The method of claim 11 further comprising:

receiving the augmented data request at the target server; and

decrypting the encrypted profile data.

. The method of claim | further comprising identifying the target server as a server

permitted to receive user profile information.

. A computer program residing on a computer-readable medium, comprising instructions

for causing a computer to:
receive a data request from a client computer directed at a target server;

augment the data request by adding user profile information; and
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send the-augmented data request to the target server,

The computer program of 14 further comprising instructions for causing a computer to:

receive a network address assigned to the client computer and login data associated with

a user of the client computer; and

store the network address and login data in a record in a database.

The computer program of 14 further comprising instructions for causing the computer to

access the login data by retrieving the record from the database based on receipt of the

address assigned to the client computer in association with the receipt of the data request.

. The computer program of claim 16 further comprising instructions for causing the

computer to determine user profile information to be added to the data request based on
the login data.

. A proxy server comprising;

a database comprising records storing user profile information;

a network interface operatively coupled to a network to exchange data with a client
computer and with a target server: and

a processor operatively coupled to the network interface, the database, and a memory
comprising executable instructions for causing the processor to receive a data request
from a client computer at the network interface, augment the data request by adding

user profile information, and send the augmented data request to the network

interface for delivery to the target server.

- The server of claim 18 wherein the memory further comprises instructions for causing the

processor to receive from the network interface user access data comprising a user

identification and a network address associated with the user's connection 1o a network.

20. A method of processing a data request comprising:

3L
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receiving a’hypertext transfer protocol (HTTP)data request at a server from a proxy
Server.

identifying a field added to the data request by the proxy server and comprising user
profile data and a header identifying the user profile data
determining a response to the data request based on the user profile data; and

sending the response to the proxy server for delivery to a client computer.

e data is encrypted and determining a
response based on the user profile data comprises decrypting the user profile data.
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251 \ 250 \
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BACKGROUND OF 111L INVENTION

A. Ticld of ihe Inveniion

This {nvention generally relutes w0 data processing svs-
lemsand, more particularly, 10 leasing deleganon certificates
In data processing sysiems.

B. Description of the Related Art

Proper resource management is an IMporane aspect 1o
cilicient and cliective use of computers. fn general, resouree
management ivolves aliocating resetirces (.2 memaryyin
[CSPonse 10 requests as well gs deallocating resources at
appropriate limes, for cxample, when the requesters ao
lenger require the resources. In general, the resourees con-
tain data referenced by campulational entiiics (v.g.
applications, programs. applels. cle.) executing m the cong-
puters,

In pracice, when applications exeewting on compulers
seek 1o refer 1o sesources, the comiputers maust et allocate
or designate resources so that the applications can properly
refer o them. When the applications no longer refer 1o 4
resource, the computers can deallocale or reclaim the
resouree {or reuse. In computers cach resource las 4 ugue
“handle™ by which the resaurce can he teferenced. The
handle may be Smplemenicd in varicns wavs, such as an
address, array index, unique value. pointer. cte,

Resource managemeat is relatively simple for 3 singje
computer because the events mdicating when resources can
be rectaimed, such as when applications ue longer reler 10
them or after a power failure. are GIRY o Jeicimie.
Resource management for distribuled SYSlems conneting
multiple computers is more diflicult beciuse applications in
several different computers may be using the same resanree,

Disconnecis in distributed systems cun lead 10 the
improper and premature reclamation of resourees or o ihe
failire 10 reclain resources. For exumpic. multiple applica-
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tions operating on dilicrent computers in a distributed sys-
tem may refer o resources located on other machines. If
connectings between the computers on which resources are
locuted wnid the applications relerring 0 those resources are
interrupicd, theo the computers may reclaim the resources
prematurely. Alisenatively, the computers may maimm:n.lhc
resourees in perpetuity. despite ihe extended period of time
that applications failed o access the resources.

These difficulties have led 1o 1he development of sysiems
o manage nctwork resources, onc of which is known as
“disiributed garbage collection.” That term describes a Facil-
iy [)rl!\"i(]u(]-h'\' a 171():_‘1!:\*_10 or runtime sysiem for distributec
systems that awomatically manages resources used by an
uiwpiiculi«'m ar group ol applications running on different
compulers in a neiwork.

In gencral, garbage collection uses the notion that
resourees can he Jreed for future use when they are no longer
reterenced by any part of an application. Distributed garbage
callection extends this notion 1o the realm ol distributed
computing, reclaiming resources when no application on
any compuiter refers o ihem.

Disiributed garbage collection must maintain ntegrity
between allocated resources and the refercnces to those
resources. In other words, the system must not be permitied
to deallocate or free a resource when an application running
omany computer in the network continues o refer 1o that
resouree. ‘This relerence -to-resource binding. relerred to as
“relerential inegrity,” does not suarantee that the reference
wil always grant access ta the resource 10 which it refers,
For example, network failures can make such access impos-
sible. The integrity, however, guarantees that it the reference
can be used 1o pain access to any resource, it will be the same
resourcee 1o which the reference was first given.

Distribyted systems using garbage collection must also
reckiim resourees no longer being refurenced at some time
in the dinite futare. 1n other words, the system must provide
4 graragice against Cmemory losks.” A memory leak can
oceur when all applications drop references 1o a resource,
out the system fuils jo reclaim the resource for reusc
because, for example, of an incorrect determination that
somu application stll refers 10 the resource.

Referential integrity failures and memory leaks ofien
result Irom disconnections between applications referencing
the resorees and the garbage collection svstem managing
the allocarion and deallocation of thuse resources. For
example, 2 disconncction in & netwaork coennection hetween
an applicaiion referring 10 a resource and a garbage collee-
tioa system managiag that resource may prevent the garbage
colleciion svstem from determining whether and when 10
reciaim the resourec, Alternatively, the garbage collection
system sitgbl mistakenly determing that, since an applica-
Lo has not accessed i resource within a predetermined
tme, it may colleet that reseurce. A number of wehaiques
have been used 10 improve the distributed garbage collection
mcchanism by AMpling 1o ensure that such mechanisms
mainlain reterential infegrity without memory leaks. One
conventional approach uses a form of reference counting, in
which « count is maintained of the number ol applications
referring (o cach resource. When a resaurce's count goes to
zero. the garbage collection System may reclaim the
reseuree. Such a refereace counting scheme only works,
however. if the resource is created with a corresponding
relerence eounter. The garbage collection system in this case
increments the resource’s relerence count as additional
applications reler 10 the resource, and decrements the count
when an application no Jonger refers 10 the resouree.
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Reference counting schemes, however, especizily
encounter problems 1n the face of farlures that can nccur_in
distributed systems. Such failures can take 1hc. 1})1’1?1 ol a
compuler or application failure or network Tailure that
prevent the delivery of messages notifving lhc_ g:xrh.?g:'
collection system that a resource is no longer being refer-
enced. It messages go undelivered because of a network
disconnect, the garbage collection system does nat know
when 1o reclaim the resource.

To prevent such failures. some conveational reference
counting schemes include “keep-slive” messages. which are
also relerred 10 as “ping hack.” Accarding o this «cheme.
applications in the network send messages 1o 1he varbage
collection system overseeing resources and indicate that the
applications can still communicate. These mess gus prevent
the garbage collection svsiem from dropping reterencs 10
resources. Failure 1o receive such a “keep-alive” messige
indicates that the garbage collection svstem can decrement
the reference count for a resource and. thus. when the count
reaches zero, the garbage collection SYSICI My rechnm the
resource. This, however, can sl resuli in the premsature
reclamation of resources following reference counts reach-
ing zero from a failure 1o receive “keep-ulive”™ messages
because of neiwork Tailures. This violates the referential
niegrity requirement.

Another proposed method lor resolving referential intee-
rity probiems in gacbage collection SYSIEMS I8 o maintain
not only a reference count bui also an identitier correspanid-
ing 1o cach compuiational entily referring 10 a resource. Sce
A Birrell, ct al., “Disiributcd Garbage Collection for Net-
work Objects,” No. 116, digital Sysiems Research Cenver.
Dec. 15, 1993, This method sullers from the same problems
as the refercoce counting schemes. Fusther. this methnd
requires the addition of unique identifices for each compu-
tational entity referting 1o cach resource, adding overhead
that would unnceessarily increise communication within
distributed svstemis and add storage requirements (i.c., the
list of identificrs corresponding to applications referring 1o
cach resource).

SUMMARY OF THE INVLENTION

In accordance witly the presenm ravention, reterential
inlegrity s guaranteed without costly memory leaks I
leasing resources for a period of time during which the
partics in a disiribuicd sysiem, Tor example. an application
holding a reference 10 a resovree and the garbige enliection
System managing thal resource, agree thal the resouree 1l
a reference to that resource will e guaraniced. At the end of
the lease period, the suaraniee that the reference 1o the
resouree will coniinue lapses, allowing the garbage collee-
HON SYstem 1o reclaim the resource. Because the applicaiion
holding the relerence 10 1he reseurce wad the garbage cof-
lection system manigiog the resnuree agiee thoa tinite
guarantecd lease periad. both can know when the lease and.
thercfore, the guarantee, expires. This guarantees relerential
integrity for the duration of 1 refurence lease and avoids the
concern of failiog 10 free the resource because of network
errors. In addition ¢ memory, the weasing technique ean be
applicd 10 delegation cortificates,

Consistent with an alternative enihodiment of the present
wvention, as ¢mbodicd and broadly deseribed herein, o
nmcthod (or leasing delegaiion certificaics is provided. This
method comprises the sicps ol receiving a lease request from
a client specitying a resouree and i lease period. determining
a dease period during which the client Las authority 10
request from o seever secess o 1he resource, advising the
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ctient of the granted lease period. granting the client a
delegaiion certificate which the client can use 10 access the
cesaurce from the server.,

BRILE DESCRIPTION OF THE DRAWINGS

Te accompanying drawings, which are incorporated in
and constitute a part ol this specification, illusirate an
cmbodiment of the invention and, together with the
description, serve 10 explain the advaniages and principles
ol the invention. In the drawings,

G 1 is @ Aow disgram ol the steps performed by the
application call processor according to an implementation off
the present invention:

FIG. 2 i o flow diagram of the sieps perlormed by the
server call processor 1o process dinty calls according 10 the
implementation ol the present invention:

FIG. 3 is a low diagram of the steps performed by the
server call processor 1o process clean calls according to the
implementation of the present invention:

FIG. 4 is a Tlow diagram of the steps performed by the
surver call processor 1o initiate a sarbage colleetion process
reenrding o ihe implementaiion of the present invention.

FIG. S is a diagram of a preferred flow of calls within a
distribuied processing svstem:

FIG. 6 s o block disgram of the components of the
implementation of & method invocation service according 10
e present invenjon;

FIG. 7 is a diagram ol a distributed processing system that
can be used inan implementation of the present imvention;
and

FIG. 8 is a diagram of ihe individual sofiware components
in the platforms of the distributed processing system accord-
ing o the implemeniation of the present invention.

FIG 9 is ¢ diagram ol a duta processing system for leasing

delegation certilicates in a distribuied processing sysiem that
can be used i aa alternative embodiment of the present
mvention: and

FIG. 1055 a flow diagram of the steps performed by the
delegator pracess when another process (potential
delegatee) requests o lease according 10 an alternative
embodiment of the present invention: and

FIG. LA and FIG. 118 represent a flow diagram of the
sleps performed by o process (potential delegatee) when
requesting a lease from the delegator process according to an
alicrnative embodiment of the present invention; and

FIG. 12 is a flow diagram of the steps performed by the
server when a delegalee requests aceess to a resource
acconding 10 an alternative embodiment of the present
mvenhon,

DETAILLED DLSCRIPTION

Reference will now be made o detail o an implementa-
tion of the present invention as Mustrated in the accompa-
aving drawings. Wherever possihle. the samc reference
numbers will be used throughaut the drawings and the
following deseription o refer 10 the same or fike parts.

The present invention may be implemenied by compulers
organized i @ conventional disiributed Processing system
architecre. "Fhe architeciure for and procedures 10 imple-
ment this invention, however, are not conventional, because
they provide a disiribuiced garbage collection scheme tha
cnsures referential integrity and climinaies memory leaks.

AL Overvicw

A maibed invocaiion (M1 component located in cach of
the comiputers in the disteibwted processing system imple-
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ments (he distribuied garbage collection scheme of 1his
veation. The M1 component may consist of a number of
software modules preferably writlen in the JAVA™ pro.
gramnung Linguage.

I general, whenever an application i the distiibuied
pmce;\‘ing system oblaing o reference 1o a distributed
resource, by a name lookup, as a reiurn value i some oficr
call, or another method, and sceks 1o access the resoure. the
applicaion makes a call 10 the resotirce or 1o an Ml
componenl managing the resouree. That M component.
called a managing Ml component. keeps track of the nwmier
of oumstanding references 1o the resource. When the number
of refercnces 10w relerence s zero, the managing MI
component can reclaim the resource. The count of the
aumber of references 10 a resource is senerafly calicd the
“reference coun™ and the call that increments the reference
count may be referred 10 as a “diny calt.”

When an application no longer requires a distribuied
fesouree, it sends a differeni cail 1o the reouree or the
managing M component. Upon receipt of ihis cadl, ihe
managing MI component decrements the reference couut far
the resaurce. ‘This call o drop a refercace may be referred 1o
as a “clean call”

In accordance with an implementation of the present
invention, a dirty call can include a requested e intenal,
called a lease period. for the reference 1o ihe resonree. Upon
receint of the dirty cail, the managing M1 companent sends
areture call indicating @ period for which (he lease was
grunted. The managing M1 component thus 1racks the lease
perica Tor those refercnces as well as 1l number of out-
standing refercaces. Consequently. when the reference cowm
for a resauree goes 10 2cre or when the fease portod for the
resource expires, the managing Mi componett can rechiin
the resource.

B. Procedure

An application call processor in an Mi compesent pee-
forms the steps of the application call procedure 100 j1lus.-
trated in FIG. L The server call processor in the Mmanaging
MI component performs the steps ol the procedures 200,
30, and 400 fusirated in FIGS. 2-4, respectively. The
managing MI component's garbage collector performs con-
ventional procedures 1o reclzim resources previousiy bound
w0 relerences in accordance with instructions from the servey
call processor. Accordingly, the conventional procedures of
the garhage collector will noi he explained.

L. Application Call Processor

F1G. 1 is a flow diagram of the procedure 100 that 1pe
application call processor of 1he M COMponCHl uses o
handle application requesis for references o TCSOUTCCSs M-
aged by the same or another M) componem located in the
distributcd processing system.

After an application has oltained 2 reference o a
resource. the application call processor sendls a dirty call,
including the resouree’s reference and a reguesied Tease
period to the managing M1 componeat for the resource (st
HO). The dinty call may be divected 1w the resource sl o
1o the mancging MI component.

The application call processor then wajis for and receives
A rewrn call from the managing Mi companent (step 1203,
The return call includes a sranied lease period during which
the managing MI component quarantees that ihe referenee of
the dinty call will be bound o its resouree. In other words,
the managing Ml CoMpoanent agrecs nol 10 colicet ine
resource corresponding to the reference of a dirty call for the
grani period. I the managing MI componcnl does not
provide a grant period, or rejecis the request for a lease., thes

Ol
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the application call processor wili have to send another dirty
call vniil it receives a grant period.

The application call processor monitors the applicalim}'s
use of Lhe reference and, either when the application explic-
itly informs the application cal) processor that the reference
is no longer required or when the application call processor
makes this determination on its own (step 130), the appli-
cation call processor sends a clean call 1o the managing MI
component (sicp 140). Iy o manncr simidar to the methid
used for dirty calls, ihe clean call may be directed o the
relerencad resouree and the managing M1 component will
process the clean call. Subsequently. the application call
processor elirnnates the reference from a List of references
buing used by the apphication (step 150).

I the apphieation is ot vet done with the reference (step
130). et the application call processor determines that the
grant period for the seference is about 1o expire (step 160),
thea the application call processor repeats steps 110 and 120
ta-¢nsure that the reference to the resource is maintained by
the managing M1 component on hehall of the application.
2. Server Call Processor

The MI component's server call processor pertorms three
main procedures: (1) handling dinty calls; (2) handling
incoming clean cails; and (3) Initiating a garbage collection
evele 1o reclaim resourees at the appropriate iime.

(1) Diriv Calls

FIG. 20is 0 Row diagram of the procedure 200 1hat the M1
COMPoneet’s server call processor uses 1o handle requests 1o
referciee resources, e, dirly calls, that the Ml software
camponnt manages. These requests come from application
call processors of M1 components in the distributed pro-

cessing system, including the application call processor of

the same M1 component as the server call processor han-
dling requesis,

First, the server call processor receives a dirty call (step
210). The server call processor then determines an aceept-
able grant period (siep 220). The grant period may be the
same s Ihe requesied lease period or some other time
period. The server call processor determines the appropriate
grint period based on a nuriber of conditions including the
amount ol resonree required and the number of other arant
pecieds previously granted for the same resouree.

When the server calt processor determines that a resource
has not ver been allocaied for the reference of a dirty call
(Step 2300, the server call processor allocates the required
resource (sicp 240).

The server call processor then increments a reference
count corresponding w0 the reference of a dirty call (siep
250), sets the aceeptabic srant period for the reference-1o-
feseuree binding (step 260), and sends a return call 1o an
application call processor with the gram period (step 270).
Tohis way, the server call Processor controls incoming dirty
calls regarding references 1o resources under its conirol.

Applications can extend leasces by sending dirty ealls with
an extension request before current leases Cxpire. As shown
i procedire 200, a feGUest 1o extend a lease 18 treated just
litke an initial request for & lease. Aa extension simply means
that the resouree will not be reclaimed for some additional
interval ol time. unless the reference ceunt goes 10 £ero.
(1) Clean Calls

The MI componcat's server call processor also handles
incoming cican calls from application call processors. When
an application in the distribuicd processing system no longer
reQuires a reference 10 a resource, i informs the Ml com-
ponent managing the resource tor that reference so that the
resource may be reclhimed for reuse. FIG. 3 is g flow
diagram of 1he procedure 300 with e sieps that the MI
companent's server call processor uses o handle clean calls.
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When the server eall processor receives a clean call with
a reference 1o a resource that the M{ component manages
(step 310), the scrver call processor decrements a corre.
sponding reference count (siep 320). The ¢loan vall may be
seat 1o the resource, with the server call processor monitor-
ing the resource and exccuting ihe procedure 300 10 process
tbe call. Subscquently, the server call processor sends a
return call to the MI component that sent the clean vall o
acknowledge receipt (siep 330). In accordance with this
implementation of the preseat inveation, a clean call o drop
a reference may not be relused, but it must be achoowl-
cdged.

(111) Garbage Collection

The server call processor also initiates 4 varbage eollee-
tion cvele 10 reclaim resources for which 1t determines ihat
cithes a0 more relerences are being made o the resadree or
that the agreed fease period for tie resolree has expired. bhe
procedure 400 shown in FIG. 4 inchides o flow agran of
the steps that the server call processor uses 19 initiate a
garbage collection cvele.

The server call processor monitors reference couats andl
granted lease perieds and determines whether a reference
counlis zero for a resource managed by the Ml cemponent.
or the grant period Tor o relereoce has expired (step +10).
When either condition exisis, the server call processor
itiates garbage collection (step 4200 of hat resouree.
Othenwise, the server call processor cantinues monitoring
the refercnce counts and granted fease periods,

€. Call Flow

FIG. Sisa diagram tlhusirating the ow of calls amenyg M)
cornponenis within the distributed processing svsierm. wan-
aging MI componcot 523 manages the resources 530 by
monitoring the references 10 thase resources 530 (scc gar-
bage collect 508). Because the managing Ml components
325 manages the resources, the server cali processor of
managing M1 comporent 825 performs the operations of this
call flow description.

FIG. 5 also shows hat applicaiions $10 and 540 have
corresponding ME componenis 51§ and 843, respectively.
Lach of the applications 310 and 540 obigin. o relerence o
one of the resources 530 and sceks 10 abtain aceess 1o one
of the resources 830 such that a reference is bound 1o the
corresponding resource, 1o oblain access, applications 10
and §44 invoke their corresponding M1 componenis 518 znd
S48, respectively, o osend dirty calls 881 and §71.
respectively, w the M1 component § Because the M
componcuis 515 and 528 handie applicaion requests for
aceess 1o resources 830 managed by another M component,
such as managing MI componeat 325, (he application call
processors of M1 componems 515 and S48 perform the
operations of this cail fiow descripiion.

In response 10 the dinty calis $51 and 871, menaging Ml
component S28 sends return catis 882 and §72. respectively,
10 cach of the MY components 318 and 545, respectivedy The

dgirty calls include gramed fease periads for the retercnees of
the dirty calls §51 and 571,

Similarly, F1G. § slso shows M| componunis S18 and 848
sending clean calls $61 and S&1. respechively, 1o managing
MI component §25. Clean calls 361 and 581 ilerns man-
aging M1 componem 328 that applications $10 aud 540,
respectively, oo longer require aecess to the TCROUTSE Spegi-
fied in the clean calls 561 and 581 Managing MI component
525 responds 1o clean calls 561 and S81 with return catls 862
and 582, respectively, Return calls $62 and 582 differ from
return calls 852 and 572 in that returo calls 362 and 382 are
simply acknowledgments from MI component 325 of the
received clean calls 361 and 383

152
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Both appiications 510 and S0 may request access 10 the
~ame resouree. For example, application 810 may request
aceess 1o "RESOURCLE(D™ while application $40 was pre-
vivusty granted aeeess to that resource. M1 component 528
handles this sination iy making the resource available to
Poth applications S10 and 540 Jor agreed lease periods.
Thus, MTcomponent 825 will not initiaie a parbage collec-
ton cycic to reclaim the "RESOURCE(D)™ until cither
upplic;ﬁinnx S160 and 540 have both dropped their rcl\;rc!wcs
1o that resouree or the latest agreed periods has expired,
whichever event oceurs lirst.

By permitting more than one application 10 access the
same resource simuliancously, the present invention also
permiits an application 16 aceess a resource aller it sent a
claan call 10 the managing MI componen dropping the
reference 10 the resource. This aecirs because the resource
i il referenced by another application or the relerence’s
lease has not yei expired so the managing Ml component
S25 has not yer reclaimed the resource. The resource,
however, will be reclaimed alter a finite period, cither when
no more applications have leases or when the last leasc
CXpIres,

13. M1 Components

FIG. 6 is a black diagram of the modules of an MI
component 600 according to an implementation of the
present favention. MI component 600 can include a refer-
cree component 605 for cach reference monitared, applica-
ten call processor 640, server call processor 650, and
garbage collecior 660,

Referenee component 608 preferably constituies a table or

comparable structure with reference data portions 610, ret- =

crence count 6200 and grant period register 630. MI com-
ponent 800 uses the refereuce count 620 and grant period
630 for cach reference specificd in o corresponding refer-
ence data portion 610 10 determine when 1o injtiate garhage
colicctor 666 1o reclaim ihe corresponding resource.

Application call processor 648 is the soltware module that
performs the steps of procedure 106 a FIG. 1. Server call
processor 656 s the software module tha perferms the steps
ol procedures 200, 300, and 400 in FIGS. 2-4. Garbage
cotlector 660 is the soltware module that reclaims rESOUrees
I esponse o instructions {rom the server call processor
650. as explained above,

L. Disteibuicd Processing System

FIG. 7 illusirates a distiributed processing svstem 50
which cun be used 10 implement the present invention. In
FIG. 7. distribuied processing systiem 50 contains 1hree
independent and heterogencous platforms 100, 200, and 300
cosnected in a nctwork configuration represented by the
network cloud 55 The composition and protocol of the

network conliguration represented in FI1G. 7 by the cloud 55 s

Is not important as long as it allows tor communication of
the information betwecn platforms 700, 800 and 900. 1n
addition, ke use of st hree platforms s merely for

Nustration and docs not mit the present invention to the use

of & particular number of platforms. Further, the specific ;3

network architecture is not crucial to this invention. For
cxample. another actwork architecture that could be used in
accordance with this invention would employ one platform
ax a nclwork controller 10 which all the other platforms
would he conneeted.

In the mplementation af distributed Processing system
S0. platforms 700, 800 and 900 cach nclude a processor
710810, and 910 respectively, and a mcmory, 750, 850, and
950. respectively. Included within cach processor 710, 810,
and 910, are appiications 726, 820, and 920, respectively,
eperating sysiems 740, 840, and 940, respectively, and M1
componenis 730, 830, and 930, cespectively. .
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Applications 720, 820, and 920 can be programs thal arc
cither previously written and modilicd 1o WOk with e
present invention, or lhat are spectally writien - take
advamage of the services offered by the present invenrica.
Applicu;inns 720, 820, and 9200 invoke operations o be
performed in accordance with this inventien.

MI components 730, 830, and 930 correspond o the Mi
component $00 discussed above with reference 0 FIG. 6.

Operaiing systems 740, 840, and 940 are staudard oper-
ating systems tied 1o the cerresponding processois 71, §10.
and 910, respechivety. The plaforms 7640, 800, and 900 wan
be heterogencous. For exampic. platforny 700 has an UlisaS-
pare® microprocessor marutaciured by Sun Microsv<tems
Corp. as processor 7H and uses a Solaris@® operating systiem
740. Pladonm 800 has a MIPS microprocessor manutactared
by Silicon Graphics Corp. as processor 810 wnid uses o Unix
operating system 840, Iinally, platform 900 has 1 Pentium
microprocessor manufactured by Tnicl Corp. i processor
910 and uses a Microsoft Windows Y3 operating svstem Y40,
The prescot investion is ot so bmited and coutd aceon:-
madate homogenous platforms as well,

Sun, Sun Microsvsicms, Selaris. Java. and the Sun Loga
are trademarks or registered teademarks of Sun
Microsystems, Inc. in the United States and other countries.
UliraSparc and all other SPARC trademarks are used uader
license and are trademarks of SPARC International. Inc. ig
the United States and other conntrics. Producis bearing
SPARC trademarks are based upon an architecture devel.
oped by Sun Microsystems, Inc.

Memorics 750, 830, and 950 scrve several functions., such
as peneral storage for the associated platform. Anoher
function is (o storg applications 720, 820, and 920. M
components 730, 830, and 930, and operating svslems 740,
840, and 940 before execution by the respective processor
710, 810, and 910. In additios. portiens of memorics 759,
850, and 950 may constituic shared memory available (o all
of the platforms 708, 800, and 900 in nerwork 50

L. Ml Scervices

The presentinvention may he implemenied Using a Client.”
server model. The client gencrates requests, suct as the dirty
calls and clean calls, and the server TespOAds 10 reqiesis,

Lach of the MI components 730, 830 1nd 930 show in
FIG. 7 preferably includes both clivnt componenix and
senwer comporents. FIG. 8, which is a hiock diagram o1 a
clicnt platform 1000 and a scrver platform 1100, applics 1o
any wo of the platforms 700, 800, and 900 in 1163, 7.

Platforms 1000 and 1100 comain memories 1050 und
1150, respectively, and processors 1010 qnd L0, respec-
tively. The clements in the platiorms 1000 and 1106 function
in the same manner as similar clemems described abowve
with reference 10 FIG. 7. Tn this example. processor 1010
cxecuies a client application 1020 and processor 1116
exceules & server application 1120, Processors 1010 and
1D also cxecute operating svstems 1040 and 1140,
respectively. and MI comporents 1030 and 130, respec-
lively.

MI components 1030 and 1130 cach include a server vall
processor 1031 and 1131, respectively, an application cail
processor 132 and 1132, respeetively, and a sarbage col-
lector 1033 and N33eespectively. Lach of the MI compo-
nents 1030 and 130 also contains cefercnce camponenis,
including reference data portions 1034 and 1134,
respectively, reference counts 1033 and 1138, respectively,
and grant period registers 1036 and 1136, respectively, [of
cach reference that the respective MI camponent 1030 oy
1130 ronitors.

Application cull processors 1032 and 1132 represent the
client service and communicare wilh server call processors
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3T and 131, respectively, which represent the server
service. Becouse piatferms 1000 and 1100 contain a server
call processer. an application call processor, a garbage
callector. and reference components, cither platform can act
as a clicnt or u« server.

For purposes of the discussion that follows. however,
piatform 1000 is designated the clicnt platform and plattorm
1180 s designated as the scrver platform. In this example,
cliemt application 1020 obtains references 1o distributed
resourees and uses MI component 1030 10 send dinty calls 10
the resources managed by MI component 1130 of server
platform 1100. .

Additionally, server platform 1100 may be executing a
server apphication 1120 Server application 1120 may also
use MI component 1130 1o send diny calls, which may be
handled by MI companent 1130 when the resources of those
dirty calls are managed by MI componcat 1130,
,\hc'rn:;i:vci.\. server application 1120 may use M) compo-
ment 1130 1o send dirty calls 1o resources managed by M
component 1030,

Accordingly, server call processor 1031, garhage collee-
tor 1033, and refereace count 1035 for M1 component 1030
of client plaform 1008 are not active and are therelore
presenicd in FIG. 8 as shaded. Likewise, application cali
processor 1132 of M component 130 of the server platform
FHO0 s shaded beeause it is also dormant,

When client application 1020 obiains 2 reference corre-
sponding 1o a resource. application call processor 1032
sends @ dirty call, which server call processor 1131 reecives,
The dinty call includes a requested Jease period. Server call
processor H3T increments the reference count 1138 for the
referenee inihe diny call and determines a grant period. In
fesponse, server call processor 131 sends o return call o
application call processor 1030 with the grant period. Appli-
cation cali processor 1032 uses the srant period 10 update
recorded grant period 1035, and 1o determine when the
resource corresponding to the relerence of its diny call may
be reclaimed.

Server call processoc 1131 also monitors the reference
counts and grant periods corresponding, 10 references for
resourees that it manages. When one of its refercnce counts
L35 is 7zero, or when the grant period 1135 for a reference
has expired, whichever event aceurs first, server call pro-
cessor 1131 may injtiate the garbage collector 1133 10
reclaim the resouree corresponding 1o the referencee that has
a reference count of zern or an expired grant period

The Jeased-reference scheing aceording 1o the implemen-
tation ol the preseat invention docs not require that ihe
clocks o6 the platforms 1000 and 1100 involved in the
proiocol be svachronized. The scheme merely requires that
they have comparable periods of increase. Leases do not
CXpirc at a particular time. bul rather expire atter a specilic
Hme interval. As long as there s approximate agreement an
the imerval, platforms 1000 and (100 will have approximate
dgreemient on the granied lease period. Turther, since 1he
nming lor the lea in compuier terms, fairly long. minor
diffitrences in clock rate will have little or no ellect.

The transmission 1ime of the dirty call can aflect the
protocol. 1 MIE component 1030 holds a lease 1o reference
and wails umif just before the Jease EXPICS 10 request a
renewal. the ease nuy expire belore 1the Ml component
V30 reccives the request. If so, M] component 1136 may
reclaim ihe resource betore receiving the rencwal request.
Thus.when sending dirty cails, the sender should add a time
factor 10 the requesied jeasc period in consideration of
transmissios time to the platform handling the resource of o
durty call so that renewat dirty eatls may be made before ihe
lease perind for the resouree expires.
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I~ Conclusion

In sccordance with the present invention a distributed
garbage collection scheme ensures relerential integrity and
climinaies memory feaks by providicg eranted lease perids
corresponding 1o references 1 resonrees o the ("i.\ll'lhl.ilu(l
procussing system such that when the granted lease periods
expire, so do the references 10 the resources. The resolirees
may then be collected. Resources may also be collectut
when they arc no longer being refurenced by pracesses in the
disiributed processing svslem with reference 10 conniers
assigned 1o the references Tor the resources

Alternative Embodinent of the Preseni lnvention

‘The leasing 1eehnique, described above, relates to varbage
collection. However, an alierraiive embodiment of the
present invention, as described below. can he used wish
delegation certificates.

A delegation ceriificate aliows one sctor (o delegatar™)
with sufficicnt priviicae to access a resouree o delesate dis
authorily 10 access this resouree W another actor ("3
delegatee™) who then accesses the sesource on hehalf of the
detegator,

Howcever, for seourity purposes. ihe delegator may e
want 1o delegatc to the delegaiec carte blanche PErmission 1o
aceess the resouree for fear the delegatee may abuse s
priviicge cither intentionally or unintentionally. Thus, the
delegator may want 0 impose Emits on the delegatee's
deeess, such as the type of access permitied or the length of
lime aceess is permitied. The leasing of delegation certili-
cates allows the delegator to comrol wnd limi 1he deleya-
lee’s aceess, thus providing additional SCCETIY.

Delegation certificates can be leased 16 wocess VAo
resources, such as fiics. An example of a delepation Jollows;
a delegator may have contidential 1ax files maniged by a fie
S¥Stem mmanager. By prior negotiation, the file SYSlem man-
ager will only grant access 1 these files 10 1he awner, the
delegator. However. the owner may geed the axes 1o be
caleviated by a tax program. so the owner delegates author-
ity 10 the tax program, the delegaice. 10 access the tax tiles
for a limiied time, uniil April 15, Accordingly, the owner
granis the 1ax program permission, via q delegation
cerlificate, 1o aceess the tites conlroled by the Tiie
manager untl Aprii 15t This is accomplished by Jeasing
the delegation centilicaie o ihe 1ax program such that ihe
lease expires on April 13th. If the tax program stiempis o
access the file afier ihis date. the fease expires and it s
prevented from doing so by the file RVSICH manager.

The leasing of delegation ceriilicates abows (he owner o
contezb or Limit aceess o fhe files by the 1ax prograim. More
specitically, the rax program requests a jease from the owner
for aceess 10 the files stored with the tije SVsenLmanager for
read aceess until Aprit ) Sth. If a lease js granted, the owner
sends 1o the tax program a delegation certifieae that indi-
cates e lax program is cotiticd (o read-otily access 10 the
owner's liles,

The file sysiem manager has the responsibifity o authen-
ticating the delegation cerlificate as weli as (o determine the
tvpe and keagth of ihe tax program’s sccess. AL no Hme can
the tax program direcily change the contems of 1ie duleya-
tion certificate. However, the tax Program <an reguiest the
owner 1o renew the lease (e if the tax program requires
additional time 10 access the file) or o cancel the leasc, {ic..
i the tax program’s access i« completed hefore the bease
period cxpires).

The dedegation cerlilicate is abject that proves the
identity ol the deleantor and hus 2 st ol coreespondding righis

U
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atiached 1o it In pariicular, the delegation certificale objeet
contains a principal identificr, some means for proving IhL
identitication, and a specification of the rights. The specifi-
cation ol the righis includes methods Tor determining the
IVpe ol aceess -I'C(‘;uuxlu‘i and the duration of a lease. In
additicn. the object inclides methods for canceling a fease
and for rcnu\'ing u lease. Fimally, the methods may generaie
exceptions thai, when accessed, st forth the reason why
invocatien of the method was unsuceesstul.

The abject is an instance ol a class that may be extended
in many '{\u:ys 1o offer more Nunctionality, but the basic class
15 defined as follews:

inicttiuce |
ok}’

putic v ow o
LeaseDeniedtined
Uik

LOn.
TunscBEsaepion,

Hoen:

ci () theowy
sckixceptien,
IGT

ST
Remoickixey

‘The principal ideniificr gives the delegalee the appearance
ol heing the delegmor when tie delegatee communicates
with the sysiems manager. The ntegrity of the identification
is assured by any nember of known authenticalion methods,
such as public-key, chailenge-response protocol, or shared
seeret technology,

lavoking 1he aceess 1ype methad provides 1the 1ype of
aceess the delegator permits. This method can be invoked by
whoever has the delegation certificare, cither the delegalor,
the detepatec, or the file svsiem manager. For instance, the
delegates wiil invoke the method 1o determine what type of
qecess LIS permiticd 1o seek from the Jike syslem manager,
The file sysiem manager will invoke the mathod to deter-
mine whal type of access il s permitted 10 gramt. For
eXample. e delegator may deem 2 particular file as read-
anly ace
allow read

In this case. the file system manager will only
deeess Jor a subsequently granted lease for that
particular file. Conversely, an atiempt by the delegatee to
Wrile Lo Lt storage Tocstion would not e permiticd by the

file sysicm manager.

Inveking the duration mathed provides the length of the
gramed dease period. This period represents the most recent
lease granied by the delegator.

e reccw method permits the renew of the lease, asking
tor more time. without having to re-initiate the original lease
reguest. Sttustions where the delegatee may desire o renew
the dease include when the orginal lease proves to be
msufficient (1.¢., the delegatee requires additional use of the
storage focation), or when only a partial lease (i.c., less than
the requested lease) is granted.

In addition. the renew method can he continually invoked
i order 1 obtain sequemtial lease periods. The rencw
muibiod, hawever, canaot he mvoked it the delegatce docs
0ol have an active lease. Also. the renew methad has no
return value: if the renewal is granted, the now lcasc period
will be reflecied ia the lease objeet on which the call was
Mmade. I ihe delegator is unable or unwilling 10 renew the
lease, the reason is set forh in the LeaseDenicdException
gencenated by ahiv renew method.
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The canccl method is mvaked when there is st tme Jeli
on the lease, but the delegatee ao longer desires access. The
cancel method may also be invoked by the defegator if. 1
mstance, W wanis o cancel the delegatee’s access. Thus,
cancel atiows the file. for cxample, 1o be reclaimed. Tn
conrast, vpon the end of a lease, (ie.. natural termination
oceurs), there is 2o notification obligation by the delegatee.

FIG. 9 depicts a data processing svsiemy 9008 suvitable for
use for by an alternative cmbadiment of the present inven-
don. The data processing svsiem Y000 includes a computer
system 9002 connected 1o the Intornet 9004, The compuicr
system 9002 includes a memory 9010, 4 sccondary stofaype
device 9018, a ceniral processing wnit (CPUY 9924, an wput
device 9026, and a video display 9022, The seeomduy
starage device 9018 further inclides a number of 1ies Y020,
the memory 9010 further includes a delegator program
9008, a delegatee program 9050, and un operatis LESYN Y
9014 containing a file system manager 9016, e file <vsiem
manager 9016 manages files 9020 nn the secondary storaae
device 9018, The delegates 9010 requests aecess 1o o seo-
ondary storage device 9018 by requesting  ease From he
delegator 9008, Tn response. the delenator 9008 mav cither
gract or deny the lease as further described Below, 11 the
delegator 9008 grants the lease (o il delegatee 9010, the
delegatee 9010 then requests acvess (0 1he seeondary storage
device 9018 rom the file systonm manager 9016, One skilled
i the art will appreciate tha computer 4000 mav coatain
additional or different components.

Although espects of ihe aliernative emiondiment are
described as being stored in memory 9610, vne skilled in the
art will uppreciaie thar these aspecis may &lso he stored in
otirer computer readable media, such us seeondary storage
devices, Like hard disks. loppy disks. or CD-ROM. 4 cartivr
wave from the Internet 9004; o other Tormis of RAM or
ROM.

FIG. 10 depicts & Now chart of the steps performed by the
deicgator 9008 when recciving a leusc request fron the
delegaiee 9010 The first step performed by 1he deicgater s
0 request the delegatee o aceess a resource, <uch as a liic,
on the delegator’s henall (step 10002). At sonse pemt laler,
ihe delegator will reccive a lease request from tiw delegares
(step 10804). This request s a Fraction call tha inchides «
number ol parameters including (1) the requesivd tile the
delegatee wishes 10 fease., (2) 1he desired lease period. and
(3) the 1type of access the delegates desires.

The requested file parameter contains aiy indication o i
file to be leased. The desired lease period contains an ameunt
ol time the delegatee wanis 10 wilize 1he file, e type ol
access requested indicaics the type of access the clien;
requested. For example. the delegatee may request read
access or write aceess. To torm a valid request, thy defegaten
request must contain both the file desired and the desired
lease. Alier receiving the request. the delegator examines e
parameters o verify e propricty of the reguest (siep
16006).

After examining the parameters, the deleauior determines
I the request is, in fact, proper (step HO0B8). For exumple.
ihc delegator checks it 1he requested file = a file tha the
defepator has the ability 10 lease. Alsa, the dedeginor verities
that some lease period is specificd. Additionaily. the delega-
tor checks il the type of socess requested s available, 1 the
delegator deiermines thai the lease request 1s improper, the
dclegator generates an exception (step LOBT0) wnd process-
ing ends.

I the delegator deiermines that the Iease request is proper,
the delegutor determines o sulficient tease periad (step

\H5
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the mobile computing device performing a printing task including providing printing data via the another com-
puting device to the printer driver.

2. The method of claim 1 further comprising . M
5 .
communicating (600) a request to use the rom the mobile computing device to the another computing
device.
3. The method of claim 1 or 2 further comprising:
10
communicating identity information from the mobile computing device to the another computing device.
4. The method of ¢claim 3 whereln the identity information corresponds to credentlals (207A, 2078).
1S 5. The method of claim 4 wherein the credentials are provided by an authentication service (220).
6. Acomputer-readable medium having computer-executable instructions to perform the method of one of claim 1 1o 5.
7. A system in a computing environment for allowing a moblle computing device nct having a printer driver to print on
20 a printer, the system comprising:
e afirst computing device (212, 404,) associated with at least one identity, the first device having a printer driver
, and configured to provide access to the printer driver by at least a second device (202, 400) associated with
N the identity, the first computing device praviding to the second device information (2098B) about the printer driver
25 according 1o a resource schema associated with the at least one identity;
the secord device (202, 400), the second device being tor mobile computing device configured to request
access to the printer driver; and
the second device performing a printing task including accessing the printer driver on the first device to perform
at least part of the printing task,
30
8. The system of claim 7 further comprising a third computing device (402, ) connected to the first computing device,
wherein the second device accesses the printer driver to perform an operation with the third computing device,
wherein the thirg computing device comprises the printer . (402).
35
Patentanspriiche
1. Verfahren eines mobilen Computergersts zum Drucken in einer Computerumgebung, wobei das Ve rfahren ertaubt,
dass ein mebiles Computergerat, das keinen Druckertreiber hat, auf einemn Drucker druckt, und wobei das Verfahren
40 umfasst:
Endecken, durch das mobile Computergerat (202, 400), das mit mindestens einer Identitdt assoziiert ist, eines
B anderen Computergerats (212, 404), das mit der mindestens einen Identitét assoziiert ist, und das mit elnem
':’ Druckertreiber (406) fur den besagten Drucker ausgestattet ist;

o 45 Erlangen, durch das mobile Computergerit, von Daten (209B), die das andere Computergerat betreffen, wobei
die Daten Druckertreiberinformationen des anderen Computergerits einschlieBen, die german einem Schema,
das das mobile Computergerat versteht, formatient sind;

Interpretieren, durch das mobile Computerger'at, der Daten, um aut den Druckertreiber des anderen Compu-
tergeréts zuzugreifen; und
50 Ausflhren, durch das mobile Computergerit, eines Druckauftrags, einschiieflich des Bereitstellens von Druck-
daten zu dem Druckertreiber Gber das andere Computergerat.
2. Verfahren nach Anspruch 1, das des Weiteren umfasst:
55 Ubermittein (600) einer Anfrage von dem mobilen Computergerit zu dem anderen Computergerst, um eio ~<
Reseaua zu verwenden, ) mw
“N‘Mfam,.
3. Verfahren nach Anspruch 1 oder 2, das des Weiteren umfasst: . 4“%
& %
g " 2
m\\“‘ >
s 8 g
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Ubermittetn von identitatsinformationen von dem mobilen Computergerat zu dem anderen Computergerat.
Verfahren nach Anspruch 3, wobei die |dentititsinformationen Berechtigungsnachweisen (207A, 2078) entsprechen.

Verfahren nach Anspruch 4, wobei die Berechtigungsnachweise durch einen Authentifizierungsdienst (220) tereit-
gestel't werden.

Comguter-lesbarer Datentriager, der Computer-ausfithrbare Instruktionen aufweist, um das Verfahren eines der
Anspriiche 1 bis 5 auszufiihren.

System in einer Computerumgebung zum Erlauben, dass ein mobiles Computergerat, das keinen Druckertreiber
hat, auf einem Dnucker druckt, und wobei das System umfasst:

Ein erstes Computergertit (212, 404), das mit mindestens einer Identitéit assoziiert ist, wobei das erste Ger#t
einen Druckertreiber autweist und eingerichtet ist zum Bereitstellen eines Zugriffs auf den Druckertreiber durch
mindestens ein zweites Gerat (202, 400), das mit der mindestens einen identitat assoziiert ist, und wobei das
erste Computergerdt dem zweiten Gerat Informationen {2098B) (iber den Dnuckertreiber-gem43 einem Ressour-
cen-Schema zugehdrig zu der mindestens einen ldentitat bereitstellt;

das zweite Gerat (202, 400), wobei das 2weite Gerit das mobile Computergerat ist, das eingerichtet ist, ginen
Zugriff auf den Druckertreiber anzufordem; und

wobei das zweite Ger4t einen Druckauftrag austiiha, der das Zugreifen aut den Druckertreiber auf dem ersten
Geré: einschlieRt, um mindestens einen Teil des Druckauftrags auszufithren,

System nach Anspruch 7, das des Weiteren ein drittes Computergerat {402), das mit dem ersten Computergerst
verbunden ist, umfasst, wobei das zweite Computerger#t auf den Druckertreiber zugreift, um einen Arbeitsvorgang
mit dem dritten Computergerat auszutihren, und wobei das dritte Computergerét den Drucker (402) umfasst.

Revendications

1.

Procédé d'impression pour dispositif informatique portatif dans un environnement informatique pour permettre & un
dispositif informatique portatif ne possédant pas de pilote d'imprimante d'imprimer sur une imprimante, le procédé
comprenant :

le dispositif informatique portatif (202, 400) associé A au moins une identité, découvrant un autre dispositif
informatique (212, 404) associé A lidentité, équipé d'un pilote d'imprimante (406) pour ladite imprimante :

le dispositif informatique portati obtenant des données (209B) li¢es a l'autre dispositif informatique, les donndes
comprenant des informations de pilote d'imprimante de I'autre dispositifinformatique formatées selon unschéma
compris par le dispositif informatique portatif ;

te dispositif informatique portatif Interprétantles données pour accéder au pilote d'imprimante de I'autre dispositif
Informatique ; et

le dispositif informatique portatif effectuant une tache d'impression comprenant la foumiture de données d'im-
pression par {'intermédiaire de 'autre dispositif informatique au pilote d'imprimante.

Procédé selon la revendication 1, compranant en outre :

la communication {600) d'une demande pour utilise?b&em«aaew_rsvenant du dispesitif informatique portatif,
& destination de I'autre dispositif informatique. JA ,“M 4 W

Procédé selon fa revendication 1 ou 2, comprenant en outre :

la communication d'informations d'identité, provenant du dispositif informatique portatif a destination de 'autre
dispositif informatique.

Procédeé selon ia revendication 3, dans lequet les informations d'identité correspondent a des justificatifs d'identité
(2074, 2078). :

Procéde selon Ia revendication 4, dans lequel les justificatifs d'identité sont fournis par un service d‘authentificatiy@”mnfam,‘

13

aaedOm a aaW®

¢

“

\

=



AR

; Patent Offi Europaisches European. Office européen
EZL?E:: gsfgem o Patentamt Patent Office des brevets
2280 HV RIUSWIIK

NETHERLANDS
Tel.: #3170 340 2040
Fax:+31703403016

Grunecker, Kinkeldey,
Stockmair & Schwanhaiusser
Anwaltssozietat
Maximilianstrasse 58

80538 Munchen

DRIy

EPO Customer Services

ALLEMAGNE Tel.: +31 (0)70 340 45 00
10-08-2007
Reference Application Mo /Patent No.
EP27314-034/df

03009717.4 - 1244/ 1376977

Applicant/Proprietor

MICROSOFT CORPORATION

BRIEF COMMUNICATION

Subject: [0 Your letter of

O Our telephone conversation of

[0 Communication of
x] Form 2050 of 03.08.2007.

Enclosure(s): [] Letter from the proprietor of the patent of

O Letter from the opponent of
0 Copy(copies)

K] Communication:

By mistake we sent you Form 2050 of 03.08.2007.. Please
consider this Form as null and void.

Please take note.

For the OEposmon Division
gx\es 3tenty,
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Applicant/Proprietor

MICROSOFT CORPORATION

. P

_____ I correction after grant

1. Corrections under Rule 88 EPC are only possible where proceedings (for example, opposition
proceedings) are pending before the EPQ.
Your request for correction under Rule 88 EPC ¢

annot be accepted, as the grant procedure has been
completed and no further proceedings are pendi

ng. :

However, should cpposition proceedings be instituted, you will be able to file a hew request for
correction under Rule 88 EPC.

2. The correction cannot be allowed under

Rule 89 EPC either, since a decision to grant a European
patent has been issued and this decisio

n corresponds to the intention of the Examining Division.

For the Examining Division
s Pat
,,.\sc‘\% enry -

2)
S
Q <
%S %
4 <,
. %
\ :
> = 2
© ™
o% N
S0 .
‘N8 321,10

Groeneveid, Aad
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Decision to grant a European patent pursuant to article 97(2) EPC

Following examination of European patent application No. 03009717.4 a European patent with the title
and the supporting documents indicated in the communication pursuant to Rule 51(4) EPC dated
09.03.07 is hereby granted in respect of the designated Contracting States.

Patent No. . 1376977

Date of filing : 30.04.03

Priority claimed . 28.06.02/USA 187221

Cesignated Contracting States

and Proprietor(s) - AT BE BG CH CY CZ DE DK EE ES FI FR GB GR HU IE IT LI LU MG NL
PT RO SE SISK TR
MICROSOFT CORPORATION

One Microsoft Way
Redmond, WA 98052/US

This decision will take effect on the date on which the European Patent Bulletin mentions the grant
(An. 97(4) and (5) EPC).

The mention of the grant will be published in European Patent Bulletin 07/33 of 15.08.07.
Examining Division

Goya Alonso J Peeters D Kesting vV
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Registered letter to EPO postal service: 13.07.07
EPC Form 2006A 0702 13.07.07
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EPA/EPO/OEB FORM 2006R 05.95

ANMERKUNG ZUR ENTSCHEIDUNG UBER DIE ERTEILUNG
EINES EUROPAISCHEN PATENTS (EPA Form 2006)

ionsbroschiire “Nationales Recht zum EPU”
g’i,ezcleng:;?s;?rg enthalt nitzliche Informationen zu den formalen Erfordernis'sen‘ und den Handlungen, die
vor den Patentbehdrden der Vertragsstaaten vorzunehmen sind, um Rechte in diesen Stasten 2u erl'angenA
Da diese Handlungen einem sténdigen Wandel unterworfen sind.l sollte immer nurﬂduc neueste Ausgabe cer
Broschire benutzt werden. Nachtragliche Informationen werden im Amtsblatt veréftentlicht,

Ubersetzung der europidischen Patentschrift nach Artikel 65(1) des Europdischen Patentiber-
gzgl(';gjrrg::serneut darauf hingewiesen, dass bestimmte Vertragsstaatcnt na.ch Artikel 55(1) EPU eine Uber-
setzung der europaischen Patentschrj‘ft verlangen; hierauf wird in der Mitteilung gemass chcl 316} ver-
wiescn. Die Nichteinreichung dieser Ubersetzung kann zur Folge haben, dass das Patgnt in dem
betreffenden Staat/in den hetreffenden Staaten als von Anfang an nicht eingetreten gilt. Weitere
Einzelheiten entnehmen Sie bitte der oben genannten Broschire.

Zahlung von Jahresgebuhren fiir europaische Patente o

Nach Artike!l 141 EPU kénnen “nationale” Jahresgebuhren fir das euwopiische Patent fir die Jahre erhoben
vierden. dic an das Jahr anschlicssen, in dem der Hinweis auf die Erteilung des europiischen Patents im
“Europdischen Patentbiatt” bekanntgemacht wird. Weitere Einzelheiten entnchmen Sie bitte der oben
genannten Broschire.

NOTE RELATING TO THE DECISION TO GRANT A
EURCPEAN PATENT (EPO Form 2006)

EPO Information Brochure “National law relating to the EPC”.

This brochure provides useful information regarding formal requirements and the steps to be taken before
the patent authorities of the Contracting States in order to acquire rights in those states. Since the necessary
steps are subject to change the latest edition of the brochure should always be used. Subsequent inform-
ation is published in the Official Journal.

Translation of the European patent specification under Article 65(1) of the European Patent

Convention

Your attention is again drawn to the requirements regarding translation of the European patent specification
laid down by a number of Contracting States under Article 65(1) EPC, to which reference i$ made in the
communication under Rule 51(6). Failure to supply such transiation(s) may result in the patent

being deemed to be void “ab initio” in the State(s) in question. For further details you are recom-

mended to consult the above-mentioned brochure.

Payment of renewal fees for European patents

Under Article 141 EPC “national” renewal fees in respect of a European patent may be imposed for the years
which follow that in which the mention of the grant of the European patent is published in the “European
Patent Builetin". For further details you are recommended to consult the above-mentioned brochure.

REMARQUE RELATIVE A LA DECISION DE DELIVRANCE
D'UN BREVET EUROPEEN (OEB Form 2006)

Brochure d’information de I'OEB “Droit national relatif 4 1a CBE”

Cette brochure fournit d'utiles renseignements sur les conditions de forme requises et sur les actes 4 ac-
complir auprés des offices de brevet des Etats contractants aux fins d’obtenir des droits dans les Etats con-
tractants. Etant donné que les actes indispensables sont susceptibles de madifications. il serait bon de tou-

jours consulter la derniére ¢dition de la brochure. Toute information ultérieure est publiée au Journal Offi-
ciel.

Traduction du fascicule du brevet européen en verty de l"article 65(1) de la Convention sur le

brevet européen

Votre attention est de nouveau attirse sur I"obligation faite par certains Etats contractants, en vertu de
Farticle 65(1) CBE, de fournir une traduction du fascicule duy brevet européen. a laqueile it est fait rétérence
dans la notification établie conformément 3 Ia réegle 51(6). Si la(les) traduction(s) n’est(ne sont) pas
fournie(s), le brevet européen peut, des l'origine, étre réputeé sans effet dans cet(ces) Etat(s).

Pour plus de détails, nous VOus renvoyons a la brochure susmentionnée.

Paiement des taxes annuelles pour le brevet européen
Conformément a I'article 141 CBE, les taxes annuelles “nationales” dues au titre du brevet europeen peuvent
étre percues pour fes années suivant celle au cours de laguelle Ia mention de la délivrance du brevot euro-

péen est publiée au “Bulletin curopéen des brevets”. Pour plus de détails. nous vous renvoyons a la bro-
chure susmentionnee.
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In respense to the Communication pursuant to Rule 51 (4) EPC dated March 0s,
2007 and our response settling said Communication dated July 03, 2007:

Correction under Rule 88 (obvious error):

The following documents are submitted herewith:

e amended version of the claim 2 {the word resource was replaced by the word printer
driver)

e amended French and German transiations of the claims

S Hammer
Patent Attorney -

Engis.

GRUNECKER XINKELDEY
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Wtfomﬂwﬁ CC(L L,
Applicant: MICROSOFT CORPORATION :
Our Ref.:/;’é?’;ssmrews

AUXILIARY
MAIN REQUEST

\orphiy, pRwiy dn

1. A method in a computing environment

mﬁmmmm the method comprising:

'S (( dgvxcc uet hanng a
of alins vl‘}o(?:nl on 4 prnks, E

. Ha wobile deuice . , . )
o ' Gf-e-ﬁfet-eempmng-ume(zoz 400-696)”. st-one-—identity:

s duscovennge-seeeﬁdcomputmg device (212, 462, 404 592-—-566) aeseemem
; fty: 2quapped undh o printes olnve (Yo6) for Sardl Ph-\H

e TR

& e ok e e ousputing
a&-éhe-ﬁrst—dewce- obtaining data (2098B) relatedmnd device, the data
' mcludmgmeseufee «nfomahomeadeVIce formatted according to a
schema understood by the ﬁfet devnce
uachte & Ha priuwte olnves Anotws pabiiy
the first device interpreting the data to access meum

device; and

wohb le <> Sk fmv\d‘ rnud\ua deta via .
the first device performing a gznmp;tng task including 866866iRgHRe-resouree-of the anofer
mmw

- Coumputy e pra

secend Jevice to
T i ising:
2 he method of claim 1 further comprising: it ar dever cbile >
comrnu?lcatmg (600) a request to use the ?esource‘from the first device to the awothrr
device.

L 3. The method of claim 1 or 2 further comprising:
wo&lt <> anofer cov-fk‘\Ka
coemmunicating identity information from the first device to the seeend device.

4. The method of claim 3 wherein the identity information correSponds to credentials
(207A, 207B).

5. The method of claim 4 wherein the credentials are provided by an authentication
service (220).

< CO\AAr v\"\'-\ﬂ >
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6.

7.

10

A computer-readable medium havmg computerexecutable instructions to perform
e of s of haivn 4 4o o
a method ertatme-eescasing-the—eom wiee-By—-othe

devices, the method comprising:

at a first computing device {202, 400, 500) assaciated with at least one identity:

locating information (208A, 209B) about a resource {Rg;-Rg,) of at least one other

device (212, 402, 404, 502, 504) that is avajatfe for use, the information located
based on an identity associated with theATrst computing device;

selecting a resource of a segerfd device from the information, the second device -

being associated with tbeat least one identity;

accessing the sreSource of the second device; and

perforriing a computing task including accessing the resource of the second device

' i 8wkl compating device uot Loy
& ke s o privi tom & prins,

, ) , & prinhs
A system in a computing environment for lasdﬁem?g—eeeessmg—me-synpumg
*eseuﬁses-of-devrces-by-otherdemees the system comprising:

mcompunng device 81’%‘ 404,-5084) associated with at least one identity. the
Q pAw Xa']
first dewce and configured to provide access to the

nhs olnves
rr?eecufee by at least brs-6theq device (202, 400, $66) associated with the ;dﬁ:\t Y, H S ecomd
[+]

the first computing device provndmg,(:nfonnatxon (208B) about the f:‘esor.vﬂe& ,(@
according to a resource schema associated with the at least one identity;

Mﬁ»_éﬁ.zﬁm;"t_wss/

}a second dewce (202, 400, 568), the second device"configured to request access H H\C
. H the

to the@eeeafee, and

. R .“H‘a, . r(uk/ dawe
the second device performing a task ln&luding accessing therasourse

on the first device to perform at least part of the%p?ﬁﬂg task.

@ to the SCCOW\A Aevice
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g1

The system of ene-of claimg 7 te—4R further comprising a thirg computing device

(402, #62 conns’c;id to the first computing device, wherein the second device
Y Vs

accesses the " to perform an operation with the third computing device,

2

16.

18.

Fhesystenror bfdltlll I3~wherer e~ third-computing—devie
(502), and wherein the first computing device acts a
second computing device.

The system of ciaim 15 wherein-#g bandwidth from the second computing device
ing device is greater than the bandwidth from the first

U COMOtItmG uEvice-

A_computer-readabie medium forysa_in =e_method of one--of claim 0 he
Computer readable medium having stored thereon a resource information exch Znge
data structure being suitable for providing resource information (209A, PSB) of a
second device to g first computing device, the resource information g Xchange data

a first field for identifying a type of resource;

& second field for identifying the Second device that'includes a resource (Ray-Rapm,
Re1-Rgn) comresponding to the type of resource identified in the first field;

a set of at least one third field, each third field in the set corresponding to the
second field for identifying the res Ource information of the second device identified
by the first fielq.

The computer.reddable medium of claim 17 wherein the first fielg includes
information ¢ Orresponding to g storage resource type.

49
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21

22.

23.

24

25.

26.

27.

28.

The computer-readable medium of claim 17 wherein the first field |
information corresponding to bandwidth data,

The computer-

processing power.

The computer-readable medium of claim 22 wherein the
information corresponding to speed data of a processof.

The computer-readable medium of claim
includes information corresponding to usagé

The computer-readable medium of
includes information correspondi

The Computer-readable

readable medium of claim 17 wherein the first field orresponds to

third field set includes

or 23 wherein the third field set
data of a processor.

ane of claims 22 to 24 wherein the thirg field set
g to size data of g memory.

edium of claim 25 wherein the third field set includes

information correspopding to usage data of 5 memory.

The computer,

eadable medium of one of claims 17 to 26 wherein the seconq field

includes inf6rmation identifying the device as a personai computer (404).

The gomputer-

The computer-

readable medium of one of claims 17 to 28 wherein the second field

tudes information identifying the device as a disk drive (141, 151, 1585).

4k
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REVENDICATIONS

1. Procédé d'impression pour dispositif
informatique portatif dans un environnement
informatique pour permettre 3 un dispositif

informatique portatif ne possédant pas de pilote
d'imprimante d'imprimer sur une imprimante, le procédé
comprenant

le dispositif informatique portatif (202, 400)
associé & au moins une identité, découvrant un autre
dispositif informatique (212, 404) associé a
l'iderntité, équipé d'un pilote d'imprimante (406) pour
ladite imprimante ;

le dispositif informatique portatif obtenant des
données (209B) liées & 1'autre dispositif informatique,
les données comprenant des informations de pilote
d'imprimante de lrautre dispositif informatique
formatées selon un schéma compris par 1le disposgitif
informatique portatif ; ‘

le dispositif informatique portatif interprétant
les données pour accéder au pilote d'imprimante de
l'autre dispositif informatique ; et

le dispositif informatique portatif effectuant une
tdche d'impression comprenant la fourniture de données
d'impression par ltintermédiaire de 1'autre dispositif
informatique au pilote d'imprimante.

2. Procédé selon 1a revendication 1, comprenant
€n outre

la communication (600) d'une demande pour utiliser
le pilote d imprinante, provenant du dispositif
informatigue portatif, a destination de l'autre
dispositif informatique.

3. Procédé selon 1la revendication 1 ou 2,
comprenant en outre

la communication d'informations d'identitsé

498
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EP 03 009 717.4 2

provenant du dispositif informatique portatif &
destination de 1l'autre dispositif informatique.

4. Procédé selon la revendication 3, dans lequel
les informations d'identité correspondent & des
justificatifs d'identité (207A, 207B).

5. Procédé selon la revendication 4, dans lequel
les justificatifs d'identité sont fournis vpar un
service d'authentification (220).

6. Support lisible par ordinateur possédant des
instructions pouvant &tre exécutées bar ordinateur pour
exécuter le procédé selon l'une des revendications 1 a
5.

7. Systéme dans un environnement informatique
pour permettre & un dispositif informatique portatif ne
possédant pas de pilote d'imprimante d'imprimer sur une
imprimante, 1le systéme comprenant

un  premier dispositif informatique (212, 404)
associé & au moins une identité, le premier dispositif
pPossédant un pilote d'imprimante et é&tant configuré
pour fournir un accés au pilote d'imprimante par au
moins un deuxiéme dispositif (202, 400) associé 3
l'identits, le premier dispositif informatique
fournissant au deuxiéme dispositif des informations
(209B) concernant 1le pilote d'imprimante selen  un
schéma de ressource associé & l'identité ;

le deuxiéme dispositif (202, 400), celui-ci é&tant
le dispositif informatique portatif configuré pour
demander 1'accés au pilote d'imprimante ; et

le deuxiéme dispositif effectuant une  tache
d'impression comprenant 1l'accés au pilote d'imprimante
sur le premier dispositif pour effectuer au moins une
partie de la tache d'impression.

8. Systéme selon 1la revendication 7, comprenant
€n outre un troisiéme dispositif informatique (402)
relié au premier dispositif informatique, dans lequel

A4%
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le deuxiéme dispositif accéde au pilote d'imprimante
pcur effectuer wune opération avec 1le troisiéme
dispositif informatique, dans lequel 1le troisisme
dispcsitif informatique comprend l'imprimante (402).

1\
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Patentanspriiche

1. Verfahren eines mobilen Computergerats zum Drucken in einer Computerumge-
bung, wobei das Verfahren erlaubt, dass ein mobiles Computergerat, das keinen
Druckertreiber hat, auf einem Drucker druckt, und wobei das Verfahren umfasst:

Endecken, durch das mobile Computergerat (202, 400), das mit mindestens einer
Identitat assoziiert ist, eines anderen Computergerdats (212, 404), das mit der min-
destens einen Identit4t assoziiert ist, und das mit einem Druckertreiber (408) fur
den besagten Drucker ausgestattet ist:

Erlangen, durch das mobile Computergerat, von Daten (209B), die das andere
Computergerat betreffen, wobei die Daten Druckertreiberinformationen des ande-
ren Computergerats einschliefien, die geman einem Schema, das das mobile
Computergerat versteht, formatiert sind;

Interpretieren, durch'das mobile Computergerat, der Daten, um auf den Drucker-
treiber des anderen Computergerats zuzugreifen; und

Ausfuhren, durch das mobile Computergerat, eines Druckauftrags, einschlielich

des Bereitstellens von Druckdaten zu dem Druckertreiber Uber das andere Compu-
tergerat.

2. Verfahren nach Anspruch 1, das des Weiteren umfasst:

Ubermittein (600) einer Anfrage, den Druckertreiber zu verwenden, von dem mobi-
len Computergerat zu dem anderen Computergerat.

3. Verfahren nach Anspruch 1 oder 2, das des Weiteren umfasst:
Ubermittein von Identitatsinformationen von dem mobilen Computergerat zu dem

anderen Computergerat.

4. Verfahren nach Anspruch 3, wobei die Identitatsinformationen Berechtigungs-
nachweisen (207A, 207B) entsprechen.

5. Verfahren nach Anspruch 4, wobei die Berechtigungsnachweise durch einen Au-
thentifizierungsdienst (220) bereitgestelit werden.
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Computer-lesbarer Datentrager, der Computer-ausfihrbare Instruktionen aufweist,
um das Verfahren eines der Anspriiche 1 bis 5 auszufihren.

System in einer Computerumgebung zum Erlauben, dass ein mobiles Computerge-
rat, das keinen Druckertreiber hat, auf einem Drucker druckt, und wobei das Sys-
tem umfasst:

Ein erstes Computergerat (212, 404), das mit mindestens einer Identitat assoziiert
ist, wobei das erste Gerat einen Druckertreiber aufweist und eingerichtet ist zum
Bereitstellen eines Zugriffs auf den Druckertreiber durch mindestens ein zweites
Gerat (202, 400), das mit der mindestens einen Identitat assoziien ist, und wobei
das erste Computergerat dem zweiten Gerat Informationen (209B) uber den Dru-
Ckertreiber gemaR einem Ressourcen-Schema zugehdrig zu der mindestens einen
Identitat bereitstellt;

das zweite Gerat (202, 400), wobei das zweite Gerat das mobile Computergerat
ist, das eingerichtet ist, einen Zugriff auf den Druckertreiber anzufordern; und

wobei das zweite Gerat einen Druckauftrag ausfuhrt, der das Zugreifen auf den
Druckertreiber auf dem ersten Gerdt einschliefit, um mindestens einen Teil des
Oruckauftrags auszufihren.

System nach Anspruch 7, das des Weiteren ein drittes Computergerat (402), das
mit dem ersten Computergerat verbunden ist, umfasst, wobei das zweite Compu-
tergerat auf den Druckertreiber zugreift, um einen Arbeitsvorgang mit dem dritten

Computergerat auszufuhren, und wobeij das dritte Computergerat den Drucker
(402) umfasst.
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REVENDICATIONS

1. Procédé d'impression pour dispositif
informatique portatif dans un environnement
informatique pour permettre a un dispositif

informatique portatif ne possédant pas de pilote
d'imprimante d'imprimer sur une imprimante, le procédé
comprenant

le dispositif informatique portatif (202, 400)
associé a au moins une identité, découvrant un autre
dispositif informatique (212, 404) associé a
1’ identité, équipé d'un pilote d'imprimante (406) pour
ladite imprimante ;

le dispositif informatique portatif obtenant des
données (209B) lides & 1'autre dispositif informatique,
les données comprenant des informations Qe pilote
d'imprimante de l'autre dispositif informatique
formatées selon un schéma compris par le dispositif
informatique portatif ;

le dispositif informatique portatif interprétant
les données pour accéder au pilcte d'imprimante de
l'autre dispositif informatique ; et

le dispositif informatique portatif effectuant une
tidche 4'impression comprenant la fourniture de données
d'impression par l'intermédiaire de 1'autre dispositif
informatique au pilote d'imprimante.

2. Procédé selon la revendication 1, comprenant
en outre

la communication (600) d‘une demande pour utiliser
la ressource, provenant du dispositif informatique

portatif, a destination de 1tautre dispositif
informatique.
3. Procédé selon 1la revendication 1 ou 2

<

comprenant en outre

la communication d'informations d'identité,
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provenant du dispositif informatique portatif &
destination de l'autre dispositif informatique.

4. Procédé selon la revendication 3, dans lequel
les informations d'identité correspondent & des
justificatifs d'identité (207A, 207B).

5. Procédé selon la revendication 4, dans lequel
les justificatifs d'identité sont fournis par un
service d'authentification (220).

6. Support lisible par ordinateur possédant des
instructions pouvant &tre exécutées par ordinateur pour
exécuter le procédé selon 1'une des revendications 1 &
S.

7. Systéme dans un environnement informatique
pour permettre a un dispositif informatique portatif ne
possédant pas de pilote d'imprimante d'imprimer sur une
imprimante, le systéme comprenant

un premier dispositif informatique (212, 404)
associé & au moins une identité, le premier dispositif
possédant un pilote d'imprimante et &tant confiquré
pour fournir un accés au pilote 4d'imprimante par au
moins un deuxieéme dispositif (202, 400) associé &
l'identité, le premier dispositif informatique
fournissant au deuxiéme dispositif des informations
(209B) concernant 1le pilote d'imprimante selon un
schéma de ressource associé a l'identité ;

le deuxieéeme dispositif (202, 400), celui-ci étant
le dispositif informatique portatif configuré pour
demander 1'accés au pilote d*imprimante ; et

le deuxiéme dispositif effectuant une tiche
d'impression comprenant l'accés au pilote d'imprimantce
sur le premier dispositif pour effectuer au moins une
partie de la tache d'impression.

8. Systéme selon 1la revendication 7, comprenant
€n outre un troisiéme dispositif informatique (402)
relié au premier dispositif informatique, dans lequel

\%G
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le deuxiéme dispositif accéde au pilote d'imprimante
pour effectuer une opération avec le troisiéme
dispositif informatique, dans lequel 1le troisiéme
dispositif informatique comprend 1'imprimante (402).

0/
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Patentanspriliche

Verfahren eines mobilen Computergerats zum Drucken in einer Computerumge-
bung, wobei das Verfahren erlaubt, dass ein mobiles Computergerat, das keinen
Druckertreiber hat, auf einem Drucker druckt, und wobei das Verfahren umfasst:

Endecken, durch das mobile Computergerat (202, 400), das mit mindestens einer
Identitat assoziiert ist, eines anderen Computergeréts (212, 404), das mit der min-
destens einen Identitat assoziiert ist, und das mit einem Druckertreiber (406) fur
den besagten Drucker ausgestattet ist:

Erlangen, durch das mobile Computergerat, von Daten (209B), die das andere
Computergerat betreffen, wobei die Daten Druckertreiberinformationen des ande-
ren Computergerats einschlieRen, die geman einem Schema, das das mobile
Computergerat versteht, formatiert sind;

Interpretieren, durch das mobile Computergerat, der Daten, um auf den Drucker-
treiber des anderen Computergerats zuzugreifen; und

Ausfluhren, durch das mobile Computergerat, eines Druckauftrags, einschliefilich
des Bereitstellens von Druckdaten zu dem Druckertreiber (iber das andere Compu-

tergerat.
Verfahren nach Anspruch 1, das des Weiteren umfasst:

Ubermitteln (600) einer Anfrage von dem mobilen Computergerat zu dem anderen
Computergerat, um die Ressource zu verwenden.

Verfahren nach Anspruch 1 oder 2, das des Weiteren umfasst:
Ubermitteln von Identitatsinformationen von dem mobilen Computergerat zu dem

anderen Computergert.

Verfahren nach Anspruch 3, wobei die Identitatsinformationen Berechtigungs-
nachweisen (207A, 2078B) entsprechen.

Verfahren nach Anspruch 4, wobei die Berechtigungsnachweise durch einen Au-
thentifizierungsdienst (220) bereitgestelit werden.

\\8
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Computer-lesbarer Datentrager, der Computer-ausfithrbare Instruktionen aufweist,
um das Verfahren eines der Anspriiche 1 bis 5 auszufilhren.

System in einer Computerumgebung zum Erlauben, dass ein mobiles Computerge-
rat, das keinen Druckertreiber hat, auf einem Drucker druckt, und wobei das Sys-
tem umfasst:

Ein erstes Computergerat (212, 404), das mit mindestens einer Identitat assoziiert
ist, wobei das erste Gerat einen Druckertreiber aufweist und eingerichtet ist zum
Bereitstellen eines Zugriffs auf den Druckertreiber durch mindestens ein zweites
Gerat (202, 400), das mit der mindestens einen Identitat assoziiert ist, und wobej
das erste Computergerat dem zweiten Gerat Informationen (2098B) Uber den Dru-
ckertreiber geman einem Ressourcen-Schema zugehorig zu der mindestens einen
Identitat bereitstelit;

das zweite Gerat (202, 400), wobei das zweite Gerat das maobile Computergerat
ist, das eingerichtet ist, einen 2ugriff auf den Druckertreiber anzufordern; und

wobei das zweite Gerat einen Druckauftrag ausfihrt, der das Zugreifen auf den
Druckertreiber auf dem ersten Gerat einschliet, um mindestens einen Teil des
Druckauftrags auszufishren

System nach Anspruch 7, das des Weiteren ein drittes Computergerat (402), das
mit dem ersten Computergerét verbunden ist, umfasst, wobei das zweite Compu-
tergerat auf den Druckertreiber 2ugreift, um einen Arbeitsvorgang mit dem dritten

Computergerat auszufuhren, und wobei das dritte Computergerat den Drucker
(402) umfasst.
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Communication under Rule 51(4) EPC

You are informed that the Examining Division intends to grant a European patent on the basis of the
above application with the text and drawings as indicated below:

Auxiliary Request 1

In the text for the Contracting States:
AT BE BG CHCY CZ DE DK EE ES FI FR GB GR HU IE IT LI LUMC NL PT RO SE SISK TR

Description, Pages

1-3, 5-19, 21-36, 38, 39 as originally filed
4, 4b. 20, 37, 40 received on 10.01.2005 with letter of 05.01.2005
4a received on 22.03.2006 with letter of 22.03.2006

Claims, Numbers

1-8 fited during Oral proceedings on 15.02.2007

Drawings, Sheets

1/7-717 as originally filed

With the following amendments to the above-mentioned documents by the examining division

Description, Pages 41)
Claims, Numbers 7-82)
Comments

Registered Letter

EFG Fenn 2305 01 06C8X
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0) Date 09.03.2007 Sheet 2 Application No.: 03 009 717 4

1) Rule 27(1)(b) (acknowledgement of prior art document). '
2) Article 84 EPC. Agreed with the representative during the oral proceedings.

See also comments on enclosed Form 2906.
A copy of relevant documents is enclosed

The title of the invention in the three official languages of the European Patent Office, the international
patent classification. the designated Contracting States, the registered name of the applicant and the
bibliographic data are shown on the attached EPO Form 2056.

You are requested within a non-extendable period of four months of notification of this communication

-

. to file 1 set of translations of the claim(s) in the two other EPO official languages;

EUR
2a.  to pay the fee for grant including the fee for printing up to and including 35 pages;
Reference 007 750.00
2b.  to pay the printing fee for the 36th and each additional page:
number of pages: 18
Reference 008 198.00
3. to pay the additional claim fee(s) (Rule 51(7) EPC):
number of claims fees payable: 0
Reference 016 0.60
Total amount 948.00

Concerning the possibility of a request for accelerated grant pursuant to Article 97(6) EPC, reference is
made to OJ EPO 2001, 459.

If you do not approve the text intended for grant but wish to request amendments or corrections, the
procedure described in Rule 51 (5) EPC is to be followed.

It this communication is based upon an auxiliary request, and you reply within the time limit set that you
maintain the main or a higher ranking request which is not allowable, the application wilt be refused
(Article 97(1) EPC, see also Legal Advice 1505 (rev. 02), OJ 62005, 357).

If the enclosed claims contain amendments proposed by the Examining Division, and you reply within the
time limit set that you cannot accept these amendments, refusal of the application under Article 97(1}
EPC would result in the case that agreement cannot be reached on the text for grant.

In all cases except those of the previous two paragraphs, if the grant, printing or claims fees are not paid,

or the translations not filed, in due time, the European patent application will be deemed to be withdrawn
(Rule 51(8) EPC).

For all payments you are requested to use EPO Form 1010 or to refer to the relevant rafersnce number.

After publication, the European patent specification can be downioaded free of charge fiom the EPO
publication server https fpublications.european-patent-office or or ordered only from the Vienna sub-
office upon payment of a fee (OJ EPO 2005, 126).

Registered Letter

ZPO Form 2004 91 GR2SX

v\% \



% 0h

o> Date 09.03.2007 Sheet 3 Application No.: 03 008 717 .4

Upon request in writing each proprietor will receive the certificate for the European patent together with
orFI)e copqy of the patengt specification only if the request is filed within the time limit of Rule 51(4) EPC. If
such request has been previously filed, it has to be confirmed within the time limit of Rule 51(4) E.PC. The
requested copy is free of charge. If the request is filed after expiry of the Rule 51{4) EPC time limit. the
certificate will be delivered without a copy of the patent specification.

Translation of the priority document(s}

If the transiation of the priority document(s), as required by Article 88(1) EPC. or the deolarationT
according to Rule 38(5) EPC has not yet been filed, Form 2530 will be despatched separately. The
translation is to be filed within the above mentioned time limit (Rule 38(5) EPC).

Note on payment of renewal fees

if a renewal fee falls due between notification of the present communication and the proposed date of
publication of the mention of the grant of the European patent, publication will be effected only after the
renewal fee and any additional fee have been paid (Rule 51(9) EPC).

Under Article 86(4) EPC, renewal fees are payable to the European Patent Office until the year in which
the mention of the grant of the European patent is published.

Filing of transiations in the Contracting States

Pursuant to Article 65(1) EPC the following Contracting States require a translation of the specification of
the European patent in theirone of their official language(s) (Rule 51(10) EPC). insofar this specification
will not be published in theirone of their official language(s)

- within three months of publication of the mention of such decision:

AT AUSTRIA GB UNITED KINGDOM
BE BELGIUM GR GREECE
BG BULGARIA HU HUNGARY
CH SWITZERLAND /LIECHTENSTEIN T ITALY
cY CYPRUS NL NETHERLANDS
o4 CZECH REPUBLIC PT PORTUGAL
DE GERMANY RO ROMANIA
DK DENMARK SE SWEDEN
EE ESTONIA S SLOVENIA
ES SPAIN SK SLOVAKIA

_ Fl FINLAND TR TURKEY

Y FR FRANCE

within six months of publication of the mention of such decision:

£ IRELAND

The date on which the European Patent Bulietin publishes the mention of the grant of the European
patent will be indicated in the decision on the grant of the European patent (EPO Form 2006).

The translation must be filed with the national Patent Offices of the Contracting or Extension States in
accordance with the provisions applying thereto in the State concerned. Further details (e.g. appointment
of a national representative or indication of an address for service within the country) are given in the
EPO information brochure "National law relating to the EPC*, and in the supplementary information
published in the Official Journal of the EPOQ, or available on the EPO website.

Registered Letter

EPD Forr 1334 0! 06C3X
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0) Date 09.03.2007 Sheet 4 Application No.: 03 00¢ 717 .4

Failure to supply such translation to the Contracting and Extension States in time and in accordance with
the requirements may result in the patent being deemed to be void ab initio in the State concerned.

Note to users of the automatic debiting procedure

Unless the EPO receives prior instructions to the contrary, the fee(s) will be debited on the last day of the

period of payment. For further details see the Arrangements for the automatic dsbiting procedure {see
Supplement to OJ EPO 2, 2002).

Examining Division:

Chairman:
2nd Examiner:
1st Examiner:

Kesting, Volker
Peeters, Dirk
Goya, Jesus

x.es Pate,
. '\$\‘\‘ /7{6”’/

Q) .

& <
& °,
. ©

£
© ]
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00 %Q\'

30,
Cinp 30"

Rothenblicher, Anita
For the Examining Division

Tel No.: +31 70 340 - 9872 Branch at The Hague

Enclosure(s): Form 2906
Form 2056

53 Copies of the relevant documents
Retusal of main request

Registered Letter

ER0 Form 2004 01.08CSX
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Europaisches Patentamt European Patent Office Office europeéen des brevets
GD2 DG2 DG2

Annex to EPO Form 2004, Communication under Rule 51(4) EPC

Bibliographical data of European patent application No. 03 002 717.4

For the intended grant of a European patent, the bibliographical data are set out below, for information:

Title of invention: - Verteiltes Rechnersystem fUr Vorrichtungsresourcen basierend auf
identitat
- Identity-based distributed computing for device resources
- Systeme informatique répartie pour ressources de dispositif base sur

I'dentité
Classification: INV. GO6F9/46 H04L29/06
Date of filing: 30.04.2003
Priority claimed: US /28.06.2002 / USA187221

Contracting States*
for which fees have

been paid: ATBEBGCHCY CZDE DK EE ESFI FRGB GR HU IE IT LI LU MC NL
PT RO SE SI SK TR

Extension States*
for which fees have

been paid:

Applicant(s)**: MICROSOFT CORPORATION
One Microsoft Way
Redmond, WA 98052
us

Inventor(s): Alles, David

4123 Evanston Avenue North
Seattie, Washington 98103
us

Moore, George M.
5565 248th Place S.E.
Issagquah, Washington 98029
us

! In case the time limits pursuant to Article 79(2) and Rule 85a EPC have not yet expired. all
Contracting States/Extension States have been mentioned.

) Incase two or more applicants have designated different Contracting States, this is indicated
here.

EFD Term 2056 1Sheert, 04 DOCSY
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1 The following documents are referred to in this annex

D1: US-A-5898 870 (IWAKURA YOSHIYUKI ET AL) 27 Aprit 1999 {1 898-04-27)
D2: US-A-6 078 955 (KONNO CHISATO ET AL) 20 June 2000 (2000-06-20)

2 The main request of the application does not meet the requirements of Article 52(1)
EPC because the subject-matter of the independent claims 1,6, 7 and 17 does not
involve an inventive step in the sense of Article 56 EPC.

2.1 Document D1, which is considered the closest prior art, discloses in terms of claim 1.
a method in a computing environment for facilitating accessing the computing
resources of devices by other devices (abstract), the method comprising:

. at a first computing device discovering a second computing device {column 3,
lines 25-50; claim 6);

. at the first device, obtaining data related to the second device, the data
including resource information of the second device formatted according to a
schema understood by the first device (column 3, lines 25-46: claim 6; figure 2)
and

J the first device interpreting the data to access a resource of the second device
(column 3, lines 35-50; claim 6)
. the first device performing a computing task including using the resource of the

second device to perform at least part of the task (column 3, lines 35-50; claim
6).

.

The only difference between the subject-matter of document D1 and the disciosure of
D1is:

. the first computing device is associated with at least one identity and the second
computing device is associated with the at least one identity.

Regarding this only difference, the following is noted:

This difference solves the technical problem of restricting the communication to

2P0 For 2906 01.91C8X%
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devices that have a certain relationship. This relationship could exist due to
multiple reasons, such as the first and second computer belonging to the same
network, belonging to the same organisation, etc.

. The mentioned technical problem and its solution are obvious implementation-
related design options that would be known to the skilled person in the field of
network design. For example in a corporate network, all computers are
associated to one another because they ail belong to the same corporation or
the same corporate network, which inherently carry an identity.

Consequently, the subject-matter of claim 1 does not involve an inventive step in the
sense of Article 56 EPC, and is therefore not allowable under Article 52(1) EPC.

2.2 Claims 6 and 7 are a representation of claim 1 in terms of computer-readable
medium having computer-executable instructions to perform the method of claim 1
and the system that implement the methed of claim 1. Document D1 hints at the
method of ciaim 1, as described in previous point 2.1, and also hints at its
implementation in the form of a system (D1, claim 10), and also at the computer-
executable instructions to perform such method (D5, claim 1. The method is
executed in a computer). Consequently, claims 6 and 7 are also not allowable due to
lack of inventive step in the sense of Article 56 EPC.

2.3 Document D2 discloses, in terms of claim 17, a computer-readable medium having
stored thereon a resource information exchange data structure (column 4, lines 52-

57; column 5, lines 62-63; figure 5), the resource information exchange data structure
comprising:

o a first field for identifying a type of resource (column 6, lines 9-14; figure 5. First
column in table 502);

. a second field for identifying the second device that includes a resource
corresponding to the type of resource identified in the first field (column 6, lines
1-5 and figure 5. Fist column in table 500);

’ a set of at least one third field, each third field in the set corresponding to the
second field for identifying information of the second device identified by the first
field (column 6, lines 17-26; figure 5: Table 505)

ZFC Forr 266 0! 91CSX
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The only difference between the subject-matter of claim 17 and the disclosure of
document D2 is:

o the table being suitable for providing resource information of a second device to
a first computing device.

The technical problem associated with the only difference is how to provide with the
required information to a device so that it can take decisions about the place of A
execution of processes in a distributed system architecture. This technical problem is
well known in the field of distributed architectures and has already been solved in the
same way, see for example document D1 {column 3, lines 15-50. The "resource
utilization-state management table” provides information to the first device about the

second device and using such information the first device decides where to execute
the processes).

Conseguently, claim 17 does not involve an inventive step in the sense of Article 56
EPC, and is therefore not allowable under Article 52(1) EPC.

EPC Form 2908 019105
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FIELD OF THE INVENTION

The invention relates generally to computer systems, and

nore particularly to computer resources.

BACKGROUND OF THE INVENTION

In early personal computing systems, application program
had to be programmed with knowledge of various computing
devices in order for the application to use such devices. For
example, in order to print to a particular printer, a word
processing program had to know how to print to ﬁhe printer,
and génerally supplied a driver for each supported printer.
Alternatively, a printer would supply drivers with it for the
most popular programs. The user had to configure each program
to inform that program as to which printer was connected to
the personal computer.

Contemporary operating systems such as Microsoft Windows®
pProvided developers with a way to interface applications with
such devices regardless of the specific device driver needs
and requirements. For example, with the Microsoft Windows®
operating system a user or the device tells the operating
System which printer {or printers) is connected, after which
any application is able to communicate with the printer driver

via the operating system. As a result, to accomplish
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printing, application programs generally only need to deal
with a set of standardized printing functions provided by the
operating system. The enormous benefits of such an
abstraction cannot be understated, e.g., this abstraction
enables any one of thousands of software programs to interact
with any one of thousands of printers and/or other devices,
without the program having to know (or otherwise supply) the
details about the printer in advance.

Microsoft Corporation’s .NET technology provides a
somewhat similar type of abstraction regarding a user’'s or
company’s data. 1In general, with .NET technology, any .NET~
Capable program on any device can interact with a user’s data
via centralized schema-based services. Because of the
schematization, the programs do not need specific knowledge
about the details of that data, e.g., which used to be stored
in Proprietary file formats, but rather only needs to be able
to deal with (read and write) data formatted according to one
Or more of the schemas.

With .NET technology, a user’s (or other entity’s)
identity controls access to the centrally-maintained data,
€.9., a user may use a .NET Inbox service keep his or her
electronic mail data centrally stored (e.g., on the Internet

O an intranet), and then access that data via the .NET inbox

service, at any time, from any device capable of connecting to

-2 -
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the Internet or an intranet and having a program capable of
interacting with the .NET Inbox service. The user’s identity
is used to securely match the user with the appropriate data.
Users can also controllably allow access to data by other
users, e.g., a user can selectively make certain business

contact information available to business associates, make

personal contact information available to friends, and so on,

based on the others’ identities.

While .NET thus provides tremendous data-based benefits
to users, companies and other entities, the centralized
service and centralized data are not particularly concerned
with how a user uses various devices and those devices’
resources. For example, devices such as a personal computer
and pocket personal computer have, for quite some time, béen
able to directly synchronize with one %gother To an extent,

NET technology is another way to keqP such data synchronized,

although indirectly, without nengpg specialized and
broprietary synchronization progiéms.

However, even with .NET, a user cannot easily use one
device to access the resources of another device, such as to
use the computing power, storage, bandwidth, input and output
mechanisms, Programs and/or other resources of one device on

behalf of another device, e.g., to perform a complex or

better-suited task on the more powerful device. What is
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needed is a common, consistent way to remotely discover and
expose computing resources of various computing devices to one

another for cross-resource usage.

<@>
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method for discovering and describing computing resouri:s

available at various computing devices associated wifh an

identity, and for exposing those resources as sey ices that
are addressable by software progrgms, such th#t programs on
the devices can leverage another cavice’s Fesources. The
device services are identity-based, in A£hat a device'owner's
devices discover each other and/or gther devices accessible by
@ user based on the owner’s or orher user’s identity.

Further, based on identity, g/device owner (or administrator)
can control what other usefs, and/or other devices can
leverage the resources 4f each owned device, as well as to
what extent.

Computing r&sources may include, for example, the storage
capacity of e devices, bandwidth, prdéessing power (e.q.,
the CPU apf RAM capabilities), input mechanisms and methods,
renderhg and other output mechanisms and methods (e.gq.,

SCrgens, printers and audio), and programs. A device is thus
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US-A-5 898 870 describes load sharing in a parallel computer system having a computer group
constituted by a plurality of computers, and an operation management mechanism which is a
computer for managing the operation of the computer group. Firstly, resource utilization target
values by work are set in advance in the operation management mechanism, and subsequently the
respective computers of the computer group inform the operation management mechanism of
collected resource utilization states by work. In response to a request by a computer to newly start
a work process, the resource utilization target value of the werk process is compared with the
resource utilization state thereof on a resource utilization state management table which ig
prepared in the initialization of the system at the operation management mechamism. Further, one
of the computers 15 selected from the plurality of computers constituting the computer group on

the basis of the result of the comparison as the optimum system and is prompted to execute the

work process .

US-A-6 078 955 describes a method of controlling a computer system including a plurality of
computers interconnected by a network and used by a plurality of users. The éomputer system
includes at least a server, an administration server and a plurality of terminals. The administration
server is responsible for managing all the computer resources and all the jobs performed on the
computers as well as the entire user information in the computer system. The administration
server collects and manages information in a system resource management table. Further, when a
user logs tn to the system at a terminal, the log-in information and the terminal information used
for the log-in are sent to the administration server. After a processing request 15 sent from a
termnal to the administration server, a server or terminal judged to be capable of handling a given
process most efficiently is determined from the prevailing processing load of the servers in the
network and the property and the location of the file and the program used for the intended
process, and the place of execution of the process is notified to the particular terminal The

terminal then requests a computer corresponding with the notification to execute the process.

SUMMARY OF THE INVENTION

It is the object of the invention to provide a method and system to discover and expose computing

resources of various computing devices to one another for cross-resource usage.
This object is solved by the invention as claimed in the independent claims

Preferred embodiments are defined by the dependent claims.
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expose computing resources_ g ari00S computing devices to one

Briefly, the present invention provides a system and
method for discovering and describing computing resources
avallable at various computing devices associated with an
identity, and for exposing those resources as services that
are addressable by software programs, such that programs on
the devices can leverage another device’s resources. The
device services are identity-based, in that a device owner’s
devices discover each other and/or other devices accessible by
a user based on the owner’s or other user’s identity.

Further, based on identity, a device owner (or administrator)
can control whaﬁ other users, and/or other devices can
leverage the resources of each owned device, as well as to
what extent.

Computing resources may include, for example, the storage
capacity of the devices, bandwidth, processing power (e.qg.,
the CPU and RAM capabilities), input mechanisms and methods,
rendering and other output mechanisms and methods (e.qg.,
Screens, printers and audio), and programs. A device is thus

abstracted into its resources, which are then programmatically

- 45-
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addressable from other devices in a composible fashion (e.g.,
the remote resources may be defined in such a way that they
are, in turn, comprised of smaller resources contained within
the larger definition of the resource) . 1In other words, for
devices to participate in an intelligent distributed computing
model, various aspects of each participating device are
abstracted and made programmatically addressable from other
devices. A unified identity-based mechanism discovers the
list of remote resources on the device. A set of one or more
schemas ccnsistently describes the remote resources on the
device, and a unified security model allows the owner of the
device to control who has access to which resources, and to
what extent.

With the present invention, desirable computing solutions
for a great number of example scenarios are enabled, including
a8 set of real-time scenarios in which one user device
interacts with cne or more remote computing devices in real-
time, and a set of scheduled or predicted scenarios that

operate transparently and automatically on a user’s behalf.

Other advantages will become apparent from the following
detailed description when taken in conjunction with the

drawings, in which:

2003-04-30
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BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1A is a block diagram generally representing a
computer system into which the present invention may be
incorporated; |

FIG. 1B is a block diagram generally representing another
computer system into which the present invention may be
incorporated;

FIG. 2 is a block diagram representing various components
in a distributeq computing environment in accordance with an
aspect of the present invention;

FIG. 3 is a block diagram generally representing an
architecture for discovering and exchanging resource
information in accordance with an aspect of the present
invention;

FIGS. 4 and 5 are block diagrams representing examples of
how the present invention can improve a user computing
eXperience by distributing computing operations to resources,
in accordance with an aspect of the present invention;

FIG. 6 is a flow diagram representing exemplary logic and
related operations performed to facilitate the sharing of
resources in a distributed computing environment in accordance

with an aspect of the present invention; and
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FIG. 7 is a block diagram generally representing an
example implementation including resources distributed in

accordance with an aspect of the present invention.

DETAILED DESCRIPTION

EXEMPLARY OPERATING ENVIRONMENTS

FIGURE 1A illustrates an example of a suitable computing
system environment 100 on which the invention may be
implemented. The computing system environment 100 is only one
example of a suitable computing environment and is not
intended to suggest any limitation as to the scope of use or
functionality of the invention. Neither should the computing
environment 100 be interpreted as having any dependency or
requirement relating to any one or combination of components
illustrated in the exemplary operating environment 100.

The invention is operational with nﬁmerous other general
Purpose or special purpose computing system environments or
configurations. Examples of well known computing systems,
environments, and/or configurations that may be suitable for
use with the invention include, but are not limited to:
personal computers, server computers, hand-held or laptop
devices, tablet devices, multiprocessor systems,
microprocessor-based systems, set top boxes, programmable

consumer electronics, network PCs, minicomputers, mainframe




5
v/
10
15
20

computers, distributed computing environments that include any
of the above systems or devices, and the like.

The invention may be described in the general context of
computer-executable instructions, such as program modules,
being executed by a computer. Generally, program modules
include routines, programs, objects, components, data
structures, and so forth, that perform particular tasks or
implement particular abstract data types. The invention may
2lso be practiced in distributed computing environments where
tasks are performed by remote Processing devices that are
linked through a communications network. In a distributed
computing environment, program modules may be located in local
and/or remote computer storage media including memory storage
devices,

With reference to FIG. 1A, an exemplary system for
implementing the invention includes a general purpose
computing device in the form of a computer 110. Cemponents of
the computer 110 may include, but are not limited to, a
PIocessing unit 120, a system memory 130, and a system bus 121
that couples various system components including the system
memory to the pProcessing unit 120. The System bus 121 may be
ény of several types of bus structures including a memory bus

Or memory controeller, a peripheral bus, and a local bus using

any of a variety of bus architectures. By way of example, and
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not limitation, such architectures include Industry Standard
Architecture (ISA) bus, Micro Channel Architecture (MCA) bus,
Enhanced ISA (EISA) bus, Video Electronics Standards
Association (VESA) local bus, and Peripheral Component
Interconnect (PCI) bus also known as Mezzanine bus. Note that
any and all of the elements shown in computer 110 may be
connected to each other by standard high-speed computer
networks, including those distributed across a wide geographic
afea. For example, the system memory 130 may be located in a
pPhysically different location than Processing unit 120, but
yet defined in a composible fashion as logical computer 110.
The computer 110 typically includes a variety of
Computer-readable media. Computer-readable media can be any
available media that can be accessed by the computer 110 and
includes both volatile and nonvolatile media, and removable
and non-removable media. By way of example, and not
limitation, computer-readable media may comprise computer
Storage media and communication media. Computer storage media

includes both volatile and nonvolatile, removable and non-

Storage of information such 4s computer-readable instructions,
data Structures, program modules or other data. Computer
Storage media includes, but is not limited to, RAM, ROM,

EEPROM, flash memory or other memory technology, CD-ROM,

-9 -
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digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other medium which can
be used to store the desired information and which can
accessed by the computer 110. Communication media typically
embodies computer-readable instructions, datsa structures,
program modules or other data in a modulated data signal such
@S a carrier wave or other transport mechanism and includes
any information delivery media. The term “modulated data
signal” méans a signal that has one or more of its
Characteristics set or changed in such 4 manner as to encode
information in the signal. By way of example, and not
limitation, communication media includes wired media such as a
wired network or direct-wired connection, and wireless media
such as acoustic, RF, infrared and other wireless media.
Combinations of the any of the above should also be included
within the Scope of computer-readable meaia.

The system memory 130 includes computer storage media in
the form of volatile and/or nonvolatile memory such as read
only memory (ROM) 131 and random access memory (RAM) 132. A
basic input/output System 133 (BIOS), containing the basic
routines that help to transfer information between elements

within Computer 110, such as during start-up, is typically

Stored in ROM 131. RAM 132 typically contains data and/or

- 10 -
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Program modules that are immediately accessible to and/or
presently being operated on by processing unit 120. By way of
example, and not limitation, FIG. 1A illustrates Operating
system 134, application programs 135, other program modules
136 and program gdata 137.

The computer 110 may also include other removable/non-
removable, volatile/nonvolatile computer storage media. By
way of example only, FIG. 1A illustrates a hard disk drive 141
that reads from or writes to non-removable, nonvolatile
magnetic media, a magnetic disk drive 151 that reads from or
writes to a removable, nonvolatile magnetic disk 152, and an
Optical disk drive 155 that reads from or writes to a
removable, nonvolatile optical disk 156 such as a CD ROM or
other optical media. Other removable/non—removable,
volatile/nonvolatile computer storage media that can be used
in the exemplary operating environment include, but are not
limited to, magnetic tape Cassettes, flash memory cards,
digital versatile disks, digital video tape, solid state RAM,
Solid state ROM, and the like. The hard disk drive 141 is
typically connected to the system bus 121 through a non-
removable lemory interface such as interface 140 and magnetic
disk drive 151 and optical disk drive 155 are typically
connected to the system bus 121 by a removable memory

interface, Such as interface 150.

- 11 -
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The drives and their associated computer storage media,
discussed above and illustrated in FIG. 1A, provide storage of
computer-readable instructions, data structures, program
modules and other data for the computer 110. 1In FIG. 1A, for
example, hard disk drive 141 is illustrated as storing
operating system 144, application programs 145, other program
modules 146 and program data 147. Note that these components
can either be the same as or different from operating system
134, application programs 135, other program modules 136, and
program data 137. Operating system 144, application programs
145, other program modules 146, and program data 147 are given
different numbers herein to illustrate that, at a minimum,
they are different copies. A user may enter commands and
information into the computer 20 through input devices such as
a8 tablet, or electronic digitizer, 164, a microphone 163, a
keyboard 162 angd pointing device 161, commonly referred to as
mouse, trackball or touch pad. Other input devices not shown
in FIG. 1A may include a joystick, game pad, satellite dish,
Scanner, or the like. These and other input devices are often
¢onnected to the processing unit 120 through a user input
interface 160 that is coupled to the system bus, but may be
connected by other interface and bus structures, such as a
parallel port, game port or a universal serial bus (USE). A

mONitor 191 or other type of display device is also connected

- 12 -
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to the system bus 121 via an interface, such as a video
interface 190. The monitor 181 may also be integrated with &
touch-screen panel or the like. Note that the monitor and/or
touch screen panel can be physically coupled to a housing in
which the computing device 110 is incorporated, such as in a
tablet-type personal computer. In addition, computers such as
the computing device 110 may also include other peripheral
output devices such as speakers 195 and printer 196, which may
be connected through an output peripheral interface 194 or the
like.

The computer 110 may operate in a networked environment
using logical connections to one or more remote computers,
such as a remote computer 180. The remote computer 180 may be
4 personal computer, a server, a router, a network PC, a peer
device or other common network node, and typically includes
many or all of the elements described above relative to the
computer 110, although only a memory storage device 181 has
been illustrated in FIG. 1A. The logical connections depicted
in FIG. 1A include a local area network (LAN) 171 and a wide
area network (WAN) 173, but may also include other networks.
Such networking environments are commonplace in offices,
enterprise-wide computer networks, intranets and the Internet.
For example, in the present invention, the computer system 110

may comprise source machine from which data 1s being migrated,

- 13 -
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and the remote computer 180 may comprise the destination
machine. Note however that source and destination machines
need rniot be connected by a network or any other means, but
instead, data may be migrated via any media capable of being
written by the source platform and read by the destination
platfcrm or platforms.

When used in a LAN networking environment, the computer
110 is connected to the LAN 171 through a network interface or
adapter 170. When used in a WAN networking environment, the
computer 110 typically includes a modem 172 or other means for
establishing communications over the WAN 173, such as the
Internet. The modem 172, which may be internal or external,
may be connected to the system bus 121 via the user input
interface 160 or other appropriate mechanism. In a networked
environment, program modules depicted relative to the computer
110, or portions thereof, may be stored in the remote memory
storage device. By way of example, and not limitation, FIG.
1A illustrates remote application programs 185 as residing on
memory device 181. It will be appreciated that the network
Connections shown are exemplary and other means of
eéstablishing a communications link between the computers may
be used,

FIGURE 1B illustrates an example of another suitable

Operating environment (computer device 188) in which at least

- 14 -~
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part of the present invention may be implemented. As with
FIG. 1A, the operating environment of FIG. 1B is only one
other example of a suitable operating environment and is not
intended to suggest any limitation as to the scope of use or
functionality of the invention. The other computer device 188
in FIG. 1B typically includes at least some form of computer
readable media. Computer-readable media can be any available

media (as generally defined above) that can be accessed by the

computing device 188,

FIG. 1B shows functional components of a computlng device
188 such as a handheld (pocket- sized or tablet) personal

digital assistant, including a Drocessor 189, a memory 190, a

display 192, and a keyboard 193 (which may be a physical or

Virtual keyboard). fThe memory 180 generally includes both

volatile memory (e.g., RAM) and non-volatile memory (e.qg.,

ROM, pcMcIA cards, and so forth). an operating system 194 is

resident in the memory 190 and executes on the processor 189,

such as the Windows® CE operating system from Microsoft®

Corporation, Oor another Operating system.

One or more application programs 195 are loaded intoA

memory 190 and run on the operating system 194, Examples of

applications include email programs, scheduling programs, PIM

(personal information management) programs, word pProcessing

programs, Spreadsheet Programs, Internet browser Programs, and

_15_




10

15

20

so forth. The handheld personal computer 188 may also include
a notification manager 196 loaded in the memory 190, which
executes on the processor 189. The notification manager 196
handles notification requests, e.g., from the application
programs 195,

The handheld personal computer 188 has a power supply
187, which is implemented as one or more batteries. The power
supply 197 may further ihclude an external power source that
overrides or recharges the built-in batteries, such as an AC
adapter or a powered docking cradle.

The exemplary handheld personal computer 188 represented
in FIG. 1B is shown with three types of external notification
mechanisms: one or more light emitting diodes (LEDs) 198 aﬁd
an audio generator 199. These devices may be directly coupled
to the power supply 197 so that when activated, they remain on
for a duration dictated by a notification mechanism even
though the handheld personal computer processor 189 and other
components might shut down to conserve battery power. The LED
198 preferably remains on indefinitely until the user takes
action. Note that contemporary versions of the audio
geénerator 199 use too much power for today’s handheld personal
computer batteries, and so it is configured to turn off when

the rest of the system does or at some finite duration after

activation.

- 16 -
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IDENTITY-BASED DISTRIBUTED COMPUTING FOR DEVICE RESOQURCES

The present invention is generally directed to a system
and method that facilitate the distribution of resources of
devices to.other devices. The present invention is ordinarily
not involved with what the devices do with each other’s
resources, what is communicated at that time, or how the
communication between devices takes place. Rather, the
present invention can be generally considered more as a
structured way for devices to find out about each other’s
resources, capabilities and other details, and then allow the
devices to share resources on their own. Although not
necessary to the present invention, as part of facilitating
the resource distribution, security is provided for practical
Furposes, at least to ensure that valid credentials are
required to use another device’s resources. Thus, the present
invention is Preferably identity-based, in that distributed
resources have relationships with one another according to
identity data (e.qg., credentials) provided to the devices.

In general, the present invention is directed to
distributing computing among a user’s devices, wherein a user

(or owner / administrator) is anyone authorized to control

and/or use the devices. However, because in general devices

are increasingly becoming disaggregated, the methods and
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Systems described herein may be more properly described as
distributed computing of resources. For example, a single
distributed device may be made up of many resources, but may
share as little as one its resources (e.g., only its non-
volatile storage) to participate as a resource provide.
Notwithstanding, as used herein, the terms “device” and
“rescurce” are generally interchangeable except where
otherwise apparent, €.9., using another device or using a
resource of the other device to accomplish some computing task
ére generally considered the same thing. Also, as used
herein, bandwidth 1s a device resource, even though bandwidth
may not ordinarily be considered as being associated with any
particular device.

As generally represented in FIG. 2, a distributed
computing environment 200 constructed in accordance with
vVarious aspects of the present invention includes a first
device 202 {Device A, such as the computer system ilO of FIG.
12) and a second device 212 (Device B, such as the computer
System 188 of FIG. 1B), along with possibly other devices {not
shown). Each device that participates in the distributed
computing envircnment 200 includes a distributed computing
Mmanager, 204 ang 214, In general, and as described below, the
distributed computing managers 204 and 214 may comprise some

amount of code that communicate with one another over some

_18..
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medium,

e.g., wireless FM, line-of-sight such as infrared,

satellite, a direct connection, the Internet, or an intranet.

Indeed, more than one such medium may be available, and the

distributed computing managers 204 and 214 may choose which

one or ones are best for a given circumstance.

An

204 and

initial purpose of the distributed computing managers

214 are to locate each other. Such location may be

automatic, such as by having each device occasionally

broadcast its availability to others and/or by polling for the

avallability of other devices, or alternatively may operate in

response to some Specific request from a program (or user) to

connect

to another device. As represented in FIG. 2, the

distributed computing managers 204 and 214 each include a

security mechanism 206 and 21lse, respectively, that exchange

Credentials 207, 217 or the like (e.q., obtained from an

authentication service 220) to eénsure that the user who is

Currently Operating the device which is contacting it (and/or

the gevice itself), is valid in the distributed computing

environment, ang similarly, if necessary, that the device

which is being contacted is valid. Note that a program being

used may also factor into the security / access control,

& first

e.qg.,

program running on one device may have authority to

use another device’s resource or resources, but not another

Program,

independent of Or in addition to the user identity

..19.~
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and/or the device identity. Further note that the security
mechanism may operate per identity and per.resource, e.g., One
entity may be authorized to use a device’s display, but not
its storage, while another entity may be able to use any of

5 that same device’s available resources, including its storage.
This is similar to the -NET security model in which services

provide methods that control access to a users’ data based on

f the requesting user’s identity, defined role and scope for

that role. 1In this way, data can be accessed by its owner,

i0 and shared to an extent determined by the owner. 1In the
present invention, instead of data it is a device resource
being accessed, whereby a user’s identification, defined role
and scope for that role determine the extent to which a
reésource may be accessed.

15 Indeed, the security mechanisms of the present invention
are based on those essentially those employed for security /
access control in .NET services, as generally described in

: United States patent applications, serial nos. 10/003,754

entitled “IDENTITY-CENTRIC DATA ACCESS” and serial number
20 10/003,767, entitled “AUTHORIZING A REQUESTING ENTITY TO

OPERATE UPON DATA STRUCTURES” filed on October 22, 2001,

assigned to the assignee of the present application./ané-

herein +Reorporated by 'Afegsnse/ To this end, at least a

thin subset of the .NET service runs on each device which

- 20 -

5'_.4,? | '10 01-2005] 19



20

expects to advertise and share computing resources in the
environment 200. 1In addition, a localized internal consistent
security model may be executed on these devices such that
local security is provided even when two local peer-to-peer
devices may be disconnected from the centralized (e.q.,
Passport) authentication service 22¢ (FIG. 2).

The present invention is not limited to any particular
transmission medium, but provides that the distributed
resource services may be directly addressable to the target
device, or may be queried via the Internet or an intranet,
Such as via the centralized set of .NET services on the web.
When connected via the ‘Internet or intranet, a program may
query the last known computing resources available on any

device associated with the user’s identity, even when the

device is cffline or otherwise inaccessible. Bandwidth is

also a resource, and may impact how a device's resources are

Shared, e.g., it may be more efficient to leverage a personal

computer connects only at low Speed, such as if the other

device has a high-speed connection. In fact, the personal

Computer may want to leverage the high-speed connection of the

other device, in which event that other device may then

leverage a resource of the personal computer, e.g., the
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devices exchange resources to provide a more-optimal user
experience.

In accordance with one aspect of the present invention,
the distributed computing managers 204 and 214 also each
include a respective discovery mechanism, 208 and 218, that
allows the devices to discover another participating device’'s
shared resources / capabilities, that is, when that other
device is configured to share its resources. The respective
resource data 209 and 219 is formatted (e.g., in XML) and
exchanged in accordance with a defined schema, as described
below. As represented in FIG. 2 by the exchange of the
Schematized data 209 and 219, both deviceé 202 and 204 are
configured to share their resources (Rai-Ran and Rgy~Rg,) with
other devices in the distributed computing environment.
However as can be appreciated, in a given environment, a
particula: device (e.g., a mobile telephone) may be only a
consumer of resources rather a provider of any resource, or
conversely may be only a provider, and not a consumer.

A device that is sharing its rééources need not directly
communicate the resource data with the other device, but
instead, for example, can advertise its resources somewhere
for other devices to discover. For example, a .NET service
{.NET Devices) is provided that centrally stores device

resource capabilities such that data may be appropriately

- 22 -
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formatted before sending it to a device, €.g., so as to not
sénd high-resolution graphics to a device incapable of
displaying them. A similar .NET Resources service, or an
extended .NET Devices service, may be provided to advertise
this information to other devices.

The following tables set forth some example schemas that
may be used (e.g., with XML-formatted data) to exchange
resource (storage and processing power) information regarding
& user’s devices, which in this example include work and home

personal computers, and a cellular telephone:

<myStorage>

<device name="Work pcC” uuid=”7a733d84-b394—4bal-56b5c0d”>
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seekLatency/>

</device>

<device name="Home pC” uuid=”6d733d84—b3f4—4ba1-56b5c0f”>
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seekLatency/>

</device>

<device name="Cell Phone” uuid=”5f733d84—b3f4—4ba1-56b5c0f”>
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seekLatency/>

</device>
</myStorage>

—
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<myProcessingPower>
Y <devicz name="Work PC” uuid="”7a733d84-b394-4bal-56b5c0d”>

<cpuSpeed/>
<cpuUsage/>
<memorySize/>
<memoryUsage/>

</device>

<é:viizename=”ﬂome PC” uwuid="6d733d84~b3f4-4bal~-5€b5ScOf”>
<cpuSpeed/>
<cpuUsage/>
<memorySize/>
<memoryUsage/>

</device>

<device name=“Cell Phone” uuid=“5f733d84-b3f4-4bal-56hScO0f”>
<cpuSpeed/>
<cpuUsage/>
<memorySize/>
<memoryUsage/>

</device>

</myProcessingPower>

As 1is understood, the schema is preferably resource
based, i.e., multiple devices may be listed for each resource
type, to match the general concept of an identity having
distributed resources available for use, independent of the
actual device on which the resource exists. Notwithstanding,
the present invention is not limited to any particular schema
and/or formats, e.g.,‘the schemas may be device-based, such
that each device may instead provide its list of available

resources to other devices such that the same information is

known.
As generally represented in FIG. 3, an architecture 300
is provided in order for devices to participate in an

intelligent distributed computing model, in which various
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aspects of the participating devices are abstracted and made
programmatically addressable from a different device. A
universal plug-and-play (UPnP 2.0) infrastructure or the like
may be used as the basic, low-level mechanism 302 for
discovery of these resources. Alternatively, the list of
resources for various computing devices may be cached in some
well-known location, such as an Active Directory store, tb
enable querying of remote resources even if the device is only
accessible through some intermediary such as a firewall or
Wwireless hub. Atop the discovery mechanism are the schemas
304, e.g., one schema associated with each specific type of
the computing resource, with each of those schemas exposed,
for example, as in the -NET architecture.

Note that while UPRP provides a suitable discovery
mechanism 304, it is only part of the process of actually
using the remote computing resources. Thus, UPnP and .NET
technologies are used to facilitate resource sharing, but are
not used to actually employ the resources available on a
device, Rather, once the resources are known, appropriately
focused protocols for that specific resource domain are used.
By way of example, UPnP, with the addition of the .NET
identityHeader, endpointHeader, and requestHeader SOAP

semantics, is well-suited to obtain the video screen

ch o .
eracteristics of the remote device, however a protocoel such

- 25 -




10

15

20

as RDP will be used to transfer video data after the initial
discovéry and handshaking occurs between the devices. Note
that this is similar to the way .NET approaches data services
today, e.g., .NET provides a mechanism to connect to an
electronic endpoint representing a proprietary (e.q.,
Messenger) protocol, but once that endpoint is connected, .NET
allows the client to use an existing real-time protocol.
Other protocols appropriate for other types of resources are
used, e.g., CIFS+ for storage, which scales well to both
Corporate and home storage scenarios and enables the user’s
file system to continuously expand to other storage devices,
without forcing the user to deal with drive letters,
namespaces, and so forth. In summary, the present invention
provides an identity-based approach to discovering these
additional resources that are available for use, but does not
thereafter directly deal with their use.

FIG. 6 is an example flowchart that represents some
general aspects of the present invei.tion, beginning with step
600 which represents receiving a request to use a shared
resource. TheArequest may be general, e.gq., requesting the
list of resources that a user has available on devices
configured to participate, or may be a request for a specific

resource, e.q., in response to an advertisement. For purposes

- 26 -~
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6. A computer-readable medium havin computer-executable instructions to perform
P of v of lolua Akfg ] _ ertnn )

a method
devices, the method comprising:

at a first computing device (202, 400, 500) associated with at |

locating information (209A, 209B) about a resource 81-Rgn) Of at least one other

device (212, 402, 404, 502, 504) that is avajatsle for use, the information located
based on an identity associated with thefifst computing device;

selecting a resource of a segord device from the information, the second device -

being associated with theat least one identity:

accessing the reSource of the second device; and

INg a computing task including accessing the resource of the second device

Uounug & wiotn'? computuy deuice Lok Lowiy
2 ut:oab:w Yo F,.\.J C: Q a‘u&_r,

. : . Fe
7. A system in a computing environment for ‘aemeﬁﬂg—éweeesoﬁwmm
foEoureas-of-devices-by-stiverdevices, the system comprising:
MrrrEericy

a-first computing device 812, 404, -564) associated with at least one identity, the
haw’ olrvy

........ “ a pan

first device i and configured to provide access to the

im',.i-u vy . ) ) . ) o

resouree by at ieast pne-omeq device (202, 4300, £66) asscciated with the |dent4£y, 2 {
‘why dine, S€on

the first computing device providing/(information (209B) about the P:esouﬁee ,(@
according to a resource schema associated with the at least one identity; ,
, MM&/ .
}a{seconjc;iv device (202, 400, 588), the second devicerson gured to request access M the
mh (a4

A

to th ; and che
) ) .b\“\'“-j F\’nkl erve

the second device performing a &mpebﬁg task including accessing the resoucse

on the first device to perform at least part of the% task.

8.  The system of claim 7 wherein the resource comprises bafidwidth of a connection
(171, 173) from the first device to at least one ottér computing device.

10.  The system of claim 7 _whefein the resource comprises processing cycles of a
processor.
<. he-sycham-afa

CH AN SN aVeTe - 1O 24403 R
“/ @ S GE-CORRP d 9e C O

@ to the §€cow\a§ flevice
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;

/ & . The system of enc—ef claimg 7 te~42 further Comprising a third computing device

(402, €63 conns’ciid to the first computing device, wherein the second device
! .

accesses the . to perform an operation with the third computing device,

+Ho—Fhesystemof TtamTt3~wherein-the thirct Compting—device—eo

(502), and wherein the first computing device acts as a proxy to the
second computing device

Erver for the

16.  The system of claim 15 wherein Dandwidth from the Second computing device

ing device is greater than the bandwidth from the first

structure comprising:
FF a first field for identifying a type of resource;

. a second field for identifying the Second device tha includes a resource (Ra1-Ram,
.\'* Rs1-Ragn) corresponding to the type of resource

third field in the set corresponding to the

second field for identifying the re sOurce information of the second device identified
by the first fielqg.

18. The computer-regdable medium of claim 17 wherein the first field includes

information g orresponding to a Storage resource type.

19 The ' i ' ' set inciudes

*“»‘mﬁm wherein the third computing device comprises el printer Hm
(402), aRe-wherein the resource Cofresponds—to—a-printerdriver (4UB] on the first '

L YRS E '
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21.

22.

23.

26.

27.

28.

includes information corresponding to free space data of the storage rescurce.

The computer-readable medium of claim 17 wherein the first field indudes

information corresponding to bandwidth data.

The computer-readable medium of claim 17 wherein the first field orresponds to

processing power.

The computer-readable medium of claim 22 wherein the third fieid set includes
information corresponding to speed data of a processof.

The computer-readable medium of claim or 23 wherein the third field set
includes information corresponding to usagé data of a processor.

The computer-readable medium of gne of claims 22 to 24 wherein the third field set
includes information correspongifig to size data of a memory.

The computer-readable edium of claim 25 wherein the third field set includes _

information correspopding to usage data of a memory.

The computerfeadable medium of one of claims 17 to 26 wherein the second field

includes inférmation identifying the device as a personal computer (404).

The Zomputer-readabie medium of one of claims 17 to 26 wherein the second field
inCludes information identifying the device as a disk drive (141, 151, 1565).

The computer-readable medium of one of claims 17 to 26 wherein the second field

CludeSl Q .l-.l':“'.‘: Re-deviee a3t aphonRe {400 -

AY.
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The proceedings were not public.

Froceedings opened on 15.02.2007 at  10:07 hours

Examining Division:

Chairman: Kesting, Volker
1st member: Goya, Jesus
2nd member: Peeters, Dirk
Minute writer: Peeters, Dirk

Present asfor the applicant/s:
Mr. Eickelkamp
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The oral proceedings were opened at 10:07, after having checked the identity of the
applicant's representative Mr. Eickelkamp through presentation of an attorney oa'rd.(rd‘ |
§8040) and the person accompanying, Mr. Schornack, through presentation of his identity
card.

1 Introduction

The chairman described the state of the case, and indicated that the document
US5,748,890 mentioned during the telephone conversation on 29.01.2007 is introduced
into the procedure and will be referred to as document D7.

The representative acknowledged that he maintained the main request and the five
auxiliary requests filed on 15.01.2007 in reply to the summans to attend oral proceedings.

The chairman proposed to discuss independent ciaims 1, 6 and 7 first, and independent
Claim 17 afterwards.

2 Main request

The representative pointed out the differences of claim 1 with respect to the closest prior
art D1, the differing features being the feature of the identity, the feature of discovering, ihe
feature of the first device performing the computing task with the second device only

performing part of that computing task, and the feature of the first device accessing the
resources on the second device.

The chairman maintained the argumentation that independent claims 1,6 and 7 are novel.

but that they lack an inventive step, as already mentioned in the minutes of the telephone
conversation.

The first member continued the argumentation of the chairman, referring to the summons
an to the telephane conversation, and pointed out the correspondence between the
supposedly differing features of claim 1 and the features disclosed in D1, with only the

feature of the identity lacking from D1, but being known to the person skilied in the art, for
example being known from D7.

fT 2808 01 9128N
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The representative asked the first member to indicate which devices from D1, in particular
D1. figure 1, correspond to the first and second device of claim 1.

A break requested by the examining division was taken at 10:35.
The oral proceedings resumed at 10:45.

The first member referred to the first official communication of 02.09.2004, and pointed out
in detail the correspondence between the devices disclosed in D1 and the first and second
device of claim 1, the first device corresponding to computer 2 and the second device
corresponding to computer 3, for example.

The representative asked why the skilled person would combine D1 with D7.

The first member argued that the features of D7 are features commonly known to the
person skilled in the art, and that the skilled person, when confronted with the problem of
how to secure the access to resources, would find in the state of the art documents
pointing at this problem and its solution, with D7 being an example document disclosing
such problem and the same solutions.

A break requested by the representative was taken at 11:10.
The cral proceedings resumed at 11:20.

The representative stated they changed their view with respect to document D1, and
asked the division why the auxiliary requests are not allowable.

The chairman pointed out, before treating the auxiliary requests, that the feature of identity
in claim 1 was very broad and not even claimed to be used to restrict access, and that D7
was not even needed to refute the inventiveness of claim 1. and re-iterated that
independent claims 1, 6 and 7 lack an inventive step.

3 First Auxiliary request

The representative presented and explained his first auxiliary request, with the important
differing feature being that the at least on identity identifies a user.

SPC Form. 2906 €1.91CSX
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The first examiner stated that claim 1 lacks an inventive step, based on the disclosure of
D1 and the common knowledge of the skilled person as exemplified by D7. D1 discloses a
system being accessed over a WAN by users using terminals (D1, column 8, lines 8-14), in
such a situation it is obvious to control access of users and terminals to the system, for
example by using the features disclosed in D7.

The representative argued that D7 is a patent and therefore is not common knowledge but
an invention in its own respect, and therefore would not be combined with D1.

The chairman pointed out that the feature of the identity in claim 1 was still very broad and
not even claimed to be used to restrict access, and that D7 was not even needed to refute
the inventiveness of claim 1, and that even if claim 1 were drafted such that the identity
would be used to restrict access, this differing feature would be known from D7, with D7
being an example document, parts of which being common knowledge.

4 Second Auxiliary Request

The chairman continued with the second auxiliary request, with the differing feature being
that the resource rather than the device is associated with the identity, and stated that in
the description resource and device can be used interchangeably, and that therefore the
argumentation for the first auxiliary request applies also to the second auxiliary request.

S Third Auxiliary Request
The chairman continued with the third auxiliary request, with the differing feature being that

the user’s identification determines the extent to which the resource may be accessed, and

that allowing or restricting access is also an extent, the extend being 0 or 1 but
nonetheless an extent.

The applicant asked that if a new claim would be drafted with the extent being defined as a
range between 0 and 1, if such a claim would be considered inventive.

The first examiner argued that an account indirectly determines an extent, and that the
assessment of inventive step would depend on the exact wording of the claim, but that in

EPC Tomr 2906 01.9108X
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any case the feature of the extent is part of the common knowledge.
6  Fourth Auxiliary Request

The chairman continued with the fourth auxiliary request, with the differing feature being
that only the computing task performed by the first computing device is authorized to
access the resource of the second device, and stated that the expression “"only” is not
clear.

The first examiner continued to explain why the expression "only" was not clear, as it can
relate to computing tasks on the first device or to computing tasks on the second device,
and that even if it were clear it would be considered a feature commonly known.

In reaction to this, the representative referred to the description, at the bottom of page 19,
further describing how "only" should be interpreted.

A break was taken at 11:45.
The oral proceedings resumed at 12:40.

The chairman stated that the differing feature of claim 1 is an obvious feature, and
substantiated this by giving the example of the resource being memory, whereby different
computing tasks are 0bviously not allowed to access one another's memory because
otherwise the computing tasks would obviously interfere. and with the example of the
resource being program modules, and that likewise computing tasks are obviously not

allowed to access one another's program modules because otherwise the computing tasks
would obviously interfere.

Upon being asked to comment on this, the representative stated that his invention is

different, referring to the description page 4 lines 15-18 and page 19, but stated that this is
not claimed.

7 Fifth Auxiliary Request

The chairman continued with the fifth auxiliary request, with the differing feature being that
data including resource information of the second device is formatted according to a

ZRC Forr 2905 01 918SX
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schema understood by the first device. The chairman stated that this feature is already
known from D1, figure 2.

The representative agreed to have a break, during which he would draft a new claim 1.

A break was taken at 13:00.
The oral proceedings resumed at 13:50.

8 Draft Auxiliary Request

The representative presented his draft new claim 1, which is based on the original claim 1
and the description page 30 lines 9-10 and line 23, page 31 lines 2-4, and figure 4, and
which is now more remote from the disclosure of D1.

The chairman asked the representative to explain why D1 is not anymore the closest prior
art. The representative replied by stating that the new claim 1 defines a method for a
mobite device to perform a print job, whereas D1 discloses a load balancing method in a
parallel computer system.

The chairman asked the representative to provide arguments why the new claim 1
contained an inventive step. The representative provided some arguments based on a
hypothetical prior art contained in the description pages 30-31.

A break was taken at 14:00.
The oral proceedings resumed at 14:55.

In response to the newly drafted claim 1, the chairman stated that D5 now represents the
closest prior art, and that the following features contravene Art. 123(2) EPC: the device
defined in claim 1 is a mobile device, whereas the application always refers to computing
devices, and claim 1 does not contain the feature of the identity, whereas in the application
this feature is consistently present in both the embodiment of the description on pages 3C-
31 and in the corresponding claim 14 as published.

The first examiner continued by pointing out the correspondence between the features of

PO Form 2906 0:.9135X%
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D5 and claim 1, the only differing features now being that the device of claim 1 is a
mobile device. and that the resource information of claim 1 includes printer driver
information.

The chairman asked the representative to provide argument in favour of the inventiveness
of claim 1.

The representative stated that in the disclosure of D5, there is no need for the mobile
device to know anything about printer drivers, and that there is no motivation in DS to
modify the resource information to include printer driver information. The differing feature
of claim 1 allows the mobile device to decide on the quality of the printing task by selecting
a printer driver capable of handling particular file formats.

The representative was allowed a break to modify new claim 1 so as to restore it's

compliance with Art. 123(2) EPC, and to redraft independent claim 6 and 7 and the
dependent claims.

A break was taken at 15:15.
The oral proceedings resumed at 15:35.

The representative stated that he maintains the Main Request and that the set of newly
drafted claims 1 to 8 now replace all the former Auxiliary Requests, the set of newly
drafted claims thereby becoming the sole Auxiliary Request.

The first examiner commented on independent claim 17 of the Main Request, this claim 17
aiso being the same in all former First to Fifth Auxiliary Requests, and stated that
independent claim 17 of the Main Request does not involve an inventive step with respect

Ty to the disclosure of D2, referring to the official communication of 12.09.2005, point 2.3.
The representative did not wish to further comment on this.

A break was taken at 15:45.
The oral proceedings resumed at 15:55.

The chairman proposed changes to the text of claim 7 and 8, to scive some Clarity

ZPC Term 2926 01.91C05K
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problems concerning claim 7:

- line 5: "one other device" change to "a second device”

_line 6 in line 6 it should read "the first computing device providing to the second device
information”

- line 8: "a second device" change to "the second device”

- line 8: "a mobile computing device" change to "the mobile computing device"

concerning claim 8:
- line 4:in line 4 it should read "wherein the third computing device comprises the printer”.

The chairman additionally proposed that the examining division would adapt the
description to the newly filed claims and would include a reference to the prior ait in the
description.

The representative agreed to the changes to the text of the claims, and to the proposed
changes to the description.

The chairman announced the following opinion of the examining division:

- The Main Request does not meet the requirements of Art. 56 EPC in view of document
D1 and the common knowledge of the skilled person concerning claims 1, 6 and 7, and in
view of D2 and the common knowledge of the skilled person concerning claim 17.

- The Auxiliary Request including the abovementioned amendments meets the
requirements of the EPC.

g9 Conclusion

The chairman announced the intention of the examining division to grant the First Auxiliary
Request filed during today's oral proceedings and inciuding the abovementioned
amendments and to issue a Rule 51(4) communication.

The oral proceedings ended at 16:00.
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Sheet 2/1 Application No.: 03 009 717.4

The chairman informed the applicants as follows:

The examining division intends to grant a European patent based on the following application documents:

Auxiliary Request 1

Description, Pages

1-3, 5-19, 21-36, 38, 39 as originally filed
4. 4b, 20, 37, 40 received on 10.01.2005 with letter of 05.01.2005
4a received on 22.03.2006 with letter of 22.03.2006

Claims, Numbers

1-8 filed during Oral proceedings on 15.02.2007

Drawings, Sheets

1/7-7/7 as originally filed

With the following amendments to the above-mentioned documents by the examining division
Description, Pages 41)
Ciaims, Numbers 7-82)

Comments

1) Rule 27(1)(b) (acknowledgement of prior art document).
2) Article 84 EPC, text as agreed with the representative during the oral proceedings.

The examining procedure will be continued by issuing a communication under Rule 51 {4) EPC on the
basis of the above documents.

The chairman closed the proceedings on 15.02.2007 at 1600 hours.

Fetep,
ey,
o

9)

%
% -

signad: P

23 gy

“V' "

signed:
Kesting, Volker

Chairman

Peseters. Dirk

Minute Writer

Enclosure(s):
Auxiliary Pequest

P Form 20002 06.9703X
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AS 02 03
Application No.: 03009717.4-1244 CCQ\‘ULY
Applicant: MICROSOFT CORPORATION
Our Ref.: EP27314TE109
Date: January 15, 2007
AUXILIARY
WAl REQUEST o€ allewny a wo(au'f(é)dzw'ca ot kam'ua a
"1‘ to prnt om « prnk,

\onphin) ) O\ pRndy e
wathte Tolesnee primbin
1. A method in a computing environment ror-faeHitating—aceessing—the CampLting
Fe&eﬂfeee-eédevrces-brmmrdm the method comprising:
e wobile o‘euce
(202, 400, 506) eeeeeated—w#»e%mwdenw
another

discovering eeeeend computing device (212, 488 404, 562-504) asosiatad-with

equipped with o priuts ol (406) for Said prinies;

-H-A l««o(n‘e dc.uattH AL e aae “4\\‘?
aHhe—ﬁrsQ—eewee- obtammg data 'LIOQB relatedmgead device, the data

. f"‘“‘“ wlwxa
including Feeeaﬁee mformailgrdw ?\; the device formatted according to a
€
schema understood by the firet device;

wohile &S “«nph‘n‘u olnve Anobtar puh
the firat device interpreting the data to access mﬁfee‘fﬁgvmgmg%

device; and

Cotmputy Hae prader deves,

564

ok le & Sk udaké f(wd\ oL'ah via
the &rat device performing a gemp;img task mcludmgma%%&ﬂg-the-fesmmu the quotier

secend device to
2. The method of claim 1 further comprising:
moG.‘le <‘>
COws

device.

3. The'method of claim 1 or 2 further comprising:
wobste < awoéleor Cowfk‘\'ma
communicating identity information from the #ist device to the seesnd device

4. The method of claim 3 wherein the identity information corresponds to credentials
(207A, 2078B).

5 The method of claim 4 wherein the credentlals are provided by an authentication
service (220). ’ '

CCovmpubing>

commumcatmg (600) a request to use the resource from the first device to the Guotbsr
haa

237



8.

7.

(vl ly

A computer-readable Qidlum hivmg compuier-executable instructions to perform

He of oma of — e WINPT
amethOd = ae M- SIHRC Broamowid RI9LY o o> U > UT TV Yot

devices, the method comprising:

&

at a first computing device (202, 400, 500) associated with at least one identity:

locating information (209A, 209B) about a resource (R:-Rg,) of at least one other
device (212, 402, 404, 502, 504) that is avajlatle for use, the information located
based on an identity associated with theAifst computing device;

selecting a resource of a secorfd device from the information, the second device
being associated with theat least one identity;

accessing the re&Source of the second device: and

perforating a computing task including accessing the resource of the second device

-6 & 3 Jd U

s o"ol'o‘.'

562

a“”""‘Q‘b waotn'® »f-dm, device ol Louwng

o a panhks,
A system in a computing environment for faGM&fmg—eeeessmg—&M;pu;mg
fosoureas-of-devicesby-otherdeviees, the system comprising:

IO :
a-first computing device L/12, 404,-504) associated with at least one identity, the

hany a panfy glavy :
first device meiuang-g-aseeefee-w and configured to provide access to the

Pﬁ wh dnver o .
resouree by at least one Sther device (202, 400, $66) associated with the identity,

the first computing device providing information (209B) about the M

according to a resource schema associated with the at least one identity'

. Q wobt lo dl Q/
a seconqv cﬁwce (202, 400, 888), the second dewce configured to request acces
'n {a74
to th . and
fv\'nk/ drve
LOSQOWFCO

‘nhwy
the second device performing a &mpebag task including accessing the
: ‘whiag
on the first device to perform at least part of the&mpuﬁﬁg task.

23%
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: N A c - taesbnatia
Z2—TFhe-systemofclamrwhereinthe-resource CoOMpTISES-an-ottput-Rethed.

£ 1 Thé system of ere-ef claimg 7 te~+2 further comprising a third computing device

(402, 502) connected to the first computing device, wherein the second device
, ¥ b . - .
accesses the FO\;OHFG;{O perform an operation with the third computing devnce,

®

v - o Ainennd Haa-daoada 1
+>—Fhesystemofchamt3-whereinthe third-comptthg-deviee—eompris.

(602), and wherein the first computing device acts as a proxy to the rvér for the

second computing device.

16. in-e Dandwidth from the second computing device

+~—A _computer-readahie medium for-usa-in-the_methad of ore-of-claims 1 10 5
computer readable medium having stored thereon a résource information exchange
data structure being suitable for providing resource information (209A, 209B) of a
second device to a first computing device, the resource information change data

structure comprising:
a first field for identifying a type of resource;

a second field for identifying the second device thaf includes a resource (Ra;-Ram,
Re1-Ran) corresponding to the type of resource identified in the first fieid;

a set of at least one third field, each hird field in the set corresponding to the
second field for identifying the res6urce information of the second device identified
by the first field.

18 The computer-regdable medium of claim 17 wherein the first field includes
information e Orresponding to a Storage resource type.




21.

22.

23.

24.

25.

26.

27.

28.

& el da v bl - 4.0 L VaY la N ‘kn $h~i A
The- compaier-reataoemeatm—or—ctamr—+8—e~—48 whneretT—Re umwm

includes information corresponding to free space data of the storage resource.

The computer-readable medium of claim 17 wherein the first field in€ludes

information corresponding to bandwidth data.

The computer-readable medium of claim 17 wherein the first field ofresponds to

processing power.

The computer-readable medium of claim 22 wherein the third field set includes
information corresponding to speed data of a processef,

The computer-readable medium of claim or 23 wherein the third fielg set
includes information corresponding to usagé data of a processor.

The computer-readable medium of 8ne of claims 22 to 24 wherein the third field set
includes.information corresponging to size data of a memory.

The computer-readable sfedium of claim 25 wherein the third field set includes
information correspop ding to usage data of a memory:

The computegfeadable mediurn of one of claims 17 to 26 wherein the second field
includes inférmation identifying the device as a personal computer (404).

The gomputer-readable medium of one of claims 17 to 26 wherein the second field
inCludes information identifying the device as a disk drive (141, 151, 1585).

The éomputer-readable medium of one of claims 17 to 26 wherein the second fietd

includes info mation-idertifiing Re-deviceasg etophore-{400).
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Sheet 21 | Applicatign No.: 03008 717.4

The chairman informed the applicants as follows:

The examining division intends to grant a European patent based on the following application documents:

Auxiliary Reguest 1

Description, Pages

1-3, 5-19, 21-36, 38, 39 as originally filed
4, 4b, 20, 37, 40 received on 10.01.2005 with letter of 05.01.2005
4a received on 22.03.2006 with letter of 22.03.2006

Claims, Numbers

1-8 filed during Oral proceedings on 15.02.2007

Drawings, Sheets
17-777 as originally filed

With the followiving amendments to the above-mentioned documents by the examining division

Description, Pages 41)
Ciaims, Numbers 7-82)
Comments

1) Rule 27(1)(b) (acknowledgement of prior art document).
2) Article 84 EPC, text as agreed with the representative during the oral proceedings.

The examining procedure will be continued by issuing a communication under Rule 51(4) EPC on the basis of

the above documents.

The chairman closed the proceedings on  15.02.2007 at 16:08 hours.

L, i

Kesting, Veotker Peeters, Dirk
Chaiman Minute Writer
Annex{es):

Auxiliary Request

EPC Form 2009.2 06 87CSX
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of this example, the request is treated as a request for one
specific resource.

Step 602 represents the evaluation of the credentials,
such as provided by the Microsoft .NET Passport authentication
service. The request may include the credentials, or the
Credentials may be separately exchanged, e.g., before, as part
of, or after step 600. If not valid at step 602, step 602
branches to step 604 which represents rejecting the request.
Note that depending on a given environment, the request
without proper credentials may be ignored rather than
specifically rejected.

If valid, step 606 is executed, and represents
determining the amount of the requested resource that is
available. For example, a resource such as storage may be
limited because it has only limited free space, and further, a
device may be configured to make only part of its storage
Space available for sharing, reserving the rest for itself. A
resource such as processor cycles may be made available only
to the extent the processor is not being otherwise used, and
even then may be further limited so that another device can
only take up to a maximum amount of the unused cycles. Any
résource may have a time-out value associated with it, which
may be further contingent upon its use, e.g., storage can be

shared for no more than one hour per regquest, and the request
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will be terminated if no file system requests are detected at
least every two minutes. In this manner, a device may be
configured to share its resources to an extent controlled by
its owner / administrator.

Note that the resource access may be dynamic, e.g..
unused processor cycles may be shared, however CPU usage is a
number that'fluctuates, and the requesting guest device may be
prioritized along with other devices and/or processes on the
device that is sharing the CPU. For example, guest users may
only consume a controllable percentage of resources when the
owner of the device is not otherwise using them, such as
bandwidth or processing power. Both CPU and bandwidth are
examples of resources which are scheduled according to time
constraints {(e.g., cycles or bits per second) rather than non-
time-based resources such as disk or memory usage. As a
result, the scheduling mechanisms fcr time-based resources in
general will be fundamentally different than for non-time-
based resources. Note that kiosk locations would enable many
scenarios that would be useful to such guests. A resource
such as a display monitor may be either entirely available for
sharing or not at all, depending on whether or not it \is
presently being uéed. Thus, although not represented in FIG.
6, step 606 may also reject (or ignore, if appropriate) a

request when there is no amount of a reguested resource

- 28 -~
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available for sharing. Step 608 represents returning a
response to the requesting entity, preferably the schema-based
response that provides the resource capability data to the
requesting entity.

Step 610 represents allowing the requested resource to be
shared, and includes, for example, the exchange of data
between the requesting device and the sharing device so that
the sharing performs some corresponding task for the
requesting device. Step 612 tests whether the resource was
exhausted, e.g., timed out or is no longer available. Note
that this is shown as a loop in FIG. 6 for purposes of
simplicity, however it is readily understood that the actions
may be event driven. Further, a step (such as step 606) may
be included in the loop / used to fire the event, e.qg., the
TeéSource usage is dynamically monitored to determine when it
is exhausted for the particular request. Note that a.resource
may be directly exhausted when the requesting entity informs
the device that the resource is no longer needed.

Step 614 represents notifying the requesting device that
the resource is no longer available for its use. Step 616
represents disabling the resource usage, so that, for example,
once exhausted the requesting device will need to make a new

Tequest if it wants to share resources.,
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FIGS. 4 and 5 provide examples of some of the many
possible uses of the present invention. As will be understood
from the examples of FIGS. 4 and 5, integrating computational
PToXy support into a network edge device or appliance may
result in a better user experience for users of an internal
network.

In a first example represented in FIG. 4, a small mobile
device 400 (such as a mobile telephone) wants to print to a
Printer 402, however the small device 400 does not have an
appropriate printer driver. This may be because the mobile
device 400 does not have sufficient memory to install and
maintain a printer driver needed for that printer 402, and/or
does not have an €asy way for the needed printer driver to be
installed, and/or for other reasons. Note that this is a real
sCenario, and one proposed solution is to emit XHTML-PRINT as
& sinmplified PDL (Page Description Language} from the mobile
device 400 to the printer 402, e.q., over some network
connection (shown via the dashed line in FIgG. 4). Although
XHTML-PRINT is adequate to an extent, this solution has a
number of drawbacks, €.9., XHTML-PRINT is not WYSIWYG, cannot
control line breaks, and generally provides a poocr user
eXperience.

However, if via the present invention, the mobile device

400 first dynamically discovers a personal computer 404

- 30 -
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equipped with a proper printer driver 406, (and which the
mobile device user is authorized to use), the mobile device
400 instead provides printing data via the personal computer
404 to the printer driver 406, which in turn will create a
WYSIWYG output using PCL, Postscript or rasterization. As
mentioned above, the present invention provides the discovery
mechanism, and thereafter the mobile device 400 may
communicate in any way with the personal computer 404, such as
by a lightweight PDL that has much higher-fidelity (relative
to XHTML~PRINT). The result is high-quality output rendered
very quickly, by leveraging the faster processor and proper
Printer driver 406 in the personal computer 404.

FIG. 5 demonstrates a second example, generally directed
to providing an improved user experience when operating a PDA
(personal digital assistant) 500 that is to be exXecuting
managed code remotely on a server 502 (e.g., an ASP.NET
Server). One way to accomplish this is to have the PDA
connect to the server to run the managed code, (e.g., by
leveraging Mobile Controls Support in ASP.NET), with the
results transmitted as HTML, as indicated by the dashed line

in FIG. 5. The Server 502 dynamically scales the HTML content

to the appropriate screen size of the device 500, without the
ISV creating special-purpose code for each device $00.

However, this requires many round trips with the server 500,

- 31 -
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with the screen flashing for updates, and generally provides a
degraded user experience.

An improved solution provided by the present invention is
accomplished by having the PDA dynamically discover that a
personal computer 504 associated with the user’s identity can
be a proxy for a number of computational resources, as
generally represented in FIG. 5. In such an event, the PDA
issues an HTML request for a remote page via the proxy
personal computer 504. The perscnal computer 504 intercepts
the request and starts a session with the remote server 502 to
offload the UI rendering managed code, e.q., using WSDL as the
protocol to the server 502. Typically, the bandwidth from the
Proxy personal computer 504 to the server 502 will be less
than the bandwidth from the PDA device 500 to the proxy
pPeérsonal computer 504, whereby the smaller amount of data
transferred over the slower link to and from the server 502
results in a more responsive user interface when displayed on
the PDA 500, providing an improved user experience. Of
Course, the two bandwidths can be first evaluated to ensure
that the broxy solution is the more-optimal one.

Further, note that if the PDA 500 was equlpped with
locally- running controls that the sServer was able to leverage,
&n even better eéxperience may be provided. For example,

ASP.NET automatically leverages any local controls (e.g., such

...32-
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a8s a date picker control) running locally on a PDA running a
Windows®-based operating system. This results in even less
round trips to the server 502 and/or proxy 504, with less
resultant screen updating / flashing.

As can be appreciated, there are numerous other examples
that are enabled by having computing resources revolve around
an identity, instead of around the particular devices those
resources ship with. The resource schemas and service fabric
are not limited to simply describing the resources, but also
include elements to assist those resources working together.
This can be appreciated from the following two types of
Scenarios, namely a set of real-time scenarios in which the
user is interacting with a remote computing device in real-
time, and a set of scheduled or predicted scenarios. An
example of a predicted scenario may include a storage load
balancing mechanism that occasionally runs on a home network,
to make sure that one computing device’s free storage space is
not going to run out while another drive has plenty of room.

Thus, a rich schema may provide data that goes beyond
describing the resources themselves, such as methods to
schedule, at a particular time or at reqular intervals,
prioritization machinery, and data indicating how to deal with
POssible contention between real-time and predicted tasks, or

multiple such tasks. The schema may provide for the concept
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of cost, e.g., if two connections are available to the
Internet, it is valuable to recognize that the user may be
paying one price for unlimited access but another price for an
amount of data transferred over a different mechanism, and
select the better option.

Replication/sharing by a logging system may be used to
understand how users are interacting with their devices, and
to achieve a consolidated view of how a user operates, rather

than have only disparate views separated by device. This data

- 1is appropriately knewn to many devices, and will provide an

automatic way for such data to be consolidated. Prediction
optimizations may be saved and exchanged based on monitored
usage, e.g., if the system knows that a user manually
downloads particular information to, a hand-held computer every
Friday before leaving work, the system can start the download
during device idle time so the “synchronization” appears
instantaneous. End user options/settings/preferences is also
valuable information for the shared environment, e.g., what is
a desirable or even necessary feature for some users is
undesirable or even annoying to others. By maintaining this
data, the end user has the power to be in control of their
experience. Also, in a typical environment, there will be at

least one rich client that uses the protocol/schema to perform

system management, where “system” refers to the overall set of
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resources associated with an identity. Algorithms and methods
can use the schema for predicting such operations.

As is understood, there are many valuable scenarios
enabled by through abstracting device resources and
aggregating them around an identity. A number of examples are
provided, however the list should not be considered exhaustive
Oor in any way limiting, but rather serves to illustrate some
of the many benefits and advantages of the present invention.
As examples mentioned above, a deviée with a small computer
SCreen may leverage an unused computer monitor connected to =
personal computer for better display, use resources of a proxy
to facilitate a better display on its own display (FIG. 5) or
Print to a printer even without printer driver, by connecting
to a printer via a personal computer that does have the
correct driver (FIG. 4).

Other examples can be seen in a very low-powered device,
such as a mobile telephone, performing complex computations by
using the memory and CPU of a personal computer. Stored data
can be automatically and transparently.moved from a first hard
drive to a second when the first hard drive is getting full,
including, for example, from personal digital video recorders
that record video pProgramming and need to delete old shows to
make room for more recent recordings. The present invention

instead moves those older shows to another storage, rather
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than delete them. A portable audio player need not be able to
play any type of physical media, but can instead receive and
buffer audio streamed to it from a personal computer and play
the audio from memory.

Other examples include allowing users to easily access
their files from any device regardless of where it is stored;
for example, while on the road with only a small personal
computer, being able to easily open files stored on a home
personal computer or work personal computer, (independent of
centraliéed -NET data storage). A user may see all of the
free space in various devices, including in various public
sharepoints on a corporate network. A large-screen TV
connected to an appropriate device may be used to view
photographs saved on a personal computer folder, run a
slideshow, watch home movies or movie trailers saved on a
personal computer, and so on.

FIG. 7 provides a demonstration of an implementation 700
run using four interconnected computing systems, 702-705. The
implementation 700 includes a command shell 710 and
application program 712 (or similar function code) on the
computing system 704, a keyboard resource 714 on the computing
system 702, a storage (e.g., disk) 716 on the computing system
703, and a display 718 on the computing system 70S. Thus, in

this example the réesources are distributed such that there is

- 36 -
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an input resource the on computer 702, storage resource on the
computer 703, and an output resource on the computer 704. The
computer 704 acts as a coordinating authority for the
implementation 700. Although the resources are on different
5 computer systems, the resources are accessed in accordance
with the present invention to essentially form a single
functioning system.
The shell rescurce 710 calls the application 712, and
also connects to the other devices’ resources through ports
10 724, 726 and 728, conceptually represented in FIG. 7 2s one
port per resource, although a separate input and output port
may be provided. Ports essentially comprise Structured queues
that can be written (output) to or read (input) from via a
handle to that port. Ports are mobile, data is not lost, and
15  security can be associated with a port such that no one except
the intendéd entity will see the data intended for it.
The shell 710 used in the implementation 700 is based on
@ programming language referred to as xSpresso, as described
in United States provisional patent application serial number

20 60/379, 864, filed on May 10, 2002¢bad—he%e&a—éaeefpe§a§ed-by-

*sfexrance—in i*sfnn**;ssy/ In general, xSpresso is directed

to a Programming language and runtime that brokers control and
data flows among asynchronous System components. Among other

things, XSpresso expresses the Cooperative dimensions of

- 37 -
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programs or services, including ordering and timing, that can
be programmatically verified. The language may
programmatically express the passing of an organizational
scheme formed from a customizable tag-based language such as
XML.

In the example of FIG. 7, the numbered arrows labeled 1-4
and 6-10 represent an example of the various communications
between the ports 724, 726 and 728 and the shell 710, to
display the text data of a file in the storage 716 to the
display 718, €.g., similaer to the well-known “type” function.
In the example of FIG. 7, a user of the keyboard resource 714
initiates the operation by typing the word “type” on the
keyboard 714 (arrow labeled one (1)). The shell 710 receives
this via the port 724 and communicates data to the port 728
for display on the screen 718, (arrow labeled two (2)),

e.g.,
to echo what the user has input and/or to prompt for a
filename of a file that stores the text lhat the user wants to
have displayed. 1n FIG. 7, the arrow labeled three (3)
represents the user typing in the filename, such as
corresponding to an XML file, which may also be echoed (not
separately labeled).

With the filename, the shell 710 then writes data

(represented by arrow labeled four (4)) to the port 726 that

corresponds to the storage (e.g., disk) resource 716, which
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results in a read request to the storage’s file system. In
parallel, the shell 710 calls (the wide arrow labeled five
(5)) the application program 712 to receive and output the
read data. In response, the storage resource 716 begins
outputting data via port 726 to the application program 712,
which in turn outputs it to the port 728 of the display
resource 718, as represented by the arrows labeled six (6) and
seven (7). The arrows labeled eight (8) and nine (9)
represent the rest of the data being transferred in a similar
marner. The arrow labeled ten (10) represents the status
(e.g., success) code being returned to the shell 710.

In keeping with the present invention, storage, input and
output can be placed on different systems, with no change to
the implementation. Legacy intercperability may be provided
via common language runtime (CLR) classes that represent
common legacy components (e.g., the keyboard, console and
storage). System dispersion is provided in a local and
transparently distributed implementation, as is explicit
handling of concurrency and message-passing.

As can be seen from the foregoing detailed description,
there is provided a method and system for distributed
computing-of device resources based around the concept of
identity. The method and system abstracts the fesources of a

Computer from the individual devices in a manner that provides
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numerous benefits to a user and generally improves the user’s
computing experience. The method and system are schema-based,
and are extensible and highly flexible.
While the invention is susceptible to various
5 modifications and alternative constructions, certain
illustrated embodiments thereof are shown in the drawings and
have been described above in detail. It should be understood,

however, that there is no intention to limit the invention to

&

the specific forms disclosed, but on the contrary, the

10 intention is to cover all modifications, alternative

constructions, and equivalents falling within theﬁqﬁg34;4uui/

scope of the invention.
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1. A method in a computing environment
rees, the method comprising:

Ha wobiie deviee . .
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discovering e-eesend computing device (212, 462, 404, 502-504) essesiatod-with
demtity: @quipped with o panter onvwe (Ho6) for Said prmty;

. Hae ;\;Ltlf’&;;€~ Onokhare oun “Kgg '
at-the—first-device- obtaining data 209B) retatedmgem device, the data
o thes2ston
e

. . printer deiver ; o :
including' resewuree mforma‘t)xl:&l 3) device formatted according to a
W € <,
schema understood by the first device;
waohile & Hha prindes obrives )
the #fst device interpreting the data to access e-fesouree{RarRgs of the
device; and

Dwmputy +Hae ‘wier dnyy,
second Bevice to by

woby e & Nk h’ob'ué fn‘v\&'k‘; dsie via
the #irat device performing a gemp;tﬁg task includingr:;seeeeiﬂg-éhe-feeoume-e: the awodker

2. The method of claim 1 further comprising:
w.o(:{(e &

ccommunicating (600) a request to use the resource from the first device to the Guother
Owua -
device.

S 3. The method of claim 1 or 2 further comprising:
wobile <> another Counpuiing

communicating identity information from the figst device to the seeend device.

4. The method of claim 3 wherein the identity information corresponds to credentials
(207A, 207B). ‘

5. The method of claim 4 wherein the credentials are provided by an authentication
service (220).
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Europaisches Patentamt European Patent Office Office européen des brevets
GD2 DG2 DG2

Application No. : 03009 717.4

Consultation by telephone with the applicant / representative

Despatch for information

Participants

Applicant: Microsoft Corporation
Representative: Mr Eickelkamp '

Member(s) of the
Examining Division: Goya. Jesus

Result of consultation

During the telephone conversation with Mr Eickelkamp the examiner expressed the view of the
Examining Division in respect to the amendments filed on 15.01.2007 by the applicant for a3 main
and 5 auxiliary requests. The following points were discussed:

.- The amendments according to the Examining Division are all related to the idea of access
control for a first computer that wants to access the resources of a second computer. This
according to the amendments filed by the applicant is done by associating an identity to a
first computer and matching this identity to the second computer. The main and auxiliary
requests develop this idea. in some of the auxiliary requests the identity is associated to a
resource, in other auxiliary request the identity determines the extend of access to the
resource, in other the schema is resource-based.

It is the opinion of the Examining Division that the idea of resouce access control
mechanisms is a well-known feature in the field of network design and that the skillec
person, confronted with the problem of how to secure the access to resources would find
in the state of the art documents pointing at this problem and its solution. As an example
document US5748890 (abstract: column 2, line 33 to column 3, line 60: column 6. tines
5-14 and lines 42-50; column 7, lines 5-21: column 9. line 58 to column 10, line 2)
dicloses such problem and the same solutions (in the various forms as for the diffarent
main and auxiliary requests).

The examiner communicated to the applicant that the Examining Division was of the opinion that

the mentioned requests (main and 5 auxiliary requests) are not allowable due to lack of inventive

step (Article 56 EPC) of claims 1, 6, 7 and 17. Oral proceedings will take place on the 15th
February.

EPC Fom 2355 7 ¢203X
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Eurcpean Patent Appiication No. 03 009 717.4 - 1244
Appilicant: Microsoft Corporation

In response to the Summons to attend oral proceedings dated October 18. 2006

Submitted herewith are:

A main request comprising claims 1 to 29, and

Five auxiliary requests, i.e. first to fifth auxiliary requests, each comprising claims 1 to 29.
Referring to the claims of the main request, new claim 1 is based on previous claims 1 and
7. New claims 2 to 5 correspond to previous claims 2 to 5, respectively. New claim 6 is
based on previous claims 6 and 7. New claims 7 to 29 correspond to previous claims 7 to
29, where a typographical error has been corrected in claim 22.

Referring to the claim set of the first auxihary request, new claims 1 to 29 correspond to the

claims of the main request, where new claims 1, 6 and 7 have been supplemented with the
feature of “the at least one identity identifies a user of the first computing device and the
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second computing device”, supported by the description on page 4, lines 11 to 14 and page
19, lines 14 to 19.

Referring to the claim set of the second auxiliary request, new claims 1 to 29 correspond to
the claims of the first auxiliary request, where new claims 1, 6 and 7 have been
supplemented with a feature. In detail, the feature of the resource being associated with the
identity has been supplemented and is supported by the description on page 34, line 22 to
page 35, line 5. The feature is also supported by previous claim 6.

Referring to the third auxiliary request, new claims 1 to 29 correspond to the claims of the
second auxiliary request, where new claims 1, 6 and 7 have been further amended. This
amendment is a feature supported by the description on page 20, lines 12 to 14. In

particular, the feature defines that the user’s identification determines the extent to which the
resource may be accessed.

Referring to the fourth auxiliary request, new claims 1 to 29 correspond to the claims of the
second auxiliary request, where new claims 1, 6 and 7 additionally define that only the
computing task performed by the first computing device is authorized to access the resource

of the second device. This feature finds support in the description on page 19, line 20 to
page 20, line 1.

Referring to the fifth auxiliary request, new claims 1 to 29 correspond to the claims of the
second auxiliary request, where new claims 1, 6 and 7 further define the schema as being
resource-based, listing multiple devices for each resource. This supplemented feature finds
Support in the description on page 24, lines 3t0 5.

With respect to the main request and, in particular, the subject matter of independent claims
1,6and 7, the Examining Division is kindly requested to consider the following.

The new claims now define that the first and second computing devices are each associated
with at least one identity. The subject matter of the independent claims differs from the
disclosure of either document D1 or D2 at least in that each of the first and second
computing devices is associated with the at least one identity. With respect to section 2.1 of
the Summons and the last letter of reply dated March 22, 2006 itis respectfully submittea

gS
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that the feature defined by the independent claims of interpreting data to access a resource
of the second computing device to perform a computing task including accessing the
resource is believed to be novel over the disclosure of documents D1 and D2. In detail, the
Examining Division has stated that the word “access” or “accessing” is interpreted as
sending a request to the second computing device to start using its resources. In particular,
sending a request to the second computing device to start using its resources appears to
differ from accessing resources to perform a computing task. To perform a computing task,
the resources are involved in the performing of the computing task, while sending a request
can be seen as different computing tasks. In detail, the first task would be the sending from
the first computing device, while the second task would be the receiving by the second
computing device. Thus, the feature of accessing a resource to perform a computing task
as defined by the present invention appears to refer to one computing task, which is
performed on one computer, accessing the resource of another computer. This differs from
sending and receiving a request from a first to a second computing device, since the task of
sending the request would be completed while the received request is computed by the
second device. Although the Examining Division states that ihe request is to start using the
second device's resources, this appears not to be a single computing task as defined by the
present invention, but rather seems to be the purpose of the request. The subject matter of
the independent claims is therefore considered to be novel over documents D1 and D2 for at |
least the above discussed features.

In addition, since the present invention appears to be novel over documents D1 and D2. the
Examining Division is kindly requested to reconsider the argumentations outlined in the last
letter of reply dated March 22 2006, beginning on page 2, third paragraph to page 4, third
paragraph. in particular, neither D1 nor D2 render obvious the accessing of a resource of
one computer by a different computer which is performing a task including accessing this
resource. In addition, neither of the prior art referenées suggest a first computing device
and a second computing device which are both associated with one identity. Thus, the first

and second computing devices are linked to each other by being associated with the
identity.

While document D1 relates to a load sharing system having a plurality of computers which
are operating in parallel, D2 relates to a computer system also including a plurality of
coemputers, i.e. terminals. Neither of thege documents is related to a system comprising at

26!



least two computing devices where each computing device is associated with the same
identity. Thus, the skilled person, confronted with the object of providing @ method and
system to discover and expose computing resources of various computing devices to one
another for cross-resource usage, seems to have a variety of measures at hand. However,
the combination of a system having a first device associated with an identity and a second
device associated with the identity, and the fact that the first device is performing a
computing task including accessing a resource of the second device to perform at least part
of the computing task, is not rendered obvious to the skilled person by either of documents
D1, D2 or a combination thereof. The subject matter of the new independent claims
therefore involves an inventive step.

T Eickelkamp(

Encls.:
Six new claim sets (main request and first to fifth auxiliary requests)
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Application No.: 03 009717.4 - 1244

Applicant: MICROSOFT CORPORATION .
Our Ref.: EP27314TE109

Date: January 15, 2007

MAIN REQUEST

A method in a computing environment for facilitating accessing the computing
resources of devices by other devices, the method comprising:

at a first computing device (202, 400, 500) associated with at least one identity,
discovering a second computing device (212, 402, 404, 502, 504) associated with
the at least one identity;

at the first device, obtaining data (209B) related to the second device, the data

including resource information of the second device formatted according to a
schema understood by the first device;

the first device interpreting the data to access a resource (Re:-Rsn) of the second
device; and

the first device performing a computing task including accessing the resource of the
second device to perform at least part of the computing task.
The method of claim 1 further comprising:

communicating (600) a request to use the resource from the first device to the
second device.

The method of claim 1 or 2 further comprising:

communicating identity information from the first device to the second device.

The method of claim 3 wherein the identity information corresponds to credentials
(207A, 2078B).

The method of claim 4 wherein the credentials are provided by an authentication
service (220).



10.

11,

-2-

A computer-readable medium having computer-executable instructions to perform
a method for facilitating accessing the computing resources of devices by other
devices, the method comprising:

at a first computing device (202, 400, 500) associated with at least one identity:

locating information (209A, 209B) about a resource (Rg:-Ren) of at least one other
device (212, 402, 404, 502, 504) that is available for use, the information located
based on an identity associated with the first computing device:

selecting a resource of a second device from the information, the second device
being associated with the at least one identity;

accessing the resource of the second device; and

performing a computing task including accessing the resource of the second device
to perform at least part of the computing task.

A system in a computing environment for facilitating accessing the computing
resources of devices by other devices, the system comprising:

a first computing device (212, 404, 504) associated with at least one identity, the
first device including a resource (Re1-Ren) and configured to provide access to the
resource by at least one other device (202, 400, 500) associated with the identity,
the first computing device providing information (209B) about the resource
according to a resource schema associated with the at ieast one identity;

a second device (202, 400, 500), the second device configured to request access
to the resource; and

the second device performing a computing task including accessing the resource
on the first device to perform at least part of the computing task.

The system of claim 7 wherein the resource comprises storage (141, 190, 716).

The system of claim 7 wherein the resource comprises bandwidth of a connection
(171, 173) from the first device to at least one other computing device.

The system of claim 7 wherein the resource comprises processing cycles of a
processor.

The system of claim 7 wherein the resource comprises an input method.

6%k



12.

13.

14.

15.

16.

17.

18.

19.

-3.
The system of claim 7 wherein the resource comprises an output method.

The system of one of claims 7 to 12 further comprising a third computing device
(402, 502) connected to the first computing device, wherein the second device
accesses the resource to perform an operation with the third computing device.

The system of claim 13 wherein the third computing device comprises a printer
(402), and wherein the resource corresponds to a printer driver (408) on the first
computing device.

The system of ciaim 13 wherein the third computing device comprises a server

(602), and wherein the first computing device acts as a proxy to the server for the
second computing device.

The system of claim 15 wherein the bandwidth from the second computing device

and the first computing device is greater than the bandwidth from the first
computing device to the third computing device.

A computer-readable medium for use in the method of one of claims 1 to 5, the
computer readable medium having stored thereon a resource information exchange
data structure being suitable for providing resource information (209A. 209B) of a

second device to a first computing device, the resource information exchange data
structure comprising:

a first field for identifying a type of resource;

a second field for identifying the second device that includes a resource (Ra1-Ra..
Rei-Ren) corresponding to the type of resource identified in the first field:

a set of at least one third field, each third field in the set corresponding to the

second field for identifying the resource information of the second device identified
by the first field.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to a storage resource type.

The computer-readable medium of claim 18 wherein the third field set includes
information corresponding to total size data of the storage resource.
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20.

21.

22.

23.

24,

25.

28.

27.

28.

29.

-4 -

The computer-readable medium of claim 18 or 19 wherein the third field set
includes information corresponding to free space data of the storage resource.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to bandwidth data.

The computer-readable medium of claim 17 wherein the first field corresponds to
processing power.

The computer-readable medium of claim 22 wherein the third field set includes
information corresponding to speed data of a processor.

The computer-readable medium of claim 22 or 23 wherein the third field set
includes information corresponding to usage data of a processor.

The computer-readable medium of one of claims 22 to 24 wherein the third field set
includes information corresponding to size data of a memory.

The computer-readable medium of claim 25 wherein the third field set includes
information corresponding to usage data of a memory.

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a personal computer (404).

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a disk drive (141, 151, 155).

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a telephone (400).

594
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Application No.: 03 009717.4 - 1244
Applicant: MICROSOFT CORPORATION
Our Ref.: EP27314TE109

Date: January 15, 2007

FIRST AUXILIARY REQUEST

A method in a computing environment for facilitating accessing the computing
resources of devices by other devices, the method comprising:

at a first computing device (202, 400, 500) associated with at least one identity,
discovering a second computing device (212, 402, 404, 502, 504) associated with
the at least one identity;

at the first device, obtaining data (209B) related to the second device , the data
including resource information of the second device formatted according to a
scnema understood by the first device:

the first device interpreting the data to access a resource (Rg:-Ren) of the second
device; and

the first device performing a computing task including accessing the resource of the
second device to perform at least part of the computing task;

wherein the at least one identity identifies a user of the first computing device and
the second computing device.

The method of claim 1 further comprising:

communicating (600) a request to use the resource from the first device to the
second device.

The method of claim 1 or 2 further comprising:

communicating identity information from the first device to the second device.

The method of claim 3 wherein the identity information corresponds to credentials
(207A, 207B).

The method of claim 4 wherein the credentials are provided by an authentication
service (220).

D
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-2-

A computer-readable medium having computer-executable instructions to perform
a method for facilitating accessing the computing resources of devices by other

devices, the method comprising:
at a first computing device (202, 400, 500) associated with &t least one identity:

focating information (209A, 209B) about a resource (Rg-Rg,) of at least one other
device (212, 402, 404, 502, 504) that is available for use, the information iocated
based on an identity associated with the first computing device;

selecting a resource of a second device from the information, the second device
being associated with the at least one identity;

accessing the resource of the second device; and

performing a computing task including accessing the resource of the second device
to perform at least part of the computing task;

wherein the identity identifies a user of the first computing device and the second
device.

A system in a computing environment for facilitating accessing the computing
resources of devices by other devices, the system comprising:

a first computing device (212, 404, 504) associated with at least one identity, the
first device including a resource (Re1-Ren) and configured to provide access to the
resource by at least one other device (202, 400, 500) associated with the identity,
the first computing device providing information (209B) about the resource
according to a resource schema associated with the at least one identity;

a second device (202, 400, 500), the second device configured to request access
to the resource; and

the second device performing a computing task including accessing the resource
on the first device to perform at least part of the computing task:

wherein the identity identifies a user of the first computing device and the second
device.

The system of claim 7 wherein the resource comprises storage (141, 190, 716).

The system of claim 7 wherein the resource comprises bandwidth of a connection
(171, 173) from the first device to at least one other computing device.
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12.

13.

15.

16.

17.
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The system of claim 7 wherein the resource comprises processing cycles of a
processor.

The system of claim 7 wherein the resource comprises an input method.
The system of claim 7 wherein the resource comprises an output method.

The system of one of claims 7 to 12 further comprising a third computing device
(402, 502) connected to the first computing device, wherein the second device
accesses the resource to perform an operation with the third computing device.

The system of claim 13 wherein the third computing device comprises a printer
(402), and wherein the resource corresponds to a printer driver (406) on the first
computing device.

The system of claim 13 wherein the third computing device comprises a server
(502), and wherein the first computing device acts as a proxy to the server for the
second computing device.

The system of claim 15 wherein the bandwidth from the second computing device
and the first computing device is greater than the bandwidth from the first
computing device to the third computing device.

A computer-readable medium for use in the method of one of claims 1 to 5, the
computer readable medium having stored thereon a resource information exchange
data structure being suitable for providing resource information (209A, 2098) of a

second device t0 a first computing device, the resource information exchange data
structure comprising:

a first field for identifying a type of resource;

a second field for identifying the second device that includes a resource (Rai-Ram,
Ras-Ren) corresponding to the type of resource identified in the first field;

a set of at least one third field, each third field in the set corresponding to the

second field for identifying the resource information of the second device identified
by the first field.

994
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18.

19.

20.

21.

22.

23.

24

25.

26.

27.

28.

29.

-4 -

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to a storage resource type.

The computer-readable medium of claim 18 wherein the third field set includes
information corresponding to total size data of the storage resource.

The computer-readable medium of claim 18 or 19 wherein the third field set
includes information corresponding to free space data of the storage resource.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to bandwidth data.

The computer-readable medium of claim 17 wherein the first field corresponds to
processing power.

The computer-readable medium of claim 22 wherein the third field set includes

information corresponding to speed data of a processor.

The computer-readable medium of claim 22 or 23 wherein the third field set
inciudes information corresponding to usage data of a processor.

The computer-readable medium of one of claims 22 to 24 wherein the third field set
includes information corresponding to size data of a memory.

The computer-readable medium of claim 25 wherein the third field set includes
information corresponding to usage data of a memory.

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a personal computer (404).

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a disk drive (141, 151, 155).

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a telephone (400).
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Application No.: 03 009 717.4 - 1244
Applicant: MICROSOFT CORPORATION
Our Ref.: EP27314TE109

Date: January 15, 2007

SECOND AUXILIARY REQUEST

1.

A method in a computing environment for facilitating accessing the computing
resources of devices by other devices, the method comprising:

at a first computing device (202, 400, 500) associated with at least one identity,
discovering a second computing device (212, 402, 404, 502, 504) associated with
the at least one identity;

at tne first device, obtaining data (209B) related to the second device, the data
including resource information of the second device formatied accorging to a
schema understood by the first device:

the first device interpreting the data to access a resource (Rgi-Ran) of the second
device, the resource being associated with the identity; and

the first device performing a computing task including accessing the resource of the
second device to perform at least part of the computing task;

wherein the identity identifies a user of the first computing device and the second
computing device.

The method of claim 1 further comprising:

communicating (600) a request to use the resource from the first device to the
second device.

The method of claim 1 or 2 further comprising:

communicating identity information from the first device to the second device.

The method of claim 3 wherein the identity information corresponds to credentials
(207A, 207B).

The method of claim 4 wherein the credentials are provided by an authentication
service (220).



-2.

A computer-readable medium having computer-executable instructions to perform
a method for facilitating accessing the computing resources of devices by other

devices, the method comprising:
at a first computing device (202, 400, 500) associated with at least one identity:

locating information (209A, 209B) about a resource (Rg:-Raa) Of at least one other
device (212, 402, 404, 502, 504) that is available for use, the information iocated
based on an identity associated with the first computing device,

selecting a resource of a second device associated with the at least one identity
from the information;

accessing the resource of the second device; and

performing a computing task including accessing the resource of the second device
to perform at least part of the computing task:

wherein the identity identifies a user of the first computing device and the second

device, and wherein the resource of the at least one other device is associated with
the identity.

A system in a computing environment for facilitating accessing the computing
resources of devices by other devices, the system comprising:

a first computing device (212, 404, 504) associated with at least one identity, the
first device including a resource (Res-Rea) and configured to provide access to the
resource by at least one other device (202, 400, 500) associated with the identity,
the first computing device providing information (209B) about the resource

according to a resource schema, the resource being associated with the at least
One identity:

@ second device (202, 400, 500), the second device configured to request access
to the resource; and

the second device performing a computing task including accessing the resource
on the first device to perform at least part of the computing task;

wherein the identity identifies a user of the first computing device and the second
device.

Tne system of claim 7 wherein the resource comprises storage (141, 180, 716).
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The system of claim 7 wherein the resource comprises bandwidth of a connection
(171, 173) from the first device to at least one other computing device.

The system of claim 7 wherein the resource comprises processing cycles of a

processor.
The system of claim 7 wherein the resource comprises an input method.
The system of claim 7 wherein the resource comprises an output method.

The system of one of claims 7 to 12 further comprising a third computing device
(402, 502) connected to the first computing device, wherein the second device
accesses the resource to perform an operation with the third computing device.

The system of claim 13 wherein the third computing device comprises a printer

(402), and wherein the resource corresponds to a printer driver (406) on the first
computing device.

The system of claim 13 wherein the third computing device comprises a server

(502), and wherein the first computing device acts as a proxy to the server for the
second computing device.

The system of claim 15 wherein the bandwidth from the second computing device
and the first computing device is greater than the bandwidth from the first
computing device to the third computing device.

A computer-readable medium for use in the method of one of claims 1 to 5, the
computer readable medium having stored thereon a resource information exchange
data structure being suitable for providing resource information (209A, 209B) of &

second device to a first computing device, the resource information exchange data
structure comprising:

a first field for identifying a type of resource:

a second field for identifying the second device that includes a resource (Ras-
Rei-Raa) corresponding to the type of resource identified in the first field;
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a set of at least one third field, each third field in the set corresponding to the
secand field for identifying the resource information of the second device identified
by the first field.

The computer-readable medium of claim 17 wherein the first field inciudes
information corresponding to a storage resource type.

The computer-readable medium of claim 18 wherein the third field set includes
information corresponding to total size data of the storage resource.

The computer-readable medium of ciaim 18 or 19 wherein the third field set
includes information corresponding to free space data of the storage resource.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to bandwidth data.

The computer-readable medium of claim 17 wherein the first field corresponds to
processing power.

The computer-readable medium of claim 22 wherein the third field set inciudes
information corresponding to speed data of a processor.

The computer-readable medium of claim 22 or 23 wherein the third field set
includes information corresponding to usage data of a processor.

The computer-readable medium of one of claims 22 to 24 wherein the third field set
includes information corresponding to size data of a memory.

The computer-readable medium of claim 25 wherein the third field set includes
information corresponding to usage data of a memory.

The computer-readable medium of one of claims 17 1o 26 wherein the second field
includes information identifying the device as a personal computer (404).

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a disk drive (141,151, 155).
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The computer-readable medium of one of ciaims 17 to 26 wherein the second field
includes information identifying the device as a telephone (400).
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Application No.: 03009717.4-1244
Applicant: MICROSOFT CORPORATION
Our Ref.: EP27314TE109

Date: January 15, 2007

THIRD AUXILIARY REQUEST

A method in a computing environment for facilitating accessing the computing
resources of devices by other devices, the method comprising:

at a first computing device (202, 400, 500) associated with at least one identity,
discovering a second computing device (212, 402, 404, 502, 504) associated with
the at least one identity;

at the first device, obtaining data (209B) related to the second device, the data
including resource information of the second device formatted according to a
schema understood by the first device:

the first device interpreting the data to access a resource (Re1-Rsa) of the second
device, the resource being associated with the identity; and

the first device performing a computing task including accessing the resource of the
second device to perform at least part of the computing task;

wherein the identity identifies a user of the first computing device and the second
computing device, and wherein the user's identification determines the extent to

which the resource may be accessed. -
The method of claim 1 further comprising:
communicating (600) a request to use the resource from the first device to the

second device.

The method of claim 1 or 2 further comprising:

communicating identity information from the first device to the second device.

The method of claim 3 wherein the identity information corresponds to credentials
(207A, 207B).

6o
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The method of claim 4 wherein the credentials are provided by an authentication

service (220).

A computer-readable medium having computer-executable instructions to perform
a method for facilitating accessing the computing resources of devices by other

devices, the method comprising:
at a first computing device (202, 400, 500) associated with at least one identity:

locating information (209A, 209B) about a resource (Rg;-Rg,) of at least one other
device (212, 402, 404, 502, 504) that is available for use, the information located
based on an identity associated with the first computing device;

selecting a resource of a second device associated with the at least one identity
from the information;

accessing the resource of the second device: and

performing a computing task including accessing the resource of the second device
to perform at least part of the computing task;

wherein the resource of the at least one other device is associated with the identity,
wherein the identity identifies a user of the first computing device and the second

device, and wherein the user's identification determines the extent to which the
resource may be accessed.

A system in a computing environment for facilitating accessing the computing
resources of devices by other devices, the system comprising:

a first computing device (212, 404, 504) associated with at least one identity, the
first device including a resource (Rei-Ren) ana configured to provide access to the
resource by at least one other device (202, 400, 500) associated with the identity,
the first computing device providing information (208B) about the resource

according to a resource schema, the resource being associated with the at least
one identity:

a second device (202, 400, 500), the second device configured to request access
to the resource; and

the second device performing a computing task including accessing the resource
on the first device to perform at least part of the computing task:
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wherein the identity identifies a user of the first computing device and the second
device, and wherein the user's identification determines the extent to which the

resource may be accessed.
The system of claim 7 wherein the resource comprises storage (141, 190, 716).

The system of claim 7 wherein the resource comprises bandwidth of a connection
{171, 173) from the first device to at least one other computing device.

The system of claim 7 wherein the resource comprises processing cycles of a
processor.

The system of claim 7 wherein the resource comprises an input method.
The system of claim 7 wherein the resource comprises an output method.

The system of one of claims 7 to 12 further comprising a third computing device
(402, 502) connected to the first computing device, wherein the second device
accesses the resource to perform an operation with the third computing device.

The system of claim 13 wherein the third computing device comprises a printer

(402), and wherein the resource corresponds to a printer driver (406) on the first
computing device.

The system of claim 13 wherein the third computing device comprises a server

(502), and wherein the first computing device acts as a proxy to the server for the
second computing device.

The system of claim 15 wherein the bandwidth from the second computing device

and the first computing device is greater than the bandwidth from the first
computing device to the third computing device.

A computer-readable medium for use in the method of one of claims 1 to 5. the
computer readable medium having stored thereon a resource information exchange
data structure being suitable for providing resource information (20SA, 2098B) of a

second device to a first computing device, the resource information exchange data
structure comprising: '
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a first field for identifying a type of resource,

a second field for identifying the second device that includes a resource (Ras-Ram,
Rsi-Ran) corresponding to the type of resource identified in the first field;

a set of at least one third field, each third field in the set corresponding to the
second field for identifying the resource information of the second device identified
by the first field.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to a storage resource type.

The computer-readable medium of claim 18 wherein the third field set includes
information corresponding to total size data of the storage resource.

The computer-readable medium of claim 18 or 19 wherein the third field set
includes information corresponding to free space data of the storage resource.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to bandwidth data.

The computer-readable medium of claim 17 wherein the first field corresponds to
processing power.

The computer-readable medium of claim 22 wherein the third field set includes
information corresponding to speed data of a processor.

The computer-readable medium of claim 22 or 23 wherein the third field set
includes information corresponding tc usage data of a processor.

The computer-readable medium of one of claims 22 to 24 wherein the third field set
includes information corresponding to size data of a memory.

The computer-readable medium of claim 25 wherein the third field set inciudes
information corresponding to usage data of a memory.

The computer-readable medium of one of claims 17 to 26 wherein the second fielg
includes information identifying the device as a personal computer (404).
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The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a disk drive (141, 151, 1585).

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a telephone (400).
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Application No.: 03 008717.4 - 1244

Applicant: MICROSOFT CORPORATION
Our Ref.: EP27314TE109
Date: January 15, 2007

FOURTH AUXILIARY REQUEST

1.

A method in a computing environment for facilitating accessing the computing
resources of devices by other devices, the method comprising:

at a first computing device (202, 400, 500) associated with at least one identity,
discovering a second computing device (212, 402, 404, 502, 504) associated with
the at least one identity:

at the first device, obtaining data (209B) related to the second device, the data
including resource information of the second device formatted according to a
schema understood by the first device;

the first device interpreting the data to access a resource (Rg;:-Rg,) of the second
device, the resource being associated with the identity; and

the first device performing a computing task including accessing the resource of the
second device to perform at feast part of the computing task;

wherein the identity identifies a user of the first computing device and the second
computing device, and wherein only the computing task performed by the first
computing device is authorized to access the resource of the second device.

The method of claim 1 further comprising:

communicating (600) a request to use the resource from the first device to the
second device.

The method of claim 1 or 2 further comprising:

communicating identity information from the first device to the second device.

The method of claim 3 wherein the identity information correspends to credentials
(207A, 207B).
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The method of claim 4 wherein the credentials are provided by an authentication

service (220).

A computer-readable medium having computer-executable instructions to perform
a method for facilitating accessing the computing resources of devices by other

devices, the method comprising:
at a first computing device (202, 400, 500) associated with at least one identity:

locating information (209A, 209B) about a resource (Rg;-Rga) Of at least one other
device (212, 402, 404, 502, 504) that is available for use, the information located
based on an identity associated with the first computing device;

selecting a resource of a second device associated with the at least one identity
from the information;

accessing the resource of the second device: and

performing a computing task inciuding accessing the resource of the second device
to perform at least part of the computing task;

wherein the resource of the at least one other device is associated with the identity,
wherein the identity identifies a user of the first computing device and the second
device, and wherein only the computing task performed by the first computing
device is authorized to access the resource of the second device.

A system in a computing environment for facilitating accessing the computing
resources of devices by other devices, the system comprising:

a first computing device (212, 404, 504) associated with at least one identity, the
first device including a resource (Re1-Rsn) and configured to provide access to the
resource by at least one other device (202, 400 500) associated with the identity,
the first computing device providing information (209B) about the resource

according to a resource schema, the resource being associated with the at least
one identity;

a second device (202, 400, 500), the second device configured to request access
to the resource: and

the second device performing a computing task including accessing the resource
on the first device to perform at least part of the computing task;
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wherein the identity identifies a user of the first computing device and the second
device, and wherein only the computing task performed by the first computing
device is authorized to access the resource of the second device.

The system of claim 7 wherein the resource comprises storage (141, 190, 716).

The system of claim 7 wherein the resource comprises bandwidth of a connection
(171, 173) from the first device to at least one other computing device.

The system of claim 7 wherein the resource comprises processing cycies of &
processor.

The system of claim 7 wherein the resource comprises an input method.
The system of claim 7 wherein the resource comprises an output method.

The system of one of claims 7 to 12 further comprising a third computing device
(402, 502) connected to the first computing device, wherein the second device
accesses the resource to perform an operation with the third computing device.

The system of ciaim 13 wherein the third computing device comprises a printer

(402), and wherein the resource corresponds to a printer driver (406) on the first
computing device.

The system of claim 13 wherein the third computing device comprises a server
(502), and wherein the first computing device acts as a proxy to the server for the
second computing device.

The system of claim 15 wherein the bandwidth from the second computing device

and the first computing device is greater than the bandwidth from the first
computing device to the third computing device.

A computer-readable medium for use in the method of one of claims 1 to 5, the
computer readable medium having stored thereon a resource information exchange
data structure being suitable for providing resource information (209A, 209B) of a

second device to a first computing device, the resource information exchange data
structure comprising:
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a first field for identifying a type of resource;

& second field for identifying the second device that includes a resource (Rai-Ram,
Res:-Raa) corresponding to the type of resource identified in the first field;

a set of at least one third field, each third field in the set corresponding to the
second field for identifying the resource information of the second device identified
by the first field.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to a storage resource type.

The computer-readable medium of claim 18 wherein the third field set includes
information corresponding to total size data of the storage resource.

The computer-readable medium of claim 18 or 19 wherein the third field set
includes information corresponding to free space data of the storage resource.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to bandwidth data.

The computer-readable medium of claim 17 wherein the first fieid correspends to
processing power.

The computer-readable medium of claim 22 wherein the third field set includes
information corresponding to speed data of a processor.

The computer-readable medium of claim 22 or 23 wherein the third field set
includes information corresponding to usage data of a processor.

The computer-readable medium of one of claims 22 to 24 wherein the third field set
includes information corresponding to size data of a memory.

The computer-readable medium of claim 25 wherein the third field set includes
information corresponding to usage data of a memory.

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a personal computer (404).
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The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a disk drive (141, 151, 155).

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a telephone (400).
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FIFTH AUXILIARY REQUEST

A method in a computing environment for facilitating accessing the computing
resources of devices by other devices, the methed comprising:

at a first computing device (202, 400, 500) associated with at least one identity,
discovering a second computing device (212, 402, 404, 502, 504) associated with
the at least one identity;

at the first device, obtaining data (209B) related to the second device, the data
including resource information of the second device formatted according to a
schema understood by the first device:

the first device interpreting the data to access a resource (Re1-Rga) of the second
device, the resource being associated with the identity; and

the first device performing a computing task including accessing the resource of the
second device to perform at least part of the computing task;

wherein the identity identifies a user of the first computing device and the second

computing device, and wherein the schema is resource-based listing multiple
devices for each resource.

The method of claim 1 further comprising:

communicating (600) a request to use the resource from the first device to the
second device.

The method of claim 1 or 2 further comprising:

communicating identity information from the first device to the second device.

The method of claim 3 wherein the identity information corresponds to credentials
(207A, 2078).



-2-

The method of claim 4 wherein the credentials are provided by an authentication
service (220).

A computer-readable medium having computer-executable instructions to perform
a method for facilitating accessing the computing resources of devices by other
devices, the method comprising:

at a first computing device (202, 400, 500) associated with at least one identity:

locating information (209A, 209B) about a resource (Re1-Re,) of at least one other
device (212, 402, 404, 502, 504) that is available for use, the information located
based on an identity associated with the first computing device;

selecting a resource of a second device associated with the at least one identity
from the information:

accessing the resource of the second device; and

performing a computing task including accessing the resource of the second device
to perform at least part of the computing task;

wherein the identity identifies a user of the first computing device and the second
device, wherein the resource of the at least one other device is associated with the

identity, and wherein the schema is resource-based listing multiple devices for each
resource.

A system in a computing environment for facilitating accessing the computing
resources of devices by other devices, the system comprising:

a first computing device (212, 404, 304) associated with at least one identity, the
first device including a resource (Re1-Rgn) and configured to provide access {o the
resource by at least one other device (202, 400, 500) associated with the identity,
the first computing device providing information (209B) about the resource

according o a resource schema, the resource being associated with the at least
one identity;

@ second device (202, 400, 500), the second device configured to request access
to the resource: and

the second device performing a computing task including accessing the resource
on the first device to perform at least part of the computing task:
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wherein the identity identifies a user of the first computing device and the second
device, and wherein the schema is resource-based listing multiple devices for each

resource.
The system of claim 7 wherein the resource comprises storage (141, 190, 716).

The system of claim 7 wherein the resource comprises bandwidth of 2 connection
(171, 173) from the first device to at least one other computing device.

The system of claim 7 wherein the resource comprises processing cycles of a
processor.

The system of claim 7 wherein the resource comprises an input method.
The system of claim 7 wherein the resource comprises an output method.

The system of one of claims 7 to 12 further comprising a third computing device
(402, 502) connected to the first computing device, wherein the second device
accesses the resource to perform an operation with the third computing device.

The system of claim 13 wherein the third cbmputing device comprises a printer

(402), and wherein the resource corresponds to a printer driver (406) on the first
computing device.

The system of claim 13 wherein the third computing device comprises a server

(602), and wherein the first computing device acts as a proxy to the server for the
second computing device.

The system of claim 15 wherein the bandwidth from the second computing device

and the first computing device is greater than the bandwidth from the first
computing device to the third computing device.

A computer-readable medium for use in the method of one of claims 1 to 5, the
computer readable medium having stored thereon a resource information exchange
data structure being suitable for providing resource information (209A, 209B) of a

second device to a first computing device, the resource information exchange data
structure comprising:
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a first field for identifying a type of resource;

a second field for identifying the second device that includes a resource {(Ray-Ram,
Rei-Ran) corresponding to the type of resource identified in the first field;

a set of at least one third field, each third field in the set corresponding to the
second field for identifying the resource information of the second device identified
by the first field.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to a storage resource type.

The computer-readable medium of claim 18 wherein the third fieid set includes
information corresponding to total size data of the storage resource.

The computer-readable medium of claim 18 or 19 wherein the third field set
includes information corresponding to free space data of the storage resource.

The computer-readable medium of ciaim 17 wherein the first field inciudes
information corresponding to bandwidth data.

The computer-readable medium of claim 17 wherein the first field corresponds to
processing power.

The computer-readable medium of claim 22 wherein the third field set includes
information corresponding to Speed data of a processor.

The computer-readable medium of claim 22 or 23 wherein the third field set
includes information corresponding to usage data of a processor.

The computer-readable medium of one of claims 22 to 24 wherein the third field set
includes information corresponding to size data of a memory.

The computer-readable medium of claim 25 wherein the third field set includes
information corresponding to usage data of a memory.

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a personal computer (404).
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The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a disk drive (141, 151, 185).

The computer-readable medium of one of claims 17 to 26 wherein the second field
includes information identifying the device as a telephone (400).
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The examination is being carried out on the following application documents:

Description, Pages

1-3, 5-19, 21-386, 38,
39

4.4Db. 20, 37, 40

4a

Claims, Numbers

1-29

Drawings, Sheets

17717

as originally filed

received on 10.01.2005 with letter of 05.01.2005
received on 22.03.2006 with letter of 22.03.2006
received on 22.03.2006  with letter of 22.03.2006

as originally filed

1 The applicant is summoned to attend the oral proceedings on the 15.02.2007 at
10.00h. The following observations are intended to assist the applicant in preparing

the forthcoming Oral Proceedings and shall not be binding for the Examining Division
(see Guidelines, E-I1i-6).

The issues to be discussed during the oral proceedings mainly being the folidwing:

Article 54(1) and (2) EPC with regard to the independent claims 1, 6 and 7 in
respect of document D1, and also in respect of document D2; and Atticle 56
EPC with regard to the independent claim 17 in respect of document D1.
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The applicant, with his letter of 22 March 2006, has not provided arguments that
could convince the Examining Division on the patentability of the subject-matter of the
application. The present independent claims 1, 6, 7 and 17 remain unamended as 10
their substance and therefore, the objections of the previous communication by the
examiner on 07.09.2005 are maintained. In addition, the following is noted by the
examiner:

The mentioned claims have been amended with the feature ".. for facilitating
accessing the computing resources of devices by other devices ", also the
expression "computing task including using the resource” has been replaced by
‘computing task including accessing the resource”. It is clear from document D1
(=1JS-A-5898870) (abstract), as well as from D2 (=US-A-6078955 ) or D3 (=
US5640569), that the client computers select a remote computer for executing a work

and consequently access the resources of a remote computer for such execution of a
work.

The word “access" or ‘accessing" is interpreted by the Examiner as sending &

request to the second computing device to start using its resources. This is also
disclosed in D1 (column 3, lines 46-50).

The applicant mentions in his letter that the application discloses the interpretation of
resource information data by the first computing device to access a resource of

another computer. According to the applicant, D1 only teaches the selection of the
optimum system for a particular job.

The Examining Division disagrees with the view of the applicant, as from D1 (column
3, lines 25-50) the first computing device obtains information about resources of other
computers ("resource utilization-state management table”) and compares this
information with data related to the job that needs to be executed. It is, therefore,
implicit from D1 that the resource information is interpreted by the first computing
device prior to accessing such resource.

According to the letter of the applicant, the feature of "the first device performing a
computing task including accessing the resource of the second device to perform at

0T 2906 €1.61CSX

AL



2.4

ZPC Form 2306 C1 §

Bescheid/Protokoll (Anlage) Communication/Minutes (Annex) Notification/Procés-verbal {Annexe)

i Armeice-Nr: N
Calm . Biatt i N,
Date 18.10.2004 Sheet 3 y 0 U Y 17,4

Date Fedille

least part of the computing task" is not disclosed in the prior art documents. The
applicant considers that in D1 the first computing device does not perform any
computing task, the whole computing task is performed in the second computing
device.

The Examining Division agrees with the applicant's interpretation of D1: D1 does not
explicitly disclose the execution of part of the computing task in the first computing
device, but the whole computing task is executed in the second computing device.

However, the Examining Division considers that the current wording of the claim “at
least part of the computing task” also comprises the particular case in which the
whole computing task is executed in the second computing device. This particular
case corresponds to one of the embodiments in the current application, description,
page 30. second paragraph, where a mobile device accesses printing resources.
shows the case of execution of the whole computing task in the second computing
device. Document D1 discloses this particular case of execution of the whole

computing task in the second computing device, and therefore anticipates the feature
in question.

The applicant is informed that even if the claim were amended in a way that part of
the computing task is performed in the first computing device and another part is
performed in the second computing device, the subject-matter of such a claim would
not be inventive over the disclosure of D1. For example one of the commonly known
cases is that the execution of a computing task in a remote second computing device
involves returning a result of such execution to the first computing device, and that
such result would be further processed by the first computing device, for example in
order to display the result (see for example D2, claims 4-6. The execution of a
computing task in a second computing device implies the modification of a file in the
first computing device, which is considered part of the computing task that is
executed in the first computing device).

According to the letter of the applicant, the invention of the application differs from
the disclosure of D1 in that the first computing device receives and interprets
resource information data from a second computing device and afterwards accesses

108X
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a resource of the second computing device.

The Examining Division agrees that in D1 the information about the second
computing device is not obtained from the second computing device but from a
central computing device.

However, claim 1 of the application does only specify that the first computing device
obtains the resource information data, without specifying whether it is received from

the second computing device. Moreover, one of the embodiments of the current
/

2.5

application, page 22, last paragraph, discloses that the resource information data is
centralized in a device that can be accessed by the first computer device. This
corresponds to the disclosure of D1.

The applicant is informed that even if the independent claims were amended to
present the embodiment in which the first computing device receives the resource
information from the second computing device, it would be considered an

implementation-related design option that would be obvious for the skilled person in
the field of data networking.

The applicant in his letter mentions that the documents D1, D2 or D3 would not be
available to the skilled person in order to solve an objective problem indicated by the
applicant. It is the opinion of the Examining Division that this is not a relevant
argument for the assessment of claims 1, 6 and 7, as these independent claims are
considered as not novel over the disclosure of such documents.

Furthermore, for the assessment of claim 17, the Examining Division is of the opinion
that the above mentioned documents belong to the same technical domain of the
application, namely, the use of computers resources in a distributed architecture, and
as from the previous communication from the examiner, disclose the same technicai
problem and solve it in the same way.

It is furthermore noted that, in addition to the objection of the previous communication
by the examiner on 07.09.2005, point 2.1, regarding the lack of novelty of clairn 1
over the disclosure of D1, the wording of the independent claim 1 is at present such

EP0 Form 2508 01.9158X
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that its scope even covers well known scenarios for the skilled person in data
networking. such as the remote access and execution of files. In this scenario a user
is able to retrieve information about resources (files, programs) stored in other
computers, and according to this information (which can be the identifier of a file or
program, size in mer.nory, availability, etc) the user can decide to access these
resource (execution of a file, visualization of an image. playing of a song, etc). This
embodiment is also disclosed in the description of the application, page 36.

The Examining Division is of the opinion that such embodiment comprised within the
scope of the independent claims is commonly known in the art, and in particular is
known from D2 (see abstract); consequently, claim 1 of the application is not
allowable, Article 52(1) EPC, due to lack of novelty, Article 54(1) and (2) EPC, also
for this reason.

3 The dependent claims do not introduce any feature, which in combination with the
subject-matter of the independent claims would render the application allowable

under Article 52(1) EPC (the applicant is referred to the first communication ba the
examiner on 30.08.2004).

4 The attention of the applicant is also drawn to the fact that the iast date for written
submissions and/or amendments (which must comply with Article 123(2) ERPC and

Rule 35 EPC) is 26.5.2006 and also to the provisions of Rule 71(2) EPC and Rule
71(a) EPC.

5 If the applicant should decide to renounce to the Oral Proceedings, the applicant is
kindly asked to inform the EPO at the earliest possible.

-
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New claims 1 to 29 to replace all claims presently on file; and
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The number of independent claims has been reduced by converting previous independent
claim 17 to a dependent claim. The last feature of the remaining independent claims 1, 6
and 7 has been amended by replacing the expression “including using the resource” by the
phrase “including accessing the resource”. This amendment finds support, for example, in
claim B, defining the step of accessing the resource, and is further supported by the
description at various places. For instance, on page 36, lines 17 to 24, an implementation is
described which includes an application program and various distributed resources and in
addition, on page 37, fines 5 to 7, it is described that the resources on different computer
systems are accessed to essentially form a single functioning system. The preamble of the
independent claims 1, 6 and 7 has been supplemented with a feature emphasizing the
accessing of the resources.

The description has been amended by revising the object of the invention.

Discussing now the prior art objections raised in section 2 of the Official Communication, the

Examining Division is kindly requested to consider the following, in particular in view of the
new independent claims.

In detail, document D1 relates to a paraliel computer system including a computer group
containing a piurality of computers, and an operation management mechanism. D1 further
describes a method for controlling load sharing in the paralle! computer system. On the
other hand, the subject matter of the new independent claims 1, 6 and 7 is directed to &
system and method for facilitating accessing resources of devices by other devices. In other
words, while document D1 describes a system where a requested job is executed by a
selected optimum system (see in particular D1, column 9, lines 13 to 17), the present

invention appears to describe a system where a device performs a computing task by
including the resource of a different device.

Thus, the subject matter of new independent claims 1, 6 and 7 differs from the disclosure of
document D1 at least in that a first computing device interprets data received from a2 second
computing device to access a resource of the second computing device, and further in that
the first device performs a computing task including accessing this résource.

(28



\s

When starting from the background of the invention, the object of the invention is tc provide
a method and system to discover and expose computing resources of various computing
devices to one another for cross-resource usage (see present application, page 4. fines 1 to
3).

The skilled person, confronted with the above objective technical problem, would primarily
look for a solution to the problem in the field of common computing devices, or maybe in the
field of distributed computing.

Since document D1 relates to a load sharing system which includes a piurality of somewhat
similar computers which are operating in parallel, and which are connected to a high-speed
connection mechanism serving as an operation manager between the paraliel computers, it
does not appear naturally to the skilled person to adapt a ioad sharing system including a
Plurality of parailet computing systems for a possible solution to the above mentioned
problem. However, even if assuming that the skilled person would consider the teaching of
document D1 as relevant, the skilled person finds the following load sharing control method.
Firstly, resource utilization target values by work for the plurality of parallel computers are
set. Further, resource utilization states by work are collected for the plurality of paralte!
computers, and the operation management mechanism is thereby informed of the resource
utilization states. Finally, a computer is selected to execute a newly requested work process
from the plurality of paraliel computers on the basis of the differences between resource
utilization target parameter values by work and current values of a parameter indicating the
reported resource utilization states by work. The newly requested work process is executed
in the selected computer (see document D1, column 3, lines 1 to 14). Thus, the skilied
person taking into account the teaching of document D1 would employ a centralized system,

such as a server, to store information regarding the resource utilization of the plurality of
computers.

Further, based on the collected information stored on the central server, one of the
computing devices would be selected to execute a requested work process. In particular,
D1 teaches in column 9, lines 13 to 17 to select the optimum system for executing a
requested job which can be either the own computer system or another computer system.

129
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Although D1 seems to suggest a finer granularity of the type of job to be executed, each job
or type of job is performed by the optimum system (see column 6, lines 59 to 65).

In other words, D1 teaches to select one computer out of a plurality of paraliel computers to
execute a job, whereby the selected computer provides the optimum resources for that job.
In addition, a resource utilization state management table is employed to store utilization
ratios for certain resources for the determination of the optimum system.

However, this is not what is taught by the present invention. In particular, the present
invention defines a method and system where one computing device can obtain data related
to another computing device, and further may interpret the data to access a resource. While
D1 only suggests to select the optimum system for a particular job, in the present application
a computing device can interpret data exchanged with another computing device to access
a resource of the other computing device. Moreover, the first computing device performs a
computing task including accessing the resource of the second device to perform at least
part of the task. Thus, D1 does not suggest the accessing of a resource of one computer by
a different computer which is performing a task including and accessing this resource.
Therefore, the subject matter of independent claims 1, 6 and 7 involves an inventive step.

As the application therefore now appears to be in good condition for grant of a patent, the
Examining Division is respectfully requested to issue a Communication according to Rule
51(4) EPC as the next step of the proceedings.

Encl.
New claims 1 to 29
New description page 4a
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Date: March 22, 2006

CLAIMS

1. A method in a computing environment for facilitating accessing the computing
resources of devices by other devices, the method comprising:

at a first computing device (202, 400, 500), discovering a second computing
device (212, 402, 404, 502, 504):

at the first device, obtaining data (209B) related to the second device, the data
including resource information of the second device formatted according to a

schema understood by the first device:

the first device interpreting the data to access a resource (Re1-Ran) of the
second device; and

the first device performing a computing task including accessing the resource of
the second device to perform at least part of the computing task.

2. The method of claim 1 further comprising:

communicating (600) a request to use the resource from the first device to the
second device.

3. The method of claim 1 or 2 further comprising:

communicating identity information from the first device to the second device.

4. The method of claim 3 wherein the identity information corresponds to
credentials (207A, 207B).

25



The method of claim 4 wherein the credentials are provided by an

authentication service (220).

A computer-readable medium having computer-executable instructions to
perform a method for facilitating accessing the computing resources of devices
by other devices, the method comprising:

at a first computing device (202, 400, 500):

locating information (209A, 209B) about a resource (Rgy-Rg,) of at least
one other device (212, 402, 404, 502, 504) that is available for use, the
information located based on an identity associated with the first
computing device;

selecting a resource of a second device from the information;
accessing the resource of the second device: and

performing a computing task including accessing the resource of the
second device to perform at least part of the computing task.

A system in a computing environment for facilitating accessing the computing
resources of devices by other devices, the system comprising:

a first computing device (212, 404, 504) associated with at least one identity,
the first device including a resource (Re1-Ran) and configured to provide access
to the resource by at least one other device (202, 400, 500) associated with the
identity, the first computing device providing information (209B) about the

resource according to a resource schema associated with the at least one
identity;

a second device (202, 400, 500), the second device configured to request
access to the resource; and

432
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13.

14.

15.

16.

-3-

the second device performing a computing task including accessing the
resource on the first device to perform at least part of the computing task.

The system of claim 7 wherein the resource comprises storage (141, 190, 7186).

The system of claim 7 wherein the resource comprises bandwidth of a
connection (171, 173) from the first device to at least one other computing

device.

The system of claim 7 wherein the resource comprises processing cycles of a
processor.

The system of claim 7 wherein the resource comprises an input method.
The system of claim 7 wherein the resource comprises an output method.

The system of one of claims 7 to 12 further comprising a third computing device
(402, 502) connected to the first computing device, wherein the second device
accesses the resource to perform an operation with the third computing device.

The system of claim 13 wherein the third computing device comprises a printer

(402), and wherein the resource corresponds to a printer driver (406) on the first
computing device.

The system of claim 13 wherein the third computing device comprises a server

(502), and wherein the first computing device acts as a proxy to the server for
the second computing device.

The system of claim 15 wherein the bandwidth from the second computing
device and the first computing device is greater than the bandwidth from the
first computing device to the third computing device.

A computer-readable medium for use in the method of one of claims 1 to 5, the

computer readable medium having stored thereon a resource information

ols
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19.

20.

21.

22.

23.

24,

-4 -

exchange data structure being suitable for providing resource information
(208A, 209B) of a second device to a first computing device, the resource

information exchange data structure comprising:
a first field for identifying a type of resource;

a second field for identifying the second device that includes a resource (Ras-
Ram. Rg1-Ran) corresponding to the type of resource identified in the first field:

a set of at least one third field, each third field in the set corresponding to the
second field for identifying the resource information of the second device
identified by the first field.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to a storage resource type.

The computer-readable medium of claim 18 wherein the third field set includes
information corresponding to total size data of the storage resource.

The computer-readable medium of claim 18 or 19 wherein the third field set

includes information corresponding to free space data of the storage resource.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to bandwidth data.

The computer-readable medium of claim 17 wherein the wherein the first field
corresponds to processing power.

The computer-readable medium of claim 22 wherein the third field set includes
information corresponding to speed data of a processor.

The computer-readable medium of claim 22 or 23 wherein the third field set
includes information corresponding to usage data of a processor.

634
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26.

27.

28.

29.

-5.-

The computer-readabie medium of one of claims 22 to 24 wherein the third fieid

set includes information corresponding to size data of a memory.

The computer-readable medium of claim 25 wherein the third field set includes

information corresponding to usage data of a memory.

The computer-readable medium of one of claims 17 to 26 wherein the second
field includes information identifying the device as a personal computer (404).

The computer-readable medium of one of claims 17 to 26 wherein the second
field includes information identifying the device as a disk drive (141, 151, 155).

The computer-readable medium of one of claims 17 to 26 wherein the second
field includes information identifying the device as a telephone (400).

(35
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US-A-5 898 870 describes load sharing in a parallel computer system having a computer group
constituted by a plurality of computers, and an operation management mechanism which is a
computer for managing the operation of the computer group. Firstly, resource utihization target
values by work are set,in advance in the operation management mechanism, and subsequently the
respective computers of the computer group inform the operation management mechanism of
collected resource utilization states by work. In response to a request by a computer to newly start
a work process, the resource utilization target value of the work process is compared with the
resource utilization state thereof on a resource utilization state management table which 1s
prepared 1n the initialization of the system at the operation management mechanism. Further, one
of the computers is selected from the plurality of computers constituting the computer group on

the basis of the result of the comparison as the optimum system and is prompted to execute the

work process .

US-A-6 078 955 describes a method of controlling a computer system including a plurality of
computers interconnected by a network and used by a plurality of users. The computer sysiem
includes at least a server, an administration serQer and a plurality of terminals. The administration
server is responsible for managing all the computer resources and ail the jobs performed on the
computers as well as the entire user information in the computer system. The administration
server collects and manages information in a system resource management table Further, when a
user logs in to the system at a terminal, the log-in information and the terminal information used
for the log-in are sent to the administration server. After a processmg request 1s sert from a
terminal to the administration server, a server or terminal judged to be capable of handling a given
process most efficiently is determined from the prevailing processing load of the servers in the
network and the property and the location of the file and the program used for the intended
process, and the place of execution of the process is notified to the particular terminal. The

terminal then requests a computer corresponding with the notification to execute the process.

SUMMARY OF THE INVENTION

It 1s the object of the invention to provide a method and system to discover and eXpose computing

resources of various computing devices to one another for Cross-resource usage.
This object is solved by the invention as claimed in the independent claims

Preferred embodiments are defined by the dependent claims.
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Examination procedure
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by 2 months
to atotalof 6 months

from the date of notification of the above-mentioned communication.

Please note: To the extent that your request exceeded the above extension, your request has
been refused.

Note:

The granting of extensions to time fimits is governed by the implementing Regulations to the EPG
and the Guidelines for Examination in the EPO, part E-VilI, 1.86.

If no reply to the communication is received in due time, the European patent application
will be deemed to be withdrawn (Article 96(3) EPC).
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ATUM / DATE

Januaryf , 200

In response to the Official Communication dated September 12. 2005:

We herewith respectfully request to extend the term for replying the outstanding Official

Communication by two months.

We have just received instructions from the applicant for a response to the pending Official

Communication. However. after carefully studying said instructions, we discovered some

portions which require clarification. Consequently, further correspondence with the applicant

is necessary.

(Eim
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GERMANY
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Communication pursuant to Article 96(2) EPC
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application has revealed that it does not meet the requirements
he reasens enclosed herewith. If the deficiencies indicated are

not rectified the application may be refused pursuant to Article 97(1) EPC.

You are invited to file your observations an
correct the indicated deficiencies within a period

d insofar as the deficiencies are such as to be rectifiable, to

of 4 months

from the notification of this communic
and 83(2} and (4) EPC.

One set of amendments to the descri
Separate sheets (Rule 36(1) EPC).
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Notification/Procés-verbal (Annexe)

Bescheid/Protokoll (Anlage) Communication/Minutes {Annex)

1=

wn

é , i Biatt Anmeice-Nr.: AU a4
) 82:;‘ 12.09.2C007 Sheet Aocicaron No.. .3 oCe TiT7.L .

Date Feuille Dertance rn®

The examination is being carried out on the following application documents:

Description, Pages

1-3.5-19, 21-36, 38, as originally filed
39

4. 4a, 4b, 20, 37,40 received on 10.01.2005 with letter of 05.01.2005

Claims, Numbers

1-29 received on 10.01.2005 with letter of 05.01.2005

Drawings, Sheets

1/7-717 as originaliy filed

1 The following documents are referred to in this communication; the numbering will be
adhered to in the rest of the procedure:

Di: US-A-5898 870 (IWAKURA YOSHIYUK! ET AL) 27 Aprit 1999
D2: US-A-6 078 955 (KONNO CHISATO ET AL) 20 June 2000

2 The amendments and arguments filed with the letter of 05 January 2004 have been

considered. However, they fail to place the application in a condition for the grant of
the patent.

2.1 Document D1, considered the closest prior art, discloses in terms of claim 1, in a

£RC Fo:m 23906 01.93C8X

2
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Caie

Communication/Minutes (Arnex) Notification/Procés-verbat (Annexe!

Dawum Ban Armede-NT. - - _—
12.09.2005 Sheet 2 Acgicarer Na. 03 D09 T3
Feulle Dermance mo

computing environment (abstract), a method comprising:

at a first computing device, discovering a second computing device {columin 3,
lines 25-46);

at the first device, obtaining data related to the second device, the data
including resource information of the second device formatted according to a
schema understood by the first device (column 3, lines 25-46); and

the first device interpreting the data to access a resource of the second device
(column 3, lines 35-50;

the first device performing a computing task including using the resource of the
second device to perform at least part of the task (column 2, lines 17-25;
column 6, lines 56-65; column 9, lines 18-25. A computer can include a list of

"works" or processes and only send a part of them for execution to another
computer).

Consequently, the subject-matter of claim 1 is not new in the sense of Article 54(1)
and (2) EPC, and claim 1 is therefore not aliowable under Article 52(1) EPC.

2.2 Claim 7 is a representation of ciaim 1 in terms of system, and consequently, it is also
not allowable due to lack of novelty in the sense of Article 54(1) and (2) EPC.

2.3 Document D2 discloses, in terms of claim 17, a computer-readable medium having
stored thereon a resource information exchange data structure (column 4, lines 52-

57; column 5, lines 62-63; figure 5). the resource information exchange data
structure:

EPO Ferr 2326 C1.$1C8%

a first field for identifying a type of resource (column 6, lines 9-14; figure 5. First
column in table 502);

a second field for identifying the second device that includes a resource
cerresponding to the type of resource identified in the first field (column 6, lines
-5 and figure 5. Fist column in table 500);

a set of at least one third field, each third field in the set corresponding to the
second field for identifying information of the secord device identified by the first
field (column 6, lines 17-26: figure 5: Table 505).

315
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Bescheld/Protokolt (Anlage) Communication/Minutes (Annex) Notification/Procés-verbal (Annexe)

0 Dawm " Biatt
)) Date 12.09.2C¢C5 Sheet 3

Date Feulie

The only difference between the subject-matter of claim 17 and the disclosure of
document D2 is: '

. the table being suitable for providing resource information of a second device to
a first computing device.

The technical problem associated with the only difference is how 1o provide with the
required information to a device so that it can take decisions about the place of
execution of processes in a distributed system architecture. This technical problem is
well known in the field of distributed architectures and has already been solved in the
same way, see for example document D1 (column 3, lines 15-50. The "resource
utilization-state management table" provides information to the first device about the
second device and using such information the first device decides where to execute
the processes).

Consequently, claim 17 does not involve an inventive step in the sense of Article 56
EPC, and is therefore not allowable under Article 52(1) EPC.

2.4 The dependent claims also do not meet the requirements of Article 52(1) EPC (the
applicant is referred to the first communication).

(V]

ltis not at present apparent which part of the application could serve as a basis for a

new. allowable claim. Refusal of the application under Article 97(1) EFC is therefore
to be expected.

4 The Request for Oral Proceedings has been noted. Should the applicant not
overcome the raised objections, then summons for Oral Proceedings would probably
be the next step in the Examination procedure.

E8C Foim 2306 £1.9108X
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In response to the Official Communication dated September 2, 2004

Submitted herewith are:

new claims 1 to 29 to replace all ciaims presently on file; and

SATENTANWALTE
EURCPEAN PATENT ATTCSNDYS
3ZRUN

PROF 32 MANFPED 3GNING
CR.PATACK EFC 1§ AT,
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02 MARTIN 302V 4N
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189¢;

DATLNY DATF

05.01.2005

new description pages 4, 4a, 4b, 20, 37 and 40 to replace pages 4, 20, 37 and 40 presently

on file.

New claim 1 is based on previous claims 1 and 7. New claims 2 to 5 correspond to previous
claims 2 to 5 respectively. New claim 6 is based on previous claims 6 and 7. New claim 7 is
based on previous claim 7. New claims 8 to 16 correspond to previous claims 8 to 16
respectively. New claim 17 is based on previous claim 17 and description page 22, lines 8 to
10. New claims 18 to 29 carrespond to previous claims 18 to 29 respectively.

The claims have been clarified and have been supplemented with reference signs.
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The description has been supplemented with an indication of the prior art and has been
adapted to the claims. Further, statements on pages 20, 37 and 40 have been cancelled to
overcome the objections made in sections 5.1 and 5.2 of the Official Communication.

The clarity objections raised in section 4 of the Official Communication are believed to be
overcome. In detail, the term “first” in independent claim 7 and its dependent claims has
been deleted, and the claim reference of dependent claims 14 and 15 has been changed
from claim 7 to cl\aim 13.

Turning now to the novelty objections made in section 2 of the Official Communication, it is
respectfully disagreed.

In detail, document D1 relates to ioad sharing in a paraliel computer system having a
computer group constituted by a plurality of computers, and an operation management
mechanism which is a computer for managing the operation of the computer group (coiumn
2, lines 61 to 65). Firstly, resource utilization target values by work are set in advance in the
operation management mechanism, and subsequently the respective computers of the
computer group inform the operation management mechanism of collected resource
utilization states by work. In response to a request by a computer to newly start a work
process, the resource utilization target value of the work process is compared with the
resource utilization state thereof on a resource utilization state management table which is
prepared in the initialization of the system at the operation management mechanism.
Further, one of the computers is selected from the plurality of computers constituting the
computer group on the basis of the result of the comparison as the optimum system and is

prompted to execute the work process (see column 3, lines 34 to 46 and column 9, lines 3
and 4).

Document D2 relates to a method of controlling a computer system including a plurality of
computers interconnected by a network and used by a plurality of users. The computer
system includes at least a server, an administration server and a plurality of terminals. The
administration server is responsible for managing all the computer resources and all the jobs
performed on the computers as well as the entire user information in the computer system
(column 4, lines 22 to 31). The administration server collects and manages information in a
system resource management table. Further, when a user logs in to the system at a
terminal, the log-in information and the terminal information used for the log-in are sent to

>



the administration server (column 6, lines 60 to 63). After a processing request is sent from
a terminal to the administration server, a server or terminal judged to be capable of handling
a given process most efficiently is determined from the prevailing processing load of the
servers in the network and the property and the location of the file and the program used for
the intended process, and the place of execution of the process is notified to the particular
terminal. The terminal then requests a computer corresponding with the notification to
execute the process (column 4, lines 32 to 45). ‘

It is respectfully submitted that the subject matter of new claims 1, 6 and 7 differs from the
disclosure of D1 and D2 at least in that a computing device is described which performs a
computing task including a resource of another device to perform at least part of the task.
Thus, the subject matter of claims 1, 6 and 7 is novel in view of documents D1 and D2.

Referring to new claim 17, it is respectfully submitted that the described data structure for
exchanging resource information is not disclosed ir; document D1 or D2. Those documents
describe resource management tables. In particular, D2 discloses several tables which
together form a system resource management table for collecting and managing information
regarding the system’s resources. This table structure differs from a formatted message
including resource information which can be sent to a device as described in the present
application. Thus, the subject matter of claim 17 is novel over documents D1 and D2.

Discussing the inventive step of the independent claims and starting from document D1, the
object of the invention is a better performance of computing tasks in a computing

environment containing various computing devices (see also description page 3, line 23 to
page 4, line 3).

The skilled person trying to solve the object of the invention is taught by document D1 to use
a parallel computer system having a computer group constituted by a plurality of computers
and one operation management mechanism which is a computer for managing the operation
of the computer group. The operation management mechanism compares resource
utilization target values with the resource utiizatior: states of the computers constituting the
computer group to select one of the computers to execute a newly-requested work process.

The compared values could be for example the CPU utilization ratio or the state of the free
main storage.



Assuming that the skilled person takes the disclosure of document D2 into account, the
skilled person might add terminal computers to the parallel computer system for users to log
into the system. D2 also suggests comparing the CPU processing performance, the memory

capacity and additionally the file capacity to determine the place of execution of a requested
process (see D2, coiumn 9, lines 20, 21, 41 and 42).

in conclusion, both documents teach the skilled person to select one out of the plurality of
computers to perform a requested task. This is not what is taught by the present application
defining a system where a computing task is pen‘oArmed on a device including using a
resource of another device to perform at least part of the task. Thus, it is not rendered
obvious by document D1, D2 or a combination thereof to perform a computing task in the

manner as claimed. it is respectfully submitted therefore that the subject matter of the
independent claims involves an inventive step.

As the application therefore now appears to be in good condition for grant of a patent, the
Examining Division is respectfully requested to issue a Communication according to Rule

51(4) EPC as the next step of the proceedings. As a matter of precaution only, oral
proceedings are requested.

0
A

(Eickelkamp)

Encls. New claims 1 to 29
New description pages 4, 4a, 4b, 20, 37 and 40

L4k
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US-A-5 898 870 describes load sharing in a parallel computer system having a computer group
constituted by a plurality of computers, and an operation management mechanism which is a
computer for managing the operation of the computer group. Firstly, resource utilization target
values by work are set in advance in the operation management mechanism, and subsequently the
respective computers of the computer group inform the operation management mechanism of
collected resource utilization states by work. In response to a request by a computer to newly start

a work process, the resource utilization target value of the work process is compared with the

resource utilization state thereof on a resource utilization state management table which is’

prepared in the initialization of the system at the operation management mechanism. Further, one
of the computers is selected from the plurality of computers constituting the computer group on

the basis of the result of the comparison as the optimum system and is prompted to execute the

work process .

US-A-6 078 955 describes a method of controlling a computer system including a plurality of

computers interconnected by a network and used by a plurality of users. The computer system
includes at least a server, an administration server and a plurality of terminals. The administration
server Is responsible for managing all the computer resources and all the jobs performed on the
computers as well as the entire user information in the computer system. The administration
server collects and manages information in a system resource management table. Further, when a
user logs in to the system at a terminal, the log-1n information and the terminal information useg
for the log-in are sent to the administration server. After a processing request is sent from a
terminal to the administration server, a server or terminal Judged to be capable of handling a given
process most efficiently is determined from the prevailing processing load of the servers in the
network and the property and the location of the file and the program used for the intended
process, and the place of execution of the process is notified to the particular terminal. The

terminal then requests a computer corresponding with the notification to execute the process.

SUMMARY OF THE INVENTION

It is the object of the invention to have a better performance of computing tasks in a computing

environment containing various computing devices.
This object is solved by the invention as claimed in the independent claims.

Preferred embodiments are defined by the dependent claims.

-4a-
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needed is a common, consistent way to remotely discover and
expose computing resources of various computing devices to one

another for cross-resource usage.

[ERMARY OF -THE INVENTION{

devices discover each other and/or her devices accessible by
a user based on the owner’s or ofher user’s identity.

Further, based on identity, device owner (or administrator)
can control what other usefs, and/cr other devices can
leverage the rescurces ©f each owned device, as well as to
what extent.

Computing rg&sources may include, for example, the storage
capacity of e devices, bandwidth, processing power (e.g.,
the CPU a RAM capabilities), input mechanisms and methods,
rendering and other output mechanisms and methods (e.qg.,

scrgern i i ] i
erns, printers and audio), and programs. A device is thus

bl Y .
rogrammati-cadld I}I‘ 1
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Briefly, the present invention provides a system and

method for discovering and describing computing rescurces
available at various computing devices associated with an
identity, and for exposing those resourées as services that
are addressable by software programs, such that programs on
the devices can leverage another device’s resources. The
device services are identity-based, in that a device owner’s
devices discover each other and/or other devices accessible by
a user based on the owner’s or other user's identity.
Further, based on identity, a device owner (or adninistrator)
can control what other users, and/or other devices can
leverage the resources of each owned device, as well as to

what extent.

Computing resources may include, for example, the storage
capacity of the devices, bandwidth, processing power (e.gq.,
the CPU and RAM capabilities), input mechanisms and methods,
rendering and other output mechanisms and methods (e.qg.,
Screens, printers and audic), and programs. A device is thus

abstracted into its resources, which are then programmatically

- 44-
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and/or the device identity. Further note that the security
mechanism may operate per identity and per resource, e.g., one
entity may be authcrized to use a device’s display, but not
its storage, while another entity may be able to use any of
that same device’s available resources, including its storage.
This is similar to the .NET security model in which services
provide methods that control access to a users’ data based on
the requesting user’s identity, defined role and scope for
that role. 1In this way, data can be accessed by its owner,
and shared to an extent determined by the owner. TIn the
present invention, instead of data it is a device resource
being accessed, whereby a user’s identification, defineq role
and scope for that role determine the extent to which a
resource may be accessed.

Indeed, the security mechanisms of the Present invention
are based on those essentially those employed for security /
access control in .NET services, as generally described in
United States patent applications, serial nos. 10/003,754
éntitled “IDENTITY-CENTRIC DATA ACCESS” and serial nurber
10/003, 767, entitled “AUTHORIZING A REQUESTING ENTITY TO
OPERATE UPON DATA STRUCTURES” filed on October'22, 2001,
assigned to the assignee of the present application.faad—

-herein ‘nﬂnrpnra;eé—by-;eée;ense/ To this end, at least a

thin subset of the .NET service runs on each device which

- 20 -
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an input resource the on computer 702, storage resource on the
computer 703, and an output resource on the computer 704. The
computer 704 acts as a coordinating authority for the

implementation 700. Although the resources are on different

W

ceomputer systems, the resources are accessed in accordance
with the present invention to essentially form a single
functioning system.

The shell resource 710 calls the application 712, and

(M

also connects to the other devices’ resoufces through ports

10 724, 726 and 728, conceptually represented in FIG. 7 as one
port per resource, although a separate input and output port
may be provided. Ports essentially comprise structured queues
that can be written (output) to or read {(input) frem via a

handle to that port. Ports are mobile, data is not lost, and

b=
4]

Security can be associated with a port such that no one except

the intended entity will see the data intended for it.

(\

The shell 710 used in the implementation 700 is based on
@ Programming language referred to as xSpresso, as described

in United States provisional patent application serial number

20 60/379,864, filed on May 10, 2002, /and—h

arain
of RE—HEFET0

Carparatod. s
ool

T < L' o

~eference—in-—its QP*i'°t¥{ In general, xSpresso is directegd
to a bProgramming language and runtime that brokers control and
data flows among asynchronous system components. Among other

things, xSpresso éxpresses the cooperative dimensions of

- 37 -
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numerous benefits to a user and generally improves the user’s
computing experience. The method and system are schema-based,
and are extensible and highly flexible.

While the invention is susceptible to various
modifications and alternative constructions, certain
illustrated embodiments thereof are shown in the drawings and
have been described above in detail. It ;hould be understood,
however, that there is no intention to limit the invention to

the specific forms disclosed, but on the contrary, the

intention is to cover all modifications, alternative

constructions, and equivalents falling within the fopirit s

scope of the invention.



Application No.: 03 009 717.4
Applicant: MICROSOFT CORPORATION
Our Ref.: EP27314TE109ism

Date: January 5, 2005

NEW CLAIMS

1. A method in a computing environment, the method comprising:

at a first computing device (202, 400, 500), discovering a second computing
device (212, 402, 404, 502, 504):

at the first device, obtaining data (209A, 2098B,) related to the second device, the
data inciuding resource information of the second device formatted according to
a schema understood by the first device;

the first device interpreting the data to access a resource (Ra1-Ram, Rai-Rg,) of
the second device: and

the first device performing a computing task including using the resource of the
second device to perform at least part of the task.

2. The method of claim 1 further comprising:

communicating (600) a request to use the resource from the first device to the
second device.

3. The method of claim 1 or 2 further comprising:

communicating identity information from the first device to the second device.
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-2.

The method of claim 3 wherein the identity information corresponds to
credentials (207A, 2078B).

The method of claim 4 wherein the credentials are provided by an

authentication service (220).

A computer-readable medium having computer-executable instructions to
perform a method, the method comprising:

at a first computing device (202, 400, 500):

locating information (209A, 209B) about a resource (Ras-Ram, Rai-Rga) of
at least one other device (212, 402, 404, 502, 504) that is available for
use, the information located based on an identity associated with the first
computing device;

selecting a resource of a second device from the information;
accessing the resource of the second device; and

performing a computing task including using the resource of the second
device to perform at least part of the task.

A system in a computing environment, the system comprising:

a first computing device (212, 402, 404, 502, 504) associated with at least oné
identity, the first device including a resource (Ra1-Ram, Rg1-Rgn) and configured
to provide access to the resource by at least one other device (202, 400, 500)
associated with the identity, the first computing device providing information
(208A, 209B) about the resource according to a resource schema associated
with the at least one identity:

a second device, the second device configured to request access to the
resource; and

oot
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10.

1.

12.

13.

14.

15.

16.

17.

-3-

the second device performing a computing task including using the resource on
the first device to perform at least part of the task.

The system of claim 7 wherein the resource comprises storage (141, 180, 716).

The system of claim 7 wherein the resource comprises bandwidth of a
connection (171, 173) from the first device to at least one other computing

device.

The system of claim 7 wherein the resource comprises processing cycles of a
processor.

The system of claim 7 wherein the resource comprises an input method.
The system of claim 7 wherein the resource comprises an output method.

The system of one of claims 7 to 12 further comprising a third computing device
connected to the first computing device, wherein the second device accesses
the resource to perform an operation with the third computing device.

The system of claim 13 wherein the third computing device comprises a printer

(402), and wherein the resource corresponds to a printer driver (406) on the first
computing device.

The system of claim 13 wherein the third computing device comprises a server

(502), and wherein the first computing device acts as a proxy to the server for
the second computing device.

The system of claim 15 wherein the bandwidth from the second computing
device and the first computing device is greater than the bandwidth from the
first computing device to the third computing device.

A computer-readable medium having stored thereon a resource information

exchange data structure being suitable for providing resource information
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18.

20.

22.

23.

24,

-4 -
(209A, 209B) of a second device to a first computing device, the resource
information exchange data structure comprising:

a first field for identifying a type of resource;

a second field for identifying the second device that includes a resource (Ray-
Ram, Ra1-Ren) corresponding to the type of resource identified in the first field,

a set of at least one third field, each third field in the set corresponding to the
second field for identifying the resource information of the second device
identified by the first field.

The computer-readable medium of claim 17 wherein the first field includes

information corresponding to a storage resource type.

The computer-readable medium of claim 18 wherein the third field set includes
information corresponding to total size data of the storage resource.

The computer-readable medium of claim 18 or 18 wherein the third field set

includes information corresponding to free space data of the storage resource.

The computer-readable medium of claim 17 wherein the first field includes
information corresponding to bandwidth data.

The computer-readable medium of claim 17 wherein the wherein the first field
corresponds to processing power.

The computer-readable medium of claim 22 wherein the third field set includes
information corresponding to speed data of a processor.

The computer-readable medium of claim 22 or 23 wherein the third field set
includes information corresponding to usage data of a pracessor.
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26.

27.

28.
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The computer-readable medium of one of claims 22 to 24 wherein the third field
set includes information corresponding to size data of a memory.

The computer-readable medium of claim 25 wherein the third field set includes
information corresponding to usage data of a memory.

The computer-readable medium of one of claims 17 to 26 wherein the second
field includes information identifying the device as a personal computer (404).

The computer-readable medium of one of claims 17 to 26 wherein the second
field includes information identifying the device as a disk drive (141, 151, 155).

The computer-readable medium of one of claims 17 to 26 wherein the second
field includes information identifying the device as a telephone (400),

L
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The examination of the above-identitied application has revealed that it does not meet the requirements

of the European Patent Convention for the reasons enclosed herewith. If the deficiencies indicated are
not rectified the application may be refused pursuant to Article 97(1) EPC.

You are invited to file your observations

and insofar as the deficiencies are such as to be rectifiable. to
correct the indicated deficiencies within

a period

of 4 months

from the notification of this communication. this period being computed in accordance with Rules 7 (2
and 83(2) and (4) EPC.

One set of amendments to the description. claims and drawings is to be filed within the said period on
separate sheets (Rule 36(1) EPC).

Failure to comply with this invitation in due time
withdrawn (Article 96(3) EPC).
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The examination is being carried out on the following application documents:

Description, Pages

1-40 as originally filed

Claims, Numbers

1-29 as originally filed

Drawings, Sheets

1/7-717 as originally filed

1 The following documents are referred to in this communication; the numbering wili
be adhered to in the rest of the procedure:

D1: US-A-5 898 870 (IWAKURA YOSHIYUKI ET AL) 27 April 1999 (1999-
04-27)

D2: US-A-6 078 955 (KONNO CHISATO ET AL) 20 June 2000 (2000-06-
20)

D3: US-A-5 640 569 (HIBBERT CHRISTOPHER T ET AL) 17 June 1997
(1997-06-17) \

D4: US-B1-6 247 026 (WALDO JAMES H ET AL) 12 June 2001 (2001-06-
12)

D5: EP-A-0 952 513 (HEWLETT PACKARD CO) 27 October 1999 (1999-
10-27)

D6: WO 00 51031 A (AMERICA ONLINE INC ;HENDREN G HUDSON 1Ii
(US)) 31 August 2000 (2000-08-31)

2 The present application does not meet the requirements of Article 52(1) EPC

because the subject-matter of the independent claims 1, 6, 7 and 17 is not new in
the sense of Atticle 54(1) and (2) EPC.

2.1 Dccument D1, which is considered the closest prior art, discloses in terms of

EFC Forr 2006 91.9103X
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claim 1. a method comprising:

° at the first device (one of the respective computers, line 30 in col. 3; any
computer, line 34 in col. 3; the request issuing computer, line 38 in col. 3).
obtaining data related to the second device (selected computer, fine 46 in
col. 3). the data including resource information of the second device
formatted according to a schema understood by the first device (col. 3. lines
25-34).

. the first device interpreting the data to access a resource of the second
device (col. 3, lines 34-50: the request issuing computer performs a
comparison using the resource information of the resource utilisation-state
management table, and selects a second computer. After this selection, the
first computer instructs the selected computer to execute the work process.).

Moreover, a necessary implication of the fact that the first computing device
accesses a resource of the second computing device, is that the first computing
device discovers the second computing device, thus the remaining step specified

in claim 1 is also present in D1: first computing device discovering a second
computing device.

Consequently, D1 discloses all the features of claim 1.

2.2 Document D1 discloses in terms of ¢claim 8, a computer-readable medium having
executable instructions to perform a method {col. 9, lines 25-31. Since this
program runs on a computer device, it needs to be stored locally on some
appropriate storage medium), the method comprising:

° locating information about a resource of at least one other device that is
available for use, the information located based on an identity associated
with the first computing device (col. 3, lines 25-34 and figure 2. the identity
being "System 1.

° selecting a resource of a second device from the information (col. 3. lines 42-
45. The resource being the processing capacity of the selected computer)

. accessing the resource of the second device {col. 3, lines 46-50):

2.3 Claim 7 is a representation in terms of system of the computer-readable medium
comprising the executable instructions of claim 6. Document D1 discloses a

OrT 2206 £1.91CSX
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cornputer environment (abstract) that implements the instructions of claim 6, and
therefore, claim 7 is not allowable due to lack of novelty, Article 52(1) and Article
54(1) and (2) EPC.

2.4 Document D2 discloses in terms of claim 17, a computer-readable medium
having stored thereon a data structure (col. 4, lines 52-57: col. 5, lines 62-63, and
figure 5), comprising:

° a first field for identifying a type of resource (col. 6, lines 9-14, and figure 5:
First column in tabie 502).

° a second field for identifying a device that includes a resource corresponding
to the type of resource identified in the first field (col. 6, lines 1-5 and figure
S: First column in table 500).

e a set of at least one third field, each third field in the set corresponding to the
second field for identifying information about the device resource identified
Dy the first field (col. 6, lines 17-26, and figure 5: Table 505).

° data structure is used to provide resource information to another device
(administration server) that is different from the one identified in the second
field (particular server) such that the other device can use a resource
identified in the third field set (col. 5, lines 32-39).

3 The following is noted regarding the dependent claims:

3.1 The following claims lack novelty because their additional features are known from
the above cited documents D1 and D2:

. Claims 2: Document D1, col. 3, lines 46-50.

) Claims 18-20 and 22-27: Document D2, abstract: col. 8. lines 17-26. and
figure 5: Tables 500, 501, 502 and 505.

3.2 The following claims lack an inventive step because their features are considered

common measures or well-known implementation-related design options for a
skilled person:

® Claims 3-5: See for example, document D4 discloses (claims 11, 12, 15 and
26) the use of credentials and authentication servers for the authentication of
the access from one computer to another in order to share resources.

FRC Zeir 2206 £1.9108%
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° Claims 8, 10, 12: See for example document D2, abstract; col. 18. lines 30-
37.col. 6, lines 1-5 and figure 5.

° Claim 13: See for example document D2, col. 17, lines 10-25.

. Claims 14 and 15: See for example document D5 for the additional feature
of claim 14 (claim 1 and figure 1; printer server has the driver of a printer)
and document D6 for the additional feature of claim 15 (page 2, lines 18-21;
proxy).

® Claims 11 and 16: The additional features of these claims are considered
common measures for a person skilled in the art.

. Claim 8 and 21: See for example document D3 that discloses (coi. 3. lines
31-35) the allocation of bandwidth as a computer resource. '

° Claims 28-29: The additional features of these claims are considered

common measures for a person skilled in the field of computer resources
monitoring and allocation.

4 The present application does not meet the requirements of Article 84 in respect to
clarity and conciseness:

4.1 The term "third computing device" in claims 14 and 15 lacks an antecedent. This
term is only defined in claim 13, and it is, therefore, considered that claims 14 and

15 are probably meant to be dependent claims on claim 13, and not claim 7.
Clarification is required.

4.2 Although independent claim 7 and the depending claims on it (claims 8-13) specify
a "first” resource. they never define a "second"” resource. The word “first" in
connection to "resource” should therefore be removed.

5 Applicant is requested to also attend the following matters:

5.1 On page 20. line 23, and on page 37, lines 20-21, a statement is made with
regard to reference documents, which are to be incorporated in the application by
reference. Since these documents appear not to be essential to understand and
carry out the invention of the instant application, the incorporation of these
documents is not necessary. Consequently, the statement “incorporated by
reference” has to be removed (Guidelines, C-It, 4.18)

5.2 The vague and imprecise statement at the end of the description on page 40

S0 Foi 2905 81 9158X
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implies that the subject-matter for which protection is sought may be different to
that defined by the claims, thereby resulting in lack of clarity of the claims (Atticle
84 EPC) when used to interpret them (see the Guidelines, C-ili, 4.3a). The
sentence, from line 7 to line 12 should therefore be removed.

To meet the requirements of Rule 27(1)(b) EPC, the documents D1 and D2
should be identified in the description and the relevant background art disclosed
therein should be briefly discussed.

Amended claims should follow the two-part form in accordance with Rule 29(1)
EPC, with those features known in combination from the prior art (D1} being
placed in the preamble (Rule 29(1)(a) EPC) and with the remaining features being
included in the characterising part (Rule 29(1)(b) EPC).

When filing amended claims the applicant should at the same time bring the
description into conformity with the amended claims (Rule 27(1)(c) EPC).

The features of the claims should be provided with reference signs placed in
parentheses to increase the intelligibility of the claims (Rule 29(7) EPC). This

applies to both the preamble and characterising portion (see the Guidelines, C-Hil,
4.11).

In order to facilitate the examination of the conformity of the amended application
with the requirements of Article 123(2) EPC, the applicant is requested to cleariy
identify the amendments carried out, and to indicate the passages of the
application as filed on which these amendments are based (Guidelines, E-tl, 1).

Moreover, when drafting a new set of claims, the requirements of unity, Article 82,

should be met, i.e. all independent claims should be linked though a single
general inventive concept (Rule 30 EPC).

J. GOYA

SPC Form 2205 ¢1.9103%
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- the designation fee(s) must be paid,
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(A written request for examination has been filed already )
The current rate of the designation fee for each contracting state designated is: EUR 75,00
If the application has been filed on or after 01 July 1998 the payment of seven times the amount of the

designation fee is deemed to constitute payment of the designation fees for all contracting states (see OJ
EPO 06/1599, 405).

The current rate of the examination fee is: EUR 1430,00
If at least one designation fee and the examination fee are not paid within the period laid down in Adicle

79(2) or 94(2) EPC, the application shall be deemead to be withdrawn (Arts. 79(3), 94(3) EPC).
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Examination fee
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Attorney Docket No. 3028 v—=
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TRANSMITTAL LETTER

-

TO THE ASSISTANT COMMISSIONER FOR PATENTS:

Transmitted herewith for filing by Express Mail is the patent application of David ALLES and
George M. MOORE

Title: Identity-Based Distributed Computing for Device Resources

- An application consisting of 50 pages of cover sheet, specification, claims and abstract.
2, Seven (7) sheets of formal drawings are attached

3. 3 pages executed Declaration of the Inventors

4. 1 page Recordation Form Cover She

3. 3 pages executed Assignment of the Inventors

7. The following additional documents are enclos

ed: Credit Card Payment Form, Certificate of
Express Mail, Return Postcard.

8. Please publish this application in the name of:
MICROSOFT CORPORATION, REDMOND, WASHINGTON.

9. The fee has been computed as follows:

Filing Fee $740
Total Minus Equals
Claims 29 Number 20 Amount 9 $18 $162
Filed Included Extra
{indep. Minus Equals
| Claims 4 Number 3 Amount 1 $84 384
J Filed Included Extra
v TOTAL FEE $886

1of 2
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X Charge the Credit Card identified on the attached Credit Card Payment Form the sum of
$1,026.00; ($986.00 as calculated above plus $40.00 for the Assigment Recordation Fee).

BJ  Ifany additional fee is required in connection with this response, please charge Deposit
Account No. 50-1618.

X If any overpayment has been made in connection with this response, please credit Deposit
Account No. 50-1618.

Please address all further correspondence to:

Law Offices of Albert S. Michalik, PLLC
704 -228th Avenue NE

Suite 193

Sammamish, WA 98074

Tel: (425) 836-3030

Fax: (425) 836-8957

Respectfully submitted,

ot & ket

Albert S. Michalik
Registration No. 37,395

3020 transminal
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In re Application of ALLES et al.
Attorney Docket No. 3020

CERTIFICATE OF MAILING BY "EXPRESS MAIL" ¢

"Express Mail" mailing label number EU100107115US
Date of Deposit: June 28, 2002
I hereby certify that the following documents:

New Utility Application in the name of David ALLES and Gecrge
M. MOCRE for: “Identity-Based Distributed Computing for
Device Resources,” including:

1 page Cover Sheet, 40 Pages Specification, & Pages Claims,
1 Page Abstract, 7 Sheets Formal Drawings, 2 Pages
Transmittal, 1 Page Credit Card Payment Form, 3 Pages
Executed Declaration of Inventors, 1 Page Recordation Form

Cover Sheet, 3 Pages Assignment of Inventors, and Return
Postcard

are being deposited with the United States Postal Service
"Express Mail Post Cffice To Addressee" Service under 37
C.F.R. 1.10 on the date indicated above and is addressed to:
Assistant Commissioner for Patents, Washington, D.C. 20231,

Albert S. Michalik

{Typed or printed name of person mailing paper or fee)

(Nt L Jhidist

{Signature of person mailing paper or fee)

3020 express mail cert
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SPECIFICATTICOCN

TO ALL WHOM IT MAY CONCERN:

Be it known that we, David Alles, a citizen of Canada,
residing at 4123 Evanston Avenue N. Seattle, Washington 98103
and George M. Moore, a citizen of the United States, residing
at 55€5 248th Place SE, Issaquah, Washington 98029 have
invernted a certain new and useful IDENTITY-BASED DISTRIBUTED

COMPUTING FOR DEVICE RESOURCES of which the following is a

specification.

35t
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IDENTITY-BASED DISTRIBUTED COMPUTING FOR DEVICE RESOURCES

FIELD OF THE INVENTION

The invention relates generally to computer systems, and

more particularly to computer resources.

BACKGROUND OF THE INVENTION

In early personal computing systems, application program
had to be programmed with knowledge of various computing
devices in order for the application to use such devices. For
example, in order to print to a particular printer, a word
processing program had to know how to print to the printer,
and generally supplied a driver for each supported printer.
Alternatively, a printer would supply drivers with it for the
most popular programs. The user had to configure each program
to inform that program as to which printer was connected to
the personal computer.

Contemporary operating systems such as Microsoft Windows®
provided developers with a way to interface applications with
such devices regardless of the specific device driver needs
and requirements. For example, with the Microsoft Windows®
operating system a user or the device tells the operating
system which printer (or printers) is connected, after which

any application is able to communicate with the printer driver

via the operating system. As a result, to accomplish
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printing, application programs generally only need to deal
with a set of standardized printing functions provided by the
operating system. The enormous benefits of such an
abstraction cannot be understateda e.g., this abstraction
enables any one of thousands of software programs to interact
with any one of thousands of printers and/or other devices,
without the program having to know {(or otherwise supply) the
details about the printer in advance.

Microsoft Corporation’s .NET technology provides a
somewhat similar type of abstraction regarding a user’s or
company’s data. In general, with .NET technology, any .NET-
capable program on any device can interact with a user’s data
via centralized schema-based services. Because of the
schematization, the programs do not need specific knowledge
about the details of that data, e.g., which used to be stored
in proprietary file formats, but rather only needs to be able
to deal with (read and write) data formatted according to one
or more of the schemas.

With .NET technology, a user's (or other entity’s)
identity controls access to the centrally-maintained data,
€.g., a user may use a .NET Inbox service keep his or her
electronic mail data centrally stored (e.g., on the Internet

or an intranet), and then access that data via the .NET inbox

service, at any time, from any device capable of connecting %o
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the Internet or an intranet and having a program capable of
interacting with the .NET Inbox service. The user’s identity
is used to securely match the user with the appropriate data.
Users can also controllably allow access to data by other
users, e.g., a user can selectively make certain business
contact information available to business associates, make
personal contact information available to friends, and so on,
based on the others’ identities.

While .NET thus provides tremendous data-based benefits
to users, companies and other entities, the centralized
service and centralized data are not pagticularly concerned
with how a user uses variocus devices and those devices’
resources. For example, devices such as a personal computer
and pocket personal computer have, for gquite some time, been
able to directly synchronize with one another. To an extent,
-NET technology is another way to keep such data synchronized,
although indirectly, without needing specialized and
proprietary synchronization programs.

However, even with .NET, a user cannot easily use one
device to access the resources of another device, such as to
use the computing power, storage, bandwidth, input and output
mechanisms, programs and/or Otherpresources of one device on

behalf of another device, e.g., to perform a complex or

better-suited task on the more powerful device. What is
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needed is a common, consistent way to remotely discover and
expose computing resources of various computing devices to one

another for cross-resource usage.

SUMMARY OF THE INVENTION

Briefly, the present invention provides a system and
method for discovering and describing computing resources
available at various computing devices associated with an
identity, and for exposing those resources as services that
are addressable by software programs, such that programs on
the devices can leverage another device’s resources. The
device services are identity-based, in that a device owner’s
devices discover each other and/or other devices accessible by
a user based on the owner’s or other user’s identity.

Further, based on identity, a device owner (or adninistrator)
can control what other users, and/or other devices can
leverage the resources of each owned device, as well as to
what extent.

Computing resources may include, for example, the storage
capacity of the devices, bandwidth, processing power (e.g.,
the CPU and RAM capabilities), input mechanisms and methods,
rendering and other output mechanisms and methods (e.qg.,

screens, printers and audio), and programs. A device is thus

abstracted into its resources, which are then programmatically
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addressable from other devices in a composible fashion (e.g.,
the remote resources may be defined in such a way that they
are, in turn, comprised of smaller resources contained within ,
the larger definition of the resource) . 1In other words, fora
devices to participate in an intelligent distributed computing
model, various aspects of each participating device are
abstracted and made brogrammatically addressable from other
devices. A unified identity-based mechanism discovers the
list of remote resources on the device. A set of one or more
schemas consistently describes the remote resources on the
device, and a unified security model allows the owner of the
device to control who has access to which resources, and to
what extent.

With the present invention, desirable computing soclutions
for a great number of example scenarios are enabled, including
a set of real-time scenarios in which one user device
interacts with one or more remote computing devices in real-
time, and a set of scheduled or predicted scenarios that
Operate transparently and automatically on a user’s behalf.

Other advantages will become apparent from the following

detailed description when taken in conjunction with the

drawings, in which:
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BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1A is a block diagram generally representing a
computer system into which the present invention may be
incorporated;

FIG. 1B is a block diagram generally representing another
computer system into which the present invention may be
incorporated;

FIG. 2 is a block diagram representing variocus components
in a distributed computing environment in accordance with an
aspect of the present invention;

FIG. 3 is a block diagram generally representing an
architecture for discovering and exchanging resource
information in accordance with an aspect of the present
invention;

FIGS. 4 and 5 are block diagrams representing examples c¢f
how the present invention can improve a user computing
experience by distributing computing operations to resources,
in accordance with an aspect of the present invention;

FIG. 6 is a flow diagram representing exemplary logic and
related operations performed to facilitate the sharing of

resources in a distributed computing environment in accordance

with an aspect of the present invention; and

(U
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‘FIG. 7 is a block diagram generally representing an

example implementation including resources distributed in

accordance with an aspect of the present invention.

DETAILED DESCRIPTION

EXEMPLARY OPERATING ENVIRONMENTS

FIGURE 1A illustrates an example of a suitable computing
system environment 100 on which the invention may be
implemented. The computing system environment 100 is only one
example of a suitable computing environment and is not
intended to suggest any limitation as to the scope of use or
functionality of the invention. Neither should the computing
environment 100 be interpreted as having any dependency or
requirement relating to any one or combination of components
illustrated in the exemplary operating environment 100,

The invention is operational with numerous other general
purpose or special purpose computing system environments or
configurations. Examples of well known computing systems,
environments, and/or configurations that may be suitable for
use with the invention include, but are not limited to:
personal computers, server computers, hand-held or laptop
devices, tablet devices, multiprocessor systems,

microprocessor-based systems, set top boxes, programmable

consumer electronics, network PCs, minicomputers, mainframe
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computers, distributed computing environments that include any
of the above systems or devices, and the like.

The invention may be described in the general pontext of
computer-executable instructions, such as program modules,
being executed by a computer. Generally, program modules
include routines, programs, objects, components, data
structures, and so forth, that perform particular tasks or
implement particular abstract data types. The invention may
also be practiced in distributed computing environments where
tasks are performed by remote processing devices that are
linked through a communications network. In a distributed
computing environment, program modules may be located in local

and/or remote computer storage media including memory storage

devices.

With reference to FIG. 1A, an exemplary system for
implementing the invention includes a general purpose
computing device in the form of a computer 110. Components of
the computer 110 may include, but are not limited to, a
processing unit 120, a system memory 130, and a system bus 121
that couples various system components including the system
memory to the processing unit 120. The system bus 121 may be
any of several types of bus structures including a memory bus
Or memory controller, a peripheral bus, and a local bus using

any of a variety of bus architectures. By way of example, and

el e
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not limitation, such architectures include Industry Standard
Architecture (ISA) bus, Micro Channel Architecture (MCA) bus,
Enhanced ISA (EISA) bus, Video Electronics Standards
Association (VESA) local bus, and Peripheral Component
Interconnect (PCI) bus also known as Mezzanine bus. Note that
any and all of the elements shown in computér 110 may be
connected to each other by standard high-speed computer
networks, including those distributed across a wide.geographic
area. For example, the system memory 130 may be located in a
physically different location than processing unit 120, but
yet defined in a composible fashion as logical computer 110.

The computer 110 typically includes a variety of
computer~-readable media. Computer-readable media can be any
available media that can be accessed by the computer.llo and
includes both volatile and nonvolatile media, and removable
and non-removable media. By way of example, and not
limitation, computer-readable media may comprise computer
storage media and communication media. Computer storage media
includes both volatile and nonvolatile, removable and non-
removable media implemented in any method or technology for
storage of information such as computer-readable instructions,
data structures, program modules or other data. Computer

storage media includes, but is not limited to, RAM, ROM,

EEPROM, flash memory or other memory technology, CD-ROM,
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digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other medium which can
be used to store the desired information and which can
accessed by the computer 110. Communication media typically
enmbodies computer-readable instructions, data structures,
program modules or other data in a modulated data signal such
as a carrier wave or other transport mechanism and includes
any information delivery media. The term “modulated data
signal” means a signal that has one or more of its
characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not
limitation, communication media includes wired media such as a
wired network or direct-wired conﬁection, and wireless media
such as acoustic, RF, infrared and other wireless media.
Combinations of the any of the above should also be included
within the scope of computer-readable media.

The system memory 130 includes computer storage medie in
the form of volatile and/or nonvolatile memory such as read
only memory (ROM) 131 and random access memory (RAM) 132. A
basic input/output system 133 (BIOS), containing the basic
routines that help to transfer information between elements
within computer 110, such as during start-up, is typically

stored in ROM 131. RAM 132 typically contains data and/or

- 10 -
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program modules that are immediately accessible to and/or
presently being operated on by processing unit 120. By way of
example, and not limitation, FIG. 1A illustrates operating
system 134, application programs 135, other program modules ’
136 and program data 137.

The computer 110 may also include other removable/non-
removable, volatile/nonvolatile computer storage media. By
way of example only, FIG. 1A illustrates a hard disk drive 141
that reads from or writes to non-removable, nonvolatile
magnetic media, a magnetic disk drive 151 that reads from or
writes to a removable, nonvolatile magnetic disk 152, and an
optical disk drive 155 that reads from or writes to a
removable, nonvolatile optical disk 156 such as a CD ROM or
other optical media. Other removable/non-removable,
volatile/nonvolatile computer storage media that can be used
in the exemplary operating environment include, but are not
limited to, magnetic tape cassettes, flash memory cards,
digital versatile disks, digital video tape;, solid state RAM,
solid state ROM, and the like. The hard disk drive 141 is
typically connected to the system bus 121 through a non-
removable memory interface such as interface 140, and magnetic
disk drive 151 and optical disk drive 15S are typically
connected to the system bus 121 by a removable memory

interface, such as interface 150.

~ 11 -
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The drives and their associated computer storage media,
discussed above and illustrated in FIG. 1A, provide storage of
computer-readable instructions, data structures, program
modules and othef data for the computer 110, In FIG. 1A, for
example, hard disk drive 141 is illustrated as storing
operating system 144, application programs 145, other program
modules 146 and program data 147. Note that these components
can either be the same as or different from operating system
134, application programs 135, other program modules 136, and
pregram data 137, Operating system 144, application programs
145, other program modules 146, and program data 147 are given
different numbers herein to illustrate th;t, at a minimum,
they are different copies. A user may enter commands and
information into the computer 20 through input devices such as
a tablet, or electronic digitizer, 164, a microphone 163, a
keyboard 162 and pointing device 161, commonly referred to as
mouse, trackball or touch pad. Other input devices not shown
in FIG. 1A may include a joystick, game pad, satellite dish,
scanner, or the like. These and other input devices are often
connected to the processing unit 120 through a Qser input
interface 160 that is coupled to the system bus, but may be
connected by other interface and bus structures, such as a
parallel port, game port or a universal serial bus (USB). A

monitor 191 or other type of display device is also connected
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to the system bus 121 via an interface, such as a video
interface 190. The monitor 191 may also be integrated with a
touch-screen panel or the like. Note that the monitor and/or
touch screen panel can be physically coupled to a housing in
which the computing device 110 is incorporated, such as in a
tablet-type personal computer. In addition, computers such as
the computing device 110 may also include other peripheral
output devices such as speakers 195 and printer 196, which may
De connected through an output peripheral interface 194 or the
like.

The computer 110 may operate in a networked enQironment
using logical connections to one or more remcte computers,
such as a remofe computer 180. The remote computer 180 may be
a personal computer, a server, a router, a network PC, a veer
device or other common network node, and typically includes
many or all of the elements described above relative to the
computer 110, although only a memory storage device 181 has
been illustrated in FIG. 1A. The logical connecticns depicted
in FIG. 1A include a local area network (LAN)} 171 and a wide
area network (WAN) 173, but may also include other networks.
Such networking environments are commonplace in offices,
enterprise-wide computer networks, intranets and the Internet,
For example, in the present invention, the computer system 110

may comprise source machine from which data is being migrated,
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and the remote computer 180 may comprise the destination
machine. Note however that source and destination machines
need not be connected by a network or any other means, but
instead, data may be migrated via any media capable of being

5 written by the source platform and read by the destination
platform or platforms.

When used in a LAN networking environment, the computer

110 is connected to the LAN 171 through a network interface or
adapter 170. When used in a WAN networking environment, the

10  computer 110 typically includes a modem 172 or other means for
establishing communications over the WAN 173, such as the
Internet. The modem 172, which may be internal or external,
may be connected to the system bus 121 via the user input
interface 160 or othef appropriate mechanism. In a networked

15 environment, program modules depicted relative to the computer
110, or portions thereof, may be stored in the remote memory
storage device. By way of example, and not limitation, FIG.

1A illustrates remote application programs 185 as residing on

i

memory device 181. It will be appreciated that the network

\; 20 connections shown are exemplary and other means of

establishing a communications link between the computers may

be used.
FIGURE 1B illustrates an example of another suitable

operating environment (computer device 188) in which at least
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part of the present invention may be implemented. As with
FIG. 1A, the operating environment of FIG. 1B is only one
other example of a suitable operating environment and is not
intended to suggest any limitation as to the scope of use or
functionality of the invention. The other computer device 188
in FIG. 1B typically includes at least some form of computer
readable media. Computer-readable media can be any availzable
media (as generally defined above) that can be accessed by the
computing device 188.

FIG. 1B shows functional components of a computing device
188 such as a handheld (pocket-sized or tablet) personal
digital assistant, including a processor 189, a memory 19G, a
display 192, and a keyboard 193 (which may be a physical or
viftual keyboard). The memory 190 generally includes both
volatile memory (e.g., RAM) and non-volatile memory (e.g.,
RCM, PCMCIA cards, and so forth). An operating system 194 is
resident in the memory 190 and executes on the processor 189,
such as the Windows® CE operating system from Microsoft®
Corporation, or another operating system.

One or more application programs 195 are loaded into
memory 180 and run on the operating system 194, Examples of
applications include email programs, scheduling programs, PIM
(personal information management) programs, word processing

programs, spreadsheet programs, Internet browser programs, and
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so forth. The handheld personal computer 188 may also include
a notification manager 196 loaded in the memory 190, which
executes on the processor 189. The notification manager 196
handles notification requests, e.qg., from the application
programs 195.

The handheld personal computer 188 has a power supply
197, which is implemented as one or more batteries. The power
supply 187 may further include an external power source that
overrides or recharges the built-in batteries, such as an AC
adapter or a powered docking cradle.

The exemplary handheld personal computer 188 represented
in FIG. 1B is shown with three types of external notification
mechanisms: one or more light emitting diodes (LEDs) 198 and
an audio geherator 195. These devices may be directly coupled
to the power supply 197 so that when activated, they remain on
for a duration dictated by a notification mechanism even
though the handheld personal computer processor 189 and other
components might shut down to conserve battery poWer. The LED
198 preferably remains on indefinitely until the user takes
action. Note that contemporary versions of the audio
generator 199 use too much power for today’s handheld personai
computer batteries, and so it is configured to turn off when

the rest of the system does or at some finite duration after

activation.
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IDENTITY-BASED DISTRIBUTED COMPUTING FOR DEVICE RESOURCES

The present invention is generally directed to a system
and method that facilitate the distribution of resources of ¢
devices to other devices. The present invention is ordinarily
not involved with what the devices do with each other’s
resources, what is communicated at that time, or how the
communication between devices takes place. Rather, the
present invention can be generally considered more as a
structured way for devices to find out about each other’s
resources, capabilities and other details, and then allow the
devices to share resources on their own. Although not
hecessary to the present invention, as part of facilitating
the resource distribution, security is provided for practical
purposes, at least to ensure that valid credentials are
required to use another device’s resources. Thus, the present
inbention is preferably identity-based, in that distributed
resources have relationships with one another according to
identity data (e.g., credentials) provided to the devices.

In geheral, the present invention is directed to
di§tributing computing among a user’s devices, wherein a user
{or owner / administrator) is anyone authorized to control
and/or use the devices. Howéver, because in general devices

are increasingly becoming disaggregated, the methods and
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systems described herein may be more properly described as
distributed computing of resources. For example, a single
distributed device may be made up of many resources, but may
share as little as one its resources {e.g., only its non-
volatile storage) to participate as a resource provide.
Notwithstanding, as used herein, the terms “device” and
“resource” are generally intérchangeable except where
otherwise apparent, e.g., using another device or using a
resource of the other device to accomplish some computing task
are generally considered the same thing. Also, as used
herein, bandwidth is a device resource, even though bandwidth
may not ordinarily be considered as being associated with any
particular device.

Aé generally represented in FIG. 2, a distributed
computing environment 200 constructed in accordance with
varicus aspects of the present invention includes a first
device 202 (Device A, such as the computer system 110 of FIG.
1A) and a second device 212 (Device B, such as the computer
system 188 of FIG. 1B), along with possibly other devices (not
shown). Each device that participates in the distributed
computing environment 200 includes a distributed computing
manager, 204 and 214. In general, and as described below, the
distributed computing managers 204 and 214 may comprise some

amount of code that communicate with one another over some
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medium, e.g., wireless FM, line-of-sight such as infrared,
satellite, a direct connection, the Internet, or an intranet.
Indeed, more than one such medium may be available, and the
distributed computing managers 204 and 214 may choose which
one or ones are best for a given circumstance.

An initial purpose of the distributed computing managers
204 and 214 are to locate each other. Such location may be
automatic, such as by having each device occasionally
broadcast its availability to others and/or by polling for the
availability of other devices, or alternatively may operate in
response to some specific request from a program {or user) to
connect to another device. As represented in FIG. 2, the

distributed computing managers 204 and 214 each include a

'security mechanism 206 and 216, respectively, that ekchange

credentials 207, 217 or the like (e.g., obtained from an
authentication service 220) to ensure that the user who is
currently operating the device which is contacting it (and/or
the device itself), is valid in the distributed computing
environment, and similarly, if necessary, that the device
which is being contacted is valid. Note that a program being
used may also factor into the security / access control, e.qg.,
a first program running on one device may have authority to
use another device’s resource or resources, but not another

program, independent of or in addition to the user identity
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and/or the device identity. Further note that the security
mechanism may operate per identity and per rescurce, e.g., one
entity may be authorized to use a device's display, but not
its storage, while another entity may be able tc use any of
that same device’s available resources, including its storage.
This is similar to the .NET security model in which services
provide methods that contrcl access to a users’ data based on
the requesting user’s identity, defined role and scope for
that role. 1In this way, data can be accessed by its owner,
and shared to an extent determined by the owner. In the
present invention, instead of data it is a device resource
being accessed, whereby a user’s identification, defined role
and scope for that role determine the extent to which a
resource may be accessed.

Indeed, the security mechanisms of the present invention
are based on those essentially those employed for security /
access control in .NET services, as generally described in
United States patent applications, serial nos. 10/003, 754
entitled “IDENTITY-CENTRIC DATA ACCESS” and serial number
10/003,767, entitled “AUTHORIZING A REQUESTING ENTITY TO
OPERATE UPON DATA STRUCTURES” filed on October 22, 2001,
assigned to the assignee of the present application, and
herein incorporated by reference. To this end, at least a

thin subset of the .NET service runs on each device which
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expects to advertise and share computing resources in the
environment 200. In addition, a localized internal consistent
security model may be executed on these devices such that
local security is provided even when two local peer-to-peer
devices may be disconnected from the centralized (e.g.,
Passport) authentication service 220 (FIG. 2).

The present invention is not limited to any particular
transmission medium, but provides that the distributed
resource services may be directly addressable to the target
device, or may be queried via the Internet or an intranet,
such as via the centralized set of .NET services on the web.
When connected via the Internet or intranet, a program may
query the last known computing resources available on any
device associated with the user’s identity, even when the
device is offline or otherwise inaccessible. Bandwidth is
also a resource, and may impact how a device’s resources are
shared, e.g., it may be more efficient to leverage a personal
computer’s resources when the personal computer has a high-
speed connection to the Internet, but not if the personal
computer connects only at low speed, such as if the other
device has a high-speed connection. In fact, the personal
computer may want to leverage the high-speed connection of the
other device, in which event that other device may then

leverage a resource of the personal computer, €.g., the
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devices exchange resources to provide a more-optimal user
experience.

In accordance with one aspect of the present invention,
the distributed computing managers 204 and 214 alsc each
include a respective discovery mechanism, 208 and 218, that
allows the devices to discover another participating device’s
shared resources / capabilities, that is, when that other
device is configured to share its resources. The respective
resource data 209 and 219 is formatted {e.g., in XML) and
exchanged in accordance with a defined schema, as described
below. As represented in FIG. 2 by the exchange of the
schematized data 209 and 219, both devices 202 and 204 are
configured to share their resources {Ra1-Ran and Rp;~Rp,) with
other devices in the distributed computing envirohment.
However as can be appreciated, in a given environment, a
particular device (e.g., a mobile telephone) may be only a
consumer of resources rather a provider of any resource, or
conversely may be only a provider, and not a consumer.

A device that is sharing its resources need not éirectly
communicate the resource data with the other device, but
instead, for example, can advertise its resocurces somewhere

fcr other devices to discover. For example, a .NET service

(.NET Devices) is provided that centrally stores device

resource capabilities such that data may be appropriately
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formatted before sending it to a device, e.g., s¢ as to not
send high-resolution graphics to a device incapable of
displaying them. A similar .NET Resources service, or an
extended .NET Devices service, may be provided to advertise e
this information to other devices.

The following tables set forth some example schemas that
may be used {(e.g., Qith XML-feormatted data) to exchange
resource (storage and processing power) information regarding
a user’s devices, which in this example include work and home

personal computers, and a cellular telephone:

<myStorage>
<device name="Work PC” uuid=“7a733d84-b394-4bal-56b5Sc0a”>
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seekLatency/>
</device> ’
<device name="Home PC” ‘uuid="6d733d84~-b3f4-4bal-S6b5c0f">
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seekLatency/>
</device>
<device name=”Cell Phone” uuid="5£733d84-b3f4-4bal-56b5c0f”>
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seeklatency/>
</device>
</myStorage>
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<myProcessingPower>

<device name=“Work PC” uuid=“7a723d84-b394-4bal-56b5cOd”>
<cpuSpeed/>
<cpuUsage/>
<memorySize/>
<memoryUsage/>

</device>

<device name="Home PC” uuid="6d733d84-b3f4-4bal-56b5c0f">
<cpuSpeed/>
<cpuUsage/>
<memorySize/>
<memoryUsage/>

</device>

<device name=7Cell Phone” uuid=~“5£733d84-b3f4-4bal-56b5c0f”>
<cpuSpeed/>
<cpuUsage/>
<memorysize/>
<memoryUsage/>

</device>

</myProcessingPower>

As is understood, the schema is preferably resource
based, i.e., multiple devices may be listed for each resource
type, to match the general concent of an identity having
distributed resources available for use, independent of the
actual device on which the resource exists. Notwithstanding,
the present invention is not limited to any particular schema
and/or formats, e.g., the schemas may be device-based, such
that each device may instead provide its list of available
resources-to other devices such that the same information is
known.

As generally represented in FIG. 3, an architecture 300

is provided in order for devices to participate in an

intelligent distributed computing model, in which various

g{)?/




0
5
/ B 10
15
N
20

AOIBYEEL S UHORD T

aspects of the participating devices are abstracted and made
programmatically addressable from a different device. A
universal plug-and-play (UPnP 2.0) infrastructure or the like
nay be used as the basic, low-level mechanism 302 for
discovery of these resources. Alternatively, the list of
reSOurées for various computing devices may be cached in some
well-known location, such as an Active Directory store, to
enable querying of remote resources even if the device is only
accessible through some intermediary such as a firewall or
wireless hub. Atop the discovery mechanism are the schemas
304, e.g., one schema associated with each specific type cf
the computing resource, with each of those schemas exposed,
for example, as in the .NET architecture.

Note that while UPnP provides a suitable discovery
mechanism 304, it is only part of the p;ocess of actually
using the remote computing resources. Thug, UPnP and .NET
technologies are used to facilitate resource sharing, but are
not used to actually employ the resources available on a
device., Rather, once the resources are known, appropriately
focused protocols for that specific resource domain are used.
By way of example, UPnP, with the addition of the .NET
identityHeader, endpointHeader, and requestHeader SOAP
semantics, is well-suited to obtain the video screen

characteristics of the remote device, however a protocol such
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as RDP will be used to transfer video data after the initial
discovery and handshaking occurs between the devices. Note
that this is similar to the way .NET approaches data services
today, e.g., .NET provides a mechanism to connect to an
electronic endpoint representing a proprietary (e.g.,
Messenger} protocol, but once that endpoint is connected, .NET
allows the client to use an existing real-time protocol.
Other protocols appropriate for other types of resources are
used, e.g., CIFS+ for storage, which scales well to both
corporate and home storage scenarios and enables the user’s
file system to continuously expand to other storage devices,
without forcing the user to deal with drive letters,
namespaces, and so forth. In summary, the present invention
provideS an identity-based approach to discovering these
additional resources that are available for use, but does not
thereafter directly deal with their use.

FIG. 6 is an example flowchart that represents some
general aspects of the present invention, beginning with step
600 which represents receiving a request to use a shared
resource. The request may be general, e.g., requesting the
list of resources that a user has available on devices

configured to participate, or may be a request for a specific

resource, e.g., in response to an advertisement. For purposes
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of this example, the request is treated as a request for one
specific resource.

Step 602 represents the evaluation of the credentials,
such as provided by the Microsoft .NET Passport authentication
service. The request may include the credentials, or the
credentials may be separately exchanged, e.g., before, as part
of, or after step 600. If not valid at step 602, step 6062
branches to step 604 which represents rejecting the request.
Note that depending on a given environment, the request
without proper credentials may be ignored rather than
specifically rejected.

If valid, step 606 is executed, and represents
determining the amount of the requested resource that is
available. For example, a resource such as storzge may be
limited because it has only limited free space, and further, a
device may be configured to make only part of its storage
space available for sharing, reserving the rest for itself. A
resource such as processor cycles may be made available only
to the extent the processor is not being otherwise used, and
even then may be further limited so that another device can
only take up to a maximum amount of the unused cycles. Any
resource may have a time-out value associated with it, which
may be further contingent upon its use, e.g., storage can be

shared for no more than one hour per request, and the request
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will be terminated if no file system requests are detected at
least every two minutes. In this manner, a device may be
configured to share its resources to an extent controlled by
its owner / administrator.

Note that the resource access may be dynamic, e.g.,
unused processor cycles may be shared, however CPU usage is a
number that fluctuates, and the requesting guest device may be
prioritized along with other devices and/or processes on the
device that is sharing the CPU. For example, guest users may
only consume a controllable percentage of resources when the
owner of the device is not otherwise using them, such as
bandwidth or processing power. Both CPU and bandwidth are
examples of resources which are scheduled according to time
constraints (e.g., cycles or bits per second) rather than non-
time-based resources such as disk or memory usage. As a
result, the scheduling mechanisms for time-based resources in
general will be fundamentally different than for non-time-
based resources. Note that kiosk locations would enable many
scenarios that would pe useful to such guests. A resource
such as a display monitor may be either entirely available for
sharing or not at all, depending on whether or not it is
presently being used. Thus, although not represented in FIG.
6, step 606 may also reject (or ignore, if appropriate) a

request when there is no amount of a requested resource
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available for sharing. Step 608 represents returning a
response to the requesting entity, preferably the schema-based
response that provides the resource capability data to the
requesting entity. ]

Step 610 represents allowing the requested resource to be
shared, and includes, for example, the exchange of ‘data
between the requesting device and the sharing device so that
the sharing performs some corresponding task for the
requesting device. Step 612 tests whether the resource was
exhausted, e.qg., timed out or is no longer available. Note
that this is shown as a loop in FIG. 6 for purposes of
simplicity, however it 1is readily understood that the actions
may be event driven. Further, a step {(such as step 606) may
be included in the lcop / used to fire the event, e.g., the
resource usage is dynamically monitored to determine when it
is exhausted for the particular request. Note that a resource
may be directly exhausted when the requesting entity informs
the device that the resource is no longer needed.

Step 614 represents notifying the requesting device that
the resource is no longer available for its use. Step 618
represents disabling the resource usage, so that, for example,
once exhausted the requesting device will need to make a new

request if it wants to share resources.
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FIGS. 4 and 5 provide examples of some of the many
possible uses of the present invention. As will be understood
from the examples of FIGS. 4 and 5, integrating computational
proxy support into a network edge device or appliance may
result in a better user experience for users of an internal
network.

In a first example represented in FIG. 4, a small mobile
device 400 (such as a mobile telephone) wants to print to a
printer 402, however the small device 400 does not have an
appropriate printer driver. This may be because the mobile
device 400 does not have sufficient memory to install and
maintain a printer driver needed for that printer 402, and/or
does not have an easy way for the needed printer driver to be
installed, and/or for other.reasons. Note that this is a real.
scenario, and one proposed solution is to emit XHTML~PRINT as
a simplified PDL (Page Description Language) from the mobile
device 400 to the printer 402, e.g., over some network
connection (shown via the dashed line in FIG. 4). Although
XHTML-PRINT is adequate to an extent, this solution has a
number of drawbacks, €.g., XHTML-PRINT is not WYSIWYG, cannot
control line breaks, and generally provides a poor user
experience.

However, if via the present invention, the mobile device

400 first dynamically discovers a personal computer 404
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equipped with a proper printer driver 406, (and which the
mobile device user is authorized to use), the mcbile device
400 instead provides printing data via the personal computer
404 to the printer driver 406, which in turn will create a
WYSIWYG output using PCL, Postscript or rasterization. As
mentioned above, the present invention provides the discovery
mechanism, and thereafter the mobile device 400 may
communicate in any way with the personal computer 404, such as
by a lightweight PDL that has much higher-fidelity (relative
to XHTML-PRINT). The result is high-quality output rendered
very quickly, by leveraging the faster processor and proper
printer driver 406 in the personal computer 404.

'FIG. 5 demonstrates a second example, generally directed
to providing an improved user experience when opératiﬁg a PDA
(perscnal digital assistant) 500 that is to be executing
nmanaged code remotely on a server 502 (e.g., an ASP.NET
server). One way to accomplish this is to have the PDA
connect to the server to run the managed code, (e.g., by
leveraging Mobile Controls support in ASP.NET), with the
results transmitted as HTML, as indicated by the dashed line

in FIG. 5. The server 502 dynamically scales the HTML content

to the appropriate screen size of the device 500, without the

ISV creating special-purpose code for each device 500.

However, this requires many round trips with the server 500,
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with the screen flashing for updates, and generally provides a
degraded user experience.

An improved solution provided by the present invention is
accomplished by having the PDA dynamically discover that a
personal computer 504 associated with the user’s identity can
be a proxy for a number of computational resources, as
generally represented in FIG. 5. In such an event, the PDA
issues an HTML request for a remote page via the proxy
personal computer 504. The personal computer 504 intercepts
the request and starts a session with the remote server 502 to
offload the UI rendering managed code, e.gq., using WSDL as the
protocol to the server 502. Typically, the bandwidth from the
proxy personal computer 504 to the server 502 Qill be less
than the bandwidth from the PDA device 500 to the Proxy
personal computer 504, whereby the smaller amount of data
transferred over the slower link to and from the server 502
results in a more responsive user interface when displaved on
the PDA 500, providing an improved user experience. Of
course, the two bandwidths can be first evaluated to ensure
that the proxy solution is the nore-optimal one.

Further, note that if the PDA 500 was equipped with
locally-running controls that the sefver was able to leverage,
an even better experience may be provided. For example,

ASP.NET automatically leverages any local controls {e.g., such
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as a date picker control) running locally on a PDA running a

Windows®-based operating system. This results in even less

round trips to the server 502 and/or proxy 504, with less

resultant screen updating / flashing.

As can be appreciated, there are numerous other examples
that are enabled by havi;g computing resources revolve around
an identity, instead of around the particular devices those
resources ship with. The resource schemas and service fabric
are not limited to simply describing the resources, but also
include elements to assist those resources working together.
This can be appreciated from the following two types of
scenarios, namely a set of real-time scenarios in which the
user is interacting with a remote computing device in real-
time, and a set of scheduled or predicted scenarios. An
example of a predicted scenario may include a storage load
balancing mechanism that occasionally runs on a home network,
to make sure that one computing device’s free storage space is
not going to run out while another drive has plenty of rocm.

Thus, a rich schema may provide data that goes beyond
describing the resources themselves, such as methods to
schedule, at a particular time or at regular intervals,
prioritization machinery, and data indicating how to deal with

possible contention between real-time and predicted tasks, or

multiple such tasks. The schema may provide for the concept
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of cost, e.g., if two connections are available to the
Internet, it is valuable to recognize that the user may be
paying one price for unlimited access but another price for an
amount of data transferred over a different mechanism, &nd
select the better option.

Replication/sharing by a logging system may be used to
understand how users are interacting with their devices, and
to achieve a consolidated view of how a user operates, rather
than have only disparate views separated by device. This data
is appropriately known to many devices, and will provide an
automatic way for such data to be consolidated. Prediction
optimizations may be saved and exchanged based on monitored
usage, e.g., if the system knows that a user manually
downloads particular information to a hand-held computer every
Friday before leaving work, the system can start the download
during device idle time so the “synchronization” appears
instantaneous: End user options/settings/preferences is also
valuable information for the shared environment, e.g., what is
a desirable or even necessary feature for some users is
undesirable or even annoying to others. By maintaining this
data, the end user has the power to be in control of their
experience. Also, in a typical environment, there will be at
least one rich client that uses the protocol/schemz to perform

system management, where “system” refers to the overall set of
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resources associated with an identity. Algorithms and methods
can use the schema for predicting such operations.

As is understood, there are many valuable scenarios
enabled by through abstracting device resources and *
aggregating them around an identity. A number of examples are
provided, however the list should not be considered exhaustive
or in any way limiting, but rather serves to illustrate some
of the many benefits and advantages of the present invention.
As examples mentioned above, a device with a small computer
screen may leverage an unused computer monitor connected to a
personai computer for better display, use resources of a proxy
to facilitate a better display on its own display (FIG. 5) ox
print to a printer even without printer driver, by connecting
to a printer via a personal computer that does have the
correct driver (FIG. 4).

Other examples can be seen in a very low-powered device,
such as a mobile telephone, performing complex computations by
using the memory and CPU of a personal computer. Stored data
can be automatically and transparently moved from a first hard
drive to a second when the first hard drive is getting full,
including, for example, from personal digital video recorders
that record video programming and Aeed to delete old shows to
make room for more recent recordings. The present invention

instead moves those older shows to another storage, rather
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than delete them. A portable audio player need not be able to
play any type of physical media, but can instead receive and
buffer audio streamed to it from a personal computer and play
the audio from memory.

Other examples include allowing users to easily access
their files from any device regardless of where it is stored;
for example, while on the road with only a small personal
computer, being able to easily open files stored on a home
personal computer or work personal computer, (independent of
centralized .NET data storage). A user may see all of the
free space in various devices, including in various public
sharepoints on a corporate network. A large-screen TV
connected to an appropriate device may be used to view
photographs saved on a personal computer folder, run a
slideshow, watch home movies or movie trailers saved on a
perscnal computer, and so on.

FIG. 7 provides a demonstration of an implementation 700
run using four interconnected computing systems, 702-705. The
implementation 700 includes a command shell 710 and
application program 712 (or similar function code) on the
computing system 704, a keyboard resource 714 on the computing
system 702, a storage (e.g., disk) 716 on the computing 5ystem

703, and a display 718 on the computing system 705. Thus, in

‘this example the resources are distributed such that there is
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an input resource the on computer 702, storage resource on the
computer 703, and an output resource on the computer 704. The
computer 704 acts as a coordinating authority for the
implementation 700. Although the resources are on different
computer systems, the resources are accessed in accordance
with the present invention to essentially form a single
functioning system.

The shell resource 710 calls the application 712, and
also connects to the other devices’ resources through ports
724, 726 and 728, conceptually represented in FIG. 7 as one
port per resource, although a separate input and output port
may be provided. Ports essentially comprise structured queues
that can be written (output) to or read (input) from via a
handle to that port. Ports are mobile, data is not lost, and
security can be associated with a port such that no one except
the intended entity will see the data intended for it.

The shell 710 used in the implementation 700 is based on
a programming language referred to as xSpresso, as described
in United States provisional patent application serial number
6G/379,864, filed on May 10, 2002 and herein incorporated by
reference in its entirety. In éeneral, xSpresso is directed
to a programming language and runtime that brokers control andg
data flows among asynchronous system components. Among other

things, xSpresso expresses the cooperative dimensions of
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programs or services, including ordering and timing, that can
be programmatically verified. The language may
programmatically express the passing of an organizational
scheme formed from a customizable tag-based language such as
XML.

In the example of FIG. 7, the numbered arrows labeled 1-4
and 6-10 represent an example of the varicus communications
between the ports 724, 726 and 728 and the shell 710, to
display tge text data of a file in the stcrage 716 to the
display 718, e.g., similar to the well-Xnown “type” function.
In the example of FIG. 7, a user of the keyboard resource 714
initiates the operation by typing the word “type” on the
keyboard 714 (arrow labeled one (1)). The shell 710 receives
this via the pért 724 and communicates data to the port 728
for display on the screen 718, (arrow labeled two {2)), e.q.,
to echo what the user has input and/or to prompt for a
filename of a file that stores the text that the user wants to
have displayed. 1In FIG. 7, the arrow labeled three (3)
represents the user typing in the filename, such as
corresponding to an XML file, which may also be echoed {not
separately labeled).

With the filename, the shell 710 then writes data
{represented by arrow labeled four (4)) to the port 726 that

corresponds to the storage {e.g., disk) resource 716, which

_38_
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results in a read request to the storage’s file system. In
parallel, the shell 710 calls (the wide arrow labeled five
(5)) the application program 712 to receive and output the
read data. In response, the storage resource 716 begins
outputting data via port 726 tobthe application program 712,
which in turn outputs it to the port 728 of the display
resource 718, as represented by the arrows labeled six (6} and
seven (7). The arrows labeled eight (8) and nine (9)
represent the rest of the data being transferred in a similar
manner. The arrow labeled ten (10) represents the status
(e.g., success) code being returned to the shell 710.

In keeping with the present invention, storage, input and
output can be placed on different systems, with no change to
the implementation. Legacy interoperability may be provided
via common language runtime (CLR) classe$ that represent
common legacy components (e.g., the keyboard, console and
storage). System dispersion is'provided in a local and
transparently distributed implementation, as is explicit
handling of concurrency and message-passing.

As can be seen from the foregoing detailed description,
there is provided a method and system for distributed
computing of device resources based around the concept of
identity. The method and system abstracts the resources of a

computer from the individual devices in a manner that provides
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numerous benefits to a user and generally improves the user’s
computing experience. The method and system are schema-based,
and are extensible and highly flexible.

While the invention is susceptible to various
modifications and alternative constructions, certain
illustrated embodiments thereof are shown in the drawings and
have been described above in detail. It should be understood,
however, that there is no intention to limit the invention to
the specific forms disclosed, but on the contrary, the
intention is to cover all modifications, alternative

constructions, and equivalents falling within the spirit ana

scope of the invention.

¢
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WHAT IS CLAIMED 1IS:

1. In a computing environment, a method comprising:

at a first computing device, discovering a second
computing device: ¢

5 at the first device, obtaining data related to the second

device, the data including resource information of the second
device formatted according to a schema understood by the first
device; and

the first device interpreting the data to access a

10 resource of the second device.

2. The method of claim 1 further comprising,
communicating a request to use the resource from the first

device to the second device.

15
3. The method of claim 1 further comprising,
communicating identity information from the first device to
the second device.
20 4, The method of claim 3 wherein the identity

information corresponds to credentials.

5. The method of claim 4 wherein the credentials are

provided by an authentication service.
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6. A computer-readable medium having computer-
executable instructions to perform a method, the methed
comprising:

at a first computing device:

locating information about a resource of at least
one other device that is available for use, the
information located based on an identity associated with
the first computing device;

selecting a resource of a second device from the

information; and

accessing the resource of the second device.

7. In a computing environment, a systen compriSing:

a first computing device associated with at least one
identity, the first device including a first resource and
configured to provide access to the first resource by at least
one other device associated with the identity, the first
computing device providing information about the first
resource according to a resource schema associated with the at

least one identity;

& second device, the second device configured tc request

access to the first resource; and

_42_
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the second device performing a computing task including
using the first resource on the first device to perform at

least part of the task.

8. The system of claim 7 wherein the first resource

comprises storage.

9. The system of claim 7 wherein the first resource
comprises bandwidth of a connection from the first device to

at least one other computing device.

10. The system of claim 7 wherein the first resource
comprises processing.cycles of a processor.
11. The system of claim ? wherein the first resource

comprises an input method.

12. The system of claim 7 wherein the first resource

comprises an output method.

13. The system of claim 7 further comprising a third
computing device connected to the first computing device,
wherein the second device accesses the first resource to

perform an operation with the third computing device.
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14. The system of claim 7 wherein the third computing

‘device comprises a printer, and wherein the first resource

corresponds to a printer driver on the first computing device.

15. The system of claim 7 wherein the third computing
device comprises a server, and wherein the first computing

device acts as a proxy to the server for the second computing

device.

16. The system of claim 15 wherein the bandwidth from
the second computing device and the first computing device is
greater than the bandwidth from the first computing device to

the third computing device.

17. A computer~readable medium having stored thereon a
data structure, the data structure comprising:

a first field for identifying a type of resource:

a second field for identifying a device that includes a
resource corresponding to the type of resource identified in
the first field;

a set of at least one third field, each third field in

the set corresponding to the second field for identifying
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information about the device resource identified by the first
field; and

wherein the data structure is used to provide resource
information to another device that is different from the one
jdentified in the second field such that the other device can

use a resource identified in the third field set.

18. The data structure of claim 17 wherein the first
field includes information corresponding to a storage resource

type.

19. The data structure of claim 18 wherein the third
field set includes information corresponding to total size

data of the storage resource.

20. The data structure of claim 18 wherein the third
field set includes information corresponding to free space

data of the storage resource.

21. The data structure of claim 17.wherein the first

field includes information corresponding to bandwidth data.

22. The data structure of claim 17 wherein the wherein

the first field corresponds to processing power.
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23. The data
field set includes

a processor.

24. The data
field set includes

a processor.

25. The data
field set includes

memory.

26. The data

field set includes

a memory.

27. The data

2
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structure of claim 22 wherein the third

information corresponding to speed data of

structure of claim 22 wherein the third

information corresponding to usage data of

structure of claim 22 wherein the third

information corresponding to size data of a

structure of claim 25 wherein the third

information corresponding to usage data of

structure of claim 17 wherein the second

field includes information identifying the device as a

perscnal computer.

28. The data

structure of claim 17 wherein the second

field includes information identifying the device as a disk

drive.
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29. The data structure of claim 17 wherein the second

field includes information identifying the device as a

telephone. e
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ABSTRACT

A system, method and related data structures for
discovering and describing computing resources available at
various computing devices, and for exposing those resources as
services that are addressable by software applications. The
data describing the resources is arranged according to an
identity-based schema. The computing resources may include,
for example, storage capacity, bandwidth, processing power,
input methods and mechanism, and rendering methods. The
method and system are identity-based, whereby a user (with an

identity) has access to the distributed resources commensurate

with that identity.
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]‘ e aui see ingenit ey Reg:sire europder des Creveis et auque! sigrificaticn serp faite) Anwahssozietét i
| = I
L Lo LoohZn 00 ¢ R :
i ZusammenschluR Nr. 72 /
' Geschattsarschrif; / Address of place of busiress / Adresse prefessionneile i6 Associaﬁon No 72
Maximilianstrafle 58
l
D-80538 Miinchen |
Deuischland / Germany
Telelor / Telephane / Téléphone i 17 [ +49 89 212350 - |
- : - - ——
Telex / Telex i Telefax / Fax / Tél6lax 18 +49 89 220287

EPAJEPO/OES Form iCOY.Y 07.02

sheet / Actie(s) mandaiaireis) sur leyille addiionnelle 9
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ta
|
Volimacht / Authorisation / Pouvoir .
ist beigelUgl / is enclosed / joint 20
Nummer
istregist:ieri unter Nummer / has been registered urder No. / GENA 2 Number
3 é1é eniegisire sous le re Numéro

Erfinder / Inventor / Inventeur INVT 208 &

Arrnclder ist {sind) alleiniget:) Erfinder / The applicant(s) is {are)
the sole inventor(s) / Lels) demandevi(s) est {sont) le (les) seul{s)
inverieurls)

Erfindernennung in gesonderiem Schn’f!smcl_( / Desigration of inventor
attached/ Voir l2 désignaticn de Finventeur ¢ j0inte

z ]
232

Bezeichnung der Erfindung / Title of invention /
Titre de l'invention

TIDE TIEN TIFR

 |IDENTITY-BASED DISTRIBUTED COMPUTING
FOR DEVICE RESOURCES

Prioritétserk!émng / Declaration of priority /
Déclaration de priorité

Umo

|
1
!
| Anmeldetag /Date of | Aktenzachen f Anpriceion |

25 Staat / Siate / Etat Lfiling/ Date de dépst | No. /1" co ia gemance

Ci & . ¢ R A 4
lGZﬁ .8 #
|
I03;: E #
!oou # #

VWeiieie P:iorilélsc:klérur‘g(en) auf Zusatzblatt /
Addtiiicral decleraiienis) of prionty or. additional shee! /
Auireis) déclaration(s) de prionté sur feuilie additioncelie

"U.SA. June 28, 2002 10/187 221 ]
e

’ - |
|

’ ] _
. |
- e

Es wird hiermi: erkiart, cal die Anmeldung eine vollstardige Obersetzung der
frireren Anmeldung ist (Regel 38153}/ It is hereby declared that the application
is 3 complete yans'ation of the previous agplication (Rule 38(5)) / Il est déclaré

08714 gréserte Gue la dernance esi une Iraduction ini¢grale
I PRIO &

|
L

e la demande aniérieure {régle 38(SH
Biological materiaf

Biologisches Material

Die Erfindung bezicht sich auf bazvs,
verwendel biologisches Material das
nach Hegel 28 hirterlegt worden ist

The invention relates to ancVor
uses brological materiaj deposited

tader Rule 28.
Oie £ngeben nach Pegei
28BU1)ci talls noch ikt
hekannt, cie Hinierlegungs-

IB'OME"llll]iﬁ
stelle und cas ic:e) gezugs-

2eichen iNumicer, Symbole usw I des Hinterlegers) sind in den technischan
Anmeldungsunierizgen erthalien auf / The particulars refereq to in Rule 28{1)(c)

fif not yet known, the depository institution and the icentification reference(s)
fnumber. symbols etc.] of the cepositor) are given in the technical documents in
the anplication on / Les incications visées 4 l régle 28(1)c) (si pas encore connuyes.
T'acionté ae ¢épét et la {les) téérencels) d'identification {numéro oy symboles elc.}
Cu dénosant) figurent dans les piéces techniques ce la demande & la faux

we'den spater mitgeteil / wilt be subrritted later /seront communiguées
térieciement

Die Emo{angsbescheinigur\g(en) der Hinteriegurgsstelle ist {sind} beigefigt /
The receipi(s) of deposit issued by the deposiary institytion is {are} enclosed /
Leis) récbpisséis) do dénbt délivié(sy par V'aviorité de gépot est (sort) joint(s)

witd iveerden; nachgereichi / will be fited later /sera (seront} produit(s)
Gtéricuemery

e e ———

2 j Matiére biclogique l
— L'invention corcerne et/ou utiiise I

de la matiére bislagique, déposée
conformémert 3 1a regle 28. !
|
!
il
27 Sciteir) / page(s) Zeiie(n) / inels) / ligrels) i
|

oo

272

275

] TJ

B
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; i i 1 ) ¢ Anschrift des Hintertegers / Name eng address of depastior /
Falls das biofogische Material nicht vom Anme_lder. scndern von einem Oritten 28 t‘l'aosee:. aaienes du deeam® egers /
rinteregl wurce: / Where the biological material has been deposited by 3 b 3 L
Person other than the applicant: / Lorsque la matiére biologique a 616 dépasée
037 Lne perscrre autre que le demendeur:

Ermiachiigung nach Regel 28(1)d) / Authorisation under Ruie 28tid) /
L'eutorisalion en verty de la régle 281(31d)

ist beigeflgt /is enclosed / est jointe 28a

wird nachgeseicht / will be liled later / sera produite ultérierement 28b |
iati H at disting, 8 I'ergegement )

Verzieht aul die Verpilichiung des Antragstellers rach flege! 28(3) 25 Renonciation. sur document distin ergegeme |

ir. gesonderter Schaltsiick / Waiver of the right 1o an urdertaking du requérant au titre de la régie 28(3)
f:en the requesier pursuart to Rute 28(3) attached

irg hieemit mil i i Hormémer.t 8 1a regle 28(4) if est déclaré par ia présente que
Ger 4 hietmit mitgeteilt. dafd der Zugang zu dem in den Fer (.Zor*(or"'_\é"\erl : 3(4) i ' e
:;r:ézfé ﬁﬁgegfagga:wr:senumologscl?:n Material nur durch Herausgabe einer 30 l'accessibitite 3 la matiere b:olog.qus‘:‘ me?ucnéé; ay;“v(;fzzl;eg‘%zn
Probe an einen gamvemléndxgen rergestellt vird / It is hereby declared urder et 27 re peut réalisée que par la remise d'un écha v un

Rule 28(4; trat the availability of the biologica! ma:erial referred to in Sections

26 and 27 sha! be eftected only by the issue of a sample to
an expert I BIOM 3

Nucleotid- und Aminosiuresequenzen /
uelooti o | SEQL1 |

L] DT

Nucleotide and amino acid sequences /
Séquences de nucléotides et d’acides aminés

is endosed

Gie Beschreitung enthalr ein Sequen2protokcll nach Regel 27aln)/
The description contains a sequerce listing in accurdance with Rule 27a(1)

Der vorgeschriehene Datentrager ist beigeligt / The prescribed data carrier

€5 wird riermit erxlan, daf die auf gem Datentrdger gespeicherte Infarmation
init dem schriftiichen Sequenzprctokoli Gbereinstimmt (Regel 27a(2)} /

Itis hereby s1ated that the information recorded on the data carrier is identical
| i0 the waritter: scquence listirg (Rute 27a3(2)

La description cortient ure liste de séquences selor 13
régle 27bis{1)

Le support de donrées prescrit est joint

I est aéclasé par 1a présente que Finformation figurant sur lc
Support de dor.nées est identique 3 celie QuE contient fa liste
de séquences écrite iregle 27bis(2))

LT

Benennung der Vertrags-
Staaten und Erklarungen
hierzu

1. Hiermit werden samiticke Ver-

i tragssiaaier des EPU berannt,
die dicsern bei Einreichung dieser
Armeldung argehdren®

2a. Esist derzeit beabsicriigt. den
siebenfschen Betrag eirer Be-
nernungsgebihr 2y ertrichien
Damit gelier cie Benenrungs-
gebikren {Gr alle vertragsstaaten
ais entrichtet {Art. 2 Nr_ 3 GebQ).

25. Abweicherds von dor Erkidrung
in Nr. 2a ist derzeit beabsichtig:.
weniger als sieben Berennungs.
cebihrer fir toigerde Vertrags-
staaler 2u entrichten (hirre
Linderzodes und Vertragsstaaten
angeben®):

Designation of contracting
states and associated
dectarations

I DEST
1. All states which are
coritracting states (o the EPC

at the filing of this application
are hereby designated®.

2a ltis Currently intended to pay
seven times the amount of the
desigration fee. The designation
fees fcr ail the cantracting states
are thereby deemed to have been
paid {Ant. 2, No. 3, Rees).

2b. The declaration in. No. 23 does
rol apply. Instead. it is currently
interded 10 pay fewer than seven
designalior: fees for {he following
conlracting slates fplease indicate
country codes and contracting

states*):

£s wirg beariragt. e dic unier

Nt 2 nicht aufgetitrten Vertrags-
Staalen von der 2ustellurg von
Mitteilungen nach Regel 85a(1)
urc Regel 63!7) abzusehen

3. Wird eir: automatischer Ab-
buchungsauftrag crieilt {Feld 43},
sc wird das EPA beaulirag:, bei
Aklaul des Grendiris: mach Antike!
7812) der siebenfacken Betiag
eingr Senenrurgsgebihr sbzue
Sucken. Ist eine Erklacung unter
Ni. 2b sbgegeben worden. so
sollen die Eer‘-ennurgsgcb(}hlen
nut 10r die dort angegebenen
Veriragsstaater, abgebucht
werdern. sotern dem EPA nicht
dis 2um Ablau! der Grundfiis( ein
anderslauiencer Auftrag zugem

No communications under Aules |
85a(1) 0: 69(1) nced be notified in
‘espect of the contracting slates
not indicated urder No. 2b.

(&)

. It an automatic debit order kas
been issued (Section 43). tke EPQ
1S authorised, on expiry of the
basic period urder Article 79(2),
to debit seven times the amount
of the designation fee. If any
states are irdicated under No. 2b,
the EPO shall debit designatior
fees only for those stales, unless
it is instructec to do otherwise
before expiry of the basic period.

32

Désignation d'Etats
contractants et
déclarations & ce propos

i Sorideésigres tcus les Etats Gui sert
des Etats cortractarts de 'a CEE 2 Iz
datedu dépst de la présente dermarce

XX

2a. 1 est actyeilemen! ervisagé de cayer
un montant cosrespandant ¢ sept fois
1a taxe de dasignatior. Les taxes de
désignation sont ainsi séputées
payées pour tous les Etats conirac-
lants (art. 2. point 3 gu RRT)

_] 2b. Contrairement a ce qui es! ind.qué
— aun® 2a. il est actuellement envisagé
de payer moins de sept taxes de Jé-
signation pour les Etats cortractants
SUIVaRts (prigre d'indiquer codes de
pays et £tats comractants®; :

t4)

(5

Ik

€

Priere de ne pas prcceder a ia !
sigrification des notifications prévues |
par les régles 85bis(1) et 69(1) pour :
les Etals contractarsts n'ayant pas é1é

mentionrés au n° 2b

@ 3. Siun ordre de prélévement auto-
matique est dorné (rubrique 43)
#est demande 3 I'OEB de prélever.
2 F'expiration g délai normat vise
8 Varticle 79(2), un montant cerres-
pondart & sept lois ‘a taxe de désig
nation. Si ure dédaration 5 616 faite
aun® 2b, les taxes de désignation ne
sont prélevées que pour les Etats
€ontractants qui y sont inciqués. saul
instruction contrarre reque par 'OER
avant 'expiration du délai normal.

* Siard noi Orucklegung: 24 Venragsstaaten, und Dvar / Staius when this

!crm was printed: 24 con:

) . » iracing states. ramety / Situaticn 4 la dato d'impression : 24 Einis conlsclints, § sevo.r
ATVCs:crrc:c:v { Ausing | Avtricre, BE Be.gian / Beig'um / Bolgique. BG Bulgarien / Bulgaria / Bulgarie. CH/U Scrweiz ung Lecntensiein / Switzedand ard Lisertensien / Suisco o; Lechten
siein. CY Zypern / Cypus / Chypre, €2 Tscrechische Pepctlik / Czech Repubdlic / Rép.btique tenéque, DE Do

EPVEPO/OEB Form 10073 07 02

eland / Inando, IT |
/ Porisgat, SE Sc

nd/Esicnia / Esione, €8 Spanien 7 Spain / Espagro, R Firniang /Fitland / Fintande. FR Frankreich /F
*enland / Greoco / Grice, LE irang / I
Neinertarnds / fays-Bas. PT Poriugnl / Partugal

1schiand ! Germany / Ajemagne, DK D§nama-k / Dcnmark / Daneniaa
rence / Frarce. GB Ve:ginigies Kénigreich f Uniteg Xingoem / Royzumodin:

‘alien / laly / italig, LU Luxembuyrg / Luxcmbwro/Luxembourg_ MC Moreca 7 Mcnsco ¢ NMoreco. NL Niederarde /
hrweden / Sweden / Sudda, SK Sicwakische Reputiik / Siovak Repudlic / Raputligue s'c

voque. TR Turke: f Tuikey / Turquio

EP27314-034/df
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Erstreckung des
europdischen Patents European patent
Diese Anmeldung gt als Antrag,

cie europaische Patentanmelcung
und cas darauf cricilic evropaische
Pater: auf alle Nichi-Vertragsstaater.
des EPU zu erstiecken. mit dener am
Tag irrer tinreictung ..Erstreckungs-
abkommen* besteren (derzeit: Alba-
rier. Litaver. Lettland, Rumanien,
Siowerien, ehcmalige jLgoslawische
Republik Mazedoricn). Die Erstrek-
kur.g wird jedoch rur witksam, wenn
die vorgeschriebene Erstrockungs.
Ggebihr entiichiet wird.

This application is deemed 10 be

a request to exiend the Eurcpean
gatent application and the European
patent granted in respect of it to all
non-contracting states to the EPC
with which “extension agreernents”
exisl on the date on which the
application is filed (Present situation:
Albania, Lithuania, Latvia, Romania,
Sloveria, former Yugostav Republic
of Macedoria). However, the ex-
iension orly takes effect if the pre-
scribed extension
lee is paid

£s ist derzcit beabsichtigt, die Ersireckungsgebihe fir cie rachlolgerd ange-
kreuzten Staslen v entrichien: /i is currently interded to pay the extension
fee for the siates marked Selow with a cross: /1l est actuellement envisagé
ce paver ia taxe ¢'extension pour les Etats dont le nom est coché crapres :

Albaricn / Albaria / Alharie AL
Uiauen / Lithuaria / Litvanie LT
Lettiand / Laivia / Lettonie Lv
Rumaérien / Romania / Rgumaric RO
Slowenien / Sioveria / Slovénie St

Ehernalige jugoslawische Reputlik Mazedonien / former Yugoslav
Reauhlic of Maccdoria /7 E£x-République yougestave de Macédoine MX

!‘?n'.x fir Swsten. mil deaen naea Drucriegung dvses Formbans -{miiecruruabrommen* In Kaatt treten) £
iS22 for swies wan whCn “exiens GeCrmenis” enter neo force atter 1na form as boen printed) /
TgVO sesquess des «accords a'exensions entieront en yRucu' 8pres I'imgression

I EXPT

i ¥ i 1d benannte Verltagsstaaten /
Vorschiecene Anmelder 10 verscniedene Veriragssiaaten / 33 | Namein) des (der) Anmeloe!(sl}zrd e
D?."fi:e:\t appelicams for different contracting slatgs;/ Namets} of apphicani(s) and designated contracting slales/é o
Oiffézents demanceurs pour différerts Etats contractants Nom(s} du (des) demandeur(s) et des Etats contractants désignes
n 4
APPROZE ) L L
i .
Extension of the k) Extension des effets

du brevet européen

La présente demargde est réputee con-
stituer une requéte en extension das
effets de la demande ce trevet evro- :
péen et du brevet curopéen délivié sur

13 base de cette demande 4 tous les
Etats ron parties & 3 CBE avec lesquels
il existe un «accord d'extensions 8 la
date du dépét de le demande (Situation
actuelie ' Albarie, Lituanie. Lettonie,
Roumanie, Slovénie. ex-Reputlique
yougoslave de Macédoire). Toutefors.
I'extension ne produit ses efiets que s'i!
est acquilté 1a taxe d'cxlension presarite.

LI IO

O:e Anmeldung ist eine Teilanmeldurg /
The applicaiicr is 2 divisional

constitue ure demarnde
sclon I'article 63 (3)h)

LEA““ lllllllll"

applicatior. /

La préserie demande l OFiL9 ! Lidt g ?
]

| I

oacmon(

Es hardelt sich um cine Anmeldung rach Artikel 61} /

The azplication is an Articte 63(1)(b) I

application /

La préserie demande OFILo L d i1 *

L

3

{2
(=23

,U.__
T

|

No. of eartict application
Numéro de la deerande initisle

' j Nummer der f:iteren Anrmicldung

———]

Nummer der frireren Anmaldunrg
No. of eariier epplication
Numéro de la deniarde

Patentanspriche / Claims / Revendications

I CLMS

37

2ahl der Fatertarspriche
Number of claims

—

TN
[{e]

Zur Veréifertlichurg mit der Zusammenfassung wird
vorgeschlagen Abhildurg Nr. /

with figuie No. /

—_

Nombre de revendications

EPAEPO/OEB Form 1G0T 4 07 02

%t is propesed that the abstiact be published together 3 1A Nummer / Number / Numéro |
—

il est proposeé ce publier avec abrége ia fiqure no ORAW 2
EP27314-034/df
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:eferonco / Espuce réaene § u reternaen Qu demandest 4



Zusétztiche Abschriitien) der im eurcpadischen Recherchenbencht
angelihrien Schriftsitcke wird (werden) beartragt /

Additional cogyties} of the documenis cited in the European
search report is (are) requested / .

Priere ce fournir une (des) copiels) supplémentaire(s) des
documerts cilés dans le rapport de recherche européerne

I ASGC

N —

Arzahl der zusatzlichen S3tze von Abschrilten
Number of edditiona) sets of cepies
Nombre de jeux supplémentaires de copes

£s wird ¢ie Rickerstattung der RecherchengebGhr gema Art. 10 GebO

SO SO

! !
beantragt / Refund of the search fee is requested pursuant to Article 10 4 i
of the Rules refatirg to Fees / Le remboursement de 1a 1axe de recherche -
es: demandé en vertu de l'article 10 du réglement relatif aux taxes
Eire Kopie des Recherchenberichts ist beigefiigt / a2
A copy cf the scarch repost is attached / e
ine copie du sapport de rechercte est jointe
Automatischer Automatic debit order a3 Ordre de prélévement
Abbuchungsauftrag ttor EPO deposit sccount holders automatique
irur moglich fGr Inhaber vor beim only) !poss;bllllré of;me uniquemert
PA gefihnen inutenden Konien) . . aux tiylaires de comptes courants
E0A getu The EPO is hereby authorised. ouverts aupres de I'CES)
Tas EPA wird hierrit beauftragt. [allig under the Arrangements for the ] A
:\'erdende Gehbibren ung ALS'ng\Cf‘. 9 automatic debiting grocedure. 1o Par la présente. if est demandé 3I0EB
rach MaRaabe der Verschriften uber debit from the deposit account de prélever du compte courant ci-dessous
das auiomatische Abbuchungsver- opposile any fees and costs falling les taxes et frais verant & échéance. con-
faheen vem nebenstehenden iaufender.  due. With regard to designation formeément a le réglementation relative 3
Korts shzubucher. In bezug auf die fees relerence is made 1o Section a procédure de prélévement automaticue.
8enennungsgebuhren witd auf Feld 32.3. The £PO is also authorised, Pour les taxes de désignation, se rercrter
32.3 verwiesen. Das EPA wird ferner on expiry cf the basic period 4 1a rubrique 32.3. 1l est en outre demarndeé
beaufirag!. die Erstreckungsgebihren  {0r its paymert. (o debit the 4 1'OEB de prélever, A Fexpiration du délei
fir jecden in Feld 34 argekreuzten extension fea for each of the rofmal prévu pout leur paiement. les taxes
Erstreckungsstaate bei Ablauf der “extensior states” marked with d'extension pour chague «Etat autorisant
Grunditisi 2u ihzer Zahlung abzubuchen, 3 10Ss in Section 34, unless it is I'extensions coché & la rubricue 34, saut
suie:n ihm nicht Gis dahin ein andors instucted 1o do otherwise belore instruction contraire regue avant I'expicstion
| lauterder Autitag zugeht. expiry of this period. de ce délai
i Far automatischen Abbuchungsauftrag: Nummer des laulencer. Kontos / Name des Kontoinhabers /
! For automatic debit order: Deposit 2ccourt number /
i Pour I'ordre de prélévement automatique: Numé:o du compte ccurarit
| oeca
R _—
Evenivclle Rackzahlungen au! das rebenstehende beim EPA gefGhrie Nummer des laufender Kontos / Nam.e des Kortoirhabers /
isuende Konte / Any reimbursement to EPO deposit accourt opposite / Deposit account number / Accouri holdet's name f
Remboursementz évertuels & cifectuer sur le comple courani ci-conire Numéro du comple courant Nom du tituiarre du compte
ouvert euprés de I'CES Grinecker. Kinkeld
srunecker, Kinkeldey,
L OFPA 28 0004 37 [ tockmair & Schwanhiusser
Cje vorgeschriebere Ljste ther cie The prescribed list of documents 45 La liste prescrite des documents
; giesem Anieag beigefigter Unter- enclosed with this request is joints & cette requéte ligure sur
| iagen er;;:-lbl sich eus des vorbe- showr: on the prepared receipt le récépissé préétatli
reiteien Empfangsbescheinigung (page 6 of this request) (nage 6 de ls présente requéte)
iSeite 6 dieses Antrages)
Unterschriftien) des {der) Anmelder(s) oder Vertreters) / 46 | Fir Angestellte nacr: Artikel 133(3} Satz & mit eligemeirer Vollmiaent /

Signaturels) of apphicartis) o representativel(s) /
Signaiurels du (des) demandeurls) ou du {des) mandataire(s)

On/Pace sLic,  Minchen/Munich,

April 30, 2003

Datum fDate ___

Name oes ider) Unierzeichraten bitte in Druckseralt wiedertolen. Bai juristischen Po

Flcasa £7nt ngre under 59 in 1hg case of legal persons. the position of the signaio
nCiGués er caracieres Simprimerie, §'if sagitd

Ure parsonng mcnaio, 1a positicn OCCupéo au sain de cel!

Nr./No /rf:

For empicyees under Article 133(3). st senierce. havirg 2 general
authorisation / Pour les employés mentionrés 3 I'a: ticle 133(3).
*® phrase, munis d'un pouvoir général

rsonen bitte cie Stetlung des (Jer) Unterzoicinezen innerhaib 69: Geselischs
ry within ihe COrpary should piso be printed. / Le ou ies ACMS CES 5ug
bci v le ou los signataices dov: 8ire

GRUNECKER, KINKELDEY, STOCKMAIR

& SCHWANHAUSSER
ANWALTSSOZIETAT

=

Thomas Schuster

Drucksehal: angeden. !
S CCivent &(ra

ndiquée en carecibres o impe.acna

EPAJEPO/OEB Form 16075 07.02

EP27314-034/df
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Empfangsbescheinigung / Receipt for documents / Récépissé de documents 6

(Lsic der ciesem Antrag beige!igten Untertagen) (Checklist of enclosed documents) (Uste des documents ennexés & ta présente requéie)

E< wird hiemii der Embdiang ger unten bezeichneten Dokumentie bescheinigt / Receipt of the documents indicaled below is hereby acknowledged / Nous attestons le
00t des documents tésignés crdessous

Wird itn Calle der Einreichung der europdischen Patentanmeldung bei einer nationalen Behdrde diese Emp'angsbescheinigung vem Europdischen Patentamt Gbersand.
soistsie als Mitteilung gemsf fAegei 24(4) anzusehen (siehe Feld RENA}. Nach Erhaltder Mitteilung nach Regel 24(4) sind alle weiteren Untertagen, diedio Anmeldung
betreflen, nur noch unmittelbas beim EPA einzureichen. /1t this receiptis issued by the European Patent Office and the European patent application was filed with a
rational suthoxity it cerves as 2 commurication undet Rule 24(4) (see Section RENA}. Once the communication under Rule 24{4) has been received, all further
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IDENTITY-BASED DISTRIBUTED COMPUTING FOR DEVICE RESOURCES

FIELD OF THE INVENTION

The invention relates generally to computer systems, and

more particularly to computer resources.

BACKGROUND OF THE INVENTION

In early personal computing systems, application program
had to be programmed with knowledge of various computing
devices in order for the application to use such devices. For
example, in order to print to a particular printer, a word
pbrocessing program had to know how to print to the printer,
eénd generally supplied a driver for each supported printer.
Alternatively, a printer would supply drivers with it for the
most popular programs. The user had to configure each program
to inform that program as to which printer was connected to
the perscnal computer.

Contermporary operating systems such as Microsoft Windows®
brovided developers with a way to interface applications with
such devices regardiess of the specific device driver needs
and requirements. For example, with the Microsoft Windows®
operating system a user or the device tells the operating
system which printer (or printers) is connected, after which
any application is able to communicate with the printer driver

via the operating system. As a result, to accomplish
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printing, application programs generally only need to deal
With a set of standardized printing functions provided by the
operating system. The enormous benefits of such an
abstraction cannot be understated, e.g., this abstraction
enables any one of thousands of software programs to interact
With any one of thousands of printers and/or other devices,
without the vrogram having to know {or otherwise supply} the
details about the printer in advance.

Microsoft Corporation’s .NET technology provides a
Somewhat similar type of abstraction regarding a user’s or
company’s data. In general, with .NET technology, any .NET-
Capable program on any device can interact with a user’s data
via centralized schema-based services. Because of the
schematization, the programs do not need specific knowledge
gbout the details of that data, e.g., which used to be stored
in proprietary file formats, but rather only needs to be able
to deal with (read.and write) data formatted accerding to one
Or more of the schemas.

With .NET technology, a user’s (or other entity’s)
icdentity controls access to the centrally-maintained data,
€.9., a user may use a .NET Inbox service keep his or her
electronic mail data centrally stored (e.g., on the Internet
Or an intranet), and then access that data via the .NET inbox

service, at any time, from any device capable of connecting to
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the Internet or an intranet and having a program capable of
interacting Wwith the .NET Inbox service. The user’s identity
is used to sécurely match the user with the appropriate data.
Users can also contrcliably allow access to data by other
users, e.g., & user can selectively make certain business
contact information available to business associates, make
personal contect information available to friends, and SO on,
based on the others’ identities,

While .NET thus provides tremendous data-based benefits
to users, companies and other entities, the centralized
service and Centra:ized date are not particularly concerned
With how a user uses various devices and those devices’
resources. For example, devices such as a personal computer
and pocket personal computer have, for gquite scme time, been
able to directly synchronize with cne another. To an extent,
-NET technclogy is another way to keep such data synchronized,
although indirectly, without needing specialized and
proprietary synchronization programs.

However, even with .NET, & user cannot easily use one
device to access the resources of another device, such as to
use the computing power, storage, bandwidth, input and output
mechanisms, programs and/or other resources of one device on
benalf of another device, €.g., to perform a complex or

better-suited task on the more powerful device. What is
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needed is gz commen, consistent way to remotely discover ang
expose computing resources of various computing devices to one

another for Cross-resource usage.

SUMMARY OF THE INVENTION

Briefly, the present invention provides a system and
method for discovering and describing computing resources
available at various computing devices associated with an
identity, and for exposing those resources as services that
ars addressable by software programs, such that programs on
the devices can leverage ancther device’s resources. The
device services are identity-based, in that a device owner’s
devices discover each other and/or other devices accessible by
a8 user pased on the owner’s or other user’s identity.

Fuarther, based on identity, a device owner (or administrator)
can control what other users, and/or other devices can
leverage the resources of each owned device, as well as to
what exten

Computing rescurces may include, for example, the storage
Capacity of the devices, bandwidth, processing power {(e.g.,
the CPU and rRaM Capabilities), input mechanisms and methods,
rendering and other output mechanisms and methods (e.qg.,
screens, printers end audio), and programs. A device is thus

abstracted into its resources, which are then programmatically
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addressable from other devices in a composible fashion (e.qg.,
the remote resources may be defined in such a way that they
are, in turn, comprised of smaller resources contained within
the larger definition of the resource) . In other words, for
devices to participate in an intelligent distributed computing
model, various aspects of each participating device are
abstracted ang made programmatically addressable from other

devices. 1 unified identity-based mechanism discovers the

list of remote rescurces on the device. A set of cne or more

scnenas consistently describes the remote resources ¢n the
device, and a unified security model allows the owner of the
device to centrol who has access to which resources, and o
what extent.

With the present invention, desirable computing solutions
for a great number of example scenarios are enabled, including
& 3et of real-time Scenarios in which one user device
inTeracts witn one Oor more remote computing devices in real-
Lime, and a set of scheduled or predicted Scenarios that
operate transparently and automatically on a user’s behalf.

Other advantages will become apparent from the following
detailed’description when taken in conjunction with the

arawings, in which:
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BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1A is a block diagram generally representing a
computer svstem into which the present invention may be

incorporated;

FIG. 1B is a block diagram generally representing another
computer system into which the present invention may be
incorporated;

FIG. 2 is a block diagram representing various components
in a distributed computing environment in accordance with an
aspect of the present invention;

FIG. 3 is a block diagram generally representing an
earchitecture for discovering and exchanging resource
information in accordance with an aspect of the present
invention;

FIGS. 4 and 5 are block diagrams representing examples of
how the present invention can improve a user computing
experience by distributing computing operaticns to resources,
in accordance with an aspect of the present invention;:

G. 6 1s a flow diagram representing exemplary logic and
related operations performed to facilitate the sharing of
résources in a distributed computing environment in accordance

with an aspect of the present invention; and
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FIG. 7 is a block diagram generally representing an
example implementation including resources distributed in

eccordance with an aspect of the present invention.

DETAILED DESCRIPTION

EXEMPLARY OPERATING ENVIRONMENTS

FIGURE 1A illustrates an example of a suitable cemputing
system environment 100 on which the invention may be
implemented. The computing system environment 100 is only one
example of & suitable computing environment and is not
intended to suggest any limitation as tc the scope of use or
functionality of the invention. Neither should the computing
environment 100 be interpreted as having any dependency or
requirement relating to any one or combination of components
iilustrated in the exemplary operating environment 100,

The invention is operational with numerous other general
burpese or special purpcse computing system environments or
configurations. Examples of well known computing systems,
environments, and/cr configurations that may be suitable for
use with the invention include, but are not limited to:
perscnal computers, server computers, hand-held or laptop
devices, tablet devices, multiprocessor systems,
microprocessor-based systems, set top boxes, programmable

consumer electrcnics, network PCs, minicomputers, mainframe
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cemputers, distributed computing environments that include any
cf the above systems or devices, and the like.

The invention may be described in the general context of
Ccomputer-executable instructions, such as program modules,
being executed by a computer. Generally, program modules
include routines, programs, objects, components, data
structures, and so forth, that perform particular tasks or
implement particular abstract data types. The invention may
also be practiced in distributed computing environments where
tasks are performed by remote processing devices that are
iinked through a communications network. In a distributed
computing environment, program modules may be located in local
and/or remote computer storage media including memory storage
devices.

With reference to FIG. 1A, an exemplary system for
implementing the invention includes a general purpose
computing device in the fo;m of a computer 110. Components of
the computer 110 may include, but are not limited to, a
processing unit 120, a system memory 130, and a system bus 121
that couples various system components including the system
n2wory to the processing unit 120. The system bus 121 may be
any of several types of bus structures including a memory bus
Or memory controller, a peripheral bus, and a local bus using

any of 2 variety of bus architectures. By way of example, and
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not limitation, such architectures include Industry Standard
Architecture (ISA) bus, Micro Channel Architecture (MCA) bus,
Enhanced ISA (EISa) bus, Video Electronics Standards
Association (VESA) local bus, and Peripheral Component
Inter&onnect (PCI) bus also known as Mezzanine bus. Note that
any and all of the elements shown in computer 110 may be
connected to each other by standard high-speed computer
networks, including those distributed across a wide geographic
afea. For example, the system memory 130 may be.located in a
Chysically different location than Processing unit 120, but
yet defined in a composible fashion as logical computer 110.
The computer 110 typically includes a variety of
computer-readable media. Computer-readable media can be any
available media that can be accessed by the computer 110 and
includes both velatile and nonvolatile media, and removable
&nd non-removable rnecia. By way of example, and not
limitation, computer~readable media may comprise computer
storage media and communication media. Computer storage media
includes both volatile and nonvolatile, removable and non-
removable media implemented in any method or technology for
Storage of information such as computer-readable instructions,
data structures, program modules or other data. Computer
Storage medie includes, but is not limited to, RAM, ROM,

EEPROM, flash memory or other memory technology, CD-ROM,
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digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other medium which can
be used to store the desired information and which can
accessed by the computer 110. Communication media typically
embodies computer-readable instructions, data structures,
Program modules or other data in a modulated.data signal such
a5 a carrier wave or other transport mechanism and includes
any information delivery media. The term “modulated data
signal” means =z signal that has one or more of its
characteristics set ©or changed in such a manner as to enccde
information in the signal. By way of example, and not
limitation, communication media includes wired media such as a
wired network or direct-wired connection, and wireless media
such as acoustic, RF, infrared and other wireless media.
Combinations of the any of the above shculd also be included
within the scope of computer-readable media.

The zystem memory 130 includes computer storage media in
the form of velatile and/or nonvolatile memory such as read
only memory (RCM) 1231 and random access memory (RAM) 132. A
basic input/output system 133 (BIOS), containing the basic
routines that help to transfer information between elements
within computer 110, such as during start-up, is typically

stored in ROM 131. RAM 132 typically contains data and/or

- 10 -

V)



10

(81

fa)

20

brogram modules that are immediately accessible to and/or
presently being operated on by processing unit 120. By way of
example, and not limitatioﬁ, FIG. 1A illustrates operating
System 134, application Programs 135, other program modules
136 and program data 137.

The computer 110 may also include other removable/non-
removable, volatile/nonvoiatile computer storage media. By
wey of example only, FIG. 1A illustrates a hard disk drive 141
that reads from or writes to non-removable, nonvolatile
magnetic media, a magnetic disk drive 151 that reads from or
Writes to a removable, nonvolatile magnetic disk 152, and an
optical disk drive 155 that reads from Oor writes to a
removable, nonvolatile optical disk 156 such as a CD ROM or
other optical media. Other removable/non-removable,
Volatiie/nonvolatile computer storage media that can be used
in the exemplary operating environment include, but are not
limited to, ragnetic tape cassettes, flash memory cards,
digital versatile disks, digital video tape, solid state RAM,
solid state ROM, and the like. The hard disk drive 141 is
typically connected to the system bus 121 through a non-
removable memory interface such as interface 140, and magnetic
disk drive 151 and optical disk drive 155 are typically
connectec to the system bus 121 by a removable memory

interface, such as interface 150.
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The drives and their associated computer storage media,
discussed above ang illustrated in FIG. 1A, provide storage of
computer-readable instructions, data structures, program
modules and other data for the computer 110. 1In FIG. 1A, for
example, hard disk drive 141 is illustrated as storing
operating system 144, application programs 145, other program
modules 146 and program data 147. Note that these components
can either be the same as or different from operating system
134, application programs 135, other program modules 136, and
program data 137. Operating system 144, application programs
143, other program modules 146, and program data 147 are glven
different numbers herein to illustrate that, at a minimum,

they are different coples. A user may enter commands and

th

information into the computer 20 through input devices such és
& tablet, or electronic digitizer, 164, a microphone 163, &
keyboard 162 and pointing device 161, commonly referred to as
mouse, trackball or touch pad. Other input devices not shown
in FIG. 1A may include a joystick, game pad, satellite dish,
scanner, or the like. These and other input devices are often
connecied to the processing unit 120 through a user input
interface 160 that is coupled to the system bus, but may be
connected by other interface and bus structures, such as a

parallel port, game port or a universal serial bus (USB). A

monitor 191 or other type of display device is also connected

- 12 -
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te the system bus 121 via an interface, such as a video
interface 190. The monitor 191 may also be integrated with a
tcuch-screen panel or the like. Note that the monitor and/or
touch screen panel can be physically coupled to a housing in
which the computing device 110 is incorporated, such as in a
tablet-type personal computer. In addition, computers such as
the computing device 110 may also include other peripheral
output devices such as speakers 1395 and printer 196, which may
be connected through an output peripheral interface 194 or the
like.

The computer 110 may operate in a networked environment
using logical connections to one or more remote computers,
suchh as a remote coemputer 180. The remote computer 180 may ke
@ personal computer, a server, a router, a network PC, a peer
device or other common network node, and typically includes
many or all of the elements described above relative to the
computer 110, although only a memory storage device 181 has
been illustrated in FIG. 1A. The logical connections depicted

in FIG. 1A include a local area network {LAN) 171 and a wide

[s1)

rea network (WAN) 173, but may also include other networks.
Such networking environments are commonplace in offices,
enterprise-wide computer networks, intranets and the Internet.
For example, in the present invention, the computer system 110

may comprise source machine from which data is being migrated,
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and the remote computer 180 may comprise the destination
machine. Note however that Source and destination machines
need not be connected by a network or any other means, but
instead, data may be migrated via any media capable of being
written by the source platform and read by the destination
rlatform or platforms.

When used in a LAN networking environment, the computer
110 is connected to the LAN 171 through a network interface or
adapter 170. When used in a WAN networking environment, the
computer 110 typically includes a modem 172 or other means for
eéstablishing communications over the WAN 173, such as the
Internet. The modem 172, which may be internal or external,
may be ccnnected to the system bus 121 via the user input
interface 160 or other appropriate mechanism. In a networked
environment, program mecdules depicted relative to the computer
110, or portions thereof, may be stored in the remote memnory
storage device. By way of example, and not limitation, FIG.
1A illustrates remote application programs 185 as residing on
remory device 181. It will be appreciated that the network
connections shown are exemplary and other means of
eéstablishing a communications link between the computers may
be used.

FIGURE 1B illustrates an example of another suitable

operating environment (computer device 188) in which at least
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part of the present invention may be implemented. As with

FIG. 1A, the operating environment of FIG. 1B is only one

other example of a suitable operating environment and is not

intended to suggest any limitation as to the scope of use or

functionality of the invention. The other computer device 188

in FIG. 1B typically includes at least some form of computer

readable media. Computer-readable media can be any available

media (as generally defined above)} that can be accessed by the

cemputing device 188.

FIG. 1B shows functional components of a computing device

188 such as a handheld (pocket-sized or tablet) personal

digital assistant, including a processor 189, a memory 190, a

display 192, and a keyboard 193 (which may be a physical or

virtual keyboard). The memory 190 generally includes both

volatile memory {(e.g., RAM) and non-volatile memory (e.qg.,

ROM, PCMCIA cards, and so forth). An cperating system 194 is
resident in the memory 190 and executes on the processor 189,
such

as the Windows® CE operating system from Microsoft®
Corporation, or another operating system.

One or mecre application programs 195 are loaded into.
merory 190 and run on the operating system 194. Examples of
applications include email programs, scheduling programs, PIM
(personal information management) programs, word processing
programs, spreadsheet programs, Internet browser programs, and

- 15 -
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so forth. The handheld personal computer 188 may also include

- a notification manager 196 loaded in the nemory 190, which

executes on the processor 189. The notification manager 1396
handles notification requests, e.g., from the application
programs 1985,

The handheld personal computer 188 has a power supply
197, which is inplemented as one or more batteries. The power
supply 197 may further ihclude an external power source that
overrides or recharges the built-in batteries, such as an AC
adapter or a powered docking cradle.

The exemplary handheld personal computer 188 represented
in FIG. 1B is shown with three types of external notification
mechanisms: one or more light emitting diodes (LEDs) 198 ahd
an audio generator 199. These devices may be directly coupled
to the power supply 197 so that when activated, they remain on
for a duration dictated by a notification mechanism even
though the handheld personal computer processor 189 and other
components might shut down to conserve battery power. The LED
198 preferably remains on indefinitely until the user takes
action. Note that contemporary versions of the audio
generator 199 use too much power for today’s handheld personal
computer batteries, and so it is configured to turn off when
the rest of the system does or at some finite duration after

activation.
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IDENTITY-BASED DISTRIBUTED COMPUTING FOR DEVICE RESOURCES

The present invention is generally directed to a system

and method that facilitate the distributign of resources of

. ]
devices to other devices. The present ipvention is ordinarily
20t involved with what the devices do with each other’s
resources, what is communicated at that time, or how the
communication between devices takes place. Rather, the
present Invention can be generally considered more as a
structured way for devices to find out about each other’s
resources, capabilities and other details, and then allow the
deviceg Lo share resources on their own. Although not
necessary to the present invention, as part of facilitating
the resource distribution, security is provided for practical
purposes, at least to ensure that valid credentials are
required to use another device’s resources. Thﬁs, the present
invention is preferably identity-based, in that distributec
resources have relationships with one another according to
identity data (e.g., credentials) provided to the devices.

In general, the present invention is directed to
distributing computing among a user’s devices, wherein a user
(or owner / administrator) is anyone authorized to control
anc/or use the devices. However, because in general devices

are increasingly becoming disaggregated, the methods and

- 17 -
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systems described herein may be more properly described as
distributed computing of resources. For example, a single
distributed device may be made up of many resources, but nay
share as little as one its resources (e.g., only its non-
volatile storage) to participate as a resource provide.
Notwithstanding, as used herein, the terms “device” and
“resource” are generally interchangeable except where
Otherwise apparent, €.g., using another device or using a
resource of the other device to accomplish some computing task
ar'e generally considered the same thing. Also, as used
herein, bandwidth is a device resource, even though bandwidth
may not ordinarily be considered as being associated with any
particular device,

As generally represented in FIG. 2, a distributed
computing environment 200 constructed in accordance with
various aspects of the present invention includes a first
device 202 (Device A, such as the computer system 110 of FIG.
12) and a second device 212 (Device B, such as the computer
System 188 of FIG. 1B), along with possibly cther devices (not
shown). Each device that participates in the distributed
computing environment 200 ircludes a distributed computing
manager, 204 and 214. In general, and as described below, the
distributed computing managers 204 and 214 may ccmprise scme

amount of code that communicate with one another over some
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medium, e.g., wireless FM, line-of-sight such as infrared,
satellite, a direct connection, the Internet, or an intranet.
Indeed, more than one such medium may be available, and the
distributed computing managers 204 and 214 may choose which
One or ones are best for a éiven circumstance.

An 1initial purpose of the distributed computing managers
204 and 214 are to locate each other.. Such location may be
dutomatic, such as by having each device occasionally
broadcast its availebility to cthers and/or by polling for the
availability of other devices, or alternatively may operate in
response to some specific request from a program (cr user) to
connect teo ancther device. As represented in FIG. 2, the
distributed computing managers 204 and 214 each include a
security mechanism 206 and 216, respectively, that exchange
Credentials 207, 217 or the like (e.g., obtained from an
authentication service 220) to ensure that the user who is
currently operating the device which is contacting it (and/or
the device itself), is valid in the distributed computing
environment, and similarly, if necessary, that the device
which is being contacted is valid. Note that a program being
used may alsoc factor into the security / access control, e.g.,
a first program running on one device may have authority to
use another device’s resource or resources, but nct another

program, independent of or in addition to the user identity
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and/or the device identity. Further note that the security
nechanism may operate per identity and per resource, e.g., one
entity may be authorized to use a device’s displéy, but not
its storage, while another entity may be able to use any of
that same device’s available resources, including its storage.
This is similar to the -NET security model in which services
provide methods that control access to a users’ data based on
the requesting user’s identity, defined role and scope for
that role. Ip this way, data can be accessed by its owner,
and shared to an extent determined by the owner. In the
present invention, instead of data it is a device rescurce
being accessed, whereby a user’s identification, defined role
and sCope for that role determine the extent to which a
resource may be accessed.

Indeed, the security mechanisms of the Present invention
are based on those essentially those employed for security /
aCcess control in .NET services, as generally described in
United States patent applications, serial nos. 10/C03,754
entitled “IDENTITY-CENTRIC DATA ACCESS” and serial number
10/003,767, entitled “AUTHORIZING A REQUESTING ENTITY TO
OPERATE UPON DATA STRUCTURES” filed on October 22, 2001,
assigned tc the assignee of the present application, and
herein incorporated by reference. To this end, at least a

thin sukset of the .NET service runs on each device which
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eXpects to advertise and share computing resources in the

envircnment 200. In addition, a localized internal consistent

security model may be executed on these devices such that
local security is provided even when two local peer-to-peer
devices may be disconnected from the centralized (e.g.,
Passport) authentication service 220 (FIG. 2).

The present invention is not limited to any particular

transmission medium, but provides that the distributed

resource services may be directly addressable to the target

device, or may be queried via the Internet or an intranet,

such as viz the centralized set of .NET services on the web.

#hen connected via the Internet or intranet, a program may

query the last known computing resources available on any

device associated with the user’s identity, even when the

device is offline Or otherwise inaccessible. Bandwidth is

also

(U]

rescurce, and may impact how a device’s resources are
shared, e.qg., it may be more efficient to leverage a personal
computer’s resources when the personal computer has a high-
speed connection to the Internet, but not if the personal
computer connects only at low speed, such as if the other
device has a high-speed connection. In fact, the personal
computer may want to leverage the high-speed connection of the

other device, in which event that other device may then

leverage 2 rescurce of the personal computer, e.g., the

- 21 -
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devices exchange resources to provide a more-optimal user
exXperience.

In accordance with one aspect of the present invention,
the distributed computing managers 204 and 214 also each
include a respective discovery mechanism, 208 and 218, that
allews the devices to discover another participating device’s
shared resources / Capabilities, that is, when that other
device is configured to share its resources. The respective
resource data 2092 and 219 is formatted (e.g., in XML) and
exchanged in accordance with a defined schema, as described
below. 2As represented in FIG. 2 by the exchange of the
schematized data 209 anc 219, both deviceé 202 and 204 are
configured to share their resources (Rai—Ran and Rg;-Rg,) with
other devices in the distributed computing environment.
However as can be appreciated, in a given environment, a
perticular device {e.g., a mobile telerhone) may be only a
consumer of resources rather a provider of any resource, or
ccnversely may be only a provider, and not a consumer.

A device that is sharing its resources need not directly
communicate the resource data with the other device, but
instead, for example, can advertise its resources somewhere
for other devices to discover. For example, a .NET service
(.NET Devices) is provided that centrally stores device

resource capabilities such that data may be appropriately

_22_

il



w

10

formatted before sending it to a device, e.g., so as to not
send high-resolution graphics to a device incapable of
displaying them. A similar .NET Resources service, or an
extended .NET Devices service, may be provided to advertise
this information to other devices.

The following tables set forth some example schemas that
may be used {(e.g., with XML-formatted data) to exchange
resource (storage and processing power) information regarding
a user's devices, which in this example include work and home

personal computers, and a cellular telephone:

]
<myStorage>
<device name="Work PC” uuid="7a733d84-b394-4bal-56b5c0d”>
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seeklatency/>
</device>
<device name="Home PC” wuid="6d733d84-b3f4-4bal-56b5c0f”>
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seeklatency/>
</device>
<device name=“Cell Phone” uuid="5£733d84-b3f4-4bal~56b5cO0f">
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seekLatency/>
</device>
</myStorage>

bp\\
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<myProcessingPower>

<device name="Work PC” wuid="7a733d84-b394-4bal-56b5c0d”>
<cpuSpeed/>
<cpuUsage/>
<memocrySize/>
<memoryUsage/>

</device>

<device name="Home PC” uuid="6d733d84~b3f4-4bal-56bScOf”>
<cpuSpeed/>
<cpuUsage/>
<memcrySize/>
<memcryUsage/>

</device>

<device name="Cell Phone"” uuid="5£733d84-b3f4-4bal-56b5cOf”>
<cpuSpeed/>
<cpuUsage/>
<memorySize/>
<memoryUsage/>

</device>

</myProcessingPower>

As 1s understood, the schema is preferably resource
based, i.e., multiple devices may be listed for each resource
type, to match the general concept of an identity having
distributed resources available for use, independent of the
actual device on which the resource exists. Notwithstanding,
the present invention is not limited to any particular schema
and/or formats, e.g., the schemas may be device-based, such
that each device may instead provide its list of available

resources to other devices such that the same information is

1

Xncwn.
As generally represented in FIG. 3, an architecture 300
18 provided in order for devices to participate in an

intelligent distributed computing model, in which various
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espects of the participating devices are abstracted and made
Programmatically addressable from a different device. A
universal dplug-and-play (UPnP 2.0) infrastructure or the like
may be used as the basic, low-level mechanism 302 for
discovery of these resources. Alternatively, the list of
resources for various computing devices may be cached in some
well-known location, such as an Active Directory store, to
enable querying of remote resources even if the device is only

accessible through some intermediary such as a firewall or

Wireless hub. Atop the discovery mechanism are the schemas

304, e.g., one schema associated with each specific type of
the computing resource, with each of those schemas exposed,

for example, as in the .NET architecture.

Note

ct

hat while UPnP provides a suitable discovery

lnechanism 304, it is only part of the process of actually

using the remote coemputing resources. Thus, UPnP and .NET
technoclogies are used to facilitate resource sharing, but are
not used to actually employ the resources availabie on a
device. Rather, once the resources are known, appropriately
focused protoccls for that specific resource domain are used.
By way of example, UPnP, with the addition of the .NET
ldentityHeader, endpointHeader, and requestHeader SOAP
semantics, is well-suited to obtain the video screen

characteristics of the remote device, however a protoccl such

_25_
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as RDP will be used to transfer video data after the initial
discovery and handshaking occurs between the devices. Note
thet this is similar to the way .NET approaches data services
teday, e.g., .NET provides a mechanism to connect to an
electronic endpoint representing a proprietary (e.q.,
Messenger) protocol, but once that endpoint is connected, .NET
allows the client to use an existing real-time protocol.

Other protocols appropriate for other types of resources are

used, e.g., CIFS+ for storage, which scales well to both

¢
C
~

‘pPorate and home storage scenarios and enables the user’s
Tile system to continuously expand to other storage devices,
without forcing the user to deal with drive letters,
namespaces, and sco forth. 1In summary, the present invention
provides an identity-based approach to discovering these
additional resources that are available for use, but does not
thereafter directly deal with their use.

FIG. 6 is an example flowchart that represents some
general aspects of the present invention, beginning with step
600 which represents receiving a request to use a shared
rescurce. The request may be general, e.g., requesting the
list of resources that a user has available on devices
configurea to participate, or may be a request for a specific

resource; e.g., in response tc an advertisement. For purposes
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of this example, the request is treated as a request for one
specific resource.

Step 602 represents the evaluation of the credentials,
such as provided by the Microsoft .NET Passport authentication
service. The request may include the credentials, or the
Credentials may be Separately exchanged, e.g., before, as part
0, or after step 600. If not valid at step 602, step 602
branches to step 604 which represents rejecting the request.
Note that depending on a given environment, the request
without proper credentials may be ignored rather than
specifically rejected.

f valid, step 606 is executed, and represents
determining the amount of the requested resource that is
availablie. TFor example, a resource such as storage may be
limited because it has only limited free space, and further, a
device may be configured to make only part of its storage
Space svailable for sharing, reserving the rest for itself. A
resource such as processor cycles may be made available oniy
Lo the extent the processor is not being otherwise used, and
even then way be further limited so that another device can
only take up to a maximum amount of the unused cycles. Any
resource may have a time-out value associated with it, which

may be further contingent upon its use, e.g., storage can be

shared for no more than one hour per request, and the request

_27...
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will be terminated if no file system requests are detected at
least every two minutes. 1In this manner, a device may be

configured to share its resources to an extent controlled by

its owner / administrator.
Note that the resource access may be dynamic, e.g.,

unused processor cycles may be shared, however CPU usage 1is a

number that fluctuates, and the requesting guest device may be

prioritized zlong with other devices and/or processes on the
cdevice that is sharing the CPU. For example, guest users may
only consume & controllable percentage of resources when the
owner of the device is not otherwise using them, such as
bazndwidth or processing power. Both CPU and bandwidth are
examples of resources which are scheduled according to time
constraints (e.g., cycles or bits per second) rather than non-
time-based resources such as disk or memory usage. As a

result, the scheduling mechanisms for time-based resources in

general will be fundamentally different than for non-time-

o

ased resources. Note that kiosk locations would enable many
sCenarios that would be useful to such guests. A resource
such &s a display monitor may be either entirely available for
sharing or not at all, depending on whether or not it is
presently being used. Thus, although not represented in FIG.
6, step €06 may also reject (or ignore, if appropriate) a

request when there is no amount of a requested resource

- 28 -
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available for sharing. Step 608 represents returning a
response to the requesting entity, preferably the schema-based
response that provides the resource capability data to the
requesting entity.

Step 610 represents allowing the requested rescurce to be
shared, and includes, for example, the exchange of data
between the requesting device and the sharing device so that
the sharing performs some corresponding task for the
requesting device. Step 612 tests whether the resource was
exhausted, e.g., timed out or is no longer available. Nocte
that this is shown as a loop in FIG. 6 for purposes of
simplicity, however it is readily understood that the actions
may be event driven. Further, a step (such as step 606) may
be included in the loop / used tc fire the event, e.g., the
resource usage is dynamically monitored to determine when it
is exhausted for the particular request. Note that a resource
may be directly exhausted when the requesting entity informs
the device thet the rescurce is no longer needed.

Step 614 represents notifying the requesting device that
the resource is no longer available for its use. Step 616
represents disabling the resource usage, so that, for example,
once exhausted the requesting device will need to make a new

request 1f it wants to share resources.
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FIGS., 4 and & provice examples of some of the many
possible uses of the present invention. As will be understood
from the examples of FIGS. 4 and 5, integrating computational
PIOXY support into a network edge device or appliance may

result in a better user experience for users of an internal
network.

-~

in a first example represented in FIG. 4, a small mobile
device 400 (such as a mobile telephcne) wants to print to a
printer 402, however the small device 400 does not have an
appropriate printer driver. This may be because the mobile
device 400 does not have sufficient memory to install and
meintain a printer driver needed for that printer 402, and/or
does not have an easy way for the needed printer driver to be
installed, and/or for other reasons. Note that this is a real
Scenario, and one proposed solution is to emit XHTML-PRINT as
a simplified PDL (Fage Description Language) from the mobile
device 400 to the printer 402, e.g., over some network
connection (shown via the dashed line in FIG. 4). Although
XHTML-PRINT is adequate to an extent, this soclution has a
number of drawbacks, e.g., XHTML-PRINT is not WYSIWYG, cannot
centrol line breaks, and generally provides a poor user
experience.

However, if via the present invention, the mobile device

400 first dynamically discovers a personal computer 404

- 30 -

peS



w

10

equipped with a proper printer driver 406, {and which the
mobile device user is authorized to use), the mobile device
400 instead provides printing data via the personal computer
404 to the printer driver 406, which in turn will create a
WYSIWYG cutput using PCL, Postscript or rasterization. As
mentioned above, the present invention provides the discovery
mechanism, and thereafter the mobile device 400 may
communicate in any way with the personal computer 404, such as
Oy a lightweicht PDL that has much higher-fidelity (relative
to XHTML~PRINT). The result is high-quality output rendered
very quickly, by leveraging the faster processor and proper
printer driver 406 in the personal computer 404.

FIG. 5 demonstrates a second example, generally directed
to providing an improved user experience when operating a PDA
{perscnal digital assistant) 500 that is to be executing
managed code remoteliy on a server 502 (e.g., an ASP.NET
server}. One way to accomplish this is to have the PDA
connect to the server to run the managed code, (e.g., by

leveraging Mobile Controls support in ASP.NET), with the

result

6]

transmitted as HTML, as indicated by the dashed line
in FIG. 5. The server 502 dynamically scales the HTML content
tc the appropriate screen size of the device 500, without the
ISV creating special-purpose code for each device 500.

However, this requires many round trips with the server 500,

- 31 -
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with the screen flashing for updates, and generally provides a
degraded user experience.

An improved solution provided by the present invention is
accomplished by having the PDA dynamically discover that a
personal computer 504 associated with the user’s identity can
be a proxy for a number of computational resources, as
generally represented in FIG. 5. 1In such an event, the PDA
i£sues an HTML request for a remote page via the proxy
personal computer 504. The personal computer 504 intercepts
the request and starts a session with the remote server 502 to
offload the UZ rendering managed code, €.d., using WSDL as the
protocol to the server 502. Typically, the bandwidth from the
Proxy personal computer 504 to the server 502 will be less
than the bandwidth from the PDA device 500 to the PYoxy

personal computer 504, whereby the smaller amount of data

t

s

ansferred over the slower link to and from the server 502
results in a more responsive user interface when displayed on
the PDA 500, providing an improved user experience. Of
course, the two bandwidths can be first evaluated to ensure
that the proxy solution is the more-optimal one.

Further, note that if the PDA 500 was equipped with
localily-running controls that the server was able to leverage,
an even better experience may be provided. For example,

ASP.NET automatically leverages any local controls {e.g., such
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as a date picker control) running locally on a PDA running a
Windows®-based operating system. This results in even less
round trips to the server 502 and/or proxy 504, with less

resultant screen updating / flashing.

As can be appreciated, there are numerous other examples
that are enabled by having computing resources revolve around
an identity, instead of around the particular devices those
resources ship with. The resource schemas and service fabric
are not limited to simply describing the resources, but alsc
inciude elements to assist those resources working together.
This can be appreciated from the following two types of
scenarios, namely a set of real-time scenarios in which the
user is interacting with a remote computing device in real-
time, and a set of scheduled or predicted scenarios. An
example of a predicted scenario may include a storage load
balancing mechanism that occasionally runs on a home network,
to make sure that one computing device’s free storage space is
not going to run out while another drive has plenty of room.

Thus, a rich schema may provide data that goes beyond
describing the resources themselves, such as methods to
schedule, at a parficular time or at regular intervals,
prioritization machinery, and data indicating how to deal with
possible contention between real-time and predicted tasks, or

muitiple such tasks. The schema may provide for the concept
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of cost, e.¢g., if two connections are available to the

-t

Internet, it is valuable to recognize that the user may be
Paying one price for unlimited access but another price for an
amount of data transferred over a different mechanism, and
select the better option.

Replication/sharing by a logging system may be used to
tnderstand how users are interacting with their devices, and
tc achieve a consclidated view of how a user operates, rather
than have only disparate views separated by device. This data
is appropriately known to many devices, and will provide an
automatic way for such data to be consolidated. Prediction
optimizations may be saved and exchanged based on monitored
usage, e.g., 1f the system knows that a user manually
downloads particular information to a hand~held computer every
Friday before leaving work, the system can start the download
during device idle time so the “synchronization” appears
instantanecus. End user options/settings/preferences is also
valuable inicrmation for the shared environment, e.g., what is
a desirable or even necessary feature for some users is
undesirable or even annoying to others. By maintaining this
data, the end user has the power to be in control cof their
experience. Also, in a typical environment, there will be at
least one rich client that uses the protocol/schema to perform

system management, where “system” refers to the overall set of
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resources associated with an identity. Algorithms and methods
can use the schema for predicting such operations.

As 1s understood, there are many valuable scenarios
enabled by through abstracting device resources and
aggregating them around an identity. A number of examples are
provided, however the list should not be considered exhaustive

Or in any way i1imiting, but rather serves to illustrate some

th

O the many benefits and advantages of the present invention.

As examples mentioned above, a device with a small computer
SCreen may leverage an unused computer monitor connected to a
Personel computer for better display, use resources of a proxy
Lo facilitate a better display on its own display (FIG. 5) or
Print to a printer even without printer driver, by connecting
to a printer via a personal computer that does have the
cerrect driver (FIG. 4).

Other examples can be seen in a very low-powered device,
such as a mobile telephone, performing complex computations by
using the memory and CPU of a personal computer. tored data
can be 2utomatically and transparently moved from a first hard
drive to a second when the first hard drive is getting full,
including, for example, from personal digital video recorders
that record video programming and need to delete old shows to

make room for more recent recordings. The present invention

instead moves those older shows to another storage, rather

- 35 -
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than delete them. A portable audio player need not be able to
play any type of physical media, but can instead receive and
buffer audio streamed to it from a perscnal computer and play
the audic from memory.

Other examples include allowing users to easily access
their files from any device regardless of where it is stored;
for example, while on the road with only a small personal
computer, being able to easily open files stored on a home
berscnal computer or work personal computer, (independent of
Centralized .NET data storage). A user mav see all of ;he
free space in various devices, including in various public
sharepoints on a ccrporate netwerk. A large-screen TV
connected to an appropriate device may be used to view
photographs saved cn a personai computer folder, run a
slideshow, wztch home movies or movie trailers saved on a
personal computer, and so on.

FIG. 7 provides a demonstration of an implementation 700
run using four interconnected computing systems, 702-705. The
implementation 700 includes a command shell 710 and
@pplication progrem 712 (or similar function code) on the
computing system 704, a keyboard resource 714 on the computing
system 702, a storage (e.g., disk) 716 on the computing system
703, and a display 7i8 on the computing system 705. Thus, in

this example the resources are distributed such that there is

_36_



(81}

an input resource the on computer 702, storage resource on the
computer 703, and an output resource on the computer 704, The
computer 704 acts as a coordinating authority for the
implementation 700, Although the resources are on different
computer systems, the rescurces are accessed in accordance
with the present invention to essentially form a single
functioning system.

The shell resource 710 calls the application 712, and
alsc connects to the other devices’ resources through ports
724, 726 and 728, conceptually represented in FIG. 7 as one
POIrt per resource, although a separate input and output port
M3y be provided. Ports essentially comprise structured gueues
that can be written (output) to or read (input) from via a
handle to that port. Ports are mobile, data is not lost, and
Sfecurity can be associated with a port such that no one except
the intended entity will see the data intended for it.

The shell 710 used in the implementation 700 is based on
@ programming language referred to 8s XSpresso, as described
in United States provisional patent application serial number
€0/379,864, fiied on May 10, 2002 and herein incorporated by
reference in its entirety. In general, xSpresso is directed
tc a pProgramming language and runtime that brokers control and
Gatz flows among asynchronous systém components. Among other

things, xSpresso expresses the cooperative dimensions of
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Programs or services, including ordering and timing, that can
be Programmatically verified. The language may
Programmatically express the passing of an organizational
scheme formed from & customizable tag-based language such as
XML.

In the example of FIG. 7, the numbered arrows labeled 1-4
and 6-10 represent an example of the various communications
between the ports 724, 726 and 728 and the shell 710, to
display the text data of a file in the storage 716 to the
display 71¢, €.¢., similar to the well-known “type” function.
In the example of FIG. 7, a user of the keyboard resource 714
initiates the operation by typing the word “type” on the
kevboard 714 (arrow labeled one (1)). The shell 710 receives
this via the port 724 and communicates data to the port 728
for display on the Screen 718, (arrow labeled two (2)), e.g.,
to echo what the user has input and/or to prompt for a
filename of a file that stores the text that the user wants to
heve displayed. 1In FIG. 7, the arrow labeled three (3)
Tepresents the user typing in the filename, such as
corresponding to an XML file, which may also be echoed (not
Separately labeled).

With the filename, the shell 710 then writes data
(represented by arrow labeled four (4)) to the port 726 that

CCrresponds to the storage (e.g., disk) resource 716, which
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results in a read request to the storage’s file system. 1In

parallel, the shell 710 calls (the wide arrow labeled five

(5)) the application prcgram 712 to receive and output the

read dsta. In response, the storage resource 716 begins

outputting data via port 726 to the application program 712,
whnich in turn outputs it to the port 728 of the display
rescurce 718,

as represented by the arrows labeled six (6) and

seven (7). The arrows labeled eight (8) and nine (9)

represent the rest of the data being transferred in a similar
manner,

The arrow labeled ten (16} represents the status

le.g., success) code being returned to the sheil 710.

Ir. keeping with the present invention, storage, input and
output can be placed cn different systems, with no change to
the implementation. Legacy interoperability may be provided
via common language runtime (CLR) classes that represent

common legacy components

(e.g., the keyboard, corsole and

storage). System dispersion is provided in a local and
transperently distributed implementation, as is explicit
handling of concurrency and message-passing.

As can be seen from the foregoing detailed description,
there is provided a method and system for distributed
computing of device resources based around the concept of
identity.

The method and system abstracts the resources cf a

cemputer from the individual devices in a manner that provides
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Dulmerous benefits to a user and generally improves the user’s

computing experience. The method and system are schema-based,

ana are extensible and highly flexible.

While the invention is susceptible to various

moecifications and dlternative constructions, certain

illustrateq embodiments thereof are shown in the drawings and

have been described above in detail. It should be understood,

nowever, that there is no intention to limit the invention to

the specific forms disclosed, but on the contrary, the

intention is to cover alil modifications, alternative

ccnstructions, and equivalents falling within the spirit and

scope of the invention.
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WHAT IS CLAIMED IS:

1. In a computing environment, a method comprising: -
at a first cemputing device, discovering a second

computing device;

&t the first device, Obtaining data related to the second
device, the data including resource information of the second
cdevice formatted according to a schema understood by the first
cdevice; and

the first device interpreting the data to access a

Lesource of the second device.

2. The method of claim 1 further comprising,

communicating a request to use the resource from the first

device to the second device.

3. The method of claim 1 further comprising,

communicating identity information from the first device to

the seconrd device.

4, The method of claim 3 wherein the identity

snformetion corresponds to credentials.

5. The method of claim 4 wherein the credentials are

provided by an authentication service.

-41_



m

»

(i

6. A computer-readable medium having computer-
eéXecutable instructions to perform a method, the method
comprising:

at a first computing device:

locating information about a resource of at least
one other device that is available for use, the
information located based on an identity associated with
the first computing device;

selecting a resource of a second device from the

information; and

accessing the resource of the second device.

7. In a computing environment, & system comprising:

a first computing device associated with at least one
identity, the first device including a first resource and
configured to provide access to the first resource by at least
¢ne other device associated with the identity, the first
computing device providing information about the first
resource according to a resource schema associated with the at
least one identity;

& second device, the second device configured to reqguest

access to the first resource; and

WP
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the second device performing a computing task including
using the first resource on the first device to perform at

least part of the task.

8. The system of claim 7 wherein the first resource

comprises storage.

S. The system of claim 7 wherein the first resource

comprises bandwidth of a connection from the first device to

at

least one other computing device.

10. The system of claim 7 wherein the first resource

comprises processing cycles of a processor.

11. The system of claim 7 wherein the first resource

coemprises an input method.

12. The system of claim 7 wherein the first resource

comprises an output method.

13. The system of claim 7 further comprising a third
ccmputing device connected to the first computing device,

wherein the second device accesses the first resource to

perform an operation with the third computing device.

- 43 -
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14. The system of claim 7 wherein the third computing
device comprises a printer, and wherein the first resource

corresponds to a printer driver on the first computing device.

15. The system of claim 7 wherein the thirg computing
cevice comprises a server, and wherein the first computing

device acts as a Proxy to the server for the second computing

device.

16. The system of claim 15 wherein the bandwidth from
the second computing device and the first computing device is

greater than the bandwidth from the first computing device to

the third computing device.

17. A computer-readable medium having stored thereon a
daeta structure, the data structure comprising:

a first field for identifying a type of resource;

a second field for identifying a device that includes a
resource corresponding to the type of resource identified in
the first field:

a set of at least one third field, each third field in

the set corresponding to the second field for identifying
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information about the device resource identified by the first
field; and

wherein the data structure is used to provide resource
information tc another device that is different from the one
identified in the second field such that the other device can

use a resource identified in the third field set.

18. The data structure of claim 17 wherein the first

field includes information corresponding to a storage resource

tvoe.

12. The data structure of claim 18 wherein the third

field set includes information corresponding to total size

data of the storage resource.

20. The data structure of claim 18 wherein the third
Tieid set includes information corresponding to free space

data of the storage rescurce.

21. The date structure of claim 17 wherein the first

field includes information corresponding to bandwidth data.

22. The data structure of claim 17 wherein the wherein

the first field corresponds to processing power.
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23. The data
field set includes

& processcr.

24. The data
field set includes

a processcr.

25, The data

fleld set includes

26. The date
field set includes

a2 MEMOYy.

27. The date

structure of claim 22 wherein the third

information corresponding to speed data of

structure of claim 22 wherein the third

information corresponding to usage data of

structure of claim 22 wherein the third

information corresponding to size data of a

structure of claim 25 wherein the third

information corresponding to usage data of

structure of claim 17 wherein the second

fieid includes infcrmaticn identifying the device as a

personal computer.

28. The data structure of claim 17 wherein the second

field includes information identifying the device as a disk

cdrive.



28. The data structure of claim 17 wherein the second

field includes information identifying the device as a

telephone.



10

ABSTRACT
A system, method and related data structures for

discovering and describing computing resources available at

vZrious computing devices, and for exposing those resources as

Services that are addressable by software applications. The

data describing the resources is arranged according to an

identity-based schema. The computing resources may include,

fer example, storage capacity, bandwidth, processing power,

input methods and mechanism, and rendering methods. The

method and system are identity-based, whereby a user (with an

identity} has access to the distributed resources commensurate

with that identity.
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Bogota D.C., febrero 7 de 2008 |

Doctora

Diego Gonzalez
Deioitte & Touche Ltda.
Carvera 7 = 74-09 Piso 7
Criudad

En nuestra calidad de Asesores Legales de la sociedad Ogilvy & Mather S.A. informamos a
ustedes que a la fecha no tenemos conocimiento de ningln juicio o litigio de importancia
que pudiera afectar sustancialmente a la sociedad mencionada.

Tampoco tenemos conocimiento de ningun reclamo de impuestos, o de cualquier otro
pasivo o contingente que afectara el patrimonio de la sociedad a la fecha indicada.

Asi nusmo. les informamos que al 31 de diciembre de 2007 existia un saldo pendiente de
pago por concepto de honorarios de $

Atentamente.

CARMEN SANABRIA GOMEZ
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Industria y Comercio
SUPERINTENDENCIA

REPUBLICA DE COLOMBIA
SUPERINTENDENCIA DE INDUSTRIA'Y COMERCIO

RESOLUCION- 11341
Por la cual se niega una patente de invencion

Rad. Exp. N° 03046838

LA SUPERINTENDENTE DE INDUSTRIA Y COMERCIO (E)
en ejercicio de sus facultades legales, en especial de las que se confirieron en el
articulo 4, numeral 5 del decreto 2153 de 1992, y

CONSIDERANDO

PRIMERO: Que mediante escrito radicado en esta Superintendencia el 4 de junio de
2003, bajo el numero 03046838, se presentd la solicitud de patente de invencion titulada
“COMPUTACION DISTRIBUIDA BASADA EN IDENTIDAD PARA RECURSOS DE

ARTEFACTOS".

SEGUNDO: Que efectuado el examen de forma en cuanto a los requisitos que debe llenar
la solicitud y cumplidas las exigencias legales, se orden6 publicar el extracto sin que se
hubieran presentado oposiciones por parte de terceros.

TERCERO: Que realizado el examen de patentabilidad se encontré que la invencion no es
patentable. En consecuencia, con fundamento en lo dispuesto en el articulo 45 de la
Decision 486 de la Comision de la Comunidad Andina, se requirié al peticionario para que
se pronunciara sobre las objeciones efectuadas a la solicitud.

CUARTO: Que mediante escrito radicado el 19 de julio de 2006, el solicitante atendio
oportunamente el requerimiento formulado y presento aclaraciones. Asi mismo, allegé un
nuevo capitulo reivindicatorio, el cual se ajusta a las prescripciones del articulo 34 de la

Decision 486.

QUINTO: Que segun lo dispuesto en el articulo 14 de la Decision 486 expedida por la
Comisién de la Comunidad Andina se otorgaran patentes "...para las invenciones, sean de
producto o de procedimiento en todos los campos de la tecnologia, siempre que sean
nuevas, tengan nivel inventivo y sean susceptibles de aplicacion industrial”.

SEXTO: Que las nuevas reivindicaciones 1 a 29, contenidas en los folios 279 a 283,
ademas de no cumplir con el requisito de claridad, no se considera una invencién y
pretenden proteger un uso distinto, de acuerdo con las siguientes consideraciones:

1. Objeto de la invencién

Segun la descripcion, el q'tzjeto de la solicitud 'ggns_,iggte_gp_suministrar un sistema y un
método para descubrir Y deEtHBIENSS Fetuiéos' deomputacion disponibles en varios
dispositivos de computacion asqciadqgcg:uﬁa;id;enticlad y exponer esos recursos como

£l Suacritn Secretario Gonerad, AT < 1OG .
Constar Gua b Rranenkn Sede Gentro. Carrera 13 No. 27-00 Pisos 2, 5,7y 10
Hace Con: t‘;‘f, W D RTSRENE 258 CAN T, 40A No. 38-50 Conmutador: 3820840
iatlf:a CO‘“\,I.JG con el ori 1A GhPix 382 26 95. Linea 9800-910 165
tenido a la vigta . . Web: www.sic gov.co e-mail: info@sic.gov.co
e Bogota D.C. - Colombia
e Bnnratncis Nasmeal o biS0
. A}
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REPUBLICA DE COLOMBIA
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Rad. Exp. N° 03046838

servicios a los que se puede acceder con programas de software tal que los programas de
los dispositivos apalanquen los recursos de otro dispositivo.

Por su parte, el nuevo capitulo reivindica en un ambiente de computacién, un método,
relacionado en las reivindicaciones 1 a 5; un medio que se puede leer por computador que
tiene instrucciones ejecutables por computador para realizar un método, relacionadoen la
reivindicacion 6; en un ambiente de computacion, un sistema, relacionado en las
reivindicaciones 7 a 16: un medio que se puede leer por computador que tiene
almacenado en el mismo una estructura de datos, una estructura, relacionado en la
reivindicacién 17; y, una estructura de datos, relacionada en las reivindicaciones 18 a 29.

2. Sobre el nuevo capitulo reivindicatorio

2.1 Reivindicaciones

El articulo 30 de la citada Decision 486 establece que “las reivindicaciones definiran la
materia que se desea proteger mediante la patente. Deben ser claras y concisas y estar
enteramente sustentadas por la descripcion”.

Las reivindicaciones 1, 8, 7, 17 y sus dependientes son indefinidas, porque no permiten
establecer cual es la contribucion técnica al arte.

Las reivindicaciones 1, 6, 7 y 17 son muy generales, porque se relacionan con un método,
un medio legible por computador y un sistema cualquiera; ademas, junto con sus
dependientes, presentan como pasos de un metodo, como medios de un sistema una
secuencia de procesamiento de datos ejecutada por computador.

Dado lo anterior, se advierte que las mencionadas reivindicaciones no cumplen con el
requisito de claridad, no obstante fueron evaluadas y calificadas.

2.2. Reivindicaciones de producto o de procedimiento

El articulo 14 de la Decision 486 establece claramente que los paises miembros otorgaran
patentes para las invenciones, sean de producto o de procedimiento.

Para dar cumplimiento a tal exigencia, y como la misma normativa andina no establece la
forma como se deben definir las reivindicaciones de producto y las de proceso, la Oficina,
en la practica comun, ha acudido a las indicaciones de la ‘Guia para los paises en
desarrollo sobre el examen de las solicitudes de patentes’, la cual fue publicada por la
OMPI en 1982 con el propésito de ayudar a los examinadores de la oficinas nacionales en

g—.;jsus estudios.

SURPERINTENDEN A DT N OTDI A YV

Precisamente, en el parrafo 5%‘ @S‘K?Lcl_r’\é:,“,gu'ié)““‘s:e"é‘sﬁemflca que existen dos
WL, iU Lo

. ' . Sede Centro: Carrera 13 No, 27-00 Pisos 2, 5, 7y 10
El Suacrito Secretario Gonrrsd, £, (Sedé CAN; Tr. 40A No. 38-50 Conmutador: 3820840
Hace Constur Gua ' eranend ccinig e . Fax: 382 26 95. Linea 9800-910 165
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tipos de reivindicaciones: de producto y de procedimiento (método). Adicionalmente, el
citado parrafo indica que las reivindicaciones de producto deben definir, el objeto que se
desea proteger, mediante las caracteristicas estructurales 6 de funcion.

De alli, es evidente que un producto, desde el punto de vista técnico, debe ser definido o
bien por las caracteristicas de estructura o bien por las caracteristicas de funcionamiento
entre los componentes de una estructura pero no mediante mezcla de ellas.

En el presente caso, las reivindicaciones del pliego calificado no definen un producto o un
procedimiento (método) de acuerdo a la practica establecida, sino que se relacionan, de
forma explicita, a un soporte légico como tal.

3. No se considera invencion

El articulo 15e) de la Decision 486 sefala, que no se consideraran invenciones: “los
programas de ordenadores o el soporte l6gico como tales”.

Al estudiar 1a solicitud, es evidente que tanto la descripcion como las reivindicaciones, que
se refieren a: “en un ambiente de computacion un método”, “un medio que se puede
leer por computador que tiene instrucciones ejecutables por computador”’, “en un
ambiente de computacién un sistema”, “un medio que se puede leer por computador que
tiene almacenado en el mismo una estructura de datos”, relacionan unas secuencias
l6gicas de procesamiento de datos (informacién), llevadas a cabo mediante el uso de
medios técnicos como, por ejemplo, el ambiente informatico, de implementacion
convencional para exponer recursos como servicios a los que se accede con programas
de software, el cual, se ilustra en las figuras 1A y 1B junto con la descripcion
correspondiente. :

Dichos medios permiten procesar la informacion (las senales) del modo deseado, por
ejemplo, para lograr el resultado relacionado en las reivindicaciones; por esta razon, el
pliego es un soporte légico como tal, que no se considera una invencion de conformidad
con lo dispuesto en el citado articulo 15e).

Por otra parte, se desconoce, ademas, lo dispuesto en el articulo 21 de la Decisién 486,
porque se hace otro (segundo) uso de dispositivos convencionales o de partes de ellos,
que en este caso consiste en el uso de un ambiente de computo, ademas, porque de
forma explicita se describe y reivindica que el objeto se realiza en un ambiente de

computacion.

Por las anteriores razonesgse, idera que Jo rejvindicado_en el presente caso, se
encuentra incurso en lo d?s%%g'g@?lg&\ﬁg\g\ﬂ%uﬁ)’st51"5‘"iﬁ"di§b""‘e)‘ y 21 de la norma
supranacional andina. e COMERCIO ... ~

-

El Suscrito Secratario Genera!l, AD - 1HOZC
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tatica coincide eon el oiSede,GAN:TI-40ANO. 38-50 Conmutador: 3820840
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4. Respuesta del solicitante

' Sobre los comentarios del solicitante a la notificacion de fondo, conviene realizar las
' siguientes consideraciones:

N .

Con referencia a los puntos 1 a 3 de dicha respuesta, se puntualiza que el nuevo
pliego se aceptd y calificd acorde a las disposiciones vigentes; sin embargo, es
necesario precisar que las correcciones de las reivindicaciones se limitaron a la
introduccion de la frase “caracterizado por” en lugar de los términos objetados y se
mejoré la redaccion al cambiar el término “artefacto” por “dispositivo”; sin embargo, el
contenido sigue siendo el mismo que se cuestioné en el Oficio n° 4276 notificado al
solicitante el 20 de abril de 2006 (de aqui en adelante llamado oficio) y, asi lo sefiala el
mismo interesado cuando afirma, “...modificando levemente el capitulo:..”.

Por las afirmaciones que se hacen en la respuesta, es evidente que supone que por
haber introducido la frase “caracterizado por” en las reivindicaciones, estas quedan
completamente definidas y, por ello, que cumplen los requisitos del artnculo 30, lo cual,
no es cierto, por las razones que a continuacion se exponen.

De un lado, en el oficio se dijo, y aqui se reitera, que las reivindicaciones 1, 6, 7, 17
son indefinidas, porque no es posible establecer cual es el aporte del inventor al estado
de la técnica. Al respecto, se hace necesario aclarar que la esencia de las
reivindicaciones consiste en definir la invencion, con lo cual, se fija la extension de la
patente y se hace posible delimitarla respecto del estado de la tecnica, ademas una
reivindicacion independiente debe definir la invencion mediante caracteristicas
técnicas. Asimismo, es practica corriente subdividir las reivindicaciones en dos partes,
preambuloyparte caracterizante; la primera, contiene el conjunto de caracterlstlcas de
la invencién cuya combinacion se conoce, por decirlo asi, es el “genero al que
pertenece la invencién, y la segunda parte (caracterizante) debe mencionar la(s)
caracteristica(s) propia(s) de la invencion (creadas por el inventor) que la distinguen del
estado de la técnica, por decirlo asi, es la “especie” de la invencion. Por ultimo, las
dependientes son para aclarar o delimitar alguna caracteristica incluida en una

independiente.

De otro lado, para que un pliego sea definido debe estar acorde con lo sefialado por el
articulo 14, es decir, referirse a un producto o un procedimiento, lo cual, no sucede en
este caso, porque, “en un ambiente de computacién, un método”, “un medio que se
puede leer por computador que tiene instrucciones ejecutables por computador para
realizar un método”, “en un ambiente de computacién, un sistema”y “un medio que se
puede leer por computador que tiene almacenado en el mismo una estructura de
datos, una estructura”, no son un procedimiento ni un producto definidos en los

términos establecidos. SUPER"NT’ENDENCM DF INDUSTRIA ¥
R TSI P SN
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A la luz de lo anterior, las reivindicaciones 1, 6, 7, 17 son indefinidas no solo por no
referirse a un procedimiento sino porque no hay una clara separacion entre “género”y
“especie’, ademas, las caracteristicas alli relacionadas son una secuencia de
procesamiento de datos realizados con computador, lo que reiteramos es soporte
l6gico como tal.

Por ejemplo, en la respuesta se asegura que, “... las reivindicaciones estan redactadas
de manera adecuada...”, lo cual, no demuestra que las reivindicaciones no fueron
redactadas como secuencias de procesamiento de datos y que estén acorde con lo
dispuesto en los articulos 14 y 30. Es obvio que, hacer aseveraciones sin sustento
alguno, no es fundamento para controvertir las objeciones planteadas.

Para controvertir los comentarios del punto 4 de la respuesta, cabe sefalar que el
objeto de la solicitud no se define acorde a la practica establecida por la oficina,
basada en las definiciones del parrafo 57 de la Guia sobre el examen de las solicitudes
de patentes y en especial la jurisprudencia dictada al respecto.

En efecto, tradicionalmente el Tribunal de Justicia de la Comunidad Andina se ha
pronunciado sobre el tema de los productosy de los procedimientos. Concretamente,
dentro del proceso 36-IP-98, fij6 unas pautas acerca de lo que es producto y
procedimiento, como se aprecia en punto 4.1, del citado proceso que establece:

“(...) Las invenciones de producto son aquellas (...) que revisten una forma tangible, por
ejemplo, maquinas, equipos, aparatos, dispositivos, etc. la invencién puede residir
tanto en un producto independiente como en un producto que solo constituye una parte
de otro producto y que solo puede venderse como parte de otro producto. Una
invencion de procedimiento, en general, es una solucion consistente en una secuencia
de etapas conducentes a la fabricacién de un producto (...)", (subrayados fuera de

texto).

A la luz de lo anterior, las aseveraciones que se hacen en la respuesta dejan sin
sustento alguno a las reivindicaciones del pliego, puesto que, de un lado, el
procedimiento (método) reivindicado no consiste en una secuencia de etapas
conducentes a la fabricacion de un producto sino que relacionan una secuencia de
procesamiento de informacion con medios técnicos y las de producto no revisten una
forma tangible, porque en ellas se hace referencia a elementos logicos de
programacién que se usan en medios técnicos de manera que no existe una forma
tangible de realizacion, motivo por el cual las reivindicaciones quedan sin sustento real.

En conclusion, hacer una serie de aseveraciones sin sustento, no sirve de fundamento
para controvertir las objeciones planteadas en el oficio trasladado.
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Para desvirtuar los comentarios del punto 5 de la respuesta, es importante sefialar que
el procedimiento (métodos) y los productos reivindicados no consisten ni en una
secuencia de etapas conducentes a la fabricaciéon de un producto ni revisten una forma
tangible, como se dijo antes, sino que, contrario a lo que argumenta el interesado, se
refieren a secuencias de procesamiento de datos realizadas por computador, que en
sintesis es el USO de medios técnicos para el procesamiento de datos (informacién)
no técnicos.

Aln mas, con la sola lectura de la especificacion se puede comprobar, faciimente, que
las reivindicaciones no definen ni un procedimiento (método) ni un producto, sino que
se relacionan, de forma explicita, a un soporte l6gico como tal.

Para constatar lo anterior conviene, por ejemplo, dirigirse a los folios 10 a 23 de la
descripcion, donde se dice: “la figura 1A ilustra un ejemplo de un ambiente de sistema
de computacion adecuado para implementar el invento... alcance de la utilizacion
(uso)...”, en la pagina 11, se afirma, “... el invento se puede describir en el contexto
general de instrucciones ejecutables por computador, tales como modulos de
programas, que son ejecutados por un computador...”.

Adicionalmente, se reitera, las aseveraciones formuladas en la respuesta son
infundadas. Al respecto, cabe anotar que con solo afirmar que en la solicitud se define
un procedimiento o un producto o calificar de 'irrelevante’ la argumentacion del
examinador, no son argumentos que demuestren que lo descrito y reivindicado no sea
un soporte légico (software) como tal.

Aln mas, no queda claro en que se fundamenta el interesado para afirmar que, “... el
resultado final logrado... se implementa en un computador o cumple con fines de
programacion, este hecho no es relevante para desvirtuar la patentabilidad de los
objetos...resulta improcedente considerar las reivindicaciones como un soporte
légico...”, ni explica por qué se deberia entender asi.

En conclusion, contrario a las suposiciones del interesado, en ningun lugar de su
respuesta se demuestra que lo solicitado no es soporte l6gico como tal.

Con relacion a los comentarios del punto 6 de la respuesta, este Despacho puntualiza
que los parrafos que el interesado dice no pudo entender, tuvieron el fin de aclararle la
posicion de la Oficina y de hacerle entender al interesado que la solicitud no contiene
elementos que puedan servir de base para reclamar ni un procedimiento ni un
producto, definidos acorde a lo que establecen la norma y la practica administrativa
vigentes, ademas que no se cumplen ciertos criterios de patentabilidad claramente
especificados en el oficio.
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Es evidente que el Oficio trasladado cuestiona la claridad, el soporte logico, los
segundos usos y la falta de nivel inventivo, es decir, la patentabilidad de la solicitud, y
entre los requisitos de aquella, esta el de nivel inventivo.

o Sobre los comentarios de los puntos 7 y 8 de la respuesta, son una larga iteracion de
lo ya debatido antes y que, iguaimente, se reitera, no tienen sustento alguno por las
siguientes razones:

a) el procedimiento (método) reivindicado no consiste en una secuencia de etapas
conducentes a la fabricacion de un producto sino que relacionan una secuencia de
procesamiento de informacion con medios técnicos; de forma similar, los productos no
revisten una forma tangible por las razones arriba explicadas; b) las reivindicaciones
relacionan unas secuencias légicas de procesamiento de datos (informacion), llevadas
a cabo mediante el uso de medios técnicos de implementacion convencional o
ampliamente conocida en la técnica; c) la divulgacion se refiere a un soporte l6gico
como tal, como se puede comprobar con ayuda de los folios 10 a 23 de la descripcion;
d) los argumentos trasladados en el oficio, el interesado los pretende descalificar con
meras afirmaciones que no tienen sustento técnico ni juridico; y, e) si bien las
invenciones pueden emplear materiales conocidos, su patentabilidad siempre debe
estar dada por la combinacion creativa y sorprendente de tales materiales conocidos,
de manera que implique un avance real en el estado de la técnica.

En vista de lo expuesto, se puede concluir que la solicitud no cumple lo dispuesto en los
articulos 14, 15e), 21 y 30, y teniendo en cuenta que los comentarios y correcciones
allegados no controvierten ni subsanan en forma alguna las objeciones planteadas en el
oficio N° 4.276, se considera que la solicitud no puede acceder al privilegio solicitado.

RESUELVE

ARTICULO PRIMERO: Negar el privilegio de patente de invencion a la creacion
denominada: “COMPUTACION DISTRIBUIDA BASADA EN IDENTIDAD PARA

RECURSOS DE ARTEFACTOS".

ARTICULO SEGUNDO: Notificar personalmente al doctor Dario Cardenas Navas, en su
calidad de apoderado de la sociedad Microsoft Corporation, o a quien haga sus veces, el
contenido de la presente resolucion, entre?éredolﬁngdpié @& a2 misma, advirtiéndole que
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contra ella procede el recurso de reposicion ante el Superintendente de Industria y
Comercio al momento de notificarse o dentro de los 5 dias habiles siguientes.

NOTIFIQUESE Y CUMPLASE
Dada en Bogota D.C., a los D7 OARAN Ziitl

LA SUPERINTENDENTE DE INDUSTRIA Y COMERGIO (E),~~

Doctor

DARIO CARDENAS NAVAS
Carrera 7 N° 71 - 52

Torre B Piso 9°

;yoté D.C.

T , ™

MARIA TERESA PINEBA BUENAVENTURA
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