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METHOD AND SYSTEM FOR FACILITATION OF WIRELESS E-COMMERCE
TRANSACTIONS

Cross Reference To Related Applications
This application claims the benefit of United States Provisional Patent Application
Serial No. 60/217997 filed July 13, 2000  entitied “MIXED-MODE
INTERACTION/MOBILE PHONE BAR CODE ET AL,” of asaignes herowith.

Background _

The disclosures herein relate gemerally to mobile electronic commerce, and more
particularly to methods and systems for facilitation of wireless e-commearce tamsactions.

Mobile e-commerce is expected to grow at a tremendons rate. Tha sheer scale of the
oppartunity is impressive. The number of Intemnot-enabled mobile devices is expected to
exceed the number of PCs by 2003. It is predicted that by 2004 the majarity of e-commerce
purchases will be made though wireless commumication devices.

With the convergencs of location information and wircless access to the Internet,
users of wireless commumication devices will be able to receive product offerings relevant
to their location and interests. This will open up a whole new method for targeting
customers with advertising. A key area of interegt in wireless o-commerce is the
cammunication of targeted ads to the wireless devices. However, to take full advantage of
wireless e-commerce, users will need to be in a position to act on such advertisements in a
real time mamner. This will require that transactions to be mads using a wireless
commupication device in concert with receiving sn advertisement for a product or service.

There are several barriers, however, that must be overcoms to maks such wireless e~
commerco transactions cammomplace. One such berrier to wireless transactions being
widely accepted is security. For wireless transactions to be embraced, systems must be in
place for preventing wnanthorized purchases on a user’s wireless account.  Such security
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measures &re even more important in the case of a wireleas commmunication device, due to
sitnations such as the wireless communication device being lost ar stolen. Because wircless
communication devices are significantly less secure than non-portsble communication
devices, stops must be taken to provide an elevated degres of security. However, present e-
commerce security solutions are limited in their ability to provide offective and efficient
soldtions for facilitating secured wireless e-commerce transactions.

Another bamrier that must be overcome to make wireless e-commerce transactions

commonplace is tying e-<commerce transactions to "real world" products and services. For
example, if an authorized user of a wireless communication device purchases a movie ticket
for a show at a particulsr theater using her wireless communication device, systems mnst be
in place for notifying the theater that the ticket has been purchased by an antharized user.
Furthermore, systems must be in place for permitting the autharized user of the wireless
communication device to obtain entry to the theater and the show once at the theater.
_ Present solutions for tying e-commerce transactions to real world products are
inconvenient and time-consuming. As a result, they offset much of the convenience of
facilitating a wireless e-commerce transaction. For example, one present solution for tying
an e-commerco transaction to & corresponding real word product requires that a printed
confirmation, such as a receipt, pase ar ticket, be printed out on a printer. Such a solotion
requires that the printed confinmation be generated at a phyzical location. The printed
confirmations often include non-standardized barcodes that are processed st the merchant's
location. Typically, the printed confirmation needs to be generated at a location diffierent
than the location whers the wireless e-commerce transaction is performed.

Accordingly, what is needed is a method for enabling wireless e-commerce
transactions to be facilitated and folfilled in a secure end convenient manner.
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Summary
One embodiment of a method for facilitating a wireless transaction includes receiving, at
a transaction management gystem, a transaction request from a tramsaction requester,
verifying an identity of the traneaction requester and commmunicating & firt transaction code
5 toa wircless communication device.

Brief Description of the Drawings

Fig. 1 is a flowchart illustrating an embodiment of a method for facilitating a
10 Fig. 2 is a flowchart illustrating an embodiment of a method for facilitating
suthentication of a spoken authentication code of a transaction requester.

Fig. 3A is a flow chart illustrating an embodiment of a method for facilitating
fulfillment of a wireless transaction, wherein transaction cods verification is completed by a
transaction managsment syatean.

15 Fig. 3B is a flow chart illostrating an embodiment of & method for facilitating
fulfillment of a wireless transaction, wherein transaction code verification is completed by a
transaction folfillment system.

Fig. 4 is a block diagram illnstrating an embodiment of a system for facilitating a
wireless transaction using a telephonic-type wireless communication device.

20 Fig. 5 is a diagmmmatic view illustrating an embodiment of a telephomic-type

Hg.ﬁunblmkdugnmﬂlulhﬂmambnd:mmtofop&nhmﬁrmﬁngmn
wireless transaction using the system illustrated in Fig. 4.

Fig. 7 is a block diagmam illnstrating an embodiment of a system for facilitating
25 fulfillment of a wircless transaction nsing a non-telephonic type wireless communication
device,

Fig. 8 is a diagrammatic view illustrating an embodiment of a non-telephonic type
wireless commmumication device.
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Fig. 9 is a block diagmm illustrating an embodiment of operations for carrying out a
wireless transaction using the system illustrated in Fig. 7.

Fig. 10 is a block diagram illustrating smother embodiment of operations for carrying
out a wireless transaction uaing the system illustrated in Fig. 7.

Detalled Description

An embodiment of a method for facilitating a wireless transaction is illustrated in
Fig. 1. At a box 100, the method includes an operation of facilitating a requester
authenticated transaction request. At a box 200, the method inciudes an operation of
facilitating wireless communication device enabled transaction fulfillment.

By wireless transaction, it is meant that the tramsaction is requesiad and fulfilled
through the uso of a wiroloss commmnication dovice. By wireicss communication devics
enabled transaction fulfiliment, it is meant that the wircless communication device is used
for facilitating fulfillment of the actual products or services requested. Intemet enabled
wireless telephones, Inwernet enabled wireless personal digital assistants (WPDA's) and
wircloss ensbled laptop computers illustrate examples of suitable wireless commmication
devices capable of connecting with and commumicating through a compurter network system,
such as the Internet. Broadly spesking, the wireless communication devices discussed
herein aro wireless commmmication devices capable of accessing a public computer network,
a private computer notwork or both.

As described below in greater detnil, an apparatus for facflitating the mathods and
operutions disclosed herein may incinde fumctional systems, soch as & tramsaction
management system and a transaction fulfiliment system. The transaction requester utilizes
a wircless commuonication device for commmicating information to and from the
transaction management system and the transaction fulfillment system.

Two or more of the fanctional systems of the apparatus, such as the transaction
management system and the transaction fulfillment system, may be located at a remote
location from each other. However, in same applications, it may be advantageous for the
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functional systems to be located at the same physical location. In these applications, it may
also be advantageous for a single integrated hardware system comprising the transaction
management system and the transaction fulfillment system.

The portability of wireless communication devices requires that sufficient security
measures be in place to insure that the transaction requester is an authorized user of the
wireless commumication device. The intent of such secority measures is to insure that an
unauthorized user of the wireless communication device cannot facilitate a transaction using
the wireless commumication device. Accordingly, it is advantageous that the method for
facilitating the wireless transaction includes an operation for verifying that the transaction
requnglui:muulhmizedmnfﬂ:ewimlencummmimﬁmdevice.

An embodiment of a method for performing the operation of facilitating the
requester authenticated transaction request, the box 100 in Fig. 1, is illustrated in Fig. 2. At
a box 102, the method includes receiving, at the transaction management system, a
transaction request from & wired or a wireless commumication device of a transaction
requester. At a box 104, the identity of the transaction requester is authenticated. At a bax
106, a first transaction barcode (FTB) is communicated to the wireleas communication
dsvice. Depending on the configuration of the system srchitecture employed for carrying out
the method 100, the FTB may be commumicated fraom the transaction management system or
the transaction fulfillment system.

The FTB illustrates a first example of an optically scannable transaction code used to
facilitate fulfillment of the tmusaction request. In snbsequent operations disclosed herein,
the FIB is displayed on a visual display of the wirelcss communication device for being
optically scanned by a component of the transaction fulfiliment system for enabling ful or
partial fulfillment of the transaction request.

Voiuomlhmﬁcnﬁmﬂlm&nﬂmmmpleofnnﬁtnbletacbniqueﬁmgufmning
the operation of verifying the identity of the transaction requester at the bax 104. A method
for performing the operation of voice authentication of the transaction requester includes
receiving, at a box 104a, a spoken transaction requester amthentication code. It is
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contemplated that the spaken authentication cods can be received from a wired telophone or
the wireless commumication device. At a box 104b, an operation of comparing the spoken
transaction requester authentication code is performed. At a box 104c, an operation is
performed for determining a maich between the spoken transaction requester anthentication
code and an anthentic voice print for an suthorized user of the wircless communication
device.

An example of voice authentication includes the user of a wireless phons calling into

a securo server and speaking their phono nomber. The spoken telsphone number llustrates
an example of the spoken transaction requester anthentication code. The spoken telephone
number is then compared to en anthentic voice print of an sutharized user of the wireless
communication device. If the spoken transaction requestar anthentication code matches the
authentic voice print, the transaction requester is permitted to continue with fulfillment of
the transaction.

An embodiment of a method for performing the operation of facilitating wireless

communication device cnsbled transaction falfillment, the box 200 in Fig. 1, is illustrated in
Fig 3A. Tho method for the embodiment illustrated in Fig. 3A is best suite for being
facilitated by a system in which verification of transaction codes is performed at the
transaction management system. At & box 201, the FTB is received by tho wirnless
communication device. At a box 202, the FIB is scanned from the wireless communication
device. At a box 204, the FTB is verified. Verifying the FTB includes decoding the scanned
FTIB at a box 204a, communicating the decoded FTB to the transaction menagement system
at 2 box 204b and comrelating the decoded FTB to a first transaction fulfillment event at a
box 204c. At a box 206, the first transaction fulfillment event is performed.

At a box 208, a second transaction barcodo (STB) is received by the wircleas
cammunication device. At a box 210, the STB is scanned from the wireless commummication
devico. At a bax 212, the STB is verificd. Vexifying the STB includes dacoding the
scarmed STB at a box 212a, commumicating the decoded STB to the transaction
management system at & box 212b and correlating the decoded STB to a first transaction

4
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fulfillment event at a box 212c. At a box 214, the second tmnsaction fulfillment eveat is
performed.

The first and second folfillmant events may be physical events or informational
events. Activating a turnstile at a movie theater illugtrates an example of a physical event.
Communicating directions to a hotel illustrates an example of an informational event.

Ancther embodiment of a method for performing the operation of facilitating
wireless communication devico enabled transaction fulfillment, the box 200 in Fig. 1, is
illustrated in Fig. 3B. The method illustraied in Fig. 3B is best suited for being facilitated
by a system in which verification of transaction codes is performed at the transaction
fulfillment system. At a box 201", the FTB is received by the wireless commumication
device. At a box 202°, the FTB is scanned from the wireless communication device. At a
box 204°, the FIB is verified. Verifying the FIB includes decoding the scanned FTB at a
box 204a’, carrelating the decoded FIB to a first transaction fulfillment event at a box
204b’ and commumicating & first folfillment verification (FFV) to the transaction
menagement systemn at 8 box 204c. Fulfillment verifications may be used by the transaction
mamagement system for coordinating operations, such as removing the requested transaction
from a list of availahle transactions. At a box 206, the first transaction fulfillment event is
performed.

At a box 208’, a second transaction barcods (STB) is received by the wireless
communication device. At a box 210', the STB is scenned from the wireless
communication device. At a box 212, the STB is verified. Verifying the STB includes
decoding the scanned STB at a box 212a’, carrelating the decoded STB to a first transaction
folfiliment event at a box 212b’ and communicating a second fulfillment verification (SFV)
to the transaction management system at a box 212c’. Ata box 214’, the second transaction
fulfillment event is perfarmed.

An embodiment of a transaction apparatus 300 for carrying out the methods of Figs.
1-3B using a telephonic type wireless commumication device is illustrated in Fig. 4. The
transaction apparatus 300 includes a transaction management system 302 coupled to a

]2
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transaction fulfillment systam 304 and an client systean 305. It is also contemplated that in
same applications it may be advantageous for the client computer system to be omitted from
or discrete from the transaction apparatus 300. The transaction menagement system 302 is
coupled to the transaction fulfillment systean 304 through a computer nctwork system 306,
A wireless communication device 308 is coupled to the transaction management systerm 302
and to the transaction fulfillment system 304 through a telecommumications network system
310. A transactioh requester 312 utilizes the wireless communication device 308 for
communicating with the transaction management system 302 and the transaction fulfillment
system 304.

A transport control protocol/Internet protocol (TCF/IF) computer network system
illustrates an example of tho computer netwark system 306. A suitble TCP/IP computer
petwark system is a global computer nstwork such as the Internst.

The telecommunications neiwexk system 310 includes a  wireless
telecommunications network mmd a wired telecommunications network The
teleccommumication network system 310 enables communication of voice and data
information to and from the transaction msmagement system 302 and the transaction
fulfillment system 304. Tho telecommunications networks of Sprint, AT&T, snd
Southwestern Bell illustrate examples of the telecommunication netwark system 310.

The transaction management system 302 includes a central processing mmit (CPU)
302a, an information storage device 302b, a network interface system 302c, speech sexvices
module 302d and barcode software 302e. A network server or a workstation comprise the
CPU3020. A Dell PowerEdge™ serica server illustrates an example of a suitable
commercially available netwark server. A Dell Precision™ serles workstation illustrates an
example of a suitable commercially available workstation.

The information stomgs device 302b, such as a disk drive, is coupled to the CPU
302a for storing information in non-volatile memary. A Dell PowerVanit (TM) series
starage device illustrates an example of a suitable informetion storage device 302b.

12
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Fulfillment information, barcode information and anthentic voice prints illustrate examples
of information retrisved from the information storage device 302b.

The network interface system 302c is coupled to the CPU 302a for facilitating the
communication of information between the transaction memapgement system 302, the
camputer netwark system 306 and the wireless communication device 308. A suitable
network interface system includes a router such as, for example, a Cisco Systems 7200
series unit coupled to a data service unit/channel service unit (hereinafier referred to as a
DSU/CSU) such as, for example, an ADC Kentrox D-Serv (TM) series umit.

The speech services module 302d enables communication of voice signals between
the wireless communication device 308 and the transaction management system 302. The
speech services module 302d includes compoments such as hardware and software for
enabling voice authentication,

Voice suthentication is a desirable technique for verifying the identity of the
alpha information. Spoken authentication codes can be effectively and comveniently
communicated from a wireless communication device such a8 & wireleas telephone.
Accordingly, the use of voice suthentication reduces the difficulty in submitting identity

Voice anthentication technologies are commercially available from & number of
sources. One example of a suitsble vaice anthentication is Nuance Verificr 2.0 offcred by
Nuance Communications. Nuance Verifier is tightly intograted with Nuance 7.0 speech
recognition software to ensure an exceptionsal lovel of user convenience and security. Users
are recognized and authenticated simmitencously, shortening overall call duration, and
climinating the need for users to remember personal identification numbers and passwords.

The tight integration of voice anthentication and speech recognition technologies
MNmYeﬁﬂﬂzomubadvmofmﬁquadilﬁbumdunﬁmmmd
with the Nuance platform. This architecture supports simultancous load balancing of speech
recoguition, natural language understanding, voice authentication, and text-to-speech

24
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resources. It ensures optimal usage of every server CPU in the network, thus minimizing the
amoont of bardware required, and the associated cost, for a given speech system.

SpeakRZ™ vaice print speaker verification software offared by T-Netix Incorporated
illustrates another exampls of voics sutheptication software. Smart Tone Technologies
Incorparated offers proprietary software for enabling positive voice identification over wired
and cellular telephones and in Internet spplications. Both of these software offerings
illustrate additional examples of voice authentication software that may be incorporated into
the speech services modules 302d.

The SpeakBZ voice print spealkes verification functionality has been incorporated
into a number of commercially available software development tool kits and interactive
voice response (IVR) systems. These types of development tool kits and IVR systems are
suitable for providing the tmnsaction manggement system 302 with voice authentication
functionality. Examples of commercially available sofiware development tool kits and IVR
BioNetrix has integmted SpeakBEZ vaice print speaker verification into its BioNetrix
Authentication Suite. Envoy Incorporuted has integrated SpeakEZ voice print speaker
verification into a number of its computer telephony development tool kits. IBM has
integrated SpeskBZ voice print sposker verification into its DirectTalk/6000 and
DirectTalk/2 IVR systams. Periphonics Corparation has integrated SpeakEZ voice print
speaker verification into its VPS family of IVR systems. :

The bercode softwars 3020 cosbles encoding snd decoding of barcodes. The
barcode software 3020 is accessible by the CPU 302a from a computer readable medium,
such as a compact disk, disk drive or network connection. Commercially availabls barcode
software from Ommiplanar Incorporated, Peernet Incorparated and RVB Systsms Grop
illustrate examples of the barcode saftware 302e.

The transaction fulfillment system 304 includea & central processing unit (CPU)
3044, an information storage device 304b, a notwork interface system 304c, a bercode reader
304d, and barcode software 304e. A network server ar a workstation comprise the CPU

10
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304a. A Dell PowerBdge™ series server illustrates an example of a suitable commercially
available netwark server. A Dell Precision™ geries workstation illustrates an example of a
suitable commercially availabls workstation.

The informafion storage devico 304b, such as a disk drive unit, is coupled to the
CPU 304a for storing information in non-volatile memory. A Dell PowerVault (TM) series
storage device s an example of a suitable information storage device 304b. FPulfillment
reply information, product information, and barcode information illustrate examples of
information that may be retrieved from the infarmation storage device 304b.

The network interface system 304c is coupled to the CPU 304a for facilitating the
communication of information between the transaction fulfillment system 304, the computer
petwork system 306 and the wireless communication device 308. A router such as, for
example, a Clsco Systems 7200 series unit coupled to a data sarvico unit/channel service
unit (hereinafter referred to as a DSU/CSU) such as, for example, an ADC Kentrox D-Serv
(TM) segies unit illustrates an example of the network interface system 304c. Depending on
the volume of transaction requests fulfilled throngh the transaction fulfillment system 304, a
netwark interface card (“NIC™) and a modem illustrate two other examples of suitable
network interface system 304c.

" 'The bar code reader 304d enables transaction codes, such as barcodes, to be optically
scanned and decoded. The barcode reader 304d is coupled to the CPU 304a for
commumicating a scanned representation of a barcode to the CPU 304a. Several
commercially available barcodes are offered by Metrologic Incorporated. Metrologic offers
a Fixed-mount Scanner under tho model no. S700I and an in-counter scanner under the
model no. MS860.

The barcods software 302e enables encoding and decoding of barcodes. The
barcode sofiware 302e is accessible by the CPU 302a from a computer readable medium,
such a8 a compact disk, disk drive or netwark comnection. Barcods software that is
commercially available from Omniplanar Incorporated, Peernet Incorporated and RVB
Systems Group illustrate examples of the barcode software 302e.

11
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The client computer system 305 is the system of the entity that offers the product or

service requested in the transaction request. The client computer system 305 communicates
with the transaction management system 302 and ths transaction fulfillment system 304 to
facilitate the transaction. The client systam 305 includes a network interface a CPU 305a,
an information storage device 305b and a network interface device 305c. The CPU 305a is
coupled to the information storage device 305b for storing information, such as product and
service information, in non-volatile memory. The network intexface device 305¢ is coupled
between the CPU 3052 and the computer netwark system 306 for ensbling communication
therebetween.

The wireless communication device 308 includes & device controller 308a, audibls
devices 308b, a keypad 308c, a visual display 308d and e transceiver 308¢. The device
controller 308a is capable of contralling and integrating the operation of audible devices
308b, the keypad 308c, the visual display 308d and the transceiver 308e. The audible
devices 308b, such as a microphone and a speaker, permit the transaction requester 312 to
submit and hear spoken information. The keypad 308c permits the transaction requester
312 to submit keyed-in information. The visual display 308d permits the transaction
requester 312 to view visual information being received by and commumicated from the
wireless cormmunication device 308,

The transceiver 308e¢ is capable of enabling the commmnication of voice and data
information between the wireless commumication device 308 and the telecommunications
netwark systom 310. In this menner, information is communicated to and from the
transaction management system 302 and the transaction fulfillment gystem 304. In the
embodiment of the system architecture illustrated in Fig. 4, voice and data information is
communicated 10 snd from the trnsaction management system 302, and coly dati
information is communicated to and from the transaction fulfillment system.

As illustrated in Fig. 5, the wiroless communication device 308 includes a scrolling
dovice 308e. A usar interface 308f is displayable on the visual display 308d of the wireless
communication device 308. Using the scrolling device 308e, a desired transaction code
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namo 308g is selected from a list of transaction code names 308h displayed on the visual
display 308d. An optically scannable transaction code 308i is displayed on the visual
display 308d in responso to sclecting the desired tramsaction code name 308g.

A wireless application protocol (WAP) enabled wireless telsphons illustrates an
example of the wireless communication device 308. In addition to WAP enabled wireless
talephones emd devices, wireless communication devices operating under other wireless
protocols such as imode, sms mmd hdml may be utilized with the methods and systems
disclosed herein. Wireless telephones capable of accessing computer networks, such as the
Internet, are commercially available from several wireless talephons manufacturers.

The transaction apparatus 300 of Fig. 4 permits wireless transaction to be carried ont
by telephonic-type wircless communication devices, such as Internet enabled wireless
talephones. Huwm.byrephchgd:et:leommﬁmﬁoqneﬂwmkuyﬂmnwithawﬁnlm
local area network system ar adding a wireless local area netwark system to the transaction
apparatns 300, the transaction appamius 300 may be used for facilitating a wiroless

transaction uging & non-felephonic Internet enabled telephonic communication device, such

an a wircless PDA. When carrying out transaction requesis with such a non-telephonic
wireloss communication device, anthentication of the transaction requester may be moro
effectively achieved by imown data password techniques rather than vaice authentication.
The transaction appemtus 300, Fig. 4, is capable of ensbling communication directly
betwesn a transaction fulfillment systom 304 and a wireless commuonication device 308. To
this end, the transaction fulfillment system 304 and the wireless communication device 308
each include a low power short range digital radio 314 integrated therein. Each digital mdio
314 includes a radio transceiver for emabling voice and data information to be
communicated between the transaction fulfillment system 304 and the wireless
communication 308 withont being commnnicated through the computer netwark system 306
o the telecommunication network system 310. The speed of information transfier between
the tmnsaction fulfillment system 304 and the wircless communication device 308 is

13
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sigmificantly increased by eliminating the need to communicate such information through
the computer network system 306 and the telecommunication network system 310.

A Bluetooth™ radio illustrates ons example of the digital radio 314. Blustooth
radios are based on a radio specification governed by the Blustooth Special Interest gronp.
The specification dofines the standards for a tiny microchip that comprise a mdio
transcelver. Accordingly, Bluetooth radios ere built into digital devices, such as cellular
telophanes, PDA, portable camputers, ete.

The Bluetooth radio makes commmnication of information nearly instant It
Iacilitates fast and secure tranamissions of both voice and dats, even when the devices are
not within line-of-gight. The trensceivers operates in a globally available frequency band,
ensuring compatibility worldwide. The Ericsson R520 wireless telephone illustrates an
example of a Bluetooth ensbled wireless telephone. The R520 telephoae is a triple mode
phons with GPRS, Bluetooth radio, WAP capabilities.

A koy espect of the systom and method embodiments disclosed herein is the ability
display of the wireless communication device. Optical scaming of transaction codes
facilitates a conveniont and secure technique for allowing fulfillment of real world products
and servicea from a wireless tramaaction. The transaction requester must simply pass the
visual display of the wireless commimication device over the barcode reader of the
transaction fulfillment system to act on fulfillment of the wireleas transaction.

Many wireless commumication devices, such as wireless telephones and wFDA's,
have relatively amall visual displays. As a result, optically scannablé cods communicated to
the wircless communication devices mnst be relatively compact. One-dimensional barcodos
and truncated two-dimensional barcodes illustrate examples of sniteble barcodes for being
communicated to devices having visual displays that are capabls of displaying bitmap
jmages. It is anticipated that over time most commercially available wireless
communication devices will be capable of displaying larger barcodes, such as two-

14

/7



WO 02/06592 PCT/US0L/22181

10

dimensional barcodes. One of the advantages of a two-dimensional barcode is the ability to
embed several thousand bytes of information in the barcode.

Bar codes configured according to Code 128 Specification illustrates an example of
a-bar code configuration that is well guited for amall visual digplays of wireless telephones.
Purthermare, moat barcode readers in use today are capable of reading Code 128 barcodes.
Coda 128 barcodas are a very high-density alphanomeric symbology. The symbol can be as
long as necessary to store the encoded date. It is designed to encode all 128 ASCH
chemctrys, and will use the least amomnt of space for data of 6 characters or moro of any 1-
D symbology. Each data cheracter encoded in a Code 128 symbol is made up of 11 black or
white modules. The stop chamcter, however, is made op of 13 modnles. Three bars and
thres spaces aro formed out of these 11 modules. Bar and spaces can vary between 1 and 4
modules wide.

Presently, soveral commercially available wireless commumication devices are not
suitable capable of displaying bitmap images. A solution for commmicating an optically
scannable cods to these types of wireleas communication dsvices is to communicate a type
of "hash code” to these of devices. One example of a hash code includes m string of
forward slaghes (/), representing & binary 1, and backward slashes (\), representing a binary
0. Suitable software would be required for decoding theso types of code.

As illustrated in Fig. 4, the transaction management system (TMS) 302, transaction
fulfillment system (TFS) 304, the client computer systean (CCS) 305 and the wircless
communication device (WCD) 308 are coupled in a manner for communicating information
therebetween. In this embodiment, verification of the tremsaction barcodes and
communication of the transaction barcodes are facilitated by the TMS 302. Furthermore,
cammunication for determining the desired transaction is facilitated by the TMS 302.

Referring to Fig. 6, an operation A of receiving, at the TMS 302, a transaction
request from the WCD 308 is performed. After receiving the transaction request, an
operation B of communicating a request for & spoken transaction requester authentication
code (TRAC) from ths TMS 302 to the WCD 308 is performed. The request for the spoken
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TRAC is intended to initiate an operation C of receiving, at the TMS 302, a spoken TRAC
from the WCD 308. An operation D of communicating a requester authentication messags
(RAM) from the TMS 302 to the WCD 308 initiates an operation B of communicating
first transaction barcode (FIB) to the WCD 308. Ths request anthentication message
confirms that the transaction request is spproved and that the FTB has been commumicated.
The TFS 304 and the TMS 302 may interact with the CCS 305 to facilitate and enable
fulfillment of the transaction request.

An operation F of scanning the FTB is performed after the operation E. In response
to scanning the FIB, an operation G of receiving, at the TMS 302, a decoded representation
of the FTB from the TFS 304 is parformed. After receiving the decoded representation of
the FTB and in response o the FTB being verified, an operation H of communicating &
second transaction barcode (STB) from the TMS 302 to the WCD 308 is perfonned. A first
fulfillment event is typically also perfoomed in response to the FTB being verified. An
operation I of scanning the STB is performed after the operation H. In response to scanning
the STB, an operation J of receiving, at the TMS 302, a decoded representation of the STB
from the TFS 304 is performed. Afier receiving the decoded representation of the STB and
in response to the STB being verified, an opemation X of communicating a transaction
fulfillment message (TFM) from the TMS 302 to the WCD 308 is performed. A second
folfiliment event is typically performed in response to the FTB being verified.
Communication of the TFM may be part of the second fulfillment event.

After scamning and decoding the FIB end the STB, internal operations aro
conducted by the TFS 304, the TMS 304 or both. Ons such intermal opemation is

_ communicating with a client computer system for enabling facilitation of the requested

trangaction. The TMS 302, the TFS 304 or both may-use the fulfillment verification to
initiate subsequent intermal operations, such as removing a particuler transaction offering
from being available to tramsaction requesters.

The first and second transection barcodes enables the transaction requester to act on
folfiliment of the real warld products or services requested in the transaction request

16
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commercial implementation of the methods disclosed herein, the system illustrated in Fig. 4
and the operations described in reference to Fig. 7.

5 ) Example 1 - Car Rental

A transaction requester who will be travel by plane to a different city uses his
Internet ensbled wireless telephone for renting a car for use during his trip. To this
end, he contects the TMS using his wireless telophone. Hp then interacts with a
transaction requester user interface (TRUI) of his wireless telsphone for '

10 communicating car rental information to and from car rental information from the
TMS. The car rentel information includes typical car rental information, such as
rental dates, the type of car, etc. The TMS interacts with the OCS to complete the
trangaction request. For example, the TMS may interact with the OCS to determine
whethﬂ-thnle.leclndtypeofvahiclnilivaihbleonthndﬂireddnyl. After ho

15 . completes the tramsaction request, his identity is anthenticated using voice

' anthentication techniques, such as those described herein.

After authenticating his identity, a FIB is communicated to his wireless
telsphono. When he arrives at the air port of the city he is traveling to, he accesses
the TRUI for retrieving the FTB. Ha then passes the wireless telephone over one of

20 many barcode readers of the TFS that are located throughout the airpart. By doing
g0, the FTB is optically scanned from the visual display of his wireless telephone.
By scamning the FTB, he has confirmed with the TFS that he has arrived at the
airport end expects the car to be ready. After scarming the FIB, a STB is
commupnicated to his wireless telephons.

25 Ho then makes his way to the car rental lot. Once at the car rental lot, he
accesses the TRUI for retrieving the STB.  After retrieving the STB, he optically
scans the STB from the visval display of his wircless telephone using a barcode
reader that is located at the car rental lot. By scenning the STB, he has confirmed
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with the TFS that he has arrivad at the car rental lot and ia ready to take possession
of the rental car. After scapning the STB, a TFM may be communicated to his
wireless telephone. In such an instance, the TFM includes information, such as
divection to his hotel, infarmation about the city, etc.

This example illustrates the convenionce and time savings associated with
using the methods and systems disclosed herein for remting a car wheu traveling,
The advantages are capecially significant to buginess travelers, as their schedules
often change on short notice, However, the adventages associated with these
methods and systemns afford travelers of all types with a means of maintaining a tight
travel schoduls.

An embodiment of a transaction apparatus for carrying out the methods of Figs. 1-3
vsing a non-telephomic wireless commnnication devico is illustrated in Fig. 7. The
transaction apparatos 400 includes a transaction fulfillment system 402 coupled to a
transaction fulfillment system 404 and to a client computer system 405. It i3 also
contemplated that in some applications it may be advantageous far the client computer
syst=m 1o be omitted from or discrets from the tansaction spparatus 400. The transaction
mansgement gystem 402 is coupled to the transaction fulfillment system 404 through a
computer network system 406.

A wircless communication device 408, such s & wireless persomal digital asaistant,
communicates with the transkction management system 402 and the trensaction fulfillment
gystem 404 through a wircleas data netwark system 410 and the computer network system
406. A transaction requester 412 utilizes the wireless commmication device 408 for
systam 404. .

The wireless data netwark system 410 is & network system for providing wiroless
connectivity of non-talephoric wirelegs communication dovices. The wireless data network
system 410 may include a wireless local area netwark, a device specific wireless network or
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both. Examples of non-telephonic wircless commmmnication devices include notebook
computers including wireleas modems and wircless PDA’s.

The Cisco® Aironet™ wireless local area network illustrates an example of the
wireloss local aroa network systam 410. The Aironet wireless LAN system jnclodes an
Aironst 340 family of access points. The access point acts as a bridge integrate wireless
flmcuunnlnymtnawadm:&ntmcm The Airanet wireless LAN system also includes an
Aironet 340 Serles family of client adapters. One example of a client adapter is an Aironet
wireless data modem that plugs into a PCMCIA comnector of a portable compntes. The
wireless data modem permits the porteble computer to communicate with a network
computer system such as the Internet via the Aironet 340 Series access point.

The PalmNet™ illustmates an example of a device specific wircless netwok. The
PalmNet provides wirelsss connectivity of PDA’s offered by Palm Computing Corporation,
Through the PalmNet, users of Palm Computing PDA’s cam communicate information *
throngh » globa! computer network system such as the Internet.

The transaction management gystem 402 inchules & central processing unit (CPU)
402a, an information storage device 402b, a netwark interface system 402c snd barcode
software 402d. A network server or a warkstation, such as those idemtified sbove in
reference to Fig. 4, comprise the CPU 4024, The infoxmation storage device 402b, such as
that identified sbove in reference to Fig. 4, is coupled to the CPU 402a for storing
information in non-volatile memary. Fulfillment information, barcode information and
transaction requestar passwords illusirate examples of information that mey be retrieved
from information storage device 402b.

The netwozk interface system 402c, such as that identified above in roference to Fig.
4, 18 coupled to the CPU 4Q2a for facilitating the communication of infoarmation between the
transaction management system 402, the computer netwark system 406 and the wireloss
cammunication device 408. The barcods software 402d, such as that indicated above in
refierence to Fig. 4, ensbles encoding and decoding of bercodes. The barcode software 4024
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.is accesaibls by the CPU 4024 from a computer readable medium, such as a compact disk,
disk drive or netwark connection. '

The trensaction fulfillment system 404 includes a central processing unit (CPU)
404a, an information storage device 404b, a network interface system 404c, a barcode reader
4044, and barcode software 404e. The transaction fulfillment system 404 includes a central
processing unit (CPU) 404a. A network server or workstation, such as those identified
above in reference to Fig. 4, comprise the CPU 404a. The information storage device 404b,
such as that identified above in refarence to Fig. 4, is coupled to the CPU 404a for storing
information in non-volatile memory. Fulfillment reply information, transaction codes,
product information, and barcode information illustrats exemples of information that may
be retrieved from the information starage device 404b.

The network interface system 404c, such as that identified above in reference to Fig.
4, is coupled to the CPU 404a for facilitating the cammunication of information between the
transaction fulfillment system 404, the computer network systern 406 and the wireless
communication device 408. The bar codo reader 404d, such as that identified above in
reference to Fig. 4, emables barcodes to be optically scanned and decoded. The barcode
reader 404d is coupled to the CPU 404a for communicating & scanned representation of a
barcode to the CPU 404a.

The barcods software 404e, such as that identified above in reference to Fig. 4,
enables the encoding and decoding of barcodes. The barcode software 404e is accessible by
the CPU 402a from a computer readable medium, such as a compact disk, disk drive or
network connection.

The client system 403 is the systam of the entity that offers the product or sexvice
requested in the transaction request. The client computer system 405 communicates with
the trangaction menagement system 402 and the transection fulfillment system 404 to
fucilitate the transaction. The client system 405 inclodes a network intesface a CPU 405a,
en information storage devics 405b and a nstwark interface device 405c. The CPU 405a is
coupled to the information starage device 405b for-storing information, such as product and



WO 02/06992 PCT/US01/22181

10

service information, in non-volatile memory. The network interface devico is coupled
between the CPU 405a and the computer network systam 406 for enabling communication
‘therebetween.

The wircless communication device 408 includes a device conmtroller 408a, an
audible output component 408b, & touch screen-type visual display 408c and a data
transceiver 4084. The device controller is capable of comtrolling and integrating the
operation of the andible output component 408b, the touch screen-type visual display 408¢c
and tho data transceiver 408d. The audible output component 408b, such as a speaker,
peamit the transaction requester to hear spoken information. The touch screen type visual
display 408¢ permits the transaction requester 412 to input information by touching the
visual display 408¢, by writing on the visual display 408c or both.

The data tremscelver 408d is capable of ensbling the commumication of data
information between the wireless communication device 308, the transaction managemsnt
gystem 402 and the transaction fulfillment system 404. The transceiver may also be capable
of communicating voice information between the wireless communication device 308 and
the wireless local area network system 410. In this mammer, information is communicated
between the wireless communication device 408, the transaction management system 402
and the transaction fulfillment system 404.

As fllustrated in Fig. 8, the visuval display 408¢c of the wireless communication device
308 includes a touch screen type visual display. A user interface 408e is displayable on the
visual display 408¢c of the wireless communication device 408. Using a suitable physical
pointing device, a desired transaction code name 408f is selected from a list of transaction
code names 408g displayed on the visual display 408c. An optically scannable transaction
code 408h is displayed on the visual display 408c in response to selecting the desired
transaction code name 408f. A wireless personsl digital assistant illustrates an example of

An jllnstrated in Fig. 7, the transaction management system (TMS) 402, transaction
fulfillment system (TFS) 404, the client camputer systsm (CCS) 405 end the wireless
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commumication device (WCD) 408 are coupled in a manner for cormmmmmicating information
therebetween. In this embodiment, verification of the transaction barcodes and
communication of the transaction barcodes are facilitated by the TFS 404. Commmication
fwdeﬂmnmgﬁedmadmmhmhﬂmhuwdbymemm Referring to Fig. 9,
operation A’ of receiving, at the TMS 402, a transaction request from the WCD 408 is
performed. After receiving the transaction request, an operation B’ of communicating a
request for a password from the TMS 402 to the WCD 408 is performed. The request for
the password is intended to imitiate an operation C' of receiving, at the TMS 402, a
password from the WCD 408. An opemtion D' .of commumicating a requester
authentication message (RAM) from the TMS 402 to the WCD 408 initiates an operation B’
of communicating a first transaction barcods (FTB) to the WCD 408. The RAM confirms
that the transaction request iz approved and that the FTB has been commumicated. The TFS
404 and the TMS 402 may interact with the CCS 405 to facilitats and enable fulfillment of
the transaction request. The FIB is used by the transaction requester to act on fulfillment of
the real world products or services requested in the transaction request. The TFS 404 and
the TMS 402 may interact with the CCS 405 to facilitate and ensble fulfillment of the
transaction request.

An operation F' of scanning the FIB is performed after the operation E'. In
responso to pexforming the operation F*, a decoded representation of the FTB is generated at
the TFS 404. After scanning and decoding the FIB and in respomse to the STB being
verified, an operation G’ of receiving, at the TMS 402, a first fulfillment verification (FFV)
from the TFS 404 is performed. A first folfillment event is typically also performed in
responso to the FTB being verifiod. The TMS 302, the TFS 304 or both may uss such
verification to initiate subsequent internal operations, such as removing a particular
transaction offering from being selectabls by the transaction requester.

After scanning the FIB, an operation H' of communicating a second transaction
barcode (STB) from the TFS 404 to the WCD 408 is performed. An operation T’ of
scenning the STB is performed after the operation H'. In response to scanning the STB, a
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decoded representation of the STB is gensrated at the TFS 404. After the STB is scarmed
and in response to the STB being verified, an operation J° of receiving, at the TMS 402, &
second fulfillment verification (SFV) from the TFS 404 is performed. A second fulfillment
event is typically also performed in response to the STB being verified.

The first and second fulfiliment verifications illustrates an example of fulfillment
hes been initiated or completed. Afier the STB is scarmed, an operation K’ of
communicating a transaction fulfillment message (TFM) from the 'TFS 402 to the WCD 408
is performed.

Example 2 - Movie Theater )

A tmnsaction requester uses her wircless PDA to purchase a ticket to a
desired movie while on her way to the theater. To this end, she contacts the TMS
nsing her wireless PDA. She then interacts with a transaction requester user
interface (TRUI) of her PDA for communicating movie information to and receiving
information such as the name of the movie and the time of the movie. The TMS
interacts with the OCS to complete the transaction request. For example, the TMS
may interact with the OCS to determine whether seats are remaining for the desired
movie at a desired time. After completing the transaction request, her identity is
authenticated in response to her keying in her password.

After authonticating her identity, 2 FTB is communicated to her PDA. When
she arrives at the theater, she accesses the TRUI for retrieving the FTB. She then
passes the PDA over a barcode reader that is located at the entrance of the theater.
In this manmer, the FIB is optically scanned from the visual display of her PDA.
Scanning the FTB activates a first turnstile allowing her to gain entry into the lobby
of the theater. In some instances, it may also activate a ticket dispenser in the
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tomstile to dispenss a physical ticket for the specified movie. After scanning the
FIB, a STB is communicated to her PDA.

She then makes her way toward the auditorium portion of the theater. To
gain access to the auditorium portion of the theater, she retrioves the STB. After
retrieving the STB, she passes the PDA over a barcods reader that is located at the
entrance of the suditorium portion of the theater. Scanning the STB activates a
second turnstile allowing her to gain access to the anditorium portion of the theater.
After scanning the STB, a transaction fulfillment message is sent to her PDA. The

transaction fulfillment message includes information such as directions to the °
particuler anditorivm her movie is in, interactive or exclosive information about the -

movie, etc.

This example illustrates the convenience and time savings associated with
using the methods and systems disclosed herein for attending 8 movie. In this
example, the advantages associated with these mathods and systemns are oven more
pronounced during times of high traffic at movie theaters.

Fig. 10 illustrates another embodiment of an operation flowchart for the system
illustrated in Fig. 7. In this cmbodiment verification of tho tramsaction barcodes,
communication of the transaction barcodes and communication for determining the desired
transaction is facilitated by the TFS 404. An operation A” of receiving, at the TMS 402, a

transaction request from the WCD 408 is performed. After receiving the transaction

request, an operation B” of communicating a request for a password from the TMS 402 to
the WCD 408 is performed. The request for the password is intended to initiate en
operation C”* of receiving, at the TMS 402, a password from the WCD 408. An operation
D” of communicating a requester anthentication message (RAM) from the TMS 402 to the
WCD 408 initiates an operation E” of communicating the transaction request from the TMS
402 to the TFS 404. Tho RAM confirms that the password is approved. In this embodiment,
the transaction request is communicated to the TFS 404 for enabling falfillment of the
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transaction request by the TFS 404. The TFS 404 and the TMS 402 may interact with the
CCS 405 to facilitate and enable fulfillment of the transaction request.

An operation F° of communicating a FTB from the TFS 404 to the WCD 408 is
performed after the TFS 404 receives the transaction request. The FTB is used by the
transaction requester to act on fulfillment of the real world products or services requested in
the transaction request An opemation " of scanning the FTB is performed after the
operation F. In response to performing the operation G”, a decoded representation of the
FIB is generated at the TFS 404 and a first folfillment verification operation is completed
by the TFS 404.

. After verifying the FTB, an operation H” of communicating a second transaction
barcode (STB) from the TFS 404 to the WCD 408 is performed. An operation I" of
scanning the STB is performed after the operation H”. In responss to scanning the STB, a
decoded representation of the STB is genemated at the TFS 404 and a second fulfillment
verification operation is completed by the TFS 404. In response to verifying the STB, an
operation J” of commnnicating a transaction folfiliment message (TFM) from the TFS 402
to the WCD 408 is performed.

A multiple stage trensaction method including the commumication of two transaction
codes ig disclosed hexein. It is contemplated and expected that the methods disclosed herein
may be implemented in & mamner in which & cne stage transaction method or a muitiple
stage transaction method having three stages or more is provided. Far example, in some
applications, it will be advantageous to utilize & one stage transaction method in which anly
one transaction code, such as the first trangaction code discussed herein, is communicated to
the wireless communication device. It will be understood that the number of transaction
codes commumicated to the wireless communication device is dependent on the specific
application, rather then being definitive of the systams and methods disclosed herein.

Commercial implementation of the methods and systems described herein may be
accamplished in conjunction with one of many open ar proprietary global specification that
enables wireless communication device users to easily access and interact with information
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and services through the computer network systems described herein. One exampls of such
an open global specification is the Wireless Application Protocol (WAP). WAP is designed
to work with most wireless device architectures such as CDFD, CDMA, GSM, PDC, PHS,
TDMA, FLEX, ReFLEX, iDEN, TETRA, DECT, DataTAC, Mobitex. Examples of WAP
enabled wireless phones include the phone offered by Nokia under the model number 7110,
the phone offered by Sicmens mnder the model oumber S25, and the phone offered by
Ericsson under the modal number R380. Exampiles of WAP ensbled wireless PDA's include
the PDA offered by 3Com under the tradename PalmPilot VII and the FDA offered by
Ericsson under the model number MC218.

WAP is a commuications protocol and application environment. WAP technology
can be included in the operating system of most wireleas commumication devices, including
PalmOS, EPOC, Windows CE, FLEXOS, 0S8/, JavaOS efc. It provides service
interoperability. even between different device familles. Additionsl detnils regarding the
WAP can be obimined from the Wireless Application Protocol Forum Ltd. (www.
wepforum.qrg) and from Dynamical Systems Research Lid. (www,wap.net).

Symbian (www.symbian.com) offers a technology and hardware system under the
wadensme EPOC that provides a complets solution for manufacturers of wire
communication devices. EPOC Releaso 5 includes Symbian's entire technology platform for
bringing EPOC and other technology of Symbian into the heart of the wiraless industry.
This includes technologies for supporting integrated Infermet e-mail, wireless text
messaging, contacts database and schedule, Internet-standard web browser, synchronization
between EPOC-based and PC-based personal information and document formats, and a
high-performance implementation of a wireless application language offered by Sun
Microsystems under the tradename Java. EPOC provides robustness, compactness and
performance that are delivered throngh careful system design in progmamming langnages
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WAP gatcways are applications capeble of enabling Intemet content to be delivered
to wircless communication devices. WAP gamways include the gateways offered by
Opensource, Ericsson, Apion, Mobileways, Nokia, Unwired Planet, and Bdgemail.

Dynamicsl Systems Research offers ths WAP Developer’s Toolkit (WDT). WDT
supparts the development of WAP applications. WAP applications use Wireless Mark-Up
Language (WML) and Wireloas Mark-Up Language Script (WML Script). WML’s are used
to create WAP pages in 8 mammer similar to how HTML is used to create web pages for the
Internet/World Wide Web. WMLScript is a script language for creating and laying ont
actual page content.

Phone.com offers UP.SDK, a freely available software development kit accessible at
www,phone.com/products/upsdic html, that enables Web developers to quickly and easily
creatte HDML and WML information services and spplications. UP.SDK includes a
software development tool referred to as the UP.Simulator that accurately simulates the
behavior of an UP Browser-ensbled device. The simulator cam run spplications in local
mode aor connect to an UP.Link go developers can test the complets set of UP.Link-engbled
gervices. Phone.com also provides a publicly availsble UPLink for all developers to use
freely so that they can creats complete applications without the need for & handset or
expentive camier infrastructurs. UP.SDK tools can be run om either Windows 95 or
Windows NT ( Windows 95 and Windows NT are tradenames of Microsoft Corparation).

Tn the preceding detsiled description, reference has been made to the accompanying
drawings which form a part hereof, and in which are shown by way of illustration specific
embodiments in which the invention may be practicad. These embodiments, and cortain
variants thereof, have been described in sufficiont detail to ensble those skilled in the art to
practice the invention. It is to be understood that other suitble embodiments may be
utilized end that logical, mechanical, chemical and electrical changes may be mads without
departing from the spirit or stope of the invention, For example, finctional blocks shown in
the fignres could be further combined or divided in any mammer without departing from the
spirit of scope of the invention. To avoid unnecessary detail, the description amits certain

4
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information known to tliose akilled in the art. The preceding detailed description is,
therefore, not intended to be limited to the epecific forms set forth herein, but on ths
contrary, it is intended to cover such altematives, modifications, and equivalents, as can be
reasonably included within the spirit and scope of the appanded claims.
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Clabms
1. A method for facilitating a wireless transaction, comprising:
receiving, by a transaction management system, a transaction request from a
verifying an identity of the transaction requester; and
mmnﬁmﬁngnﬁmuinswﬁmmdpmlwiﬂmmmunimﬁmdeﬁm

2. The method of claim 1 wherein communicating the first transaction code includes
communicating a first optically scannable transaction code.

3. The method of claim 2 wherein communicating the optically scannable first transaction
cods includes cormmumicating a first transaction barcode.

4. The method of claim 1 wherein commumicating the first transaction code includes
communicating the first transaction cods from the trangaction management system.

5. The method of claim 4, farther comprising:
communicating a second transaction code from a transaction fulfillment system to the

6. The method of claim 1 wherein verifying the identity of the transaction requester
includes anthenticating a spoken authentication code.

7. The method of claim 6 wherein anthenticating the spoken authentication cods includes
receiving, by tho transaction management system, a spoken anthentication code.
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8. The method of claim 7 wharein receiving the spoken anthentication cods includes
recaiving the spoken authentication cado fram the wireless communication device.

9. The method of claim 6 wherein authenticating the spoken anthentication code includes
comparing the gpoken authentication code to an authentic voice print of an authorized
nser of the wirsless communication device.

10. The method of claim 6, further comprising:
displaying the first transaction code on a visual display of the wireless communication
device; and
optically scanning the first transaction code from the visual display.

11. The method of claim 1, further comprising:
displaying the first transaction code on a vigual display of the wireless communication
device; and
optically scanning the first transaction code from the visual display.

12. The method of claim 11, forther comprising:
receiving, by the transaction management system, a decoded representation of the first
transaction code in respanse to optically scanning the first transaction code.

13. The method of claim 11, fixther comprising:
receiving, by the transaction management system, a first fulfillment verification after
optically scanning the fixst transaction code.

14. The mathod of claim 13, further comprising:
communicsting a second transaction code to the wireless cammunication devics after
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15. The method of claim 14 wherein communicating the second transaction code includes
communicating the second transaction code from a tremsaction fulfillment system.

16. The method of claim 14, further comprising:
optically scanning the second transaction code from a visual display of the wireleas
communication device.

17. The method of claim 16, farther comprising:
receiving, by the transaction management system, a decoded representation of the
sscond transaction cods in response to optically scanning the second transaction code.

18. The method of claim 16, further comprising;
receiving, by the transaction management system, a second fulfilbment vexification after

19. The method of claim 1, further comprising:
varifying the first transaction code.

20. The method of claim 19 wherein verifying the first transaction code includes decoding,
by the transaction folfillment system, the first transaction code and communicating a
decoded reprosentation of the first transaction cods to the transaction management

system.
2]. The msthod of claim 20 wherein decoding the first transaction code includes optically

scanning the first tranasction code from = visnal display of the wireless communication
device prior to decoding the firgt transaction code.

31



27

WO 0206992 PCT/US01/22181

22. The method of claim 19, further comprising:
communicating a second transaction code to the wireless communication device after

23. The method of claim 22 wherein communicating the sscond transaction code includes

24. Tho method of claim 22 wherein commumicating the second transaction code includes
communicating the second transaction code from a transaction fulfillment system.

Zs.mmofchhn%whudnmmiuﬁngthemmdmﬁmoodeimludu'
systom to the wireless cammunication device.

26. The mothod of claim 25 wherein cormmunicating the second transaction code dixectly
ﬁumﬂ:emmﬁmfu]ﬁﬂmentlymincludﬂmniuﬁngﬂnmdmﬁm
code from a radio transceiver of the transaction fulfillment system to a radio transceiver
of the wireless communication device.

27. The method of claim 22, further comprizing:

28. The method of claim 27, forther camprixing;
communicating a second fulfillment verification to the trangaction management

systom in response to verifying the second tmmaaction code.

29. The method of claim 27, further comprizing:
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communicating a tranaaction messape to the wirelass commmication device after
verifying the second transaction code.

30. The method of claim 29 wherein commmnnicating the transaction message includes
communicating the transaction message from the transaction management system.

31. The method of claim 22 wherein communicating the transaction message includes
commumicating the transaction message from a transacticn fulfillment system.

32. Tho method of claim 31 wherein communicating the transaction message includes
communicating the transaction essage directly from the treansaction fulfillment system
to the wireless communication device.

33. The method of claim 32 wherein communicating the transaction message directly from
the transaction fulfillment systom includes communicating the transaction message from
a radio transceiver of the transaction falfillment system to a radio transceiver of the

34. A system for facilitating a wireless transaction, comprising:
2 transaction management system capable of:
receiving a transaction request from a transaction requester;
verifying an identity of the trangaction requester; and
communicating a tramsaction cods to a wireless
comnmnication device,

35. Ths system of claim 34 wherein the traneaction management system includes a speech
services module for audibly verifying the identity of the transaction requester

2
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36. The system of claim 35 wharein the speech services module is capabls of receiving a
spoken authentication code from the wireless communication device and authenticating -

37. The system of claim 36 wherein the speech services module include a voice
authentication system for comparing the spoken authentication code to an authentic
voice print. '

38. 'The system of claim 34 wherein the transaction management gystem is coupled to a
telecommunication network system for enabling communication with the wireless

39. The system of claim 38 wherein the transaction managament system is-coupled to the
telecommunication network through a computer network system.

40, The system of claim 34 wherein the transaction managament system is coupled to a
ication dovi

4]. The system of claim 40 wherein the transaction management system is coupled to the
wireless data notwork system through a computer network system.

42, The system of claim 41 wherein the wireleas data network system includes a wircless
local erea netwark system.

43. The system of claim 34, further comprising:
a transaction fulfillment systemn coupled to the transaction mansagement system
and capable of:



WO 02/06992 PCT/US01/22181

optically scanning the transaction code from a visual display of the

44, The system of claim 43 wherein the transaction fulfiliment system includos a code

45. Tho system of claim 45 wherein the code scanning device includes a bar code reader.

46. The system of claim 43 wherein the tremsaction fulfillment system is capable of
decoding the trangaction code in response to optically scanning the transaction code.

47. The system of claim 43 wherein the transaction fulfillment systemm and the wireless
communication device each include a radio transeeiver for enabling communication
directly between the wireless communication device and the transaction fulfillment
Tystem.

“.Mmhmofc]aim%fnr!iumpﬁdns:
a client computer system coupled to the transection management system.

49. A system for facilitating a wireloss transaction, comprising:
a transaction apparatus capable of; _
receiving a transaction request from a transaction requester;
verifying an identity of the transaction requester; and
communicating s transaction code to a wireless

50. A method for facilitating a wireless transaction, comprising;
receiving, by a tnmsaction management system, & transaction request from a

YO
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transaction requester;
receiving, by the transaction management gystem, a spoken authentication cods from
the transaction requester;
authenticating the spoken antheatication code;

communicating a transaction code from the transaction management gystem to
a wireless commumication device after authenticating the spoken authentication code; and -
optically scanning the transaction code from a visual display of the wireless '
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