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Method and apparatus for remotely controlling and monitoring the data produced on

and by desktop software.

Mandar Madhukar Patil
An Indian National
Residing at Survey Number 118 to 124, Plot Number 85,

National Society, Aundh, Pune 411007, Maharashtra, India.

THE FOLLOWING SPECIFICATION" PARTICULARLY DESCRIBES THE

INVENTION AND THE MANNER IN WHICH IT IS TO BE PERFORMED

FIELD OF INVENTION
This invention relates to a method namely ISO data system which provides a
protection mechanism to safeguard the data generated by any software, using iso data

system, from unauthorized usage.

L .
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In particular, iso data system is a method in which data created using the said system
is unique and exclusive to the software installed on a particular computer. Data can be
used only on the computer that has created it. To use this data on another computer,

sufficient access permissions must be given to the data by the owner.

BACKGROUND OF THE INVENTION:

Many a times, data is confidential in nature. Data misuse can lead to serious losses
due to which protecting it is very important. Data protection comprises of three main
elements, Confidentiality, Integrity and Accessibility. Confidentiality means
protecting the data from unauthorized access. Integrity means data can be modified
only if appropriate permissions and authorization are given by the data owner.
Availability simply means that the data must be available when it is required.

Current available solutions on data security are using passwords, hardware locks,

encryptions and similar kind.

PRIOR ART:

US patent application number 20090259512 describes a method of controlling access
to a media storage device for storing a plurality of media objects wherein the method
includes receiving first data identifying the media storage device and second data
identifying a list comprising at least one authorized recipient of the media storage
device; storing first data in association with the second data; issuing the media storage
device to at least one recipient on the list; using a delivery session identifier to
establish a delivery session for the issued media storage device with a user
identification system corresponding to recipients associated with the.second data; and

then updating the second data on the basis of data received from the wuser



identification system and the delivery session identifier, thereby to modify the list of
authorised recipients of the issued media storage device.

Further there is also provided a distribution access control system which controls
access to a media storage device, the media storage device storing a plurality of media
objects, the distributed access control system wherein an interface arranged to receive
first data identifying the media storage device and second data identifying a list
comprising at least one authorised recipient of the media storage device; a storage
system arranged to store the first data in association with the second data; and a
device issuing system arranged to issue a media storage device to at least one
recipient on the list is provided. Said device issuing system is arranged to create a
delivery session identifier to establish a delivery session for the issued media storage
device with a user identification system corresponding to at least one recipient
associated with the second data, and a storage system is arranged to update the second
data on the basis of the delivery session and data received from the user identification
system, thereby to modify the list of authorised recipients of the issued media storage

device.

OBJECTS OF THE INVENTION:

Data misuse means unauthorized access and usage of data. When data is made
unusable for unauthorized recipients, its security no longer remains a problem.
Current systems do not have comprehensive and foolproof methods to protect data.

It is an object of the present invention to provide a foolproof method to protect, a-ccess

and usage of data by unauthorized recipients.  Even if the data accidentally reaches



unauthorized access, it cannot be used and processed. The data created on a particular
computer cannot be used on any other computer, unless the data owner has granted
the required permissions to each computer on which he wants this data to be shared.

The present invention also provides an automated, easy and hassle free software

reinstallation system for the user.

SUMMARY OF THE INVENTION;:

Registration of the software in the vendor’s online server is mandatory for usage of
iso data system since this feature can be used only by registered users of the software.
The registration system of the software and the iso-data‘system go hand in hand for
data security. After successful registration of the software with the vendor’s online
server, a unique, permanent, customer id is issued to every registered software. This
‘customer id is unique and important and is used to identify the user of particular
software installed in a particular computer. During the software activation, a file is
generated by the server. This file is sent to the software. This file is unknown to user
and contains keys R1 and R2. The server generates these keys and permanently stores
it. The function of these keys is to protect software data from unauthorized usage.
These keys are used for encryption and decryption at required stages. Both R1 and R2
are permanent keys, unique to each registered software and are associated with a
particular unique customer id with the vendor’s online server and with the particular
unique installed software. R1 key is used to protect data of the software installed in
that particular computer that is owner’s data. R1 key is not shared with any other user.
By default, the data created by the particular software is always encrypted and stored
vﬁth R1 key in the computer in which the software is installed. It is a private key. R2

is the key that can be registered with other users on other computers, if needed, with

Svitadk £k i L e

10



the permission of the owner and is used to protect the data that is being shared. It is a
public key of that particular unique software.

Ra and Rb are the private and public key of the recipient, respectively. The public
keys and private keys are confidential and will not be used or shared without a
purpose. Data owner can register his R2 key with as many recipients as he needs to.
These may be recipients to whom owner may need to send data frequently. The data
owner will send an instruction to the server to register his R2 key with the recipients,
by entering the recipients’ customer id’s. This instruction will contain the data
owner’s customer id as well. When the recipient is connected to the online server, an
alert will be displayed requesting the recipient to register the data owner’s R2 key. It
is up to the recipient to register the key or not. At any point of time the data owner can
revoke the registration of his R2 key with the other recipients by instructing the server
to do so. The server will not need the recipient’s permission to revoke the data
owner’s R2 key registered with a particular recipient.

Data is information created while using the software, The software data can be shared
by using any external storage device or by uploading data online to the vendor’s
server from where the recipient can download it. Owner can set full or partial access
permissions for example view, read, print, save and amend. The control of data
remains with the data-owner, even after sharing it with other users. Each time
authorized recipient accesses shared data, the status of the access permissions will be
checked with the online server, if needed. Only if the access permissions are still
active, can the recipient access the data else the recipient will be alerted that the data
access permissions are no longer valid. Data owner can also send an instruction to the
online server to delete the data, he has shared, from the authorized recipient’s

computer, if needed. Process and storage of original data and data which is received
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for sharing, are processed through two different and mutually exclusive sub systems
which supports encryption system respectively and data is stored in two Separate
locations in the same computer/ system respectively. Data can be protected from
unauthorized usage, using iso data system. The process to ensure authorized usage of
data, using iso data system, is explained further. In the present embodiment, the
environment contains a data owner, a recipient with whom the data owner needs to
share the data and an online server. Owner can share data with other registered users.
The recipient may or may not have the data owner’s R2 key registered with him. In
both cases, data sharing can be done by two methods, either by uploading the data
set/packet to be shared to the online server or by copying the data to be shared on any
external storage device and sharing this device with the intended recipient.

Consider the recipient does not have the data owner’s R2 key and the data owner
wants to share data by uploading it to ihe online server. Since the data to be shared is
already in an encrypted form with the data owner’s R1 key, it is decrypted by the
same R1 key and then it is encrypted using the R2 key on the data owner’s computer
which is controlled by a standard password mechanism each time.

Also the customer id of the recipient as well as sender is entered in this data. Each
data set/packet shared by the data owner will contain a particular data id generated by
the data owner’s system. The said data id will determine uniqueness of each set of
data sent to be shared and also will help in the management of the said data. Access
permissions and corresponding information of each set of data are associated with its
data id. Server will keep a log of all data sets/packets, all attributes associated with
their corresponding data ids. This data is then uploaded to the online server where it is
again decrypted using the data owner’s R2 key and converted into normal/original

form. This data is then encrypted with the recipients Rb key. The online server sends
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an alert to the recipient that certain data is waiting to be shared. The recipient then
downloads this data and decrypts it using the data recipient’s Rb key.

The same data can be given via an external storage device to the recipient. In this case
the recipient will upload this data to the online server. The server will check if the
data owner, has set the permission for the particular recipient, customer id which has
uploaded the data and only if the permissions are set the data will be processed and
sent back to recipient. If the péfrnissions were not granted by the data owner, the
online server will delete the data from the recipient’s computer. When user uploads
this data to the online server the decryption and encryption take place as explained
above and when the recipient is connected to the online server he can download and
use this data . Now consider the recipient has the data owner’s R2 key registered with
him. Again the data owner can share the data by uploading it to the online server or by
storing the said data to an external storage device and sharing this device with the
recipient. In this case the encrypted data is decrypted using the same R1 key and again
encrypted using the data owner’s 12 key. The recipient can either download this data
from the server or from the external storage device; however the data owner has sent
it. Since the recipient already has the data owner’s r2 registered, the said data can be
decrypted using the Owner’s Rb key and use it.

Even if the data acéidently reaches unauthorized software which has the data owner’s
R2 key, the data will not be accessed as the customer id of the software in which the

data 1s being opened will differ with the customer id instructed in the authorization.

The shared data can be used with only the authentication of the server and stored in
a location separate from original location. The recipient will download the data and

import it into the software. Data can be used as per the access rights given with the



data. Access rights could be of two types, one is view only where the data can be only
viewed not saved and second is full or partial access to use or change the data. The
data will behave only in the way the data access and usage permissions have been set
by the data owner. For example, the data can be used for x number of days, x number
of hours, x number of times, d  ata can or cannot be amended, data can or cannot be
saved, data can or cannot be printed.

In case the recipient amends the data and wants to sha%e it back with the data owner,
the same can be done by four methods. In method 1, consider, the recipient did not
have the R2 key of the data owner. The recipient will encrypt the data to be sent back
to the owner with his Rb key. This data which can be sent to the data owner via two
methods; one by which the recipient uploads the data to the online server wherein the
server converts the data encrypted with Rb key to data owner’s R2 key and sends this
data to the data owner upon his connection to the online server. The data owner
downloads this data and converts it from R2 key to Rl key in order to use it. The
recipient can adopt a second method of giving the data encrypted with RB key to be
shared on an external storage device. In this case, the data owner will receive the
external storage device and upload this received data to online server where the server
will convert the data from Rb key} to R2 key and the data owner can download this
data and convert the data from R2 key to R1 key and use the data.

In method 2, consider the recipient has the R2 key of the data owner; in this case
again the recipient can send the amended data back to the data owner via an external
storage device or via uploading the data to be shared to the online server. In both
cases the data is encrypted using the data owner’s R2 key and sent. Data owner can
download this data via the online server or from the external storage device however

the recipient has sent it and convert the data from R2 to R1 and use the it.



Amendment of data will be shown to data owner, only if he accepts the amendment,
the data will be imported and merged. A facility will be given to the data owner to
merge the data that has been afnended by the recipient. The data that is to be sharéd,
amended is kept in a séparate location from the original location of the software and
does not interfere in any way with the original data/records of both users’ softwares
until an instruction is given to do so. Data owner can keep the original copy if
required before amalgamating/integration of the recipient’s changes. Same procedure

will be applied if data owner wants to share data with more than one recipient.

In case a need arises for the user to reinstall the software, a reinstallation wizard will
open. This wizard will take the input of user’s email id.. After verification, the
account details will be fetched from the server and the software will be reinstalled.
The server will send a confirmation key to the user’s registered email id. The
confirmation key is valid only for one particular transaction and is associated to the
activation file of that software. The user‘has to enter the confirmation key sent to the
registered email id, into this activation wizard after which an activation file is sent to
the software from the server. Incase the motherboard id’s of the computer matches
with the mother board id registered with the online server when the software was
registered, the keys R1, R2 will be restored by the server into the software, The user
will have to send a request back to the other users to re register their R2 keys with his
software. Incase the motherboard id of the computer differs during the time of
reinstallation, the software will be installed but the R2 keys previously registered with

the server will not be registered again due to the discrepancy found in the
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motherboard id and the software will also alert the user to send request again to the

various data owners for re registration of their R2 key with the said software.

Each time the software opens, an authorization component matches the motherboard
id embedded in the software with the motherboard id of the computer. Incase a
discrepancy in the motherboard id is found; the software will get blocked and alert the
user to validate with the online server. Once the user validates with the online server,
a confirmation key will be sent to the user’s registered email id after which the R1 and
R2 keys will be sent and restored to the software. The software will also alert the user
to send request again to the various data owners for re registration of their R2 key
with the sajd software. Only after data owner’s confirmation, their R2 key will be
registered with the recipient again. Each time the computer is connected to internet,
the server will check the status of the R2 key which is registered with the software. If
the server notes that the R2 key of a particular data owner, has been revoked, it will
revoke the registration of this R2 key with the recipient. Similarly the recipient can
also remove the registration of a particular R2 key by informing the server. In this
case the data owner will be alerted about his R2 key being unregistered by a particular
recipient.

ADVANTAGES AND APPLICATIONS

Present invention method Iso data system helps the software owner to protect his
software data from unauthorized access. The software owner can set restrictions on
data usage by the recipient. Data can be shared by any external drive or by uploading

it to the online server.

In view of the wide variety of embodiments to which the principles of the present

invention can be applied, it should be understood that the illustrated embodiments are
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exemplary only. The illustrated embodiments should not be taken as limiting the
scope of the present invention. While various elements of the preferred embodiments
have been described as being implemented, other embodiments implications may

alternatively be used, and vice-versa.

BRIEF DESCRIPTION OF THE DRAWINGS:

Figure 1a and 1b illustrates the process of Software registration and use of data by
owner.

Figure 2a and 2b illustrates the procedure for sharing of data online.

Figure 3a and 3b illustrates the process of sharing of data using an external drive like
a Compact Disk.

Figure 4a and 4b illustrates the process of software reinstallation and reassigning of
keys.

Figure 5 illustrate the process of sharing of R2 key with various potential recipients.
Figure 6 illustrate the process of revoking R2 key from potential recipients.

Figure 7 illustrate the process of authorization.

DETAILED DESCRIPTION OF THE INVENTION:
The ISO data system program is a byte codc program written in Microsoft .NET

programming language.
The description generally provides method of protecting the user’s data from

unauthorized access. A method for registering a user to the online server includes

receiving an initial access to desktop software by a prospective user and determining
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whether the user has provided valid user videntiﬁcation information. Referring to
Figure 1a, User installs the software on his computer by executing function 101, upon
successful installation user is ready to use the software. User clicks on the software
executable for first time to run the software, method 102 is invoked. When owner uses
the software for first time, software registration window 103 will appear to register
user to vendor’s online server from desktop software. Owner enters registration
information via 104 into registration wizard 103. If internet connection is available
105 verifies the integrity of the 105 method associated with each loaded object, if the

method 106 is successfully executed the method 107 validates user information upon

successful invocation of 108, user is registered to the vendor’s online server by

invoking method 109 and the server issues unique customer id to the user and embeds
customer id in the software by executing method 110. Method 111 (as referred in
Figure 1b) is invoked to display activation wizard, user chooses subscription option
Le. trial or subscription method 112 is invoked to send confirmation key to user’s
registered email id. Owner enters confirmation key into activation wizard by
executing function 113, software executes internet connection availability class 114 to
check the internet comnection if internet is available, then function 116 execute to
validate the confirmation key with the online database by executing internet
availability class 117. Upon successful validation server sends activation file with
encrypted customer id 118, this activation file also contains two unique keys R1 and
R2 for encryption and decryption of spfrware data, installation id, period of authorized
usage tfansferred from online server to user’s machine and store users motherboard id
to online database. Software creates database encrypted with R1 key of owner.

Referring to Figure 2a, if the data owner wishes to share his data with another

registered recipient by executing method 201, Since the data is originally encrypted
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with the data owner’s R1 key at time of data creation, software data is decrypted with
data owner’s R1 key and then encrypted using data owner’s R2 key after the data
owner enters a password and customer id is entered by performing method 202;
owner sets the data access permissions, system assigns a unique data id to this set of
data by executing function 203. User needs to choose the method of sharing of the
data, 204. If user chooses the online data sharing method by performing method 2035,
and If internet connection is available, the software verifies the integrity of the 206
method associated with each loaded object, If the method 206 is successfully
executed, 207 is invoked to check whether owner have recipients Rb key If owner

have recipients Rb key then function 208 is executed to encrypt the data with Rb key

and stores it on online server else method 209 is executed to store the data on the

online server with the R2 key, online server decrypts the data with data owner’s R2
key and encrypts the data again with Rb key of recipient. If internet connection is
available software verifier 210 verifies the integrity of the 210 method associated with
cach loaded object, If the method 210 is successfully verified 211 is invoked te alert
recipient about the data. Recipient downloads the data of owner through server by
performing method 212. If the method 214 is successfully verified 215 (as referred in
Figure 2b) is invoked to decrypt the data with receivers Rb key and import it into
receiver‘s software in a separate location. Software verifier 216 checks the data
sharing permission, software checks if recipient is having permission to amend the
data by performing 217; if method 217 is successfully executed then method 219 is
invoked to amend the data according to permission set. If permission is denied to
amend the data, recipient can only view the data 218.

After completion of the amendment of the data; Function 220 verifies to check

whether recipient have owners R2 key if 220 is successfully executed method 221 is
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envoked to encrypt the data with owners R2 key and upload it to the online server,
else amended data is encrypted with recipient’s Rb key and upload the data back fo
the server by performing method 222. At server, data is decrypted with recipient’s Rb
key and again encrypted with data owner’s key R2 by performing method 223. After
this the owner will get the alert of amended data by method 225, If internet
connection is available software verifier 224 verifies the integrity of the 224 method
associated with each loaded object, If the method 225 succeed to alert the owner,
method 226 is invoked to download the data. Software checks if user is intended
recipient by. performing method 227 and If user verification is correct then verifier
228 verifies the integrity of the 228 method associated with each loaded object, If the
method 228 is successfully verified 230 is invoked by owner to import the data into
the software at a separate location and if verification failed then data is discarded by
performing the method 229. If owner accepts the data by performing method 231,
method 232 invoked to merge the data into the original data.

Referring to Figure 3a, if data o.wner wishes to share his data with other registered
recipients by executing method 301, Since the data is originally encrypted with the
data owner’s R1 key at time of data creation, software decrypts the data using the R1
key and then encrypts the data using key R2 by performing method 302; this occurs
only after the data owner enters a paésword to execute this transaction. Owner sets the
permissions to amend the data and a unique data id is assigned to this set of data by
executing function 303. Owner chooses the method of sharing of the data 304 i.e.
through online method or through an external drive. If data owner chéoses the data
sharing method through external drive by performing method 305, Function 306 is
invoked to check whether owner have recipients Rb key If owner have recipients Rb

key then function 307 is executed to encrypt the data with Rb key and stores it on
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online server else method 308 is executed to encrypt the data with R2 key and
receivers details. Owner sends encrypted data to recipient through external drive by
performing method 309. Receiver accepts the data by performing method 310.
Software checks the validity of the user by cross checking with customer id by
performing method 311 software verifier 312 verifies the integrity of the 312 method
associated with each loaded object, If the method 312 is successfully verified 313 (as
referred in Figure 3b) is invoked to decrypt the data and import it into receiver‘s
software. Verifier 314 checks the permission set for the amendment of the data, if
receiver is having permission to amend the data by performing 315, if method 315 is
successfully executed then method 316 is invoked to decrypt the data with key Ra
associated with receiver else receiver can only view the data by performing method
317. With this recipient updates the data of owner according to permission set by
performing method 316, After completion of the amendment of the data; Function
318 verifies to check whether recipient have owners R2 key if 318 is successfully
executed updated data is encrypted with owner’s R2 key by performing methods 322.
Recipient uploads the data back to the external drive by performing the function 323,
the owner will get the external drive of the updated data by method 324. Else software
encrypts the data with recipients Rb key and upload back to external drive by
performing method 319, owner receive the data and upload it to the server by
performing method 320, at the end of server online server decrypt the data with Rb
key and encrypt it again with R2 key and send it to the owner by performing method
321. Software checks if user is intended recipient by performing method 325 and If
recipient verification is correct then verifier 326 verifies the integrity of the 326
method associated with each loaded object, If the method 326 is successfully verified

328 is invoked by owner to import the data into the software and if verification fails,
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the data is discarded by performing the method 327. If owner accepts the data by
performing method 329, method 330 is invoked to merge the received data into
owner’s original data. According to this scenario the given data is protected from
unauthorized access.

Referring to Figure 4a, If user needs to reinstall the software due to any reason
method 401 is invoked. User reinstalls the software by executing function 402.
Method 403 is executed while user clicks to start the software, software registration
window 404 will appear, user enters registered email id and password and clicks next,
to proceed by executing function 405. If internet connection is available 406 verifies
the integrity of the 406 method associated with each loaded object, if the method 407
is successfully verified, 408 is invoked to check entered registration information with
vendors online server database. If registration information is validated successfully,
409 verifies its integrity associated with each loaded object, if the method 409 is
successfully verified 410 is invoked to fetch all information of customer who has
already registered to online server. Method 411 reinstalls the sofiware and invokes
method 412 (as referred in Figure 4b) to send confirmation key to user’s registered
email id, method enters confirmation key and click next by performing method 413.
Software validates confirmation key 415 with online database if key is validated by
416 then disables all previous installation ids for particular user and generates new
unique installation id, store machine code to online database by executing function
417.  Software checks motherboard id embedded in software with machine
motherboard id by executing method 418. Verifier 419 successfully verifies the
motherboard id function 420 executes to assign new keys R1 and R2 to user and alert

user to send request again to the various data owners for re registration of their R2 key
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with the software. Only after data owner’s confirmation, their R2 key will be
registered with the recipient again.

Referring to Figure 5, if owner wants to share R2 key with other registered users 501
method is invoked. Wizard 502 appears to enter customer id of recipients. Owner
enters the customer id of recipients with whom he want to share his data by
performing function 503, If internet connection is available connection verifier 504
verifies the integrity of the 505 method associated with each loaded object, If the
method 505 is successfully verified 506 is invoked to store R2 key with receivers
customer id to the online server. If internet connection is available connection verifier
507 wverifies its integrity associated with each loaded object, If the method 507 is
successfully verified 508 is invoked to alert the recipient to register the key. Now if
user accepts to register the key by executing function 509 then If internet connection

is availabie connection verifier 511 verifies the integrity of the 511 method associated

with each loaded object, If the method 511 is successfully verified 512 is invoked to

alert owner about registration of R2 key with recipient. If user does not accept 510,
the key is not registered.

Referring to Figure 6, if data owner wants to revoke, R2 key shared with other users
601 method is invoked. Interface 602 appears with list of customer id’s with whom
the data owners R2 key is registered. Owner selects the customer id of recipients from
whom he wants to revoke his R2 key and sends this request to online server by
performing function 603, If internet connection is available on the repipients computer
connection verifier 604 verifies the integrity of the 605 method associated with each
loaded object, If the method 605 is successfully verified 606 is invoked to revoke
registered R2 key from intended recipient from online server. If internet connection is

available on the data owners computer connection verifier 607 verifies its integrity
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associated with each loaded object, If the method 607 is successfully verified 608 is

executed to alert owner about successful revoking of R2 key from intended recipient.

Referring to figure 7, Whenever the software is opened, authorization component 701
checks for motherboard id embedded in software with machine’s motherboard id.
Function 702 checks whether the motherboard ids’ have changed, then function 703
will execute to block the sbﬁware and alert user to validate with online server. If
internet connection is available connection verifier 704 verifies the integrity of the
705 method associated with each loaded object, If the method 705 is successfully
verified 706 is invoked to validate the software with online server and send
confirmation key to user’s registered email id. User enters confirmation key into the
activation wizard by executing function 707. If verifier 708 validates confirmation
key with online server, then function 709 is executed to register new'motherboard id
with server and identify the software with this motherboard id. Function 710 executes
to send and restore R1 R2 keys to user’s software. Function 711 will execute to alert
oWner ;(0 request other data owners to register their R2 key with the said software.
Only after data owner’s confirmation, their R2 key will be registered with the

recipient again.

I claim; |
1. A method of controlling usage of data and prevent unauthorized usage of data

which is generated by software, using iso data system.

2. A method of claim 1 wherein data can be used only on the computer which

has created it using iso data system; to use said data on another computer, data
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owner must authorize a recipient, using the same iso data system on another

computer.

A method of claim !, comprising:

selecting the data to be shared and embedding data owner’s customer id;
identifying and authorizing at least one recipient with whom the data is to be
shared by entering the recipient’s customer id;

identifying each set of data being shared by a unique data id generated by the
data owner’s system where in the access permissions to each set of data are
associated with each particular data id ;

issuing required access permissions to authorized recipient to use the data;
using appropriate data sharing methods i.e. sharing via uploading the data to

the online server or by copying the data to any external storage device.

A method of claim 1 wherein, durirz software activation, the vendors’ online
server sends two keys namely R1 and R2 to the software. Key R1 is used to
encrypt owner’s data to protect it from unauthorized usage of this data on any
other computer. When data in created in the software it is automatically
encrypted with the R1 key and stored in this encrypted form. Key R2 is used
to protect the data that is to be shared with one or more intended recipients on
their computer system. Ra and Rb are the private and public keys of the
recipient,

A method of claim 3, wherein data owner can share the data with the recipient
.- via uploading the data to the online server or by transferring data to an

external storagé device and sharing this device with the recipient.
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6. A method of claim 3 where incase the recipient has not yet registered the data
owner’s R2 key and data to be shared is uploaded to the online sérver, data is
first decrypted using the data owner’s R1 key and then encrypted with the data
owner’s R2 key. This data is uploaded to the server where it is decrypted with
data owner’s R2 key and again encrypted with the recipient’s Rb key.

Recipient downloads this data and uses it with his Rb key.

. A method of claim 3 where incase the recipient has not yet registered the data
owner’s R2 key and data to be shared is sent to the recipient via an externat
storage device, data is first decrypted using the data owner’s R1 key and then
encrypted with the data owner’s R2 key. This data transferred to the external
storage device and shared with the recipient. The recipient uploads this data to
the online server and incase the data owner has given sufficient permissions,
the server decrypts this data with the data owner’s R2 key and encrypts this
data with the recipients Rb key after which recipient can download and use

this data with his Rb key.

. A method of claim 3 where incase the recipient has previously registered the
data owner’s R2 key and data to be shared is uploaded to the online server,
data is first decrypted using the data owner’s R1 key and then encrypted with
the data owner’s R2 key. This data is uploaded to the server, the recipient
downloads this data from the server and decrypts and uses the data with the

data owner’s R2 key.
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9.

10.

11.

12.

13.

A method of claim 3 where incase the recipient has registered the data owner’s
R2 key and data is shared via an external storage device, data is first decrypted
using the data owner’s R1 key and then encrypted with the data owner’s R2
key. This data is transferred to the external storage device and shared with the
recipient. Recipient downloads this data from the storage device and decrypts

and uses the data with the data owner’s R2 key.

A method of claim] wherein, iso data system can be used to protect any data

on the data owner’s computer/system.

A method of claim 3 wherein, the data downloaded by the authorized and
designated recipient is bound by certain access rights issued by the data
owner; said data can be used by the recipient only as per the access rights set,

where said set access rights are viewing, amending, printing and saving.

Method of claim 3 wherein, the authorized recipient can amend the data and
send it back to the data owner if needed. This amended data will be recognized
using a new data id. The data is encrypted with Rb key and uploaded to the
server where it is decrypted with the Rb key and again encrypted with the data
owner’s R2 key. Owner can download this data and convert it back to the R1

key and use it.

A method of claim 12, wherein recipient can amend the data shared by the

data owner, if needed, and send amended data back to the data owner either
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14.

15.

16.

via uploading the data tc the online server or by transferring data to an

external storage device and sharing this device with the data owner.

A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key. Amended data to be shared is encrypted with recipient’s Rb
key and uploaded to the online server, where it is decrypted with the
recipient’s Rb key and later encrypted with the data owner’s R2 key. Data
owner downloads this data and converts it from R2 to his R1 key and then

uses it.

A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key and amended data to be shared is sent to the data owner via an
external storage device, data is encrypted using the recipient’s Rb key
transferred to the external storage device and shared with the data owner. The
data owner uploads this data to the online server and incase the recipient has
given sufficient permissions, the server decrypts this data with the recipient’s

Rb key and encrypts this data with the data owner’s R2 key after which data

owner can download this data, convert it from the R2 key to R1 key and use it. -

A method of claim 12 where incase the recipient has previously registered the
data owner’s R2 key and amended data to be shared is uploaded to the online
server, data owner downloads this data and decrypts it using his R2 key. Said

data can be converted from the R2 key to R1 key and then used.
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17. A method of claim 12 where incase the recipient has previously registered the

18.

19.

20.

21.

data owner’s R2 key and shares the amended data via an external storage
device, data owner downloads this data from the storage device and decrypts it
using his R2 key. Said data can be converted from the R2 key to R1 key and

then used.

Method of claim 3 where process and storage of original data and data which
is received for sharing, are processed through two different and mutually
exclusive sub systems and are at two separate locations in the same computer/

system.

A method of claim 12 wherein, the data owner is alerted about the amendment
done by the authorized recipient in the shared data and can merge it into the

original deta if required.

A method of claim 1 wherein, the data owner can register his R2 key with
other recipients for secured data sharing purpose by sending the server an
instruction to do so and entering both customer’s as well as data owner’s
customer id. The registration of this key can be revoked at any time by either

parties, by sending an instruction to the vendor’s online server about the same.
A method of claim 3 wherein, the data owner can block the access rights to the

data shared with a recipient, by instructing the server to block or delete the

data sent to the recipient.
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22.

23.

24.

25.

A method of claim 3 wherein, even if the data from the recipients computer, is
used on any other computer, it cannot be accessed, used or processed, due to

lack of permissions from the data owner.

A method of claim 1 wherein, in case the software is required to be reinstalled,
an easy method of reinstallation is provided to the software user and the server
sends the encryption and decryption keys again to the software after
activation. It also sends the previously registered-RZ keys of other user’s into

the sofiware.

A method of claim 16, wherein incase during reinstallation or each time the
software is opened, it is detected that there is the motherboard id of the
computer has changed, then the software will have to be revalidated with the
server and also the R2 keys will have to be revalidated again by the data

owners only then the data sharing from these owners can occur.

A method of claim 1 wherein, the iso data system can also be used as an

independent encryption module to secure data storage.
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I claim;

1.

A method of controlling usage of data and prevent unauthorized usage of data

which is generated by software, using iso data system.

A method of claim 1 wherein data can be used only on the computer which
has created it using iso data system; to use said data on another computer, data
owner must authorize a recipient, using the same iso data system on another

computer.

A method of claim 1, comprising:

selecting the data to be shared and embedding data owner’s customer id;
identifying and authorizing at least one recipient with whom the data is to be
shared by entering the recipient’s customer id;

identifying each set of data being shared by a unique data id generated by the
data owner’s system Where in the access permissions to each set of data are
associated with each particular data id ;

issuing required access permissions to authorized recipient to use the data;
using appropriate data sharing methods i.e. sharing via uploading the data to

the online server or by copying the data to any external storage device.

A method of claim 1 wherein, during software activation, the vendors’ online
server sends two keys namely R1 and R2 to the software. Key R1 is used to
encrypt owner’s data to protect it from unauthorized usage of this data on any
other computer. When data in created in the software it is automatically

encrypted with the R1 key and stored in this encrypted form. Key R2 is used

31



to protect the data that -is to be shared with one or more intended recipients on
their computer system. Ra and Rb are the private and public keys of the
recipient.

: A method of claim 3, wherein data owner can share the data with the recipient
via uploading the data to the online server or by transferring data to an

external storage device and sharing this device with the recipient.

. A method of claim 3 where incase the recipient has not yet registered the data
owner’s R2 key and data to be shared is uploaded to the online server, data is
first decrypted using the data owner’s R1 key and theh encrypted with the data
owner’s R2 key. This data is uploaded to the server where it is decrypted with
data owner’s R2 key and again encrypted with the recipient’s Rb key.

Recipient downloads this data and uses it with his Rb key.

. A method of claim 3 where incase the recipient has not yet registered the data
owner’s R2 key and data to be shared is sent to the recipient via an external
storage device, data is first decrypted using the data owner’s R1 key and then
encrypted with the data owner’s R2 key. This data transferred to the external
storage device and shared with the recipient. The recipient uploads this data to
the online server and incase the data owner has given sufficient permissions,
the server decrypts this data with the data owner’s R2 key and encrypts this
data with the recipients Rb key after which recipient can download and use

this data with his Rb key.



8.

10.

11.

12.

A method of claim 3 where incase the recipient has previously registered the
data owner’s R2 key and data to be shared is uploaded to the online server,
data is first decrypted using the data owner’s R1 key and then encrypted with

the data owner’s R2 key. This data is uploaded to the server, the recipient

downloads this data from the server and decrypts and uses the data with the -

data owner’s R2 key.

A method of claim 3 where incase the recipient has registered the data owner’s
R2 key and data is shared via an external storage device, data is first decrypted
using the data owner’s R1 key and then encrypted with the data owner’s R2
key. This data is transferred to the external storage device and shared with the

recipient. Recipient downloads this data from the storage device and decrypts

and uses the data with the data owner’s R2 key.

A method of claiml wherein, iso data system can be used to protect any data

on the data owner’s computer/system.

A method of claim 3 wherein, the data downloaded by the authorized and
designated recipient is bound by certain access rights issued by the data
owner; said data can be used by the recipient only as per the access rights set,

where said set access rights are viewing, amending, printing and saving.
Method of claim 3 wherein, the authorized recipient can amend the data and

send it back to the data owner if needed. This amended data will be recognized

using a new data id. The data is encrypted with Rb key and uploaded to the
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13.

14.

15.

server where it is decrypted with the Rb key and again encrypted with the data
owner’s R2 key. Owner can download this data and convert it back to the R1

key and use it.

A method of claim 12, wherein recipient can amend the data shared by the
data owner, if needed, and send amended data back to the data owner either
via uploading the data to the online server or by transferring data to an

external storage device and sharing this device with the data owner.

A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key. Amended data to be shared is encrypted with recipient’s Rb
key and uploaded to tile online server, where it is decrypted with the
recipient’s Rb key and later encrypted with the data owner’s R2 key. Data
owner downloads this data and converts it from R2 to his R1 key and then

uses it.

A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key and amended data to be shared is sent to the data owner via an
external storage device, data is encrypted using the recipient’s Rb key
transferred to the external storage device and shared with the data owner. The
data owner uploads this data to the online server and incase the recipient has
given sufficient permissions, the server decrypts this data with the recipient’s
Rb key and encrypts this data with the data owner’s R2 key after which data

owner can download this data, convert it from the R2 key to R1 key and use it.
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16.

17.

18.

19.

20.

A method of claim 12 where incase the recipient has previously registered the
data owner’s R2 key and amended data to be shared is uploaded to the online
server, data owner downloads this data and decrypts it using his R2 key. Said

data can be converted from the R2 key to R1 key and then used.

A method of claifn 12 where incase the recipient has previously registered the
data owner’s R2 key and shares the amended data via aﬁ external storage
device, data owner downloads this data from the storage device and decrypts it
using his R2 key. Said data can be converted from the R2 key to R1 key and

then used.

Method of claim 3 where process and storage of original data and data which
is received for sharing, are processed through two different and mutually
exclusive sub systems and are at two separate locations in the same computer/

system.

A method of claim 12 wherein, the data owner is alerted about the amendment
done by the authorized recipient in the shared data and can merge it into the

original data if required.
A method of claim 1 wherein, the data owner can register his R2 key with

other recipients for secured data sharing purpose by sending the server an

instruction to do so and entering both customer’s as well as data owner’s
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21.

22.

23.

24

25.

customer id. The registration of this key can be revoked at any time by either

parties, by sending an instruction to the vendor’s online server about the same.

A method of claim 3 wherein, the data owner can block the access rights to the
data shared with a recipient, by instructing the server to block or delete the

data sent to the recipient.

A method of claim 3 wherein, even if the data from the recipients computer, is
used on any other computer, it cannot be accessed, used or processed, due to

lack of permissions from the data owner.

A method of claim 1 wherein, in case the software is required to be reinstalled,
an easy method of reinstallation is provided to the software user and the server
sends the encryption and decryption keys again to the software after
activation. It also sends the previously registered R2 keys of other user’s into

the software.

. A method of claim 16, wherein incase during reinstallation or each time the

software is opened, it is detected that there is the motherboard id of the
computer has changed, then the software will have to be revalidated with the
server and also the R2 keys will have to be revalidated again by the data

owners only then the data sharing from these owners can occur.

A method of claim 1 wherein, the iso data system can also be used as an

independent encryption module to secure data storage.
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ABSTRACT
According to this invention there is provided a method of controlling usage of data
and prevent unauthorized usage of data that is generated by software using iso data
system where data can be used only on the computer which has created the data or
use and/or access the data on other computers only if the owner of such data has given

access/permission to such data.
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Figure :2 Sharing of data via online method
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Figure 4 - Software Reinstallation and Re-Assigning keys
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Figure 5: Sharing of keys with various users
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Figure 6:Revoking R2 key from recipients
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Figure 7: Authorization
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An Indian national

2. hereby declaré =

(a) that I am in possession of an invention titled :

“Method and apparatus for remotely controllmg and monitoring the

“data Produced on and by desktop so’tware.”

ORIGINAL

(b) that the Provisional Specnf'cauon relating to this invention is ﬁled with this
. application.

{c) that there is no lawful ground of objection to the grant of a patent 1o me

3. Further declare that the inventor for the said invention is :-

1, Mr. Mandar M. Patil
Pushkar. 269/1. E-5. Varsha park
Baner, Near Green Park Hotel,
Pune 411045, Maharashtra, India.

4. claim the priority from the Application(s) filed in Nil convention countries,
particulars of which are as follows:

(a) Name of the country

{b) Application No. :

{c) Date of Application : NOT APPLICABLE
(d) Applicant in convention :
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. Country.

(e) Title of the invention in the
Convention country,

5. state that the said invention is an improvement in or modification of the invention,
the particulars of which are as follows and of which we are the applicant / patentee :

{2) Application No. : N.A.
or Patent No.
(b) Date of Applicationor N.A.

date of patent.

6. | state that the a;ﬁplication is divided out of our application. that the particulars of
which are given below and pray that this application deemed to have been filed on

N.A. under Section 16 of the Act.
(a) Application number including published : NLA.
‘ Serial number, if any.
(b) Date of filing of Provisional Specification : N.A

and/or Complete Specification.
And
7 That I am the assignee or legal representative/s of the true and first inventor/s.
NOT APPLICABLE
8. That my address for service in India is as follows:-

M/s. Katariva & Associates.
2 Sharada Apartments
Opp. Gate No. 5 of Abhimanshree Society
Aundh, Pune 411 007, Maharashtra, India

9. Following declaration was given bv the inventors or applicants in the convention
country:

I am the true and first inventor for this invention or the applicant in the convention
country declare that the applicant herein is my assignee:

NOT APPLICABLE
10. That to the best of my knowledge, information and belief the facts and matters stated‘

herein are correct and that there is no lawful ground of ob;ectlon to the grant of patent
to me on this application.
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11. Following are the attachment with the application:

(a) Provisional Specification (2 copies)

(b) Application fee Rs.1,000/- in cash/cheque no:
Dt.

(c) Form 1, 2, and 3 duly signed.

- I request that a patent may be granted to me for the said invention.

Dated this 1* July, 2009

Wi

(Mr. Mandar M. Patil)

To

The Controller of Patents.
PATENT OFFICE BR,,
MUMBAI-400 037
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THE PATENTS ACT, 1970

(39 of 1970)

PROVISIONAL SPECIFICATION
(Section 10. R_ule 13)

“Method and apparatus for remotely controlling and monitoring the

data Produced on and by desktop software.”

I, Mr. Mandar Madhukar Patil
Pushkar, 269/1, E-S. Varsha Park
~ Baner. Near Green Park Hotel.

Pune 411045, Maharashtra, India.

The following specification particularly describes the invention and the manner in

which it is.to be performed: -
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FIELD OF INVENTION

The invention relates to a method which restricts and controls data usage of user’s

software even though the user has shared data with others, using iso-data system:.

The data which is created/generated using "lso data system” is Iso/unique/ exclusive for
the san§e user/software by which it has been created. The data can be used by other users
ONLY if the data-owner grants access/rights/permission for the same. The control of data
still remains with the data-owner, even after sharmg it with other users on their

system/software.

More particularly, the invention relates to a method of securing control of users

of data via restricting access rights and use of software data. This can be fully controlled

by the original user. Data is the data which in terms of transactions user has made/created‘

while using that sofiware installed in that particular PC,

_Even more particularly the invention relates to a method wherein data of the
software can be used only by the software /system which has created it. No other user can
use the original data of the software without the software owner’s permission. Data also
can be used restrlctlvely/atmbutes which can be set by the original user like viewing,
amending and saving. Registration of the software is in the vendor's online database is
mandatory for usage of the iso-data system since this feature can be used by only
registered, paid users of the same sofiware . The registration system of the software and
the iso-data system go hand in hand for data security. The software data can be shared
by CD, pen drive or uploading data onfine. In this process the IR server will manage

the rights and data sharing attributes of the data set by the original software user.

[0S
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BACKGROUND OF THE INVENTION:

Since the early days of writing, heads of state and military commanders understood that it
was necessary to provide some mechanism to protect the confidentiality of written

correspondence and to have some means of detecting tampering,

Julius Caesar is credited with the invention of the Caesar cipher ¢50 B.C., which was
created in order to prevent his secret messages from being read should a message fall into

the wrong hands.

World War 1l brought about many advancements in information security and mark the

beginning of the professional field of information security.

The end of the 20th century and early years of the 2]st century saw rapid advancements
in telecomrunications, computing hardware and software, and data encryption. The
availability of smaller, more powerful and less expensive computing equipment made
electronic data processing within the reach of small business and the home user. These
computers quickly became interconnected through a nttwork generically called the
Internet or World Wide Web.

The rapid growth and widespread use of electronic data processing and electronic

business conducted through the Internet, along with numerous occurrences of
international terrorism, fueled-the need for better methods of protecting the computers
and the information they store, process and transmit. The academic disciplines of
computer security, infoﬁnation security and information assurance emerged along with
numerous professional organizations - all sharing the common goals of ensuring the

security and reliability of information systems.

~ Governments, military, corporates, financial institutions, hospitals, and private businesses

amass a great deal of confidential information about their employees, customers,

(9% ]
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products, research, and financial status. Most of this information is now collected,
processed and stored on electronic computers and transmitted across networks to other

computers.

Should confidéntial information about a businesses customers or finances or new product
line fall into the hands of a competitor, such a breach of security could fead to Jost
business, law suits or even bankruptcy of the business. Protecting confidential
information is a business requirement, and in many cases also an ethical and legal

requirement.

For the individual, information security has a significant effect on privacy, which is

viewed very differently in different cultures.

The field of information security has grown and evolved significantly in recent years. As
a career choice there are many ways of gaining entry into the field. It offers many areas
for specialization including, securing network(s) and allied infrastructure, securing
applications and databases, security testing, information systems auditing, business

continuity planning and digital forensics science, to name a few.

Information security means protecting information and information systems from

unauthorized access, use, disclosure, disruption. modification or destruction.

The terms information security, computer security and information assurance are

frequently incorrectly used interchangeably. These fields are interrelated often and share

the common goals of protecting the confidentiality. integrity and availability of

information; however, there are some subtle differences between them.

These differences lie pnmarlly in the approach to the subject, the methodologles used,
and the areas of concentration. Information security is concerned with the confi identiality,
integrity and availability of data regardless of the form the data may take: electronic,

pnnl or other forms.
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Information Rights Management (IRM) technology in Microsoft® Office 2003 helps to
give orgénizations greater control of their sensitive information. IRM is a persistent file-
level technology from Microsoft that allows the user to specify permission for who can

access and use documents or e-mail messages, and it helps to prevent sensitive

information from being printed, forwarded, or copied by unauthorized individuals. If .

permission for a document or ‘message is restricted by using this technology, the usage

restrictions trave! with the document or e-mail message as part of the contents of the file.
Introduction

IRM extends a Windows® platform technology called Windows Rights Management.
Rights Management is a policy enforcement technology that is utilized by applications to

help safeguard confidential and sensitive enterprise information — no matter where it

goes. Responding to customer demand for improved content protection, Microsoft

designed Rights Management as an extensible platform, capable of integration into third-

pariy applications in addition to Office 2003 applications.

IRM is information protection technology, not network security technolog)}, that allows
documents to be shared and sent in e-mail messages while helping maintain control over
who can view or edit the documents. If a document or e-mail message is protected with
this technology, the access and usage restrictions are enforced no matter where the
information goes, even if the file is sent outside the firewall. Because IRM protection

goes with the file, usage restrictions are enforced persistently.

IRM support in Office 2003 helps organizations address two fundamental needs:

* Restricted permission for sensitive information - Most corporations today rely on
firewalls, logon security-related measures. and other network technologies in an effort to
help protect their sensitive intellectual property. The fundamental limitation of these

technologies is that. once legitimate users have access to the information, they can share

5
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it with unauthorized people, potentially breaching sccurity policies. IRM helps prevent

the sensitive information itself from unauthorized access and reuse.

* Vlnforma‘tion privacy. control. and integrity - Information workers often deal with

confidential or sensitive information, relying on the discretion of others to keep sensitive
materials in-house. IRM eliminates any temptation to forward, copy, or print confi dentlal
information by helping to dlsable those functions in documents and messages with

resmcted permission.

For information technology (IT) managers, IRM helps enable the enforcement of existing
corporate policies regarding document confidentiality. workflow. and e-mail retention.
For CEOs and security officers. it significantly reduces the risk of having company

information in the hands of the wrong people. whether by accident. thoughtlessness. or

through malicious intent.

By using IRM technology, companies can create permissioh policies that appear in Office
2003 applications. For example, a company might define a policy called "Company
Conﬁdg:ntial," which speciﬁes.,that documents or e-mail messages using that policy can
be opened only by users inside the company domain. There is no !,im‘it to the number of

policies that can be created.
User work flow

IRM protection is designed 10 be easy to use and transparent to users. To help protect

Office 2003 documents, users follow the same logical workflow they already use with

digital information. The process for using IRM consists of three basic steps:

1. Creation - An author creates content in an Office 2003 application,; clicks the .

Permission toolbar button, and enters the names of the individuals or groups who- can
have access, and whether they can edit, print, or only view the content. Behind the

scenes, the application works with the RMS server to apply rights to the file.

6
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2. Distribution - The author distributes the file. either by attaching it to an e-mail
message, posting it to a shared folder, or distributing it on a disk. Users do not have to
change the manner in which they share information to safeguard their information

because IRM protection is at the file level.

* 3. Consumption - A recipient opens the document or file as usual, Behind the scenes,
the application communicates with the RMS server to determine if the recipient has been
given rights to access the file. RMS validates the user and issues a use license. The

application renders the file and enforces the rights.
Rights Management Add-on for Microsofi Internet Explorer

Because permissions are granted at the application level, Office documents with

restricted permission can be opened only by applications included in Office 2003 or the

- 2007 Microsoft Office system. However, the Rights Management Add-on for Internet

Explorer allows users without Office 2003 to read content with restricted permission. The
add-on plays an irﬁportam role in communication with business partners, as companies
choose to migrate to Office 2003 on their own time frames. With the add-on, companies
that want to take advantage of IRM to éreate,protected content can move to -Office 2003
knowing that documents are still accessible to users without Office 2003. Note that the
add-on can only open RM-protected documents that include an HTML representation of

their contents. -

Configuration

There are two ways to enable IRM functionélity in Office 2003:

. * Microsoft Windows Rights Management Services for Windows Server® 2003
* Microsoft IRM sérvice

When enabled by an organization that uses Windows Rights Managehent Services

- (RMS) for Windows Server 2003, users of Office 2003 can easily take advantage of IRM

functionality. A simple user interface based on customizable permission policies

7
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(available from the File menu) makes IRM convenient and approachable. Integration with
the Active Directory® directory service provides a level of convenience not possible with
document-specific passwords. In addition, the Rights Management Add-on for Internet
Explorer allows users of Windows — if they have the proper permission — to read e-
mail messages and some documents with restricted permission whether or not they have
Office 2003. For more information about Windows RMS. including licensing and pricing
information, see the Windows Rights Management’ documentation on the Windows
‘Server 2003 Web site.

For home users and for organizations that do not host their own Windows RMS on -

Windows Server 2003, users can share protected documents and e-mail messages by

using Windows Live ID as the authentication mechanism instead of Active Directory.

Windows Live ID accounts can be used when assigning permissions to the various users
who need access to the contents of the file. However, use of Windows Live ID accounts
for RMS authentication does not allow for groups of users to gain access to a file. Each
user must specifically be granted permission to the file. In addition, each client
workstafion must have access to the Internet to access Windows Live 1D servers. Note
that users of the Windows Live ID service cannot create custom right_s templates, such as
the "Company Confidential" template described earlier., For more information about the
Microsoft IRM service, see the Windows Rights. Management documentation on the
Windows Server 2005 Web site. .

For the sake of discussing the full potential of IRM. this article assumes use of RMS

within an organization.

‘Usage and enforcement of permissions in Office 2003

8
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In Microsoft Office Outlook® 2003, IRM can be used to prevent forwarding, copying, '

editing, or printing e-mail messages. Protected messages are automatically encrypted

during transit, and when rights are assigned to the message by the sender, Office Outlook

2003 disables the restricted commands. Office 2003 documents attached to protected -

messages are also protected automatically.

If a protected document is forwarded to unauthorized recipients, those recipients cannot
view the contents of the document; if they attempt to open the document, they receive a
message explaining that the document is rigflts—protectgd. The documenrowner has the
option of providing an e-mail address for unauthorized recipients to request rights to

access the document.

Note . The ability to create content or é-.mail messages with restricted permission by
using IRM is available only with the Microsoft Office Professional Edition 2003 version
of the following applications — Office Word 2003. Office Excel 2003, Office
PowerPoint 2003, and Office Outlook 2003. IRM is also available in the stand-alone

versions of those applications.

Permission levels

65

Office 2003 bases all of its permission enforcement on the rights defined in the Windows -

RMS for Windows Server 2003 and a set of custom settings in the Office 2003

applications. The levels of permission are:
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% Full Control - vaes the user every right subsequently listed, and the nght to make

changes to the permissions associated with the content. Expiration does not apply to users

with Full Control.

* View - Allows the user to open and view IRM content. This maps o read access in

the Office user interface.
* Edit - Allows the user to open, view, and edit the IRM content.
* Save - Allows the user to save the file.

* Extract - AUows the user to make a copy of any poruon of the file and paste it into

the work area of another application,

* Export - Allows the user to save the content in another location or format that might

or might not support IRM.
* Print - Allows the user to print the contents of the ﬁlé.
* Allow chros - Allows the user.to run macros aga}nst the contents o-fthe file.
* Forward -.A.Uo_ws e-raail recipients to forward an [RM e-mail message.
* Reply - Al.}ows e-mail recipients to reply to an !RM .e-mail message.

* Reply All - Allows e-mail recipients to reply to all users in the To: and Cc: lines of
an IRM e-mail message. .

* View Rights - Allows users 1o view the rights associated with the file. Office ignores
this right.

A user can specify one of several predetined groups of rights when creating JRM content:

10
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* Read - Users with Read permission have only the View right.

* Do Not Forward - In Outlook, the author of an IRM e-mail message can apply the Do

Not Forward permission to the users in the To:, Cc:. and Bec: lines. This permmission * -

includes the View, Reply, and Reply All rights.

* Change - Users with Change permission have View. Edit. Extract. Export, and Save

tights.

Additional permissions in Office documents

)

In addition to the permission levels described earlicr. specific rights can be specified in

the advanced user interface of Word., Excel, and PowerPoint. Outlook always enables
messages to be viewed by a browser that supports Rights Management. The following

options are available in the Permission dialog box for Word. Excel, and PowerPoint:

* This document expires on - This option allows the author to specify a date after .

which the IRM content becomes unreadable for everyone but users with Full Control.

* View content in trusted browsers - This option allows the author to specify whether

or not users without Office 2003 can view the content by using the Rights Management .

Add-on for Internet Explorer.

* Require a connection to verify a user's permission - This option gives the author the
ability to force users to connect to the Windows Rights Management server every time
content is opened. This is useful if permissions to a shared document change over time

and the author wants to make sure every user is verified prior to opening the document.

1]
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Technical overview of RMS and [RM

On the server, Windows RMS handles the core licensing, computer activation, .

enrollment, and administrative functions. RMS relies on Active Directory and uses an

SQL databasg, such as a Microsoft SQL Server® database. 10 store configuration data.

On the desktop, créating or \}iewing rights-protected content requires an RMS-enabled
application, such as Office Outlook 2003. To create rights-protected Microsoft Office

documents, workbooks, presentations, and e-mail messages, Office Professional Edition

2003 is required. Other Office 2003 Editions allow designated recipients to work with -

rights-protected documents (but not create content) if they have been given those rights

by the author. The Rights Management Add-on for Internet Explorer allows designated_

users to view rights-protected information if they do not have an Office 2003 application,

Architecture

RMS is a managed Web service that leverages ASP.NET implementation, HTTP simple
object access protocol (SOAP) request/response protocol, and Extensible Rights Markup
Language (XrML) to enable organizations to create and deploy customized information
protection  solutions.  With high scalability, flexible topologieﬁ, straightforward
admini'stration, and ease of nse, RMS was developed to meet the needs of any

organization interested in information protection.

The key to Windows RMS technology is persistent usage policies, also known as usage

rights and conditions., Authors can establish persistent usage policies at the file level.

. 12 .
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After the author applies those policies to a file, they remain with that ﬁle even when the

file travels outside the corporate network.

An RMS system achieves persistent policy enforcement by establishing the following .

elements:

* Trusted entities - Organizations can specify the entities that are trusted participanté in
an RMS system. This includes individuals. groups of users. computers, and applications.
By establishing trusted entities, an RMS system helps proteet information by enabling

access only to properly authenticated participants.

* Usage rights and conditions - Organizations and individuals can assign usage nghts

and conditions that define how'a specific trusted enmv can use protected mformatlon

Examples of named rights are permission to view. copy. print. save, store, forward, and
modify. Usage rights can also specify when those permissions expire, and what

applications and entities are excluded from accessing the protected information.

4

* Encryption - Encryption is the process by which data is locked with electronic keys.

The RMS system encrypts information, making its access and use conditional on the

successful authentication of thé trusted entities and _thé enforcement of the épeciﬁed
usage policies. After the information is locked, only trusted entities that were granted
usage rights under the specified conditions can unlock or decrypt the information and

exercise the assigned usage rights.

RMS basics

13
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Windows RMS technology w}uch includes bolh server and chent components, provides

the following capabxhues

* Creating nghts -protected files and containers - Users designated as trusted entities in

an RMS system can create and manage protected files by using familiar authormg.

programs and tools that incorporate Windows RMS technology features. For example, by

using familiar application toolbars. users can assign usage rights and conditions to-

information such as e-mail messages ‘and documents. In- addition, RMS-enabled
applications can use centrally defined and officially authorized rights policy templates to

help users efficiently apply a predefined set of organizational usage policies.

* Licensing and distributing rights-protected information - XrML-based certificates

issued by an RMS system identify trusted entities that can publish rights-protected

information. Users desngnated as trusted entities in an RMS system can a551gn usage

rights and conditions 10 mformatlon they want lo protect. These usage policies specxfy

who can access and use the information.

In a process that is transparent to users. the RMS system validates the trusted entities
and issues the publishing licenses that contain the specified usage rights and conditions
defined by the author of the information. The information is encrypted by using the
electronic keys from the applications and from the XrM L-based certificates of the trusted
entities. After the information is locked by this mechanism, only the trusted entities

specified in the publishing Iicenses can unifock and use-that information. Users can then

distribute the rights-protected mformatlon to others in their organization or to a trusted »

: extemal user via e-mail, a file share on a server, or a disk.

* Acquiring licenses to decrypt rights-protected information and enforcing usage -

policies - Users who are trusted entities can open rights-protected information by using

trusted clients. These clients are RMS-enabled computers and applications that allow.

14
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_ users to vxew and interact with rights-protected information. enforcing usage pohcxes In

a process that is transparent to the recipient, the RMS server, which has the public key

that was used to encrypt the information, validates the recipient's credentlals and th’en
issues a use hcense that contains the usage nghts and conditions that were specified in the
publishing lJcense The mformahon is decrypled by using the electronic keys. from the
use license and the XrML- basc,d certificates of the trustéd entities. The usage rights and
conditions are then enforced by the RMS-enabled application. The usage rights and

condmons are persistent and enforceable wherever the information goes.

OBJECTIVES OF THE INVENTION:

»

Observed that data is sensitive. Stealing it can cause problems like misuse. When data is

made unusable for some other person. its security doesi’ ' become a problem
Current systems protect data but data itself is very fragile.

Accordingly, it is the. object of the present invention 1o 'provide a foolproof protection of
software user’s data i.e. data-of transactions in the software via iso-data system by
giving, sharmg and access permission of the sofiware data solely in the sofiware owner's

control. Even if the data accidentally reaches unauthorized access, it can’t be opened.

SUMMARY OF THE INVENTION:

At the time of installation software is registered and after that a file is generated by the
server and downloaded on the client PC. This file not be known to any user. Each user

will have a unique key.

Every machine 2 typés keys. One key is used to encrypt and decrybt the machine’s own

data. The second key is used to view the other machine’s data, as per the privileges

provided by the data owner. Bolh the Keys are provided by the Iso data System server -

and are unique.

. 15
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To illustrate further, let’s consider there are 2 computers: Computer] and Computer2.

Computer] has 2 keys i.e. Keyl (access own data) and Key?2 (access other system’s data).

Compuler2 also uses two keys i.e. Key3 (access own da(a) and Key4 (access other

system’s data)

Key 1 is used to encrypt and decrypt computer]’s own data This key is sent by the Iso-
data system and is unique is nature. If Computerl wanls to share some of its data with
computer2, it needs to send a request to the Server along with the privileges. Let’s
consider Computerl wants Computer2 to only “view’ some of its data. The Server wil]
generate a Kay4 along with the view privilege. Computer2 will only be able to de-crypt
the data sent by Computer! using the Key4. .

Similarly, If computer2 wants to view its own data, make any changes or save it, it will

use a key3 whnch is assngned by the Iso-data system server.

Data will be encrypted with a key (reg no+server gen random no) this key-is unique for

each computer. Decrj/bt will be done by same unique key so if that key is not there then it

cannot be decrypted. During registration ra and r2 two keys are generated by the server.

Iso data system helps the software owner to protect his software data from unauthorized

access. The software owner can share his software data with one or many registered pard

users of the same software. The-software owner can set restrictions on data usage by the-.

recipient.

User, as per his wish can make some data as iso data, In iso data system the-data is
encrypted into such a format where only that particular user of the software whnch has
,creatcd the data can use it. The data cannot be used by the same software with dxf’ferent

registration riumber on a different user or different PC’s. The data can be only used by

the same unique user from the same PC. Other user using the same software but different -

registration number in other PC’s cannot use the same da;a. Though an additional facility
also can be given that with consent of both the software users the same data can be used.
Both users must be registered paid users of the sofiware to share the software data. This

facility is not available for a trial period user.
16
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I. Incase user | who is a registered user-of a software wants to share his software

“data with user 2 who is also a registered user of the same software, the following -

steps are to be followed.
Case 1: Sharing Data through online server

In this case the original user of the software-daia select the data that is to be
shared and enters the customer id of the user 2 with whom he wants to share the

software data.

d. When data goes by a cd its decrypted and sgiven. Recih‘eer of data will

upload data on server and get the data decrypted.

b. The original user will upload this data onto the server. The data will be .

in uniquely iso encrypled, so that only the intended recipient can decrypt
it. This data can be used with only the authentication of the server and
stored in a location separate from original location.

c. When.lhe user 2 opens his software and if internet connection is available,

an alert will be shown to-him that data from a particular user is waltmg to.

'be downloaded Thns alert will be shown to him only if the data sharing
permissions are stlll active. '

d. The user 2 will download the data and import it into the software. The

- software will check if the customer .id entered by the original user is

matching with the user2’s software. Only if the customer id’s match the -

software will decrypt the data and allow the user2 1o access this decrypted
" data.
e. The data will behave only in the way the dlsplay conditions have been set

by the or1gmal user, For eg.
I. the data can be used for x number 6f days

2. the data can be viewed for x number of hours

17
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3. The data can be viewed x number of times
4. data can or cannot be amended.
5. data can or cannot be saved.

6. Data sharing restriction is locked with user 1. e.g. data can be
shared only with original user’s permission and no other user can access

it.

. Amendment of data will be shown to user 1, only if user one accepts the
amendment, the data will be imported and merged. Facility will be given to user 1
to merge the data that had amended by user 2. Accept the data,

. Incase user 1 has given user 2 access for amending data; This amended data will .
have to be uploaded to Aserver by entering user 1’s customer id. User 1 will then
receive an alert about the amended data once internet connection is available on
his PC. _

- The data that is to be shared, amended is kept in a separate location from the.
original database of the software and does not interfere in any way with the
original data/records of both users software.

. Original user of data will be displayed all amendments. Only if he accepts the
amendments

- Software user can share the software data with more than one registered paid user
of the same software.

. User ] can still keép the original copy if he wants before amending user 2’s data.

8. Same procedure will be applied if user 1 wants to share data with user 2, user3,

userd, userS...any number of users.

Below is explained the Re Installation of the software. When user wants to reinstal] the

software, a reinstallation wizard will open. This wizard will take the input of user’s

customer id and and an email id. If the user wants to set 2 or more email id’s he can do

the same. Both these details wil be registered with the- software vendor’s online web

server. After this the server will send a string to the user’s email id(s). This string will be

18
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valid for a decided period time. The string is valid only for one particular transaction. The
user has to type the string sent to his email id(s) into this reinstallation wizard. This
information will be registered with the software vendor’s online web server after the
stings input will match the string with the online sever. Now the sewér will create the

encryption and decryption keys and send it back to the user’s software,

DESCRIPTION OF THE INVENTION:

Online registration and activation program is a byte code program written in Microsoft

-NET programming language.

The description generally provides for methods for activation of the software through

desktop and registration of user to the online server.

A method for registering a user for to the online server includes receiving an initial
access 1o desktop software by a prospective user and determining whether the user has

provided valid user identification information.

If User purchases software CD, that is the purchase of the software through the software
vendor where user pay and purchase the software from software vendor else user can
download the software from the software download link provided to the user from
website. User installs the software to his computer through purchased CD or downloaded
setup by invoking function. As user successfully installs the software user is ready to use
the software and user clicks on the software exe for the first time to run the software. As
user use the software for first time software registration form will appear to user to
register and activate the user to online server from desktop software, registration form
will be displayed to user through which user can enter his information to the provided
interface and register himself to activate the software. User enters the drug license

number into the interface provided to the user to register himself and proceed for

19
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Tegistration. The intornet connection availability program chieck’s for internet connection,

_¥internet connection s available drop license venfier verifies the ntegrity of the method
associated with each loaded object, If the method is successfully verified is invoked to
enter the detailed information of the shop like shoﬁkeeper’s name, address, phone
number, email id. User enters the shop details into and submits to register himself to the

Scrver.

If user registered to online server successfully method is invoked to transfer the unique
activation file, which contains the information like drug license number, customer
address, software activation date and unique customer id into from online server to user’s

local machine.

As user } who is a registered user of a software wants 10 share his software data with user
2 who is also a registered user of the same software, User 1 opens iso data upload wizard,
user 1, uploads the data he want to share with user 2, uploaded data will -be save on the
server in encrypted format. User 2 get the alert i.e data is uploaded please use the data, as
user 2 tries to download the encrypted data from server the software checks the validity
of the user 2 by cross checking the customer [d with the uploaded customer Id. User 2
amend the data and upload back to.the server by the method. User 1 gets the alert to
download the amended data, 2s user tries to download the data user 1 get the check list of
the changed data where he can select the changes which he want to download. And on

that basis user 1 get the data from user 2.
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Industrial applicability (1A) Claims 1-25 YES
) Claims None NO

2. Citations and explanations:

Claims 1-25 lack an inventive step under PCT Article 33(3) as being obvious over US 2009/0100060 A1 to Livnat et al. (hereinafter
‘Livnat') in view of US 20080147558 A1 (Kraus). . .

Regarding claim 1, Livnat teaches a method of controlling usage (para [0080)] - controlling the operation of applications 156 and/or 157,
e.g., to restrict the utilization of content presented by applications 156) of data (para [0256] - secure web application 154 (FiG. 1) may
“cover”, "hide® and/or obfuscate the contents of the protected file) and prevent unauthorized usage of data (pgra [0090] - tracked and

Regarding claim 2, Livnat teaches data can be used only (abstract - presenting the content of the protected file to the user via the secure
web application, only if the user is an allowed user of the allowed users) on the computer which has created (para [0029] - generate a web

users), using the same system on another computer (para [0011] - allow a user {"the file owner”) to define one or more permissions -
identifying who can and/or who cannot gain access o one or mors files "owned” by the user; also see fig. 2). Kraus further teaches
sharing (para [0045] - allow users to interact and share information over the network(s); also see para {0046] - computer that accesses
shared network resources provided by another computer, e.g., a server) of ISO data (para [0025] - video file...ISO; also see para [0060] -
sharing with others who might be interested in audio tracks on the play list; and para [0066) - owner has authorized another). It would have
been obvious to cne of ordinary skill in the art to combine the securely sharing of file of Livnat with the teaching of Kraus in order to have
more compatibility of the system by supporting sharing of ISO data.

Regarding claim 3, Livnat teaches selecting the data to be shared (para {0004] - selectively share files with clients, partners and/or
suppliers) and embedding (para {0209) - embed the link llinks for owner's info] as part of the protected file) data owner's customer id (para
[0025) - identifying the linked device [owner's device ID)); identifying (para [0011] - identifying who can and/or who cannot gain access to
one or more files "owned" by the user) and authorizing at least one recipient (para [0011] - to define one or more utilization-restrictions to
be selectively applied on one or more of the users which are allowed to access the owned file) with whom the data Is to be shared {para
10011] - applied [input or entering the allowed user info] on one or more of the users which are allowed to access the owned file) by
entering the recipient's customer id (para [008S5] - identify a user of system 100 based on an email address associated with the user '
[customer Identification]); identifying each set of data (para [0018] - file identifier to identify the web-application file) being shared by a
unique data id (para [0019] - generating...the file identifier) generated by the data owner's system (para [0019] - file identifier in association
with the permission information corresponding to the web-application file) where in the access permissions to each set of data are
associated with each particular data id (para [0019] - file identifier in association with the permission information corresponding to the web-
application file); issuing required access permissions (para [0027) - sending to the electronic mail address an electronic mail message
including first authentication Information) to authorized recipient to use the data (para [0011] - identifying who can and/or who cannot gain
access to one or more files "owned” by the user); using appropriate data sharing methods i.e. sharing via uploading the data to the online
server or by copying the data to any external storage device (para [0029] - server to recaive the content of a file to be protected and
permisslon information representing one or more allowed users [data is sharing by uploading data to online server]).
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Regarding claim 4, Livnat teaches during software activation (para [0254] - activation...function of the internal playable file; also see para
[000€] - installation of speclal client software on each users computer), the vendors’ online server sends two keys (para [0016) - decrypting
the encrypted web-application file at the secure web application using the file encryption key) namelyR1(para [0020] - encrypting the web-
application file using a file key to generate an encrypted web-application file) and R2 to the software (para [0100] - public keys 153
assigned; also see plurality of keys may be use such as 155, 157 as shown in fig. 1). KeyR1is used to encrypt ownar's data to protect it
(para [0020] - encrypting the web-application file using a file key to generate an encrypted web-application file) from unauthorized usage of
this data on any other computer (para {0004] - prohibiting the sharing of the content with unauthorized people). When data in created in the
software It is automatically (para [0095] - aulomatically allowing...access a protected file) encrypled with theR 1key (para [0020] -
encrypting the web-appfication file using a file key to generate an encrypted web-application file) and stored in this encrypted form (para
{0019] - storing the web-application file). Key R2 Is used to protect the data (para [0100] - public keys 153 assigned; aiso see plurality of
keys may be use such as 155, 157 as shown In fig. 1) that s to be shared with one or more intended recipients (abstract - protected file to
the user via the secure web application) on their computer system (abstract - file to be protected and permission information representing
one or more allowed user). Ra and Rb are the private (para [0100] - public keys 153 assigned; also see plurality of keys may be use such
as 155, 157 as shown in fig. 1) and public keys of the recipient (para [0157] - server application 104 (FIG. 1) may generate and provide a
private key). .

Regarding claim 5, Livnat teaches data owner can share the data with the recipient via uploading the data to the online server or by
transferring data to an external storage devica and sharing this device with the recipient (para [0029)] - server to receive the content of a file
to be protectad and permission information representing one or more allowed users [data is sharing by uploading data to online server]).

Regarding claim 6, Livnat teaches incase the recipient has not yet (para [0153] - authentication information was not included[have not
registered]) registered(para [0144] - register add-in) the data owner's R2 key (para [0157] - key 150 (FIG. 1) to client application) and data
to be shared is uploaded to the online server (para [0203] - transfer the encrypted file to server application), data is first decrypted using
the data owner's R1 key (para {0203} - decrypt the file; also see para [0203) - decrypt the permission information of the protected file, e.g.,
using any private keys) and then encrypted with the data owner's R2 key (para [0035] - encrypt the web-application file using a file key).
This data is uploaded to the server (para [0203) - transfer the encrypted file to server application) where it is decrypted with data owners
R2 key (para [0203] - decrypt the file; also see para [0203] - decrypt the permission information of the protected file, e.g., using any private
keys) and again encrypted with the recipient's Rb key (para [0035] - encrypt the web-application file using a file key). Recipient downloads
this data (para [0248] - downloading a byte stream including the encrypted web-application file to the secure web application) and uses it
with his Rb key (para [0250] - application 154 (FIG. 1 ) may decrypt the byte stream representing wab-application file...decryption file key).

Regarding claim 7, Livnat teaches incase the recipient has not yet (para [0153] - authentication information was not included[have not
registered]) registered (para [0144) - register add-in) the data owner's R2 key (para [0157) - key 150 (FIG. 1) to client application) and data
to be shared is sent to the recipient (para [0072) - share one or more files while ensuring the confidentiality of the shared files) via an
exteral storage device (para [0269] - "extemal* operations which may be performed [via extemnal device]; also see para {0100} - suitable
storage 106, the information of the linked), data is -first decrypted using the data owner's R1 key (para [0203] - decrypt the file; also see
para {0203] - decrypt the permission information of the protected file, e.g., using any private keys) and then encrypted with the data
owner's R2 key (para [0035] - encrypt the web-application file using a file key). This data transferred (para [0062] - sending at least part of
the content) to the external storage device (para [0269] - "external® operations which may be performed [via extemal device]; also see para
{0100] - suitable storage 106, the information of the linked) and shared with the recipient (para [00986] - send the protected file to the other
user). The recipient uploads this data to the online server {para [0205] - uploading the content of the file...transfer the copy to server
application) and incase the data owner has given sufficient permissions (para [0207] - permission information cormresponding to the
protected web-application file; also see para [0029] - only if the user is an allowed user of the allowed users), the server decrypts this data
with the data owner's R2 key (para [0203] - decrypt the file; also see para [0203] - decrypt the permission information of the protected file,
e.g., using any private keys) and encrypts this data with the recipients Rb key (para [0035] - encrypt the web-application file using a file
key) after which recipient can download and use this data with his Rb key (para [0250] - application 154 (FIG. 1) may decrypt the byte
stream representing web-application file...decryption file key). :

Regarding claim 8, Livnat teaches incase the recipient {see 132 of fig. 1) has previously registered (para [0144] - register) the data owner's
R2 key (para [0157] - key 150 (FiG. 1) to client application) and data to be shared is uploaded to the online server (para [0205) - uploading
the content of the file...transfer the copy to server application), data is first decrypted using the data owner'sR 1key (para {0203) - decrypt
the file; also see para [0203] - decrypt the permission information of the protected filg, e.g., using any private keys) and then encrypted
with the data owner's R2 key (para [0020] - encrypting the web-application file using a file key to generate an encrypted web-application
file). This data is uploaded to the server (para [0205] - uploading the content of the file...transfer the copy to server application), the
recipient downloads this data from the server (para [0248] - downloading a byte stream including the encrypted web-application fils to the
secure web application) and decrypts and uses the data with the data owners R2 key (para [0016] - decrypting the encrypted web-
application file at the secure web application using the file encryption key).
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Regarding claim 9, Livnat teaches incase the recipient (see 132 of fig. 1) has registered (para [0144] - register) the data owner's R2 key
(para [0157] - key 150 (FIG. 1) to client application)and data is shared (para [0072] - share one or more files while ensuring the
confidentiality of the shared files)via an external storage device (para [0269] - "external” operations which may be performed [via external
device}; also see para [0100) - suitable storage 106, the information of the linked), data is first decrypted using the data owner'sR1key
(para [0203] - decrypt the file; also see para [0203] - decrypt the permission information of the protected file, e.g., using any private keys)
and then encrypted with the data owner's R2 key (para [0020] - encrypting the web-application file using a file key to generate an
encrypted web-application file). This data is transferred (para [0072] - share one or more files whilo ensuring the confidentiality of the
shared files) to the externat storage device {para [0269) - "external” operations which may be performed [via external device); also see
para [0100] - suitable storage 106, the information of the linked) and shared with the recipient (para [0248] - downloading a byte stream
including the encrypted web-application file to the secure web application). Recipient downloads this data (para [0248) - downloading a
byte stream including the encrypted web-application file to the secure web application) from the storage device {para [0100] - suitable
storage 106, the information of the linked)and decrypts and uses the data with the data owner's R2 key (para [0016] - decrypting the
encrypted web-application file at the secure web application using the file encryption key).

Regarding claim 10, Livnat teaches system can be used to protect any data (abstract - presenting the content of the protected file to the
user via the secure web application, only if the user is an allowed user of the allowed users) on the data owner's computer/system (para
[0011] - allow a user (“the file owner”) to define one or more permissions identifying who can and/or who cannot gain access to one or
more files "owned" by the user; also see fig. 2; also see 110 of fig. 1).Kraus further teaches sharing (para [0045] - allow users to interact
and share information over the network(s); also see para [0046] - computer that accesses shared network resources provided by another
computer, e.9., a server) of ISO data (para [0025) - video file...ISO; also see para [0060] - sharing with others who might be interested in
audio tracks on the play list; and para [0068) - owner has authorized another). It would have been obvious to one of ordinary skill in the art
to combine the securely sharing of file of Livnat with the teaching of Kraus in order to have more compatibility of the system by supporting
sharing of ISO data.

Regarding claim 11, Livnat teaches the data downloaded by the authorized (para {0011) - allow a user ("the file owner") to define one or
more permissions identifying who can and/or who cannot gain access to one or more files "owned” by the user; also see fig. 2) and
designated recipient is bound by certain access rights issued by the data owner (para [0003] - only authorized users are allowed to access
the files only according to predefined permissions); said data can be used by the recipient only as per the access rights set (para [0003] -
permission to view the content of the document), where said set access rights are viewing (para [0003] - permission to view the content of
the document), amending (para [0011] - editing the file), printing (para [001 1] - printing the file)and saving (para [01 14] - save the contents
of the file).

Regarding claim 12, Livnat teaches the authorized recipient can amend the data (para [0003] - only authorized users are allowed to access
the files only according to predefined permissions; also see para [0011] - editing the fila) and send It back to the data owner {para [0096] -
send the protected file to the other user) if needed (para [0111] - back to server application). This amended data (para [0012] - edited the
file) will be recognized (para [0175) - recognized email address) using a new data id (para {0018} - file identifier to identify the wab-
application file). The data is encrypted with Rb key (para [0020] - encrypting the web-application file using a file key to generate an
encrypted web-application file) and uploaded to the server (para [0205) - uploading the content of the file...transfer the copy to server
application) where it is decrypted with the Rb key (para [0203] - decrypt the file; also see para [0203] - decrypt the permission information
of the protected file, e.g., using any private keys) and again encrypted with the data owner's R2 key (para [0035] - encrypt tha web-
application file using a file key). Owner can download this data (para [0248] - downloading a byte stream Including the encrypted web-
application file to the secure web application) and convert it back (para {0206] - convert the recaived file...format presentable by secure
application) to the RI1 key (para {0250] - decrypt the byte stream representing web-application file...decryption file key) and use it (para
{0016] - using the file encryption key).

Regarding claim 13, Livnat teaches recipient can amend the data (para [0011] - editing the file) shared by the data owner (para [0003] -
only authorized users are allowed to access the files only according to predefined permissions), if needed, and send amended data back
(para [0111] - back to server application) to the data owner (para [0096] - send the protected file to the other user) either via uploading the
data to the online server or by transferring data to an external storage device and sharing this device with the data owner (para [0029] -
server to receive the content of a file to be protected and permission information representing one or more allowed users [data is sharing
by uploading data to online server}).

Regarding claim 14, Livnat teaches incase the recipient has not yet (para [0153] - authentication information was not includedhave not

encryption key) and uploaded to the online server (para [0205) - uploading the content of the file.. transfer the copy to server application),
where it is decrypted with the recipient's Rb key (para [0203] - decrypt the file; also ses para [0203] - decrypt the permission information of
the protected file, e.g., using any private keys) and later encrypted with the data owner's R2 key (para [0035] - encrypt the web-application
file using a file key). Data owner downloads this data (para [0248] - downloading a byte stream including the encrypted web-application file
to the secure web application) and converts it from (para [0206] - convert the received file.. format presentable by secure application) R2 to
his R1 key (para [0250] - decrypt the byte streamn representing web-application file...decryption file key) and then uses it (para [0016} -
using the file encryption key).
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Regarding claim 15, Livnat teaches incase the reciplent has not yet (para [0153] - authantication Information was not includedfhave not
registered]) registered (para [0144] - register O the data owner's R2 key (para [0157) - key 150 (FIG. 1) to client application) and amended
data (para [0011) - editing the file) to be shared is sent to the data owner (para [0096] - send the protected file to the other user) via an
external storage device (para [0100] - suitable storage 106, the information of the linked), data is encrypted using the recipient's Rb key
(para [0035) - encrypt the web-application file using a file key) transferred to the external storage device (para [0269] - "extemal”
operations which may be performed [via external device)) and shared with the data owner (para [0072] - share one or more files while
ensuring the confidentiality of the shared files; also see 110 of fig. 1). The data owner uploads this data to the online server (para [0205] -
uploading the content of the file...transfer the copy to server application) and incase the reciplent has given sufficient permissions (para
{0207} - permission information corresponding to the protected web-application file), the server decrypts this data with the reciplent's Rb
key (para [0203) - decrypt the file; also see para {0203} - decrypt the pemmission information of the protected file, 8.g., using any private
keys) and encrypts this data with the data owner's R2 key (para [0035] - encrypt the web-application file using a file key) after which data
owner can download this data (para [0248] - downloading a byte stream including the encrypted web-application file to the secure web
application), convert it from the R2 key (para [0206] - convert the received file) toR tkey (para [0250] - decrypt the byte stream representing
web-application file...decryption file key; keys 155, 157 as shown in fig. 1) and use it (para [0016] - using the file encryption key).

Regarding claim 16, Livnat teaches incase the racipient (see 132 of fig. 1) has praviously registered (para [0144] - register) the data
owner's R2 key (para [0157) - key 150 (FIG. 1) to client application) and amended data (para [0011] - editing the file) to be shared (para
[0096] - send the protected file to the other user) is uploaded to the online server (para [0205] - uploading the content of the file...transfer
the copy to server application), data owner downloads this data (para {0248) - downloading a byte stream including the encrypted web-
application file to the secure web application) and decrypts it using his R2 key (para [0016] - decrypting the encrypted web-application file
at the secure web application using the file encryption key). Said data can be converted (para [0206] - convert the received file...format
presentable by secure application) from the R2 key to R1 key (para [0250] - decrypt the byte stream representing web-application
file...decryption file key; keys 155, 157 as shown in fig. 1) and then used (para [0016] - using the file encryption key).

Regarding claim 17, Livnat teaches Incase the recipient (see 132 of fig. 1) has previously registered add-in) the data owner's R2 key (para
{0157} - key 150 (FIG. 1) to client application) and shares the amended data (para [001 1] - editing the file) via an (para [0096] - send the
protected file to the other user) external storage device (para [0269] - "external” operations which may be performed [via external device};
also see para (0100} - suitable storage 106, the information of the linked), data owner downloads this data (para [0248] - downloading a
byte siream including the encrypted web-application file to the secure web application) from the storage device (para [0269] - "external®
operations which may be performed [via external device); also see para [0100] - suitable storage 106, the information of the linked) and
decrypts it using his R2 key (para {0018) - decrypting the encrypted web-application file at the secure web application using the file
encryption key). Sald data can be converted (para [0206] - convert the received file) from the R2 key (para [0206] - convert the received
file...format presentable by secure application) to Rl key (para [0250] - decrypt the byte stream representing web-application
file...decryption file key; keys 155, 157 as shown in fig. 1) and then used (para [0016) - using the file encryption key).

Regarding claim 18, Livnat teaches process (para [0018] - process for managing) and storage of original data (para [0019] - storing the
web-application file) and data which s received for sharing (para [0029] - receive the content of a file to be protected [for sharing)), are
processed (para [0018] - process for managing) through two different and mutually exclusive sub systems (see 106, 102, 120, 110, 132 of
fig. 1) and are at two separate locations in the same computer system (106, 102, 120, 110, 132 are located remotely from each other with
in the same communication network as shown in fig. 1).

Regarding claim 19, Livnat teaches the data owner is alerted {para [0169] - alert may be generated) about the (para [0185] - verification
nofification to the user) amendment done by the authorized recipient (para [0012] - who edited the file and when} in the shared data (para
[0003] - authorized users are allowed to access the files) and can merge it (para [0056] - being stored, transferred, combined) into the
original data if required (para [0059) - suitable electronic file).

Regarding claim 20, Livnat teaches the data owner (para {0144] - server 102 (FIG. 1), and register) can register his R2 key (para [0157) -
key 150 (FIG. 1) to client application) with other recipients for secured data (para [0185] - protected file to the user, e.g., via secure web
application) sharing purpose by sending the server (para [0003] - authorized users are allowed to access the files) an instruction to do so
para [0225] - updated permission instructions [to server]) and entering both customer's (para {0011] - applied [input or entering the allowed
user info] on one or more of the users which are allowed to access the owned file) as well as data owner's customer id (para [0209] -
embed the link [links for owner's info] as part of the protected file). The registration of this key can be revoked at any time by either parties
(para [0108) - file owner may decide to revoke access to one or more cr even all of these users), by sending an instruction to the vendor's
online server about the same (para [0225] - updated permission instructions {to server}).

Regarding claim 21, Livnat teaches the data owner (see 110 of fig. 1) can biock the access rights to the data shared with a recipient {para
{0232) - blocking the sequence of events of certain operations [accessing)), by instructing the server to block (para [0225] - updated
permission instructions [to server)) or delete the data sent to the recipient (para [0245] - blocking one or more user actions based on the
content-utilization restriction).

Regarding claim 22, Livnat teaches even if the data from the reciplents computer (para [0248) - downloading a byte stream [on recipient's
device]), Is used on any other computer {para [0082] - other form of utilizing the protected file, while a second allowed user), it cannot be
accessed (para [0082] - user may not be permitted to perform any of copy-pasting the content of the protected file), used or processed
(para [0003) - not allowing the first user to copy, print and/or save the content), due to lack of permissions from the data owner (para [0082)
- who cannot gain access to the protacted file; and/or to define one or more utilization-restrictions to be selectively applied on one or more
of the users).
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Regarding claim 23, Livnat teaches in case the software (para [0006) - restricts and/or prohibits the installation of client software) is
fequired to be reinstalled (para [0006) - require the Installation of special client software on each user's computer), an easy method (para
[0008] - methods of file-utilization managament) of reinstallation is provided (para {0098] - install client application 140, and may use the
instalied client application 140 to verify) to the software user (para {0015] - downloading the secure web application to the computing
device) and the server sends (para [0016) - providing a file encryption key to the secure web application) the encryption and decryption
keys (para [0100] - public keys 153 assigned:; also see plurality of keys may be use such as 155, 157 as shown in fig. 1) again to the
software (para [0016] - providing a file encryption key to the secure web application) after activation {para [0254] - activation...function of
the internal playable file). it also sends (para [0016) - providing a file encryption key to the secure web application) the previously
registered (para [0144] - register) R2 keys (para [0157] - key 150 (FIG. 1) to cllent application) of other user's into the software (para [0128]
- installed client application 140 (FIG. 1)).

Regarding claim 24, Livnat teaches incase during reinstallation (para [0111] - report the detected action) or each time the softwars Is
opened (para [0111] - report the detected action back to server application), it is detected (para [0147] - detecting the authentication) that
there is the motherboard id (para [0182) - detecting a received response including second authentication information [identification info])of
the computer has changed (para [0107] - tag [hardware ID) provided by the computing device is not valid; also see para [0213] - detect the
change in the permissions), then the software will have to be revalidated (156 of fig. 1) with the server (para [0260] - validation, integrity
checking) and also the R2 keys (para [0016] - providing a file encryption key) will have to be revalidated (para {0260] - validation, integrity
checking) again by the data owners (110 of fig. 1) only then the data sharing from these owners can occur (para {0072} - share one or
more files while ensuring the confidentiality of the shared files).

Regarding claim 25, Livnat teaches the system can also be used as an independent (para [0193) - include encrypting the file using an
encryption key to generate a protected file including the encrypted file; also see fig. 1) encryption module (para (0002] - protecting and/or
securing information) to secure (para [0003] - securing and/or protecting electronic organizational files) data storage (para [0057) -
memories or other information storage medium; also see 106 of fig. 1). Kraus further teaches sharing (para [0045) - allow users o interact
and share information over the network(s); also see para [0046) - computer that accesses shared network resources provided by another
computer, a.g., a server) of ISO data (para [0025] - video file...ISO; also ses para {0060] - sharing with others who might be interested in
audio tracks on the play list; and para {0066] - owner has authorized another). it would have been obvious to one of ordinary skill in the art
to combine the securely sharing of file of Livnat with the teaching of Kraus in order to have more compatibility of the system by supporting
sharing of ISO data.

Claims 1-25 have industrial applicability as defined by PCT Aticle 33(4), because the subject matter can be made or used in industry.
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EI Box No. IV Lack of unity of invention

Box No. V Reasoned ‘statement under Article 35(2) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement -

D Box No. VI Certain documents cited

|:| Box No. VII Certain defects in the international application

EI Box No. VIII Certain observations on the international application
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Box No.Il  Priority

Box No. 11t Non-eslabliéhment of opinion with regard 10 novelty, inventive step and industrial applicability
Box No. IV Lack of unity of invention

BoxNo.V  Reasoned statement under Rule 43bis. 1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement :

Box No. VI  Certain documents cited

Box No. VI Certain defects in the international application
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Box-No. VIl Certain observations on the international application

2. FURTHERACTION

If a demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the
International Preliminary Examining Authority (“IPEA”) except that this does not apply where the applicant chooses an Authority
other than this one to be the IPEA and the chosen IPEA has notified the Intenational Burcau under Rule 66.1bis(b) that written
opinions of this International Searching Authority will not be so considered.

{f this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to submit to the IPEA
a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing of Form
PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later.

For further options, see Form PCT/ISA/220.

3. For further details, see notes to Form PCT/ISA/220.

Name and mailing address of the ISA/US | Date of completion of this opinion Authorized officer:
Mail Step PCT, Attn: ISA/US

o Lee W. Young
Commissionar for Patants
P.0. Box 1450, Alexandria, Virginia 22313-1450 08 December 2010 (08' 12.201 0) PCT Helpdesk: 5712724300
Facsimile No. 571-273-3201 PCT OSP: 571.272-7774
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WRITTEN OPINION OF THE Internationa! application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/IB 10/52959
Box No. 1 Basis of this opinion

1. With regard to the language, this opinion has becn established on the basis of:

E the international application in the language in which it was filed.

D a translation of the international application into which is the language of a
translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b)).

2, D This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified
to this Authority under Rule 91 (Rule 43bis. 1(a))

3. With regard to any nucleotide and/or aminoe acid sequence disclosed in the international application, this opinion has been
established on the basis of a sequence listing filed or furnished:

a. (means)
D on paper

D in electronic form

b. (time)
D in the intemational application as filed
D together with the international application in electronic form

I:] subsequently to this Authority for the purposes of search

4. D In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, the required
statements that the information in the subsequent or additional copies is identical to that in the application as filed or
does not go beyond the application as filed, as appropriate, were furnished.

5. Additional comments:

Form PCT/1ISA/237 (Box No. 1) (July 2009)
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Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industria) applicability;
citations and explanations supporting such statement

1. Statement

Novelty (N) Claims 1-25 YES
Claims  None NO
Inventive step (IS) Claims None YES
Claims 1-25 NO
Industrial applicability (1A) Claims 1-25 YES
Claims None NO

2. Citations and explanations:

Claims 1-25 lack an inventive step under PCT Article 33(3) as being obvious over US 2009/0100060 A1 to Livnat et al. (hereinafter
‘Livnat’) in view of US 20080147558 A1 (Kraus). . :

Regarding claim 1, Livnat teaches a méathod of controlling usage (para {0080] - controliing the operation of applications 156 and/or 157,
.., to restrict the utilization of content presented by applications 156) of data {para [0256] - secure web application 154 (FIG. 1) may
“cover”, "hide® and/or obfuscate the contents of the protected file} and prevent unauthorized usage of data (para [0080] - tracked and
control is maintained so that permissions may be updated in the future) which is generated by software (abstract - generating a web-
applicalion file including the content in a format presentable by a secure web application), using system (see fig. 1 for system). Livnat fails
to explicitly teach sharing of ISO data. However, Kraus does teach sharing (para [0045] - allow users to interact and share information
over the network(s); also see para [0046} - computer that accesses shared network resources provided by another computer, e.g., a
server) of ISO data (para [0025] - video fils...iSO: also see para [0060] - sharing with others who might be interested in audio tracks on the
play fist; and para [0066) - owner has authorized another). It would have been obvious to one of ordinary skill in the art to combine the
securely sharing of file of Livnat with the teaching of Kraus in order to have more compatibllity of the system by supporting sharing of ISO
data.

Regarding claim 2, Livnat teaches data can be used only (abstract - presenting the content of the protected file to the user via the secure
web application, only if the user is an allowed user of the allowed users) on the computer which has created (para [0029] - generate a web
-application file including the content) it using system (see fig. 1 for system); to use said data on another cornputer (para [0003] - only
authorized users are allowed to access the files only according to predefined permissions), data owner must authorize a recipient {abstract
- presenting the content of the protected file to the user via the secure web application, only if the user is an allowed user of the allowed
users), using the same system on another computer {para [0011] - allow a user ("the file owner") to define one or more permissions -
identifying who can and/or who cannot gain access to one or more files "owned” by the user; also see fig. 2). Kraus further teaches
sharing (para [0045] - allow users to interact and share information over the network(s); also see para [0046] - computer that accesses
shared network resources provided by another computer, e.g., a server) of ISO data {para [0025] - video file...ISO; also see para [0060}] -
sharing with others who might be interested in audio tracks on the play list; and para [0066] - owner has authorized another). It would have
been obvious to one of ordinary skill in the art to combine the securely sharing of file of Livnat with the teaching of Kraus in order to have
more compatibility of the system by supporting sharing of ISO data, -

Regarding claim 3, Livnat teaches selecting the data to be shared (para [0004] - selectively share files with clients, partners and/or
suppliers) and embedding (para {0209] - embed the link [links for owner's info} as part of the protected file) data owner's customer id (para
[0025] - identifying the linked device [owner's device ID]); identifying (para [0011] - identifying who can and/or who cannot gain access to
one or more files “owned" by the user) and authorizing at least one recipient (para [0011} - to define one or mare utilization-restrictions to
be selectively applied on one or more of the users which are allowed to access the owned file) with whom the data is to be shared {para
{0011] - applied [input or entering the allowed user info] on one or more of the users which are aflowed to access the owned file) by
entering the recipient's customer id (para [0085] - identify a user of system 100 based on an email address associated with the user
[customer identification]); identifying each set of data (para [0018] - file identifier to identify the web-application file) being shared by a
unique data id (para (0019) - generaling...the file identifier) generated by the data owner's system (para [0019] - file identifiar in association
with the permission information corresponding fo the web-application file) whera in the access permissions to each set of data are
assoclated with each particular data id (para [0019) - file identifier in association with the permission information corresponding to the web-
application file); issuing required access permissions (para [0027] - sending to the electronic mail address an electronic mail message
including first authentication Information) to authorized recipient to use the data (para [0011] - identifying who can and/or who cannot gain
access to one or more files "owned" by the user); using appropriate data sharing methods i.e. sharing via uploading the data to the online
server or by copying the data to any extemal storage device (para [0029] - server to recsive the content of a file to be protected and
permission information representing one or more allowed users [data is sharing by uploading data to online server}).

continued in Supplemental Box——eeeemeeeeeee
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Regarding claim 4, Livnat teaches during software activation (para [0254] - activation...function of the internal playable file; also see para
[0006) - installation of speclal client software on each user's computer), the vendors’ online server sends two keys (para [0016] - decrypting
the encrypted web-application fila at the secure web application using the file encryptioh key) namelyR1(para {0020] - encrypting the web-
application file using a file key to generate an encrypted web-application file) and R2 to the software (para {0100} - public keys 153
assigned; also see plurality of keys may be use such as 155, 157 as shown in fig. 1). KeyR1is used to encrypt owner's data to protect it
(para [0020] - encrypting the web-application fite using a file key to generate an encrypted web-application file) from unauthorized usage of
this data on any other computer (para {0004] - prohibiting the sharing of the content with unauthorized people). When data in ereated in the
software it is automatically (para [0095] - automatically allowing...access a protected fils) encrypted with theR tkey (para [0020] -
encrypting the web-application file using a file key to generate an encrypted web-application file) and stored in this encrypted form (para
[0019] - storing the web-application file). Key R2 s used to protect the data (para [0100] - public keys 153 assigned; also see plurality of
keys may be use such as 155, 157 as shown in fig. 1) that is to be shared with one or mors intended recipients (abstract - protected file to
the user via the secure web application) on their computer system (abstract - fila to be protected and permission information representing
one or more allowed user). Ra and Rb are the private (para [0100] - public keys 153 assigned; also see plurality of keys may be use such
as 155, 157 as shown in fig. 1) and public keys of the recipient (para [0157] - server application 104 (FIG. 1) may generate and provide a
private key). ’

Regarding claim 5, Livnat teaches data owner can share the data with the recipient via uploading the data to the online server or by
transferring data to an external storage device and sharing this device with the reciplent (para 10029] - server to receive the content of a file
to be protected and permission information representing one or more allowed users [data is sharing by uploading data to online server)).

Regarding claim 8, Livnat teaches incase the recipient has not yet (para {0153] - authentication information was not included[have not
registered]) registered(para [0144] - register add-in) the data owner’s R2 key (para [0157] - key 150 (FIG. 1) to client application) and data
to be shared is uploaded to the onlfine server (para [0203] - transfer the encrypted file to server application), data is first decrypted using
the data owner's R1 key (para [0203] - decrypt the file; also see para [0203] - decrypt the permission information of the protected file, e.g.,
using any private keys) and then encrypted with the data owner's R2 key (para [0035] - encrypt the web-application file using a file key).
This data is uploaded to the server (para [0203] - transfer the encrypted file to sarver application) where it is decrypted with data owner's
R2 key (para [0203] - decrypt the file; also see para [0203] - decrypt the parmission information of the protected file, e.g., using any private
keys) and again encrypted with the recipient's Rb key (para [0035] - encrypt the web-appiication file using a file key). Recipient downloads
this data (para [0248) - downloading a byte stream including the encrypted web-application file to the secure web application) and uses it
with his Rb key (para [0250] - application 154 (FIG. 1) may decrypt the byte stream representing web-application file...decryption file key).

Regarding claim 7, Livnat teaches incase the recipient has not yet (para [0153] - authentication information was not included[have not
registered]) registered (para [0144] - register add-in) the data owner's R2 key (para [0157] - key 150 (FIG. 1) to client application) and data
to be shared is sent to the recipient (para {0072] - share one or more files while ensuring the confidentiality of the shared files) via an
external storage device (para [0269] - "external® operations which may be performed [via external device]; also see para [0100] - suitable
storage 106, the information of the linked), data is -first dscrypted using the data owner's R1 key (para [0203] - decrypt the file; also see
para (0203] - decrypt the permission information of the protected file, e.9., using any private keys) and then encrypted with the data
owner's R2 key (para [0035] - en=rypt the web-application file using a file key). This data transferred (para [0062] - sending at least part of
the content) to the extemal storage device (para [0269] - "external® operations which may be performed [via external device]; also see para
[0100] - suitable storage 106, the information of the linked) and shared with the reciplent (para [0096] - send the protected file to the other
user). The recipient uploads this data to the online server (para [0205] - uploading the content of the file...transfer the copy to server
application) and incase the data owner has given sufficient permissions (para [0207] - permission information corresponding to the
protected web-application file; also see para {0028} - only if the user is an allowed user of the allowed users), the server decrypts this data
with the data owner’s R2 key (para [0203) - decrypt the file; also see para [0203] - decrypt the permission information of the protected file,
e.g., using any private keys) and encrypts this data with the recipients Rb key (para [0035] - encrypt the web-application file using a file
key) after which recipient can download and use this data with his Rb key (para [0250] - application 154 (FIG. 1) may decrypt the byte
stream representing web-application file...decryption file key).

Regarding claim 8, Livnat teaches incase the fecipient (see 132 of fig. 1) has previously registered (para [0144] - register) the data owner's
R2 key (para [0157] - key 150 (FIG. 1) to client application) and data to be shared is uploaded to the online server (para {0205] - uploading
the content of the file...transfer the copy to server application), data is first decrypted using the data owner'sR1{ key (para {0203] - decrypt

continued in Supplemental BoX-—--—-mreseme-.
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Regarding claim 9, Livnat teaches incase the recipient (see 132 of fig. 1) has registered (para [0144] - register) the data owner's R2 key
(para [0157] - key 150 (FIG. 1) to client application)and data is shared (para [0072] - share one or more files while ensuring the
confidentiality of the shared filas)via an external storage device (para [0269] - "extemnal® operations which may be performed [via external
device]; also see para [0100] - suitable storage 106, the information of the linked), data is first decrypted using the data ownersR1key
(para [0203] - decrypt the file; also see para [0203] - decrypt the permission information of the protected fils, e.g., using any private keys)
and then encrypted with the data owner's R2 key (para [0020] - encrypting the web-application file using a file key to generate an
encrypted web-application fils). This data is transferred (para [0072] - share one or more files while ensuring the confidentiality of the
shared files) to the extemal storage device (para [0269) - "extemal” operations which may be performed [via external device}; also see
para [0100] - suitable storage 106, the Information of the linked) and shared with the recipient (para [0248) - downloading a byte stream
including the encrypted web-application file to the secure web application). Recipient downloads this data (para {0248] - downloading a
byte stream including the encrypted web-application file to the secure web application) from the storage device (para [0100] - suitable
storage 106, the Information of the linked)and decrypts and uses the data with the data owner's R2 key (para [0016] - decrypting the
encrypted wab-application file at the secure web application using the file encryption key).

Regarding claim 10, Livnat teaches system can be used to protect any data (abstract - presenting the content of the protected file to the
user via the secure web application, only if the user is an allowed user of the allowed users) on the data owner's computer/system (para
[0011] - allow a user ("the file owner*) to define one or more permissions identifying who can and/or who cannot gain access to one or
more files "owned" by the user; also see fig. 2; also see 110 of fig. 1).Kraus further teaches sharing {para {0045] - allow users to interact
and share information over the network(s); also see para [0046] - computer that accesses shared network resources provided by another
computer, e.g., a server) of ISO data (para [0025] - video file...ISO; also see para [0060] - sharing with others who might be interested in
audio tracks on the play list; and para [0066] - owner has authorized another). It would have been obvious to one of ordinary skill in the art
to combine the securely sharing of file of Livnat with the teaching of Kraus in order to have more compatibility of the system by supporting
sharing of ISO data.

Regarding claim 11, Livnat teaches the data downloaded by the authorized (para [0011] - allow a user ("the file owner”) to define one or
more permissions identifying who can and/or who cannot gain access to one or more files "owned” by the user; also see fig. 2) and
designated recipient is bound by certain access rights issued by the data owner {para [0003] - only authorized users are aliowed to access
the files only according to predefined permissions); said data can be used by the recipient only as per the access rights set (para {06003) -
permission to view the content of the document), where said set access fights are viewing (para {0003] - permission to view the content of
the document), amending (para [0011] - editing the file), printing (para (0011] - printing the file)and saving (para [0114] - save the contents
of the file).

Regarding claim 12, Livnat teaches the authorized recipient can amend the data (para [0003] - only authorized users are allowed to access
the files only according to predefined permissions: also see para [0011] - editing the file) and send it back to the data owner (para [0096] -
send the protected file to the other user) if needed (para {0111] - back to server application). This amended data (para [0012] - edited the
file) will be racognized (para [0175) - recognized email address) using a new data id (para [0018} - file identifier to identify the web-
application file). The data is encrypted with Rb key (para [0020] - encrypting the web-application file using a file key to generate an
encrypted web-application file) and uploaded to the server (para [0205] - uploading the content of the file...transfer the copy to server
application) where it is decrypted with the Rb key (para {0203] - decrypt the file; also see para [0203] - decrypt the permission information
of the protected file, e.g., using any private keys) and again encrypted with the data owner’s R2 key (para [0035] - encrypt the web-
application file using a file key). Owner can download this data (para (0248] - downloading a byte stream including the encrypted web-
application file to the secure web application) and convert it back (para [0206] - convert the received file...format presentable by secure
application) to the RI1 key (para [0250] - decrypt the byte stream representing web-application file...decryption file key) and use it (para
{0016] - using the file encryption key).

Regarding claim 13, Livnat teaches recipient can amend the data (para [0011] - editing the file) shared by the data owner (para [0003] -
only authorized users are allowed to access the files only according to predefined permissions), if needed, and send amended data back
(para [0111] - back to server application) to the data owner (para [0096] - send the protected file to the other user) either via uploading the
data to the online server or by transferring data to an externai storage device and sharing this device with the data owner (para {0029] -
server to receive the content of a file to be protected and permission information representing one or more allowed users [data is sharing
by uploading data to online server}).

| Regarding claim 14, Livnat teaches incase the recipient has not yet (para {0153] - authentication information was not iricluded[have not
registered)) registered {para [0144] - register) the data owner's R2 key (para [0157] - key 150 {FIG. 1) to client application). Amended data
to be shared (para [0011) - editing the file) Is encrypted with reciplent's Rb key (para [0031] - encrypted web-application file using the file
encryption key) and uploaded to the online server (para [0205] - uploading the content of the file.. transfer the copy to server application),
where it is decrypted with the recipient's Rb key (para [0203] - decrypt the file; also ses para [0203] - decrypt the permission information of
the protected file, e.g., using any private keys) and later encrypted with the data owner's R2 key (para [0035] - encrypt the web-application
file using a file key). Data owner downloads this data (para [0248) - downloading a byte stream Including the encrypted web-application file
to the secure web application) and converts it from (para [0206) - convert the received file...format presentable by secure application) R2 to
his R1 key (para [0250] - decrypt the byte stream representing web-application file...decryption file key) and then uses it (para [0016] -
using the file encryption key). :

—continued in Supplemental Box
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(para [0035] - encrypt the web-application file using a file key) transferred to the external storage device (para [0269) - "external®
operations which may be performed [via external device]) and shared with the data owner {para [0072] - share one or more files while
ensuring the confidentiality of the shared files; also see 110 of fig. 1). The data owner uploads this data to the online server (para [0205] -
uploading the content of the file...transfer the copy to server application) and incase the recipient has given sufficient permissions (para
{0207] - permission information corresponding to the protected web-application file), the server decrypts this data with the recipient's Rb
key (para [0203} - decrypt the file; also see para {0203] - decrypt the permission information of the protected file, e.g., using any private
keys) and encrypts this data with the data owner's R2 key (para [0035) - encrypt the web-application file using a file key) after which data
owner can download this data (para [0248) - downloading a byte stream including the encrypted web-application file to the secure web
application), convert it from the R2 key (para [0206] - convert the received file) toR 1key (para [0250] - decrypt the byte stream representing
web-application file...decryption file key, keys 155, 157 as shown in fig. 1) and use it (para [0016] - using the file encryption key).

Regarding claim 16, Livnat teaches Incase the reciplent (see 132 of fig. 1) has previously registered (para {0144] - register) the data
owner's R2 key (para |0157] - key 150 (FIG. 1) to client application) and amended data (para [0011] - editing the file) to be shared {para

presentable by secure application) from the R2 key to R1 key (para [0250] - decrypt the byte stream representing web-application

Regarding claim 17, Livnat teaches incase the recipient (see 132 of fig. 1) has previously registered add-in) the data owner's R2 key {para
[0157} - key 150 (FIG. 1) to client application) and shares the amended data (para [0011) - editing the file) via an {para [0096] - send the
protected file to the other user) external storage device (para [0269] - "external® operations which may be performed [via external device];
also see para [0100] - suitable storage 106, the information of the linked), data owner downloads this data (para [0248] - downloading a
byte stream including the encrypted web-application file to the secure web application) from the storage device (para {0269] - "external”
operations which may be performed [via external device); also see para (0100] - suitable storage 106, the information of the linked) and
decrypts it using his R2 key (para [0016] - decrypting the encrypted web-application file at the secure web application using the file
encryption key). Said data can be converted (para [0206] - convert the received file) from the R2 key (para [0206] - convert the received
file...format presentable by secure application) to Rl key (para [0250) - decrypt the byte stream representing web-application
file...decryption file key; keys 155, 157 as shown in fig. 1) and then used (para [0016] - using the file encryption key).

Regarding claim 18, Livnat teaches process (para [0018] - process for managing) and storage of original data (para [0019] - storing the
web-application file) and data which is received for sharing (para [0029] - receive the content of a file to be protected [for sharing)), are
processed (para [0018) - process for managing) through two-different and mutually exclusive sub systems (see 106, 102, 120, 110, 132 of
fig. 1) and are at two separate locations in the same computer system (106, 102, 120, 110, 132 are located remotely from each other with
in the same communication network as shown in fig. 1).

Regarding claim 19, Livnat teaches the data owner Is alerted {para [0169] - alert may be generated) about the (para [0185] - verification
nofification to the user) amendment done by the authorized recipient (para [0012] - who edited the file and when) in the shared data (para
{0003} - authorized users are allowed to access the files) and can merge it (para [0056) - being stored, transferred, combined) into the
original data if required {para {0059) - suitable electronic file).

Regarding claim 20, Livnat teaches the data owner (para {0144] - server 102 (FIG, 1), and register) can register his R2 key (para [0157] -
key 150 (FIG. 1) to client application) with other recipients for secured data (para [0185] - protected file to the user, e.9., via secure web
application) sharing purpose by sending the server (para [0003)] - authorized users are allowed to access the files) an instruction to do so

Regarding claim 21, Livnat teaches the data owner (see 110 of fig. 1) can block the access fights to the data shared with a recipient (para
[0232] - blocking the sequence of events of certain operations [accessing]), by instructing the server to block (para [0225] - updated
permission instructions [to server)) or delete the data sent to the recipient (para {0245 - blocking one or more user actions based on the
content-utilization restriction).

Regarding claim 22, Livnat teaches even if the data from the recipients computer (para [0248] - downloading a byte stream [on reciplent's
device)), Is used on any other computer (para [0082] - other form of utilizing the protected file, while a second allowed user), it cannot be
accessed (para [0082] - user may not be permitted to perform any of copy-pasting the content of the protected file), used or processed
{para [0003] - not allowing the first user to copy, print and/or save the content), due to lack of permissions from the data owner (para [0082)
- who cannot gain access to the protected file; and/or to define one or more utilization-restrictions to be selectively applied on one or more
of the users). .
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Form PCT/ISA/237 (Supplemental Box) (July 2009)
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Supplemental Box

Incase the space in any of the preceding boxes is not sufficient,

Continuation of: .
Box V.2, Citations and explanations:

Regarding claim 23, Livnat teaches in case the software (para [0008] - restricts and/or prohibits the installation of client software) is
required to be reinstailed (para [0006] - require the Installation of special client software on each user's computer), an easy method (para
{0008} - methods of file-utilization management) of reinstallation is provided (para [0098} - install client application 140, and may use the
installed client application 140 to verify) to the software user (para {0015) - downloading the secure web application to the computing
device) and the server sends (para [0016] - providing a file encryption key to the secure web application) the encryption and decryption
keys {para [0100) - public keys 153 assigned; also see plurality of keys may be use such as 155, 157 as shown in fig. 1) again to the
software (para {0016} - providing a file ancryption key to the secure web application) after activation (para {0254] - activation...function of
the internal playable fils). It also sends (para [0016) - providing a file encryption key to the secure web application) the previously
registered (para {0144) - register) R2 keys (para [0157] - key 150 (FIG. 1) to cllent application) of other user's into the software (para [0128)
- installed client application 140 (FIG. 1)). :

Regarding ctaim 24, Livnat teaches incase during reinstallation {para [0111] - report the detected action) or each time the softwara Is
opened (para [0111] - report the detected action back to server application), it is detected (para [0147] - detecting the authentication) that
there is the motherboard id (para [0182] - detecting a received response including second authentication information {identification info])of
the computer has changed (para [0107] - tag [hardware 1D) provided by the computing device is not valid; also see para {0213) - detect the
change in the permissions), then the software will have to be revalidated (156 of fig. 1) with the server (para |0260) - validation, integrity
checking) and also the R2 keys (para [0016] - providing a file encryption key) will have to be revalidated (para {0260] - validation, integrity
checking) again by the data owners (110 of fig. 1) only then the data sharing from these owners can occur (para [0072] - share one or
more files while ensuring the confidentiality of the shared files).

Regarding claim 25, Livnat teaches the system can also be used as an independent (para [0193] - include encrypting the file using an
encryption key to generate a protected file including the encrypted file; also see fig. 1) encryption module (para [0002] - protecting and/or
securing information) to secure (para [0003] - securing and/or protecting electronic organizational files) data storage (para [0057] -
memories or other Information storage medium; also see 106 of fig. 1). Kraus further teaches sharing (para [0045] - allow users to interact
and share information over the network(s); also see para [0046] - computer that accesses shared naetwork resources provided by another
computer, e.g., a server) of ISO data (para [0025] - video file...ISO; also ses para [0060] - sharing with others who might be interested in
audio tracks on the play list; and para [0066] - owner has authorized another). It would have been obvious to one of ordinary skill in the art
to combine the securely sharing of file of Livnat with the teaching of Kraus in order to have more compatibility of the system by supporting -
sharing of ISO data.

Claims 1-25 have industrial applicability as defined by PCT Article 33(4), because the subject matter can be made or used in industry.

Form PCT/ISA/237 (Supplemental Box) (July 2009)
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Si el destinatario es el usuario pretendido
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METODO PARA CONTROLAR Y SUPERVISAR REMOTAMENTE LOS DATOS

PRODUCIDOS EN UN SOFTWARE DE ESCRITORIO

CAMPO DE LA INVENCION

Esta invencidén se refiere a un - método,
particularmente a un sistema de datos ISO, dgue proporciona un
mecanismo de proteccién para salvaguardar del uso no
autorizado los datos generados por cualquier software usando
el sistema de datos ISO.

En particular, el sistema de datos ISO es un método
en el cual los datos creados usando el sistema son wUnicos y
exclusivos para el software instalado en una computadora en
particular. Los datos se pueden wusar solamente en la
computadora que lcs ha creado. Para usar estos datos en otra
computadoré, se deben proporcionar por el propietario

permisos de acceso suficientes para los datos.

ANTECEDENTES DE LA INVENCION

Muchas veces, 1los datos son confidenciales en
caracter. El mal uso de los datés puede conducir a serias
pérdidas debido a lo cual es muy importante protegerlos. La
proteccién de datos comprende tres elementos principales,
Confidencialidad, - Integridad Yy Accesibilidad.
Confidencialidad significa proteger los datos del acceso no

autorizado. Integridad significa que los datos se puedan

(0¥
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modificar solamente si se proporcionan por el propietario de
los datos permisos y autorizacién apropiados. Disponibilidad
significa simplemente que los datos puedan estar disponibles
cuando se requiera. Las soluciones aétualesté disponibles en
la seguridad de datos estan usando contrasenas, candados de

hardware, encriptados y clases similares.

TECNICA ANTERIOR

La solicitud de Patente de EUA no. 20090259512
describe un método para controlar el acceso a un dispositivo
de almacenamiento de medios para almacenar una pluralidad de
objetos de medios, en donde el método incluye recibir 1los
primeros datos que identifican el dispositivo de
almacenamiento de medios, v segundos datos que 1identifican
una lista gue comprende por lo menos un destinatario
autorizado del dispositivo de almacenamiento de medios;
almacenar los primeros datos en asociacién con los segundos
datos; expedir el dispositivo.de almacenamiento de medios a
por lo menos un destinatario en la lista; usar un
identificador de sesién de entrega para establecer una sesién
de entrega para el dispositivo de almacenamiento de medios
expedido con un sistema de identificacién de usuario que
corresponde a destinatarios asociados con los segundos datos;
y luego actualizar los segundos datos sobre la base de los

datos recibidos del sistema de identificacién de usuario y el

(03
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identificador de sesién de entrega, para modificar en
consecuencia la lista de destinatarios autorizados del
dispositivo de almacenamiento de medios.

Ademas también se proporciona un sistema de control
de acceso de distribucién que controla el acceso a un
dispositivo de almacenamiento de medios, el dispositivo de
almacenamiento de medios almacena una pluralidad de objetos
de medios, el sistema de control de acceso distribuido en
donde una interfaz arreglada para recibir los primeros datos
que identifican el dispositivo de almacenamiento de medios y
los segundos datos que identifican una lista comprende por lo
menos un destinatario autorizado del dispositivo de
almacenamiento de medios; se proporciona un sistema de
almacenamiento arreglado para almacenar los primeros datos en
asociacién con los segundos datos; y un sistema de expedicién
de dispositivos arreglado para expedir un Adispositivo de
almacenamiento de medios a por lo menos un destinatario en la
lista. El sistema de expedicién de dispositivos se arregla
para crear un identificador de sesidén de entrega para
establecer una sesidén de entrega para el dispositivo de
almacenamiento de medios expedido «con un sistema de
identificacién de usuario que corresponde por lo menos a un
destinatario asociado con los segundos datos, y un sistema de
almacenamiento se arregla para actualizar los segundos datos

sobre la base de la sesidén de entrega y los datos recibidos
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del sistema de identificacién de usuario, para modificar en
consecuencia la lista de destinatarios autorizados del

dispositivo de almacenamiento de medios expedido.

OBJETIVOS DE LA INVENCION

Mal wuso de datos 'significa acceso y uso no
autorizado de datos. Cuando los datos se hacen no utilizables
para destinatarios no autorizados, su seguridad ya no sigue
siendo un problema. Los sistemas actuales no tienen métodos
exhéustivos e infalibles para proteger los datos. Es un

objetivo de 1la presente invencién proporcionar un método

-infalible para proteccién, acceso y uso de -datos por

destinatarios no autorizados. AGn si los datos alcanzan
accidentalmente un acceso no autorizado, no se pueden usar y
procesar. Los datos creados en una computadora particular no
se pueden usar en cualquier otra computadora, a menos que el
propietario de los datos haya concedido los permisos
requeridos para cada computadora en la cual desea que estos
datos se compartan. La presente invencidén también proporciona
un sistema de reinstalacién de software automatizado, facil %

sin problemas para el usuario.

SUMARIO DE LA INVENCION

El registro del software en el servidor en linea

del vendedor es obligatorio para el uso del sistema de datos

] o
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ISO, puesto que esta caracteristica se puede usar solamente
por usuarios registrados del software. El sistema de registro
del software y el sistema de datos ISO van de la mano para la
seguridad de datos. Después del registro exitoso del software
con el servidor en linea del vendedor, se expide una
identificacién (id) para el cliente, permanente, Unica para
cada software registrado. Este id del cliente es Unico e
importante y se usa para identificar al usuario del software
particular instalado en una computadora particular. Durante
la activacién del software, es generado un archivo por el
servidor. Este archivo se envia al software. Este archivo es
desconocido para el usuario y contiene las claves Rl y R2. El
servidor genera estas claves y las almacena permanentemente.
La funcién de estas claves es para proteger los datos del
software de uso no autorizado. Estas claves se usan para
encriptado y desencriptado en etapas requeridas. Tanto Rl
como R2 son claves permanentes, Unicas para cada software
registrado y se asocian con un id del <cliente dnico
particular con el servidor en linea del vendedor y con el
software instalado uUnico particular. La clave Rl se usa para
proteger los datos del software instalados en 1la computadora
particular que son los datos del propietario. La clave Rl no
se comparte con ningin otro usuario. Por omisién, los datos
creados por el software particular siempre se encriptan y se

almacenan con la clave Rl en la computadora en la cual el
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software se instala. Es una clave privada. R2 es la clave que
se puede registrar con otros usuarios en otras computadoras,
si es necesario, con el permiso del propietario y se usa para
proteger los datos que estdn siendo compartidos. Es una clave
publica de aquel software tnico particular.

Ra y Rb son la claves privada y publica del
destinatario, respectivamente. Las claves publicas vy las
claves privadas son confidenciales Yy no se usaran o se
compartiradn sin un propdsito. EIL propietario de los datos
puede registrar su clave R2 con tantos destinatarios como lo
necesite. Estos pueden ser destinatarios a guienes el
propietario puede necesitar enviar frecuentemente datos. E1
propietario de los datos enviard una instruccién al servidor
para registrar su clave R2 con los destinatarios, al ingresar
los id del cliente del destinatario. También esta instruccién
contendra el id del cliente del propietario de los datos.
Cuando el destinatario se conecté al servidor en 1linea, se
mostrara una alerta requiriendo que el destinatario registre
la clave R2 del propietario de los datos. Le corresponde al
destinatario registrar la clave o no. En cualquier punto de
tiempo el propietario de los datos puede revocar el registro
de su clave R2 con los otros destinatarios al instruir al
servidor hacerlo. El servidor no necesitara el permiso del
destinatario para revocar la clave R2 del propietario de los

datos registrada con un destinatario particular.
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Los datos son informacién creada mientras se usa el
software. Los datos del software se pueden compartir al usar
cualquief dispositivo de almacenamiento externo o al subir
los datos en linea al servidor del vendedor desde donde los
puede descargar el destinatario. El propietario puede
establecer permisos de acceso totales o parciales por
ejemplo, examinar, leer, imprimir, guardar y enmendar. E1
control de datos permanece con el propietario de los datos,
aun después de compartirlos con otros usuarios. Cada vez gue
el destinatario autorizado accede a los datos compartidos, el
estado de 1los permisos de acceso se verificard con el
servidor en linea, si es necesario. Solamente si auln estén
activos los permisos de acceso, el destinatario puede acceder
a los datos si no, el destinatario serd alertado de que los
permisos de acceso de los datos ya no son validos. EIl
propietario de los datos también puede enviar una instruccién
al servidor en linea para suprimir los datos si es necesario,
que ha compartido de 1la computadora del destinatario
autorizado. El proceso y almacenamiento de 1los datos
originales y los datos que se reciben para compartir, se
procesan a través de dos subsistemas diferentes y mutuamente
exclusivos que soportan el Sistema de encriptado
respectivamente, y los datos se almacenan en dos ubicaciones
separadas en la misma computadora/sistema respectivamente.

Los datos se pueden proteger del uso no autorizado, usando el
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sistema de datos ISO. E1 proceso para asegurar el uso
autorizado de los datos, usando el sistema de datos IS0, sé
explica adicionalmente. ©n la presente modalidad, el medio
ambiente contiene un propietario de datos, un destinatario
con quien el propietario de datos necesita compartir los
datos y un servidor en linea. E1 propietario puede compartir
datos con otros usuario registrados. El destinatario puede o
no tener la clave R2 del propietario de datos registrada con
el mismo. En ambos casos, el intercambio de datos se puede
hacer por dos métodos, ya sea al subir el conjunto/paquete de
datos que se comparten al servidor en linea, o al copiar los
datos a ser compartidos en cualquier dispositivo de
almacenamiento externo y compartir este dispositivo con el
destinatario propuesto.

Considérese que el destinatario no tiene la clave
R2 del propietario de datos y el propietario de datos desea
compartir los datos al subirlos al servidor en linea. Puesto
que los datos a ser compartidos ya estdn en una forma
encriptada con la clave Rl del propietario de datos, se
desencripta por la misma clave Rl y luego se encripta usando
la clave R2 en la computadora del propietario de datos que se
controla por un mecanismo de contrasefia estandar cada vez.

También el id de cliente del destinatario asi como
también el remitente se ingrésan en estos datos. Cada

conjunto/paquete de datos compartido por el propietario de
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datos contendrd un id de datos particular generado por el
sistema del propietario de los datos. El id de los datos
determinard la especificidad de cada conjunto de datos
enviados a ser compartidos y también ayudarad en el manejo de
los datos. ©Los permisos de acceso y la informacién
correspondiente de cada conjunto de datos se asocian con su
id de los datos. El servidor mantendrd un registro de todos
los conjuntos/paquetes de datos, todos los atributos
asociados con sus id de los datos correspondientes. Estos
datos luego se suben al servidor en linea donde se
desencriptan nuevamente usando la clave R2 del propietario de
los datos y se convierten en forma normal/original. Estos
datos luego se encriptan con la clave Rb del destinatario. El1
servidor en linea envia una alerta al destinatario que
ciertos datos estdn esperando a ser compartidos. El
destinatario luego descarga estos datos y los desencripta
usando la clave Rb del destinatario de los datos.

Los mismos datos se pueden proporcionar a través de
un dispositivo de almacenamiento externo al destinatario. En
este caso el destinatario subird estos datos al servidor en
linea. El servidor verificarid si el propietario de los datos,
ha establecido el permiso para el destinatario particular, el
id del cliente que ha subido los datos y solamente si los
permisos se establecen los datos seran procesados y se

enviaran de nuevo al destinatario. Si los permisos no se
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conceden por el propietario de 1los datos, el servidor en
linea suprimirad los datos de 1la computadora del destinatario.
Cuando el usuario sube estos datos al servidor en linea se
llevara a cabo el desencriptado vy encriptado como se explica
en lo anterior y cuando el destinatario se conecta al
servidor en linea puede descargar y usar estos datos. Se
considera ahora que el destinatario tiene. la clave R2 del
propietario de los datos registrada con el mismo. Nuevamente
el propietario de los datos puede compartir los datos al
subirlos al servidor en linea o al almacenar los datos a un
dispositivo de almacenamiento externo Yy compartir este
dispositivo con el destinatario. En este -caso los datos
encriptados se desencriptan usando la misma clave Rl y se
encriptan nuevamente usando la clave R2 del propietario de
los datos. El destinatario puede ya sea descargar estos datos
del servidor o del dispositivo de almacenamiento externo; sin
embargo el propiétario de los datos los ha enviado. Puesto
que el destinatario ya tiene la R2 del propietario de los
datos registrada, los datos se pueden desencriptar usando la
clave Rb del propietario y usarlos.

Ain si los datos alcanzan accidentalmente el
software no autorizado que tiene la clave R2 del propietario
de los datos, los datos no serdn accedidos vya que el ID del

cliente del software en el cual los datos estidn siendo
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abiertos diferirdn con el id del cliente instruido en 1la
autorizacién.

Los datos compartidos se pueden usar solamente con
la autenticacién del servidor y se almacenan en una ubicacidén
separada de la ubicacidén original. El destinatario descargaré
los datos y los importard en el software. Los datos se pueden
usar como para los derechos de acceso proporcionados con 1os
datos. Los derechos de acceso podrian ser de dos tipos, uno
es la revisién solamente de donde los datos se pueden revisar
solamente, no guardar y seqgundo es acceso total o parcial
para usar o cambiar los datos. Los datos se comportaran
solamente en la forma en que el acceso de datos y los
permisos de uso se han establecido por el propietario de los
datos. Por ejemplo, los datos se pueden usar para X numero de
dias, x numero de horas, x numero de veces, los datos pueden
© no ser enmendados, los datos pueden o no ser guardados, los
datos pueden o no ser impresos.

En caso de que el destinatario enmiende los datos 3%
desee compartirlos de nuevo con el propietario de los datos,
lo mismo se puede hacer por medio de cuatro métodos. En el
método 1, a considerar, el destinatario no tuvo la clave R2
del propietario de los datos. El destinatario encriptara los
datos que se envian de nuevo al propietario con su clave Rb.
Estos datos que se pueden enviar al propietario de los datos

a través de dos métodos; uno mediante el cual el destinatario
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sube los datos al servidor en linea en donde el servidor
convierte los datos encriptados con la clave Rb a la clave R2
del propietario de 1los datos y envia estos datos al
propietario de los datos en su conexién con el servidor en
linea. El propietario de los datos descarga estos datos y los
convierte de clave R2 a clave Rl a fin de usarlos. E1
destinatafio puede adoptar un segundo método para
proporcionar los datos encriptados con la clave Rb que se
comparte con un dispositivo de almacenamiento externo. FEn
este caso, el propietario de los datos recibira el
dispositivo de almacenamiento externo y subird estos datos
recibidos al servidor en linea donde el servidor convertiréa
los datos de clave Rb a clave R2 y el propietario de los
datos puede descargar estos datos y convertir los datos de
clave R2 a clave R1 y usar los datos.

En el método 2, se considera que el destinatario tiene
la clave R2 del propietario de los datos; en este caso,
nuevamente el destinatario puede enviar los datos enmendados
de nuevo al propietario de los datos a través de un
dispositivo de almacenamiento externo o a través de subir los
datos a ser compartidos al servidor en linea. En ambos cascs
los datos se encriptan usando la clave R2 del propietario de
los datos y se envian. ElL propietario de los datos puede
descargar estos datos a través del servidor en linea o del

dispositivo de almacenamiento externo sin embargo el

(1)
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destinatario ha enviado y convertido los datos de R2 a Rl y
usa los mismos.

La enmienda de los datos se mostrara alrpropietario
de lbs datos, solamente si acepta la enmienda, los datos se
importaran y se fusionardn. Se le proporcionara una facilidad
al propietario de los datos para fusionar los datos que se
han enmendado por el destinatario. Los datos que van a ser
compartidos, enmendados se mantienen en una ubicacién
separada de la ubicacién original del software Yy no
interfieren de ninguna manera con los- datos/registros
originales de ambos soft&are del wusuario hasta que se
proporcione una instruccién de hacerlo. El propietario de los
datos puede mantener la copia original si es requerido antes
del amalgamado/integracién de los cambios del destinatario.
Se aplicard el mismo procedimiento si el propietario de los
datos desea compartir los datos con mds de un destinatario.

En caso de gque surja una necesidad para que el
usuario reinstale el software, se abrird un asistente de
reinstalacién. Este asistente tomard la entrada del id del
correo electrdénico del usuario. Después de la verificacién,
los detalles de la cuenta seran descargados del servidor y el
software se reinstalard. El servidor enviara una clave de
confirmacién al id del correo electrénico registrado del
usuario. La clave de confirmacién es valida solamente para

una transaccidén particular y se asocia con el archivo de
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activacién de ese software. El usuario tiene que ingresar la
clave de confirmacién enviada al id del correo electrdnico
registrado, dentro de este asistente de actiVacién después de
lo cual se envia un archivo de activacién al software del
servidor. En caso de que los id de 1la tarjeta madre de 1la
computadora se igualen con el id de 1la tarjeta madre
registrado con el servidor en linea cuando el software se
registréd, las claves.Rl, R2 se restauraran por el servidor en
el software. El usuario tendrd que enviar una peticidén de
nuevo a los otros usuarios para volver a registrar sus claves
R2 con su software. En caso de que el id de la tarjeta madre
de ia computadora difiera durante el tiempo de 1la
instalacién, el software se instalard pero las claves R2
registradas previamente con el servidor no se registraréan
nuevamente debido a la discrepancia encontrada en el id de la
tarjeta madre y el software también alertara al usuario para
que envie nuevamente la peticién a los diversos propietarios
de los datos para el nuevo registro de sus claves R2 con el
software.

Cada vez que el software se abre, un componente de
autorizacién iguala el id de la tarjeta madre incrustado en
el software con el id de la tarjeta madre de la computadora.
En caso de que se encuentre una discrepancia en el id de la
tarjeta madre, el software se bloqueara y alertard al usuario

a validarse con el servidor en linea. Una vez que el usuario
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se valida con el servidor en linea, se enviard una clave de
confirmacién al id del correo electrénico registrado del
usuario después de lo cual las claves R1 Y R2 se enviaran y
Se restauraran al software. El software también aiertaré al
usuario de enviar nuevamente 1la peticién a 1los diversos
propietarios de los datos para un nuevo registro de su clave
R2 con el software. Solamente después de la confirmacién del
propietarioc de los datos, su clave R2 se registrard con el
destinatario nuevamente. Cada vez que la computadora se
conecta en internet, el servidor verificara el estado de la
clave R2 que se registra con el software. Si el servidor
observa que la clave R2? de un propietario de 1los datos
particular, ha sido revocada, revocard el registro de esta
clave R2 con el destinatario. Similarmente, el destinatario
también puede remover el registro de una clave R? particular
al informar al servidor. En este caso el propietario de los
datos serd alertado acerca de su clave R2 que no se registra

por un destinatario particular.

VENTAJAS Y APLICACIONES

El sistema de datos ISO del método de 1la presente
invencién ayuda al propietario del software a proteger sus
datos de software de acceso no autorizado. EL propietario del
software puede establecer restricciones en el uso de datos

por el destinatario. Los datos se pueden compartir mediante
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cualquier disco duro externo o al subirlos al servidor en
linea.

En vista de la amplia variedad de modalidades a las
cuales se pueden aplicar los principios de 1la presente
invencidén, se debe entender que las modalidades ilustradas
son ejemplares solamente. Las modalidades ilustradas no se
deben tomar como limitantes del alcance de la presente
invencién. Aunque varios elementos de las modalidades
preferidas se han descrito por ser implementadas, otras
implicaciones de las modalidades se pueden usar

alternativamente y viceversa.

BREVE DESCRIPCION DE LA FIGURAS

La Figuras la y 1b ilustran el proceso de registro
del software y uso de datos por el propietario.

Las Figuras 2a y 2b ilustran el procedimiento para
el intercambio de datos en linea.

Las Figuras 3a y 3b ilustran el proceso de
intercambio de datos usando un disco duro externo similar a
un disco compacto.

Las Figuras 4a y 4b ilustran el proceso de software
de reinstalacién y reasignacién de claves.

La Figura 5 ilustra el proceso de compartir 1la

clave R2 con varios destinatarios potenciales.
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La Figura 6 ilustra el proceso de revocar la clave

R2 de destinatarios potenciales.

La Figura 7 ilustra el proceso de autorizacién.

DESCRIPCION DETALLADA DE LA INVENCION

El programa de sistema de datos ISO es un programa
de cdbédigo de bites escrito en el lenguaje de programacién de
Microsoft.NET.

La descripcién proporciona en general un método
para proteger los datos del usuario de acceso no autorizado.
Un método para registrar un usuario al servidor en linea
incluye recibir un acceso inicial al software de escritorio
POr un usuario prospectivo, y determinar si el usuario ha
proporcionado informacién de identificacién del usuario
valida. Con referencia a la Figura la, el usuario instala el
software a su computadora al ejecutar la funcidn 101, en 1la
instalacién exitosa el wusuario estd listo para usar el
software. El usuario hace clic sobre el software ejecutable
por primera vez para ejecutar el software, el método 102 se
activa. Cuandg el propietario usa el software por primera
vez, aparecerd la ventana de registro de software 103 para
registrar al usuario al servidor en linea del vendedor desde
el software de escritorio. El propietario ingresa la
informacién de registro a través del 104 en el asistente de

registro 103. Si la conexién a internet 105 esté disponible
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verifica la integridad del método 105 asociado con cada
objeto cargado, si el método 106 sé ejecuta exitosamente el
método 107 valida la informacidén del usuario en la activacidn
exitosa de 108, el usuario se registra al servidor en linea
del vendedor al activar el método 109 y el servidor expide un
id del cliente tunico al usuario e incluye el id del cliente
en el software al ejecutar el método 110. El método 111 (como
es referido en la Figura 1b) se activa para mostrar el
asistente de activacién, el usuario selecciona la opcidén de
suscripcién, es decir, el método de prueba o suscripcién 112
se activa para enviar la clave de confirmacién al id del
correo electrdénico registrado del usuario. El usuario ingresa
la clave de confirmacién en el asistente de activacién al
ejecutar la funcién 113, el software ejecuta la clase de
disponibilidad de conexién a internet 114 para verificar 1la
conexidén de internet si el internet esta disponible, entonces
la funcién 116 ejecuta para validar la clave de confirmacién
con la base de datos en linea al ejecutar la clase de
disponibilidad de internet 117. Con la validacién exitosa el
servidor envia el archivo de activacién con el id del cliente
encriptado 118, este archivo de activacién también contiene
dos claves Unicas R1 y R2 para encriptado y desencriptado de
los datos de software, id de instalacién, periodo de uso
autorizado transferido del servidor en linea a la magquina del

usuario y almacenar el id de 1la tarjeta madre del usuario a
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la base de datos en linea. El software crea la base de datos
encriptada con la clave R1 del propietario.

Con referencia a la Figura 2a, si el propietario de
los datos desea compartir sus datos con otro destinatario
registrado al ejecutar el método 201, ya que los datos se
encriptaron originalmente con la clave R1 del propietario de
los datos en el momento de 1la creacién de los datos, los
datos del software se desencriptan con 1la clave Rl del
propietario de los datos y luego se encriptan usando la clave
R2 del propietario de los datos después de que el propietario
de los datos ingresa una contrasefia y el id del cliente se
ingresa al ejecutar el método 202; el propietario establece
los permisos de acceso de datos, el sistema asigna un id de
los datos a este conjunto de datos al ejecutar la funcién
203. El usuario necesita seleccionar el método para compartir
los datos 204. Si el usuario selecciona el método de
intercambio de datos en linea al ejecutar el método 204, y si
la conexidén de internet estéa disponible, el software verifica
la integridad del método 206 asociado con cada objeto
cargado. Si el método 206 se ejecuta exitosamente, se activa
207 para verificar si el propietario tiene la clave Rb del

destinatario, si el propietario tiene 1la clave Rb del

‘destinatario entonces la funcién 208 se ejecuta para

encriptar los datos con la clave Rb y los almacena en el

servidor en 1linea si no el método 209 se ejecuta para
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almacenar los datos en el servidor en linea con la clave R2,
el servidor en linea desencripta los datos con la clave R2
del propietario de los datos y encripta los datos nuevamente
con la clave Rb del destinatario. Si la conexidén a internet
esta disponible el verificador de software 210 verifica la
integridad del método 210 asociado con cada objeto cargado,
si el método 210 se verifica exitosamente se activa 211 para
alertar al destinatario acerca de los datos. El1 destinatario
descarga los datos del propietario a través del servidbr al
ejecutar el método 212. Si el método 214 se verifica
exitosamente se activa 215 (como es referido en 1la Figura 2b)
para desencriptar los datos con la clave Rb del receptor vy
los importa en el software del ‘receptor en una ubicacién
separada. El verificador de software 216 verifica el permiso
de intercambio de datos, el software verifica si el
destinatario tiene permiso para enmendar los datos al
ejecutar 217; si el método 217 se ejecuta exitosamente,
entonces el método 219 se activa para enmendar los datos de
acuerdo con el permiso establecido. Si el permiso se niega
para enmendar los datos, el destinatario solamente puede
observar los datos 218.

Después de la terminacién de la enmienda de los
datos; 1la funcién 220 verifica si el destinatario tiene 1la
clave R2 del propietario si 220 se ejecuta exitosamente, el

método 221 se activa para encriptar los datos con la clave R2
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del propietario y los sube al servidor en linea, si no los
datos enmendados se encriptan con la clave Rb del
destinatario y suben los datos de nuevo al servidor al
ejecutar el método 222. En el servidor, 1los datos se
desencriptan con la clave Rb del destinatario Yy se encriptan
nuevamente con la clave R2 del propietario de los datos al
ejecutar el método 223. Después de esto el propietario
obtendr4d la alerta de datos enmendados por el método 225, si
la conexién a internet esta disponible el verificador de
software 224 verifica la integridad del método 224 asociado
con cada objeto cargado, si el método 225 logra alertar al
propietario, el método 226 se activa para descargar los
datos. El software verifica si el usuario es el destinatario
propuesto al ejecutar el método 227 y si la verificacién del
usuario es correcta entonces el verificador 228 verifica la
integridad del método 228 asociado con cada objeto cargado,
si el método 228 se verifica exitosamente se activa 230 por
el propietario para importar los datos en el software en una
ubicacién separada y si la verificacidén no se logra entonces
los datos se eliminan al ejecutar el método 229. Si el
propietario acepta los datos al ejecutar el método 231, el
método 232 se activa para fusionar los datos en los datos
originales.

Con referencia a la Figura 3a, si el propietario de

los datos desea compartir sus datos con otros destinatarios
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registrados al ejecutar el método 301, puesto que los datos
se encriptan originalmente con la clave Rl del propietario de
los datos en el momento de la creacién de 1los datos, el
software desencripta los datos usando la clave R1 y luego
encripta los datos usando la clave R2 al ejecutar el método
302; esto se lleva a cabo solamente después de que el
propietario de los datos ingresa una contrasefia para ejecutar
esta transaccién. El propietario establece los permisos para
enmendar los datos y se asigna un id de los datos unicos a
este conjunto de datos al ejecutar la funcién 303. E1
propietario bselecciona el método para compartir los datos
304, es decir, a través del método en linea o a través de un
disco externo. Si el propietario de los datos selecciona el
método de intercambio de datos a través del disco externo al
ejecutar el método 305, 1la funcién 306 se activa para
verificar si el propietario tiene la clave Rb del
destinatario si el propietario tiene la clave Rb del
destinatario entonces la funcién 307 se ejecuta para
encriptar los datos con la clave Rb y los almacena en el
servidor en 1linea si no, el método 308 se ejecuta para
encriptar los datos con la clave R2 y los defalles del
receptor. El propietario envia los datos encriptados al
destinatario a través del disco externo al ejecutar el método
309. El receptor acepta los datos al ejecutar el método 310.

El software verifica la validez del usuario al cotejarse con
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el id del cliente al ejecutar el método 311, el verificador
de software 312 verifica la integridad del método 312
asociado con cada objeto cargado, si el método 312 se
verifica exitosamente se activa 313 (como es referido en la
Figura 3b) para desencriptar los datos e importarlos en el
software del destinatario. El verificador 314 verifica el
permiso establecido para la enmienda de los datos, si el
destinatario tiene ©permiso para enmendar los datos al
ejecutar 315, si el método 315 se ejecuta exitosamente
entonces el método 316 se activa para desencriptar los datos
con la clave Ra asociada con el receptor si no, el receptor
puede observar solamente los datos al ejecutar el método 317.
Con esto el destinatario actualiza los datos del propietario
de acuerdo con el permiso establecido al ejecutar el método
316, después de la terminacién de la enmienda de los datos:
la funcién 318 verifica si el destinatario tiene la clave R2
del propietario, si 318 se ejecuta exitosamente los .datos
actualizados se encriptan con la clave R2 del propietario al
ejecutar los métodos 322. E1 destinatario sube loé datos
nuevamente al disco duro externo al ejecutar la funcidén 323,
el propietario obtendrd el disco' duro de los datos
actualizados por el método 324. Si no el software encripta
los datos con 1la clave Rb del destinatario y los sube
nuevamente al disco externo al ejecutar el método 319, el

propietario recibe 1los datos y los sube al servidor al
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ejecutar el método 320, al final del servidor en linea
desencripta los datos con la clave Rb y los encripta
nuevamente con la clave R2 y los envia al propietario al
ejecﬁtar el método 321. El software verifica si el usuario es
el destinatario propuesto al ejecutar el método 325 y si la
verificacidn Adel destinatario es correcta entonces el
verificador 326 wverifica 1la integridad del método 326
asociado con cada objeto cargado, si el método 326 se
verifica exitosamente se activa 328 por el propietario para
importar los datos en el software y si la verificacién falla,
los datos se eliminan al ejecutar el método 327. Si el
propietario acepta los datos al ejecutar el método 329, se
activa el método 330 para fusionar los datos recibidos en los
datos originales del propietario. De acuerdo con este
escenario los datos proporcionados se protegen de acceso no
autorizado.

Con referencia a la Figura 4a, si el wusuario
necesita reinstalar el software debido a cualquier razdn se
activa el método 401. El usuario reinstala el software al
ejecuta la funcién 402. El método 403 se ejecuta mientras el
usuario hace clic para activar el software, aparecera la
ventana de registro de software 404, el usuario ingresa el id
del correo electrénico registrado y la contrasefia y hace clic
en siguiente, continua al ejecutar‘ la funcidén 405. Si 1la

conexidén a internet estad disponible 406 verifica -1la

1Y
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integridad del método 406 asociado con cada objeto cargado,
si el método 407 se verifica exitosamente, se activa 408 para
verificar la informacién de registro ingresada con la base de
datos del servidor en linea del vendedor si la informacién
del registro se valida exitosamente, 409 verifica su
integridad asociada con cada objeto cargado, si el método 409
se verifica exitosamente se activa 410 para descargar toda la
informacién del cliente quien ya se ha registrado al servidor
en linea. El método 411 reinstala el software y activa el
meétodo 412 (como es referido en la Figura 4b) para enviar la
clave de confirmacidén al id del correo electrénico registrado
del wusuario, el método ingresa la clave de confirmacién Y%
hace clic en siguiente al ejecutar el método 413. El software
valida la clave de confirmacién 415 con la base de datos en
linea, si la clave se valida por 416 entonces desactiva todos
los id de instalacidén previos para el usuario particular vy
genera un nuevo 1id de instalacién unico, 1la maquina de
almacenamiento codifica la base de datos en linea al ejecutar
la funcidén 417. El1 software verifica el id de 1la tarjeta
madre incluido en el software con el id de la tarjeta madre
de la maquina al ejecutar el método 418. El verificador 419
verifica exitosamente el id de la tarjeta madre se ejecuta la
funcidén 420 para asignar nuevas claves Rl y R2 al usuario y
alertar al usuario de enviar nuevamente la peticién a 1los

diversos propietarios de los datos para el nuevo registro de
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su clave R2Z con el software. Solamente después de la
confirmacién del propietario de los datos, su clave R2 se
registrara otra vez con el nuevo destinatario.

Con referencia a la Figura 5, si el .propietario
desea compartir la clave R2 con otros usuarios registrados se
activa el método 501. El1 asistente 502 se presenta para
ingresar el id del «cliente de 1los destinatarios. EL
propietario ingresa el id del cliente de los destinatarios
con quienes desea compartir sus datos al ejecutar la funcién
503, si la conexidén a internet estd disponible el verificador
de conexidén 504 verifica 1la integridad del método 505

asociado con cada objeto cargado, si el método 505 se

verifica exitosamente se activa 506 para almacenar la clave

R2 con el id del cliente dzl receptor al servidor en linea.
Si la conexién a internet estd disponible el verificador de
conexién 507 verifica su integridad asociada con cada objeto
cargado, si el método 507 se verifica exitosamente se activa
508 para alertar al destinatario para registrar la clave.
Ahora.si el usuario acepta registrar la clave al ejecutar la
funcién 509, entonces si la conexidén a internet esta
disponible el verificador de conexién 511 verifica la
integridad del método 511 asociado con cada objeto cargado,
si el método 511 se verifica exitosamente se activa 512 para

alertar al propietario acerca del registro de la clave R2 con
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el destinatario. Si el usuario no acepta Sib, la clave no se
registra.

Con referencia a la Figura 6, si el propietario de
los datos desea revocar la clave R2 compartida con otros
usuarios se activa el métodé 601. La interfaz 602 aparece con
la lista de los id del cliente con qﬁienes‘la clave R2 del
propietario de los datos se registra. EIL propietario
selecciona el id del cliente de los destinatarios de quien
desea revocar su clave R2 y envia esta peticidén al servidor
en linea al ejecutar la funcién 603, si la conexién a
internet estd disponible en 1la computadora del destinatario
el verificador de conexién 604 verifica la integridad del
metodo 605 asociado con cada objeto cargado, si el método 605
se verifica exitosamente se activa 606 para revocar la clave
R2 registrada del destinatario propuesto del servidor en
linea. Si 1la conexién a internet estéa disponible en 1la
computadora del propietario de los datos, el verificador de
conexién 607 verifica su integridad asociada con cada objeto
cargado, si el método 607 se verifica exitosamente se ejecuta
608 para alertar al propietario acerca de la revocacién
exitosa de la clave R2 del destinatario propuesto.

Con referencia a la Figura 7, cuando el software se
abre, el coﬁponente de autorizacién 701 verifica el id de la
tarjeta madre incluido en el software con el id de la tarjeta

madre de la m&quina. La funcién 702 verifica si los id de 1a
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tarjeta madre han cambiado, entonces 1la funcién 703 se
ejecutard para bloquear el software y alertard al wusuario
para validarse con el servidor en linea. Si la conexién a
internet estd disponible el verificador de conexién 704
verifica la integridad del método 705 asociado con cada
objeto cargado, si el método 705 se verifica exitosamente se
activa 706 para validar el software con el servidor en linea
y envia la clave de confirmacién al id del correo electrénico
registrado del wusuario. El usuario ingresa la clave de
confirmacién en el asistente de activacién al ejecutar la
funcidén 707. Si el verificador 708 wvalida la clave de
confirmacién con el servidor en linea, entonces la funcién
709 se ejecuta para registrar el nuevo id de la tarjeta madre
con el servidor e identifica el software con este id de la
tarjeta madre. La funcién 710 se ejecuta para. enviar vy
restaurar las claves R1l, R2 al software del usuario. La
funcién 711 se ejecutard para alertar al propietario para
pedir a los otros propietarios de los datos registrar su
clave R2 con el software. Solamente después de 1la
confirmacién del propietario de 1los datos, su clave R2 se

registrard con el destinatario nuevamente.
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REIVINDICACIONES
1. Un método para controlar el uso de datos Yy

prevenir el uso no autorizado de datos que se generan por el
software, caracterizado porque usa el sistema de datos ISO.

2. El método de conformidad con la reivindicacién
1, caracterizado porque se pueden usar los datos solamente en
la computadora que los ha creado usando el sistema de datos
IS50; para usar los datos en otra computadora, el propietario
de los datos debe autorizar a un destinatario, usando el
mismo sistema de datos ISO en otra computadora.

3. El método de conformidad con la reivindicacién
1, caracterizado porque comprende:

seleccionar los datos a ser compartidos e incluir
el id del cliente del propietario de los datos;

identificar y autorizar por 1lo menos a un
destinatario con quien los datos van a ser compartidos al
ingresar el id del cliente del destinatario;

identificar cada conjunto de datos que se comparten
por un id de los datos tunico generado por el sistema del
propietario de los datos, donde los permisos de acceso a cada
conjunto de datos se asocian con cada id de_ los datos
particulares;

expedir permisos de acceso requeridos al

destinatario autorizado para usar los datos;
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usar los métodos de intercambio de datos apropiados
es decir compartir a través de la subida de datos al servidor
en linea o al copiar los datos a cualquier dispositivo de
almacenamiento externo.

4. El método de conformidad con la reivindicacién
1, caracterizado porque durante 1la activacién del software,
el servidor en linea del vendedor envia dos <claves
particularmente R1 y R2 al software. La clave Rl se usa para
encriptar los datos del propietario para protegerlos el uso
no autorizado de estos datos en cualquier otra computadora.
Cuando los datos se crean en el software se encriptan con la
clave Rl y se almacenan en esta forma encriptada. La clave R2
S€ usa para proteger los datos que van a ser compartidos con
uno o mads destinatarios propuestos en su sistema de
computadora. Ra y Rb son las claves privadas y publicas del
destinatario.

5. El método de conformidad con la reivindicacién
3, caracterizado porque el propietario de los datos puede
compartir los datos con el destinatario a través de la subida
de datos al servidor en linea, o al transferir los datos a un
dispositivo de almacenamiento externo Yy al compartir este
dispositivo con el destinatario.

6. El método de conformidad con la reivindicacidn
3, caracterizado porque en caso de ~que el destinatario

todavia no haya registrado la clave R2 del propietario de los

15
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datos y los datos a ser compartidos se suban al servidor en
linea, los datos primero se desencriptan usando la clave Rl
del propietario de los datos Yy luego se encriptan con la
clave R2 del propietario de los datos. Estos datos se suben
al servidor donde se desencriptan con la clave R2 del
propietario de los datos y se encriptan nuevamente con 1la
clave Rb del destinatario. E1 destinatario descarga estos
datos y los usa con su clave RD.

7. El método de conformidad con la reivindicacién
3, caracterizado porque en caso de que el destinatario
todavia no haya registrado la clave R2 del propietario de los
datos y los datos a ser compartidos se envien al destinatario
a través de un dispositivo de almacenamiento externo, los
datos primero se desencrirtan wusando la clave R1 del
propietario de los datos y luego se encriptan con la clave R?
del propietario de los datos. Estos datos se transfieren al
dispositivo de almacenamiento externo Yy se comparten con el
destinatario. El destinatario sube estos datos al servidor en
linea y en caso de que el propietario de los datos haya dado
permisos suficientes, el servidor desencripta estos datos con
la clave R2 del propietario de los datos y encripta estos
datos con la clave Rb del destinatario después de lo cual el

destinatario puede descargar y usar estos datos con su clave

Rb.
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8. El método de conformidad con la reivindicacién
3, caracterizado porgue en caso de que el destinatario haya
registrado previamente la clave R2 del propietario de los
datos y los datos a ser compartidos se suban al servidor en
linea, los datos primero se desencriptan usando la clave R1
del propietario de los datos y luego se encriptan con la
clave R2 del propietario de los datos. Estos datos se suben
al servidor, el destinatario descarga estos datos del
servidor y desencripta y usa los datos con la clave R2 del
propietario de los datos.

9. El método de conformidad con la reivindicacién
3, caracterizado porque en caso de que el destinatario haya
registrado la clave R2 del propietario de los datos y los
datos a ser compartidos a través de un dispositivo de
almacenamiento externo, los datos primero se desencriptan
usando la clave Rl del propietario de los datos y luego se
encriptan con la clave R2 del propietario de los datos. Estos
datos se transfieren al dispositivo de almacenamiento externo
y se comparten con el destinatario. El destinatario descarga
estos datos del dispositivo de almacenamiento y desencripta vy
usa los datos con la clave R2 del propietario de los datos.

10.  El método de conformidad con la reivindicacién
1, caracterizado porque el sistema de datos ISO se puede
usar para proteger cualquier dato en la computadora/sistema

del propietario de los datos.

137



10

15

20

33

11. El método de conformidad con la reivindicacién
3, caracterizado porque los datos descargados por el
destinatario autorizado y designado se unen por ciertos
derechos de acceso expedidos por el propietario de los datos;
los datos se pueden usar por el destinatario solamente como
por los derechos de acceso establecidos, donde los derechos
de acceso establecidos son observar, enmendar, imprimir y
guardar. |

12.  El método de conformidad con la reivindicacidn
3, caracterizado porque el destinatario autorizado puede
enmendar los datos y enviarlos de nuevo al propietario de los
datos si es necesario. Estos datos enmendados se recoﬁocerén
usando un nuevo id de los datos. Los datos se encriptan con
la clave Rb y se suben al servidor donde se desencriptan con
la clave Rb y se encriptan nuevamente con la clave R2 del
propietario de los datos. E1l propietario puede descargar
estos datos y convertirlos nuevamente a la clave R1 Yy
usarlos.

13. El método de conformidad con la reivindicacién
12, caracterizado porque el destinatario puede enmendar los
datos compartidos por el propietario de 1los datos, si es
necesario, y enviar los datos enmendados nuevamente al
propietario de los datos ya sea a través de subir los datos

al servidor en linea o al transferir los datos a un
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dispositivo de almacenamiento externo Yy compartir este
dispositivo con el propietario de los datos.

14. El método de conformidad con la reivindicacién
12, caracterizado porque en caso de que el destinatario no
haya registrado todavia la clave R2 del propietario de los
datos, los datos enmendados a ser compartidos se encriptan
con la clave Rb del destinatario Yy se suben al servidor en
linea, donde se desencriptan con la clave Rb del destinatario
y después se encriptan con la clave R2 del propietario de los
datos. El propietario de los datos descarga estos datos y los
convierte de R2 a su clave Rl y luego los usa,

15. El método de conformidad con la reivindicacién
12, caracterizado porque en caso de que el destinatario
todavia no haya registrado la clave R2 del propietario de los
datos y los datos enmendados a ser compartidos se envien al
propietario de los datos a través de un dispositivo de
almacenamiento externo, 1los datos se encripﬁan usando la
clave Rb del destinatario transferida al dispositivo de
almacenamiento externo y compartida con el propietario de los
datos. El propietario de ios datos sube estos datos al
servidor en linea y en caso de que el destinatario haya dado
suficientes permisos, el servidor desencripta estos datos con
la clave Rb del destinatario vy encripta estos datos con la

clave R2 del propietario de los datos después de lo cual el
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propietario de los datos puede descargar estos datos,

convertirlos dé la clave R2 a la clave Rl y usarlos.

16. El método de conformidad con la reivindicacién
12, caracterizado porque en caso de que el destinatario haya
registradé previamente la clave R2 del propietario de los
datos y los datos enmendados a ser compartidos se suban al
servidor en linea, el propietario de los datos descarga estos
datos y los desencripta usando su clave R2. Los datos se
pueden convertir de la clave R2 a la clave R1 y luego usar.

17.  El método de conformidad con la reivindicacién

12, caracterizado porque en caso de que el destinatario haya

'registrado previamente la clave R2 del propietario de los

datos y comparta los datos enmendados a través de un
dispositive de almacenamiento externo, el propietario de 1los
datos descarga estos datos del dispositivo de almacenamiento
Yy los desencripta usando su clave R2. Los datos se pueden
convertir de la clave R2 a la clave R1 y luego usar.

18. E1 método de conformidad con la reivindicacién
3, caracterizado porque el proceso y almacenamiento de los
datos originales y los datos que se reciben para intercambio,
Se procesan a través de dos subsistemas diferentes y
mutuamente exclusivos y estan en dos ubicaciones separadas en
la misma computadora/sistema.

19. El método de conformidad con la reivindicacién

12, caracterizado porque el propietario de 1los datos es
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alertado acera de la enmienda hecha por el déstinatario
autorizado en los datos compartidos y puede fusionarlos en
los datos originalés si es requerido.

20. El método de conformidad con la reivindicacién
1, caracterizado porque el propietario de los datos puede
registrar su «clave R2 con otros destinatarios para el
propésito de intercambiar datos seguros al enviar al servidor
ﬁna instruccién para hacerlo de esta manera e ingresar el id
del cliehte asi como también el id del cliente del
propietario de los datos. El registro de esta clave se puede
revocar en cualquier momento por cualquiera de las partes, al
enviar una instruccién al servidor en linea del vendedor
acerca del mismo.

21. El método de conformidad con la reivindicacién
3, caracterizado porque el propietario de los datos puede
bloquear los derechos de acceso a los datos compartidos con
un destinatario, al instruir al servidof bloquear o suprimir
los datos enviados al destinatario.

22. El método de conformidad con la reivindicacién
3, caracterizado porque atn si los datos de la computadora
del destinatario, se usa en cualquiér otra computadora, no se
puede acceder, usar o procesar, debido a la falta de permisos
del propietario de los datos.

23. El método de coﬁformidad con la reivindicacién

1, caracterizado porque en caso de que el software sea
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requerido a ser instalado, se proporciona un facil método de
reinstalacién al usuario del software y el servidor envia las
claves de encriptado vy desencriptado nuevamente al software
después de la activacidén. También Venvia las claves R2
previamente registradas de otro usuario en el software.

24. El método de conformidad con la reivindicacién
16, caracterizado porque en caso que durante la instalacién o
cada vez que el software se abra, se detecta que el id de 1la
tarjeta madre de 1la computadora ha cambiado, entonces el
software tendrd que ser revalidado con el servidor y también
las claves R2 tendréan que ser revalidadas nuevamente por los
propietarios de los datos, solamente entonces el intercambio
de datos de estos propietarios puede llevarse a cabo.

25. El método de conformidad con la reivindicacién
1, caracterizado porque el sistema de datos ISO también se
puede usar como un mdédulo de encriptado independiente para

asegurar el almacenamiento de datos.
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RESUMEN DE LA INVENCION

De acuerdo con esta invencién se proporciona un
método para controlar el uso de datos y prevenir el uso no
autorizado de datos que se generan por el software usando el
sistema de datos ISO donde los datos se pueden usar solamente
en la computadora que ha creado los datos o usar y/o acceder
a los datos en otras computadoras solamente si el propietario

de estos datos ha dado acceso/permiso a estos datos.
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