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Ref.: Expediente No. 06-010.919
Solictud de Registro para Patente de
Invencion denominada SISTEMA Y METODO
PARA ESTABLECER QUE UN SERVIDOR Y UN
CORRESPONDIENTE TIENEN E.MAIL SEGURQ
Y COMPATIBLE.

Solicitante:  Microsoft Corporation

Dario Cardenas Navas identificado como aparece al ple de mi firna, me dirijo a ese
Despacho dando respuesta al Oficio No. 2113 de fecha 23 de Febrero, 2006 adjuntando
los documentos restantes dentro de la solicitud de patente en referencia:

1. Copia auténtica de los documentos donde constan las cesiones del derecho a las
patente relvindicadas otorgadas por los inventores a favor del solicitante
debidamente Apostilladas y con sus correspondientes traducciones oficiales.

2. Copia auténtica del documento de prioridad correspondiente a la patente de los
Estados Unidos No. 11/107.011 de fecha Abril 15 de 2005.

Copia auténtica del documento de prioridad correspondiente a la patente de los
Estados Unidos No. 60/659.279 de de fecha Marzo 7 de 2005.

Tal como consta en el Expediente el reclbo oficial 06-8.876 de fecha Febrero 2 de
2006 y 06-08.876 de Febrero 2 de 2006 correspondientes a las reivindicaciones de
prioridad fue presentado junto con la solicitud de patente radicada ante ese
Despacho el dia 6 de Febrero de 2006.

3. Informo a ese Despacho que como solicitud nadional debera tomarse la descripcién
de ila Salicitud de Patente no provisional No. 11/107.011, cuyo texto se adjunta al
presente memorial y que ya obra en el expediente de la referencia.

4, Extracto para publicacion.

Habiendo dado cumplimiento a los requerimientos de forma establecidos por la Decisién

Ate pae
Tl

Dario Cardenas Navas.

c.c. 17.066.629 de Bogota

t.p. 1.250 C.S.J. ldy-

.pat.ex. de forma.doc
f.p-37



APOSTILLE
(Convention de La Haye du 5 octobre 1961)

1. Country: United States of America

This public document
2. has been signed by M. Sias

3. acting in the capacity of Certifying Officer

4. bears the seal/stamp of U.S. Patent and Trademark Office

Certified

5. at Washington, D.C.

6. the third of January, 2006

. 7. by Assistant Authentication Officer, United States Department of State

8. No. 06007989-6

9. Seal/Stamp:
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

December 28, 2005

THIS IS TO CERTIFY THAT ANNEXED IS A TRUE COPY FROM THE

RECORDS OF THIS OFFICE OF A DOCUMENT RECORDED ON
May 13, 2005.

Certifying Officer
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Elactronic Version vi.1
Stylesheet Verslon v1.1

| Fax Numbar:

(314)231-4342
Corespondence wil be sent vis US Mall whan! tw Bx sfiampd s unsuccassiil
3142315400

umpatentaflsenniger.cam
Rabert M. Bain

One Metropoliian Squars, 18ih Floor
Sennigar Powers
8. Louls, MISBOURI 83102

600031382
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PATENT ASRCHNMENTY

1/WE, Eric D. Tribble and Trevor W. Freuman ("ASSIGNOR), have invantad subject
mazter CINVENTION') disdlosed and/or claimad In a patent application antitied “SYSTEM
AND METHOD FOR EST/SLISHING A LN BETWEEN A SERVER AND A TARGET” CAPPLICATION'),
which:

(] witi be Rled without this exected PATENT ASSIGNMENT. ASSIGNOR

hersby authorizes, and requests, ASSIGNEE'S legal represantatives, of
SENNIGER POWERS, who are associated with customer number
000038779, to insest hare In parenthesis (U8, Serial No. LOf(SAA
Mied CPHON[ICOE ) this APPLICATION's US. Sertal Number

and filing date, when known;

£ was fHad on March 7, 2005 and was given U.S. Serial No.
80/659,27%9; :

O s filed concurrently herewith;

Microsoft Corporation, A Washington Corporation, on behalf of Rself and
s succassors and assigne CASSIGNEE"), s antitied 1o, and |5 desirous of acquiring, the
emimn and exclusive righty, title and Interest In the INVENTION and the APPLICATION
{and ali other applications and patents derived therefrom, such as continuing
appiications, In and for the United States, ity tertitories, and all foreign countries
CAPPLUICATION DERIVATIVES):

For good and valuable consideration, the receipt of which Is hereby
acknowiedped by the ASSIGNOR, the ASSIGNOR hersby salls, assigns and transfers to
the ASSIGNEE, the entire and exclusive rights, title and interest In the INVENTION and
the APPLICATION (and APPLICATION DERIVATIVES);

ASSIGNOR agreas to execirts all instrumonts and documents required for
the making and prosacition of tha APPLICATION (and APPLICATION DERIVATIVES), for
MMuMmmmwhnmdMng
and parfecting titla to the APPLICATION (and APPLIC/

m% Zlﬁf

DATE

PATENT
RECORDED: 06/1%/2006 REEL: 016013 FRAME: 0232
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TRADUCCION DEL INGLES AL ESPANOL DE CUATRO PAGINAS DE UN
DOCUMENTO ORIGINAL ENTREGADO EN UNA CARPETA DE LA OFICINA

DE PATENTES Y MARCAS REGISTRADAS DEL DEPARTAMENTO DE
COMERCIO DE LOS ESTADOS UNIDOS, CON COBERTURA DE PLASTICO
TRANSPARENTE, REALIZADA POR NORA JIMENEZ DE ADAM,
TRADUCTORA E INTERPRETE OFICIAL. TEL: 571-2572804; FEBRERO 8

DE 2006

“APOSTILLE
(Convencion De La Haya de octubre 5 de 1961)

1. Pals: ESTADOS UNIDOS DE AMERICA

2. Este documento pablico fue firmado por: M. SIAS

3. En su calidad de: FUNCIONARIO DE CERTIFICACIONES

4. Lleva el sello q;: LA OFICINA DE PATENTES Y MARCAS REGISTRADAS

CERTIFICADO
5. En: WASHINGTON, D.C.
8. El dia tres de enero de 2006
7. Por: ASISTENTE DEL FUNCIONARIO DE AUTENTICACIONESS”I
DEPARTAMENTO DE ESTADO DE ESTADOS UNIDOS
8. No. 08007989-6
9. Sello: SELLO SECO DEL DEPARTAMENTO DE @&}
UNIDOS
10. Firma: PATRICK O. HATCHETT

SEGUNDA PAGINA:
Emitida en papelerla especial con reborde negro-gris con'e
la parte superior izquierda del documento: ESTADOS UNIDOS DE AMERICA -
PARA AQUELLOS A QUIENES PUEDA INTERESAR: EL DEPARTAMENT
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DE COMERCIO DE LOS ESTADOS UNIDOS Oficina de Patentes y Marcas
Registradas de los Estados Unidos
Diciembre 28 de 2005

ESTE DOCUMENTO CERTIFICA QUE LOS ANEXOS SON COPIA FIEL DEL
DOCUMENTO QUE FUE REGISTRADO EN ESTA OFICINA EL DIA 13 DE
MAYO DE 2005.

Estampilla dorada del Departamento de Comercio - Oficina de Patentes y Marcas
Registradas de los Estados Unidos

Bajo la potestad del SUBSECRETARIO DE COMERCIO PARA LA PROPIEDAD
INTELECTUAL Y DIRECTOR DE LA OFICINA DE PATENTES Y MARCAS
REGISTRADAS DE ESTADOS UNIDOS

(Firma)
M. SIAS
Funcionario de Certificaciones

Version Electrénica vi.1
Version Impresa v1.1

Tipo de Presentacion: Nueva Cesién

Caracteristica de la Transferencia: Cesion
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Informacion de La Parte que Transfiere

Nombre Fecha de Ejecucion
Eric D. Tribble 04/14/2005
Trevor W. Freeman 04/14/2005
Informacién de la Parte Receptora

Nombre: MICROSOFT CORPORATION
Direccion: One Microsoft Way

Ciudad: Redmond

Estado/Pais: WASHINGTON

Cédigo Postal: 98052

Ndmero Total de Propiedades: 1

Tipo de Propiedad: Numero

Numero de Solicitud: 60659279

CORRESPONDENCIA

NGmero de telefax: (314) 231- 4342 ,

La cormespondencia seré enviada por correo de ot i %

telefax falla -

Teléfono: 3142315400 A

Correo Electronico: uspatents(@senniger. \ Y
Nombre del Cormespondiente:  Robert M. Bain

Renglén 1 de la Direccion: One Metropolitan Square, 16th Flgor
Renglén 2 de la Direccién: Senniger Powers

Rengi6n 4 de la Direccion:

St. Louis, MISSOURI 83102

P
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NOMBRE DE QUIEN ENVIA: Robert M. Bain

Namero de Anexos: 1
Fuente = 0007814 7#page1.tif

500031382 PATENTE
Carrete: 016013; Pantalla: 0231

CUARTA PAGINA: Con encabezado de fax Apr 14 2005 12:11 FR TO
913142314342 P02/05

No. de Expediente de MS: 311610.01
No. de Expediente de OC: MSFT 5169

CESION DE PATENTE

_ Sera registrada sin esta CESION DE PATENTE a¢@
este documento autorizan y solicitan a los e}
CESIONARIO, de Senniger Powers, los cuales ests
cliente 000038779, la insercidn en este paréntesis (No—d
presentado el 03/07/2005) del No. de Serie US de la SOLICITUD
presentacion, si esto es conocido;

OEEDEINGES por

R:}’/ del
g8\ al nimero de
S. 60/6859279,
su fecha de

X Fue presentada el 7 de marzo de 2005 y le fue otorgada el No. de Serial U.S.

60/659,279; %
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_ Se presenta junto con estos documentos;

Microsoft Corporation, una corporacién del estado de Washington, en su nombre y
en el de sus sucesores y cesionarios (“CESIONARIO") tiene derecho e intenta
adquirir la totalidad y la exclusividad de los derechos, titulos e intereses en el
INVENTO y la SOLICITUD (y de cualesquiera otra solicitudes y patentes que de
éstos se deriven, tales como solicitudes continuas en y para los Estados Unidos,
sus territorios y en cualquiera y todos los paises extranjeros ("DERIVADOS DE LA
SOLICITUD"™),

A cambio de contraprestaciones onerosas, el recibo de las cuales se reconocen en
este documento por los CEDENTES, éstos por el presente venden, ceden y
transfieren al CESIONARIO la totalidad y la exclusividad de los derechos, titulos e
intereses en dicho INVENTO y en ia SOLICITUD (y en los DERIVADOS DE LA
SOLICITUD);

Los CEDENTES acuerdan ejecutar todos los instrumentos y documentos

perfeccionar dicho titulo sobre la SOLICITUD (y

SOLICITUD). &
4/14/05

Fecha

4/14/05 (Fima)

Fecha Trevor W. Freeman
FRAcwa



PATENTE
Carvete: 016013; Pantalla: 0232

Registrado el 05/13/2005

CONTRAPORTADA: LOGO DEL DEPARTAMENTO DE COMERCIO DE
ESTADOS UNIDOS - OFICINA DE PATENTES Y MARCAS REGISTRADAS

CERTIFICO QUE ESTA ES UNA TRADUCCION FIEL DEL INGLES AL
ESPANOL DE UN DOCUMENTO QUE HE TENIDO A LA VISTA; QUE SOY
TRADUCTORA E INTERPRETE OFICIAL ACREDITADA POR RESOLUCIONES
0035 Y 530 DE LA UNIVERSIDAD NACIONAL DE COLOMBIA Y DEL
MINISTERIC DE LA JUSTICIA RESPECTIVAMENTE, Y QUE ESTOY
REGISTRADA ANTE EL MINISTERIO DE RELACIONES EXTERIORES DE
COLOMBIA

Bogota, febrero 8 de 2006

C.C. 20.335.247

it



APOSTILLE
(Convention de La Haye du 5 octobre 1961)

1. Country: United States of America

This public document
2. has been signed by P. Swain

3. acting in the capacity of Centifying Officer

4. bears the seal/stamp of Patent and Trademark Office

Certified

5. at Washington, D.C. -

6. the thirtieth of December, 2005

7. by Assisiant Authentication Qfficer, United States Department of State

8. No. 06007851-7

9. Seal/Stamp: 10. Signature:
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

December 28, 2005

THIS 1S TO CERTIFY THAT ANNEXED IS A TRUE COPY FROM THE
RECORDS OF THIS OFFICE OF A DOCUMENT RECORDED ON
June 06, 2005.

Certifying Officer
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Conesparntence-will be sent vis US Mall wien S fax SSerplly unsuxosseis,
J4ANTH0D

uspsianisfeanniger.com
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mater CINVENTION™) disciased and/or claimed in a.patant application grithtied "SveTEm
AND METHOD-FOR BETABLIBHING THAT A SERVER AND A CORRESPONDENT WAVE

COMPATIALE SEGLURE EMAL" ("APPLICATION?), which:
B3 witl beTiiadt withou this-axacuted PATENT ASSIGNMENT, ASSIGNOR
hareby-muthorizes,-and: requasts;, ASSIGNEE'S logal representutives, of
SENNIGER POWERS, who:are assoctited with: customer manber
000GSS775, 10 Insart hare bn-pareatiiesi QS. Sl Mo, /4/07, O/
el filfing date, when-known;
L] wesfiedion ... snd-wasgivenUiS. SataiNo. ........;
t:l s fied conturvantly herewith;
crusoh Corporation, & Washington:Corportion, on behelf of fiself-and
Rssnceessorsantd assigny CASSIGNEE), sentitied'to, and'is: desivous of acquiding, tha
entireandetiusive rights, tithe:and interest inthe-INVENTION and the APPLICATION
(el il oxbarappiicationsandiputents:-derived: thersfiom, . suthiascontinuing
-apphications, dnadiforzhe Hittoul Stutes, ts: terriiories; and:all forsign.countyies
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TRADUCCION DEL INGLES AL ESPANOL DE CUATRO PAGINAS DE UN
DOCUMENTO ORIGINAL ENTREGADO EN UNA CARPETA DE LA OFICINA

DE PATENTES Y MARCAS REGISTRADAS DEL DEPARTAMENTO DE
COMERCIO DE LOS ESTADOS UNIDOS, CON COBERTURA DE PLASTIC
TRANSPARENTE, REALIZADA POR NORA JIMENEZ DE ADAM,
TRADUCTORA E INTERPRETE OFICIAL. TEL: 5§71-2572804; FEBRERO 8

DE 2006

“APOSTILLE
(Convencién De La Haya de octubre 5 de 1961)

1. Pals: ESTADOS UNIDOS DE AMERICA

2. Este documento publico fue firmado por: P. SWAIN

3. En su calidad de: FUNCIONARIO DE CERTIFICACIONES

4, Lleva el sello de: LA OFICINA DE PATENTES Y MARCAS REGISTRADAS

CERTIFICADO
5. En: WASHINGTON, D.C.
6. El dia treinta de diciembre de 2005

de los Estados Unidos

8. No. 06007851-7

9. Sello: SELLO SECO DEL DEPARTAMEN
UNIDOS

10. Firmma: FERNESIA T. CRAWFORD

SEGUNDA PAGINA:
Emitida en papeleria especial con reborde negro-gris con el niimero\A 1408855 en
la parte superior izquierda del documento: ESTADOS UNIDOS DE AMERICA -
PARA AQUELLOS A QUIENES PUEDA INTERESAR: EL DEPARTAMENTO



DE COMERCIO DE LOS ESTADOS UNIDOS Oficina de Patentes y Marcas
Registradas de los Estados Unidos

ESTE DOCUMENTO CERTIFICA QUE LOS ANEXOS SON COPIA FIEL DEL
DOCUMENTO QUE FUE REGISTRADO EN ESTA OFICINA EL DIA 6 DE JUNIO

Estampilla dorada del Departamento de Comercio - Oficina de Patentes y Marcas
Registradas de los Estados Unidos

Bajo la potestad del SUBSECRETARIO DE COMERCIO PARA LA PROPIEDAD
INTELECTUAL Y DIRECTOR DE LA OFICINA DE PATENTES Y MARCAS
REGISTRADAS DE ESTADOS UNIDOS

(Firma)
P. SWAIN
Funcionario de Certificaciones

Versién Electrénica v1.1
Version Impresa v1.1

Diciembre 28 de 2005

o

Tipo de Presentacion:

Nueva Cesion

Caracteristica de la Transferencia:

Cesidtn
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Informacién de La Parte que Transfiere

Nombre Fecha de Ejecucién
Eric D. Tribble 04/14/2005

Trevor W. Freeman 04/14/2005
Informacion de la Parte Receptora

Nombre: MICROSOFT CORPORATION
Direccién: One Microsoft Way

Ciudad: Redmond

Estado/Pals: WASHINGTON

Caddigo Postal: 98052

Numero Total de Propiedades: 1

Tipo de Propiedad:

Numero de Solicitud:

CORRESPONDENCIA
Ndmero de telefax:

La comespondencia seré enviada por correo de los Batathy;

telefax falla

Teléfono: 3142315400

Correo Electrénico: uspatents@senniger.com

Nombre del Correspondiente:  Robert M. Bain

Renglon 1 de la Direccién: One Metropolitan Square, 16th Floor
Renglén 2 de la Direccion: Senniger Powers

Rengldn 4 de la Direccion:

St. Louis, MISSOURI 83102




NOMBRE DE QUIEN ENVIA: Robert M. Bain

Nimero de Anexos: 1
Fuente = 00083383#page1.tif

500034342 PATENTE
Carrate: 016095; Pantalla: 0930

CUARTA PAGINA: Con encabezado de fax Apr 14 2005 12:11 FR TO
913142314342 P0O5/05

No. de Expediente de MS: 311610.02
No. de Expedients de OC: MSFT 5169.1

CESION DE PATENTE

YO/NOSOTROS, Eric D. Tribble y Trevor W. Freeman (“CEDENTES") somos los
creadores de un asunto ((INVENTO") revelado y/o reivindicado enJaba solicitud de

solicitado el 04/15/2005) del No. de Serie US de la SOLICITUD y su fecha de
presentacion, si esto es conocido;

_ Fue solicitada el y le fue otorgada el No. de Serial U.S. ;
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_ Se presenta junto con estos documentos;

Microsoft Corporation, una corporacion del estado de Washington, en su nombre y
en el de sus sucesores y cesionarios (“CESIONARIO") tiene derecho e intenta
adquirir 1a totalidad y la exclusividad de ios derechos, titulos e intereses en el
INVENTO y la SOLICITUD (y de cualesquiera otra solicitudes y patentes que de
éstos se deriven, tales como solicitudes continuas en y para los Estados Unidos,
sus territorios y en cualquiera y todos los paises extranjeros ("DERIVADOS DE LA
SOLICITUDY);

A cambio de contraprestaciones onerosas, el recibo de las cuales se reconocen en
este documento por los CEDENTES, éstos por el presente venden, ceden y
transfieren al CESIONARIO la totalidad y la exclusividad de los derechos, titulos e
intereses en dicho INVENTO y en la SOLICITUD (y en los DERIVADOS DE LA
SOLICITUD);

Los CEDENTES acuerdan ejecutar todos
requeridos para elaborar y dar curso a la § ;;;. . _'-' ‘
SOLICITUD) para fines de litigios relacionad§s€a
perfeccionar dicho titulo sobre la SOLICIYUD
SOLICITUD).

4/14/05 Fima
Fecha Eric D. Tribble
4/14/05 (Firma)
Fecha Trevor W. Freeman
FRAcwa

PATENTE



Carrete: 016095: Pantalla: 0931
Reglstrado el 06/06/2005

CONTRAPORTADA: LOGO DEL DEPARTAMENTO DE COMERCIO DE
ESTADOS UNIDOS -- OFICINA DE PATENTES Y MARCAS REGISTRADAS

CERTIFICO QUE ESTA ES UNA TRADUCCION FIEL DEL INGLES AL
ESPAROL DE UN DOCUMENTO QUE HE TENIDO A LA VISTA; QUE SOY
TRADUCTORA E INTERPRETE OFICIAL ACREDITADA POR RESOLUCIONES
0035 Y 530 DE LA UNIVERSIDAD NACIONAL DE COLOMBIA Y DEL
MINISTERIO DE LA JUSTICIA RESPECTIVAMENTE, Y QUE ESTOY
REGISTRADA ANTE EL MINISTERIQO DE RELACIONES EXTERIORES DE
COLOMBIA

Bogota, febrero 8 de 2006

C.C. 20.335.247

&>



TRADUCCION DEL INGLES AL ESPANOL DE UNA PORCION DE UN
DOCUMENTO ORIGINAL ENTREGADO EN UNA CARPETA DE LA OFICINA
DE PATENTES Y MARCAS REGISTRADAS DEL DEPARTAMENTO DE
COMERCIO DE LOS ESTADOS UNIDOS, CON COBERTURA DE PLASTICO
TRANSPARENTE, REALIZADA POR NORA JIMENEZ DE ADAM,
TRADUCTORA E INTERPRETE OFICIAL. TEL: 571-2572804; FEBRERO 8 DE
2006

Emitido en papeleria especial con reborde negro-gris con el numero PA 1409082
en la parte superior izquierda del documento: "ESTADOS UNIDOS DE AMERICA
- A TODOS LOS BENEFICIARIOS DE ESTE DOCUMENTO: EL
DEPARTAMENTO DE COMERCIO DE LOS ESTADOS UNIDOS Oficina de
Patentes y Marcas Registradas de los Estados Unidos

Diciembre 28 de 2005

ESTE DOCUMENTO CERTIFICA QUE LOS ANEXOS SON COPIA FIEL DE
LOS DOCUMENTOS REGISTRADOS EN LA OFICINA DE PATENTES Y
MARCAS REGISTRADAS DE LOS ESTADOS UNIDOS CORRESPONDIENTES
A LA SOLICITUD DE PATENTE IDENTIFICADA A CONTINUACION, QUE
CUMPLEN CON LOS REQUISITOS PARA QUE LES SEA OTORGADA UNA
FECHA OE REGISTRO DE ACUERDO CON 35 USC 111.

NUMERO DE SOLICITUD: 11/107,011
FECHA DE REGISTRO: abril 15 de 2005

UTILIZADO PARA SU REGISTRO EN EL EXUS
CONVENCION DE PARIS ES EL US11/107.011
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Estampilla dorada del Departamento de Comercio - Oficina de Patentes y Marcas
Registradas de los Estados Unidos

Bajo la potestad del SUBSECRETARIO DE COMERCIO PARA LA
PROPIEDAD INTELECTUAL Y DIRECTOR DE LA OFICINA DE PATENTES Y
MARCAS REGISTRADAS

(Firma)
T. WALLACE
Funcionario de Certificaciones

SEGUNDA PAGINA: Papel blanco con lo siguiente: SELLADO CON LOS
NUMEROS 112948 DEL U.S. PTO - 117107011, CODIGO DE BARRAS 041505.
A LA IZQUIERDA: SELLO CON EL NUMERO 17414 U.S. PTO SEGUIDO DEL
CODIGO DE BARRAS CON EL NUMERO 041505,

SENNIGER POWERS
Attorneys at Law — Patent - Trademarks — Litigation — Copyrights — Technology -
Antitrust (Abogados — Patentes — Marcas Registradas — Litigios — Derechos de
Autor — Tecnologia — Monopolios)
One Metropolitan Square

16th Floor

Saint Louis, Missour 683102
314-231-5400 V

314-231-4342 F
SENNIGER.COM

Frank R. Agovino

Abril 15 de 2005




YRANSMISION DE SOLICITUD DE PATENTE DE UTILIDAD
(Para solicitudes nuevas no provisionales, segun 37 CFR 1.53 (b))
No. Expediente del Abogado: MS#311610.02 (5169.1)
Nombre Primer Inventor: Eric D. Tribble
Titulo SISTEMA Y METODO PARA ESTABLECER QUE UN SERVIDOR Y UN
CORRESPONDIENTE TIENEN E-MAIL SEGURO Y COMPATIBLE
No. de Etiquata de Comreo Expreso EL 462439036 US

PARA: Comisionado de Patentes
P.O. Box 1450
Alexandria, Virginia 22313 —~ 1450

ELEMENT E LA SOLICITUD

X Formato de transmisién de honorarios (originai y duplicado).
_ El solicitante rectama su condicion de pequefia entidad.
X Especificacion (pdginas Totales 26)
X Gréficas (Paginas totales B)
Juramento o Declaracion (Paginas totales 2)
X (Original o copia) ejecutada
_ Nueva (sin ejecutar)

A o

b. _ Copia de una solicitud previa {para continuacion/divisién completar la
casilla 19)

i. _ ELIMINACION DE INVENTOR (ES}

previa.




Copla suministrada p r USPTO de |a Base de Datos de Imagenes IFW el

12/23/2005
TERCERA PAGINA:
6. _ Inclusion por Referencia (utilizable en caso de que la casilla 5b este
senalada)

La revelacion completa de ia solicitud previa para la cual se proporciona una

copia del juramento ¢ de la declaracién en la casilla Sb, se considera como

parte de la revelacion de asta solictud y queda incluida por referencia por

medio del presente.

7. X Ficha técnica de (a solicitud

8. _ Duplicado de CD-ROM o CD-R, tabla grande o Programa de
Computador (Apéndice)

9. _ Transmisién de Secuencia de Nuclettido y/o Aminoacido {si aplican,
todas ias necesarias)

a. _ Formato Legible por el Computador

b. _ Listado de Secuencia de Especificacion en:

i. _ CD-ROM o GD-R (2 copias); o

fi. _ Papel

¢. _ Declaraciones confirmando identidad de las copias previas.

PARTES COMPLEMENTARIA ICITUD

10. __ Papeles de la Cesion (cubierta y documento (s)}
11. _ 37 CFR 3.73(b) Declaracion X Poder
12. _ Documento de traduccién al inglés (si aplica)
13. _IDS con PTO/SB/OBA .
_ Copias de citaciones IDS :

14. __ Enmienda preliminar

15. X Carta de acuse de recibo

\&X



16 _ Solicitud y Certificacion de No Publicacidén. Se anexa Formalo
PTO/SB/35

17. _ Copia cerificada de Documentos Prioridad en caso de reivindicar
prioridad extranjera

18. _ Documento separado identificando los Abogados/Apoderados para ser
Nombrados para el Registro

19. _ Otros:

Copia suministrada por USPTO de la Base de Datos de Imégenes IFW ¢l
12/23/2005

CUARTA PAGINA:

EN CASQ DE SER UNA CONTINUACION DE PATENTE, MARQUE LAS
CASILLAS APROPIADAS Y SUMINISTRE LA INFORMACION SOLICITADA A
CONTINUACION

20. _ Continuacién . _ Divisibn _ Continuacion Parcial de solicitud previa
no.

X Solicitud completa segin la Solicitud provisional No. 60/658,279, presentada
el 7 de marzo de 2005.

Informacion de la solicitud previa: Examind:

21. Direccitn de Correspondencia; Mo. de clienfe §
Atn.: Frank R. Agovino

N3



Respetuosamente,

(Firma)

Frank R. Agovino -Reg. No. 27,416
FRAcwa

Copia suministrada por USPTO de la Base de Datos de Imagenes iIFW el
12/23/2006

QUINTA PAGINA: Papel blanco con lo siguiente a la izquierda: SELLO CON EL
NUMERO 17414 U.S. PTO SEGUIDO DEL CODIGO DE BARRAS CON EL
NUMERO 041505

TRANSMISION DE GASTOS

No. de Solicitud a ser asignado

Fecha de Presentacion Abril 15 de 2005

Inventor (es) Eric D. Tribble et al.

Nao. de Expadiente del Abogado MS#311610.02 (MSFT 5169.1)

_ El solicitante reivindica condicion de entidad pequefia

METODO DE PAGO

cualquier pago o acreditar cualquier exceso de pago a ¢
19-1345,

X Chaque adjunto. El Comisionado queda autorizado por el presente para debitar



cualquier pago o acredilar cualquier exceso de pago a la Cuenta de Depdsito No.

19-1345,
CALCULO DE GASTOS
1. X TASA BASICA DE PRESENTACION, BUSQUEDA Y REVISION
(Tipo: Utilidad) Subtotal (1} $ 1,000.00

2. _ TASA POR REIVINDICACION ADICIONAL

Reivindicaciones totales - (HP) = x Tasa =8
Reivindicaciones indep. - (HP) = x Tasa =%
Tasa por Muiltiples reivindicaciones dependientes 3

(HP= nimero mas alto de reivindicaciones pagadas)

Subtotal (2) $
3. _ TASA POR TAMANO DE LA SOLICITUD
Pags. Tolales -100 = 150 = x$250=§
(Solicitud y gréficas) {redondear a un numero entero)
Subtotal (3) $

4. _OTRAS TASAS
meses de tiempo adicionales

_ Declaracion de revelacion de informacién
. Gastos de procesamiento 37 CFR 1.17 (g g% <

_ Especificacion no en inglés g
_ Notificacion de apeiacion

_ Presentacién de un documento para respaldX
_ Solicitud para una audiencia oral
_ Qtro:

O



Subtotal (4) $

PAGO TOTAL: $1.000.00

(Finma) 4/15/005
Frank R. Agovino -Reg. No. 27,416 Facha

Telefono: 314-231-5400

FRAcwa
No. de Eliquata de Correo Expreso EV462439036US

Copia suministrada por USPTO de |a Base de Datos de imdgenes IFW el
1212312006
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SISTEMA Y METODO PARA ESTABLECER QUE UN SERVIDOR ¥ UN
CORRESPONDIENTE TIEMEN E-VAIL SEGURC Y COMPATIBLE

CAMPO TECNICO

[D001] Impiementaciongs Jel presenig invenld se ralacionan 2on & campo
4e eslablecer una interconexidn compatble entre dos dominios. En particular,
mnplementaciones de este invento se relacionan con un sislema y midtcdo para

revelar v descubrir servidores de coeo con cnpacidades avanzadas.

ANTECEDENTES DEL INVENTO

(0002} Algunos sistemas antenres Iinterlaban dentificar al patenoial
cacrespovidiznte comunicindose directamente. Sin embargo, ostos sistemas sa
haclan vulnerables a atacantes cuando se comunicaban, y an pailicular, podian
3er causa o ser vulnerables al SPAM y a ataques de negacion de servicio

{£003] De esla manera, se hace daesaable un sisiema que enfrente estas v
olras dasventojas identificando en forma -liscrata a un potencial correspondienta
da lal manera gue un vincuio seguo entra un servidor y 2l polencial

correspondiente se pueda establecer.

- tominios potenciales del correspondients Los datos en e

rerato gue 2§ aspecifico al mansaie gue 98 envia a un 't{-: 2

2 uhicular v una direccion de corrro e-mand 0t fa cual se pueden dingir los

MEngsies
LInenstiralrms de ese corasprncienia al sarvidor St el 2030 en 2 dpminey <L

coasteerivate wmbign Sa dhege 3 Has e s geraelor samn 2l de aeiia

W




I TRl TR A R 6 A TP AT T A T TOL S T P4 Foar B 08 Feadtod B KL NP B AL A
L8 Ndy MAES serndoras atvoathias e ol Comand e dregina Predds s
arape ol e ifien viinrshativo, Al como hoilueles para stablener wa cnnev o
T, Qi3 chreccidn admrnsicabiza coniennia, £5l2 nens wz dmnristoaliao
tmohian <lebe contener 2 secrelo yue 2 e summistrade cart Ss52 lumenn
orraspondiente £l aceptador nava =l corrso admirustralivo en 2l ddoming e
wogina podde entovcas descartar Tuaiquesr conen wue pretaenda ser ol demipun
w4 corrssponddienta garg gue o Rann a3l secrato asociadd A domine sl
corsaspondieata,

190051 En - ivelemaentacidan, 2l sventa inchuye un malode pars
c=b M i L0 S0 Comas0ondisntd potencial hara tecnolagia Je o e-mail
vompiatbte 7 seguia para astablzeer un vinculo enire &l domime tuants v o
Jnninio corraspondiente Ui sacrela de Adescubriroeento se Grasimite Jof domnyn
Foante ol oo correspondiznte. BE Secrelo de chescubrioizeto incluye un
ceevantn e diitos papecificn b demknig B2l covrespondiznte y una direccidn el
Jowinio fieent2 0 la cunl 2f domine corespondisele e le cermita znvar o
mangaje pars establecer la compatbilidad entre el dominio fuenta v ol domin:.:
orrgsporediacte Bl odominie eente e a favis e g lirecoion del donno
fasnts ua anvitacian 2l dominw conraspondante. La invitdn incluye o

clrmanto e oJatdos 0 un elementn corresporshents al elemento de clatos a2

domnio carespondiente puade wlilizar para inisiae 2l procsso paa astablan

corzabbin dud con el doming correspondeehs

{NGNG] Ue ncuerdd con un aspecio dal inven X
AUt Parda geé un 2acreld Ja clescubomeanto S
Cent RO demnua Qo asp s ot ary astabiocy

Pohem) Pty btapan teennlogias e oo ol romp-
TNl L2 2 et D gorwev Luanes Bl O el a2 TS | [T S PN

s LN enstabeeadd R 3@ cnaet e ol ANy v owLh Saranos .
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viicienal anexo )t mensaje Bl encAabe 2 12l whaioml mluye (1) un glemento Ja
Jdaes espenificn al dominn comeepeinlznte @ incluye una Adirsccion 32l Hominio
h:ente al cual se 1 paimite 3l domirmd correspondienie enviar un mensae al
lominio fuents para establacer que ol dominio correspondiente y dominio fuente
tiaren tecnologing d2 e-mail seguras y compatibles, 12) un secrzto e
-Jagcubrimiento y (3) una fecha da vencimienio.

[0007] En otra forma =l inventd comprenda un sistenta paru establecer (ua
un corrggpondiente y un dominio fuante tienen tecnologia de e-mail campatible y
seguva u olra tacnologia de e-mall o comunicaciones. Un secvidor rlominio fuante
teansmite un secreto de descubrimienio al dominio det corraspondianta €l sesrets
e dascunriminnto inciuyﬁ.- un elemerty da datos especifico al dominio =i
corraspondienta y una direcadn dal dominio fuzante a la cual al domimig Jel
corraspondiente se le permite enviar un menssje parn establecer (rie el
correspondiente y al dominvo fuente tienen tecnologias de e-mal compatib'es v
deguras. Un computador def dominio corresporvdiente racibe el secrelo de
Jascubnments incluido, 2 2l slemento de datog y la direccidn del domnin fuents.
El Sompuladoer del dominio correspondisnte transmite una invitacion del dominio
del correspondients: a la direccidn dai dommin fuente, La wnwitacion incluya on

rlemento de datos o un en elemento correspondiente al 2lamento da datos

[0N03] En forma alterna, el invertd puede romprender otios mdtndos v
Iparatds varios.

[N003] Olres rasqos an parte serdn aparantagsf

DESCRIPCION BREVE DE LOS

[2010] | A figrua § @s un dagrama <6 blogue gpem

el e 2 con unamensapes i cagura it 2 2l
A o

Y
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[COTI] La b 2 a5 W Lagraney s ozrhr e maasha o Sl e bl
rtry oy servrdor b3 dnminn fuantz y o aeaspombiente poteonal cpor Apzoedi;

i s2rvidor de Jdonunio Soneesponrliaa) e scuardo con alinsento.

[0012] La hgura 3 =8 in diagrara «d2 hloque <jenplar que puesira on

admirnstrador e mensajas sequro e ac ardo con al invento

[0013) La hgura 4 o3 un agrena da fluo que muesiea §a cceranon 42
D% L be rraa e L Ieiatracean de rensajus sequra 1 SMMY da acuecdo con

il st

[GOT4} L hgurd & s unt Jugrama J2 fio qua muesti s cpesacnnes e

2 3 uenda e nulg deoan teab gy adar SMIRN -z acoendd con 2l nverto,

[CO1S] La Pyuia 6 =28 un hagrama e blogue siemplar que muestn oo
revumen del o de trobao  oterorganizacion entre gt sacracar  (adman
e rwIIOrA) y un cercssgondicnle Oxdn argamzacein B) de acuends con ol

ameanto,

(G016] La figura 7 25 un diggrama = flujo que muastra un JLagrarpa o
Asladd hiego de gus upa nuava asonacion de sequrdad se ha implemantiads

3 aeter Lt 3o vider y un corresgordianta oo evands con el invanie

-
PP
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DESCRIPCICN DETALLAOCA CEL INVENTO

[0019] E! invento 3e relamona con un sistema y matodo para determinar
Jue un Sonespondiente potencial liene tzcnoiogia de 2-mait compatible y segura

cara comenzar ¢l proceso Je establerer un vinculo entre el sarvidor y ol

corraspondiente. En particular, el invento se ralaciona con un sistema y matodo
para mar @ proreso de esiablecer un vinculo seguro para el desplieyue de -
mail sequro, El invento le permite a un sarador delerminar que un correspondiente
petencial se puede eslablecer como un chietive porque 1a tecnnlogia de e-miail es
compalible y segura. Como resultado, ura vez s9 idenlifica al corresponclients
notenciol, e sarador puada interzamibnar nformacidn da material dlave con 2

raspendiznte patencial para establecsr un vinculo sequio.

(0020] El ohjetivo de ia firma y zodilicacion del dominio de acuerdo con el
invanto  @s  suministrar un  mecanismo  de  ansporle indspendliente para
Ltercombar awmsaes omtidencales y autenticados por s savidor entre 1os
servidores. La figura 1 28 un diarrama g bloque sjemplar de los sarvideres da
entrada 1 v 2. Los servidores 1 v 2 lienen un vinculo de mensajeria seguro entrs
<ilos. El servidor puede estar separado por ura firewall oocional a través del cual
preden aster coneclados a serardores cobeza e puente (que no se muestran),
e pueden ssr parte rde uo sistema de mensajecia segurn y separado Los

servideres de entrada 1 y 2 forman una sub-red que puede astar loggligada entre

< tena e puenta 1D campart2n 2% misi g v

A 2 g le decadificiar el aacean eadbliead

3 A3 PASF O 5Es b \(\L
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[ND21]Existe la nacesidad para ura administracion Je los Adatos suloritancs
=ara todas ias ralaciones intarpas y axterpas. QOpcionaimente, se impiemeanta un
motlalo maestro unice an 22 tle un modealo maestro multiple porque 28 mds
ngil) v porgue no tienen rue resolvar fonflictos Je réplicas. Las cparaciones da
Jiminisiracion segura tle mensajes (SMM)sen poco frecuentes y las demaras =n
25 nosraciores SMM 1o deben demarar la entrega, unicamente damoran la
corhguracion de una nueva asociacion sequra El tamano J2 la base de datos #3
genaralmente pequanio 1por sjempio, cientos de miles de records de unas pocas
K, podria ascender a varios megabytes, pero probablemente no clentns de
magabyles) enlon. :s hay suficiente timnpo para ceparar 0 cambiar hardwaca o
acor una restauracion Jel sistema antes Je yue sa pierda &l servicio. En wna
wrplamentacidn, operaciones con cains criticos se replican en otro sarvidor e
anfraria. Como no hay un punie unrico ds administracion, no todos los datos s
1zplican y los datos replicados son unicamente da lectura.

{0022] Un servidor se pueden conectar con un numero de dominios
Coad sspodierites para configurar vinculos de correo para un proyacio especifico.
Sin ambargo, la coordinacion de la administracion de tal proyecto generalmente no
ascala, Para qué la mensajeria segura tenga un impacto, el corrso seguro s2
Fuithita con 1a mayeria da los corresgendientes de negecios de la crganizacion.
Esto raquiere de la habilidad para desculrir que carres;:onclientes tienan

Js cOrr20 saqwro.

(0023] Ei invente permitsn ef descubrimiznio

rixtaladdos sn 13 organizacion de2 1in cairesgondiente

c i
cstanlacer una conaxidon segura Para faciltar &} diesd =%, sermdor wichica
Lo 2 2Mpke anuncial su presancia ¢on un corred salianle quad hens Jigunia

e ien 2 anuneo) b cual 2aud sele Bame un soareto e descudpm ento Pans

\§Y
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minimizw que 2l procaso el secreto e fescubrimiento sea vuinersble a n
st que, af sistama y méledo del invanto o utihza una dirsccidn codificada en Juro
a Su s2crato de descubrimiento  Sin embargo, se considera rue on una
wiplemeniacion una direccidn Unica <9 puade  ublizar con 8l secrelo de
descubrimianto para queé se incluya an cualquier e-mail para 2sa direccion Coma
rasultado, Umcamente los mensaes e ias parles que han vislo el secreto de
descubrimiento (gque incluya e secrato Je cdescubriimiento) pueden enviar a ia
diraccion admunistraliva. Por lo lanto, en una implamentacion praferida, se uliliza
una direccion Gnica, v el secrelo de descubrimiento se :Jabe suministrar an lodng
fos mansajes. En forma alterna, la direccion indicada es un nombre da casilia e
cerae aleatorio que pueds cotar con un intervalo razenable, por eerpio,
semsnalmante. Mientras que esle enfovue sleatorio es una epcidn, es una
implamentacion menos preferida. Para asegurar que 1a vulnarabilidad se minimiza,
sl secreto de descubnmiento esta ligado al dominio que envia, por ejempin, =i
dominio fuente, y al dominio al gque le envia, por eemplo el dominio
correspondienta. En el evento de que el secreto de Jascubrimiento esté dispenible
) un teccer partido el unico dJdominin que se afsclaria es el doiminio cuva

direceidn de invitacion estaba compmmetida,

[0024] De una manera, el secrato descubvimiento puede ser un
smeatezado 322 que contiane ia direccion efimara 822 para negociar v Ja facha de
vencimiento de la direccion 822 relativa a <uando el mensaje se envid, El correo
antrante 10 escanea el servidor que recit:a )

g Cuando se recibe ura nelanidn e oo adminsstrador SPA) s

b
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“neltfeye 3@ tuarde sanficar h:l,ab 19 2olihea e confiabelidad 2astzntz antopces -
St incal nuede nvacar una poliica paa utomdticamente aceptar ‘a wveackin
T forma ailorra, 2 adminesterdor SRM pucden raquerr e una aprobacicn
itan:al antes da scsplar a2 matacicn. Tan proito se recibe la aceplacion de i
nvitacion par 2l servidor, si el mensaie es wirinsecamente verificabla. entonces al
SMM que recibe podria invocar una politica para automaticamente inicidar gf uso 3
la fara v codificunion  del domwnio Pomero privia un reensaje de prusba
cadiada con i namnecn al2alonio Gnico vy aspera un reconociiniento (que inchye
Al ndmero aleatorio dnico) para aseqgurarse quz el correo seguro S pusdce
haccdificar al otro Ladn Mélese qua la in atacion y mensaje de aceptacion estin
fumades con una lave autoritana del SHM, mienbas que 2n el mansaje de prusba
+ o rasomncumianty gstdn firmados con ura tav2 de firmas {yue as un Hjo de la
ave autoritaria). El proceso ruticario que firma y codifica 21 corrao sélo tena [2
autondad Jde hrmar con la Have de Brmasipor seguridad). Por lo tanto el corrao d»
raLeba v el scanceimiento tambidn verifican que un 2ofreo seguro va a funcionar
<op 1 Bave e bea, i doicamante con la lave stortana, La configue acion da un
A SN0 IRgURO &S LN IINCesSO 1O SINCIMZIaN0 ¥ No s ulitzs para dates
rziles hasta que 2 vineulo se confirma operacional con 13 recepaidn Jsl

Fateieouiimetd 2t mensaje de prusba antes Je hacer anuncios admmistrativos

[2025] La figura 2 25 un diagrama ejezmplar qua muestra & flujo Je trabajo

e e sanvador dominio fuente v un comrespon:liente potenoal foor eamelo, v

8% onvia

) secretn

iter Ei

Cleoms

S 2 Tanae2n o uno phedo '!-'.-l=.-=n"=nr RN EIghEE ?"j _. fpara su
o peed a2l pumdun Babiar 3110 Ly S (it ? o l-':l e coriaa.

e by 3 yreendivients caonce i caors
sorenn lanta gngiq g aahign e gt LI o At TR T LR TS Th
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awdministrativa que era parte 3l secrelo de  descubrimiento. En una
implemantacion, sdla responre al descubrimiento si tambidn ha enviado correo ‘al”
Jomipio. Por lo tanta un spammer no puede inducir al dominio fuente a que lo
invila {porgque usted, para comenzar, Punca 28 envid comreo). La invitacidn el
corraspondiente incluye una diraccidn administrativa del correspondiente, una
fecha de vencimiento, un certificado y & secreto de descubrimiento y otra
informacion {por sjemplo, 2l Id del fhijo de Wabajo, informacion del contacto,
dominios Ue envia y reciba, ete.). En respuesta, el servidor snvia Lna aceptacicn a
Ia direccion administrativa del corresponvliente Je la direccion administrativa del
servidor 2 incluye en la aceplacion {a fecha de wvencimiento, el carlificadd, el
secreto dascubrimiento y una firma, Esta &3 una opcion administrativa, aunque la
politica per  defacto puede ncliir una respuesia automética. En  una
implementacion, se puede restringir 2 un funcieramiento manual, o Unicament2
regponuer sila certificacion del qua invita cumple cierta politica de confiabilidacl,
Luego de que 3@ recine 1a acaptacion, el correspondiente envia un mensaje de
srugba al sarvidor y el mensaje de prusha | raconoce ¢ servidor para establecer
la cenexidn jue pon2 a la aseciacion en estado de alerta. Puede involucror una
accion administrativa automadltica para avanzar del estado de alerta al estado
aciive, Pusde involucrar un paso adicional para pasar del estado activo (gue ubliza
la retacién segura perd no la cree) al estado autenticado (que cree en ta identidad
yue asegura al otro partidn). Si el mensaje de invitacion no 23 vei‘iﬁcae wlilizando

2 1a invitacién por el conesponiliante pua-la crealhd

sl owedificado de codificacion. (El certificadty oruzado se’crea generalmante para

aacaincionzs adlenticadas (par pedar defin r i que ellas pueden aulaelcan Las

WP
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waciacionzs activas 1o lizren todo wac-plo e cerificado 2razado. Bl certin.a:dd
uzaddo rastnnge el conjunto d9 nombr:s gue 1a nueva conhanza periite /11
~astriccion rle la comunicacion con = dominio det servidor Je entrada. En 2ste
suto, 3@ istnbuye a {odos los trabajadores los certficados e informacion en
cuanto a la nueva asociacicn También 32 puade :distribuir la Ylave Je 13 sasidon 4o
Ia acdministrasion SMM a todns los trabajadores SMM de lal manera que lodos ics
boabamdares utilicen la misma llave para reducir e} lamano de la memaoria cache.
Para pevmitic ei escalamiento, la llave privada de de codificacion corespondiente
para 2 cerlificado de codificacion debe estar disponible on todo 2l Internel da
frente a los servidoras de enlradda para permitic la decodificaciin del careso
entruntz. Esto se genera 2n un solo silio, por gjemplo, el agente admicistrador, y
se istribuye 3 Indos fos trabajadores del servidor Una vaz que se astailace una
reiacidn Jde confianza, se debe manterar. Por ajemplo, el certificado original so
puade retener v una solicitud de renovacinn enviarsa al otro SMM antes de que ei
ceriheado veaza Bl carificado Wjo Jde firma vy codilicacian tambign s2 puede

Aclstlizar frecuentements

{00271 Vez en la perspecliva del servidor, el mélodo de acuerdo con =l
invento comienza el proceso oara astablecer un vinculo entre un dominio fuante vy
un dominio corrzspondients.  lniialment2, wn servidores de dominio fuente

fransmita un secreto de descubrimienta 3 un dominio correspondisnte pdtenu:u.al H

w2 asigna  especilicamentz  al  Jominio  correspog
Lasagbaimianto incluye un secrelo compartids que
conespondiette (v posibiamente al deminio frocuen

weofacda, es una porcidn de la sanulta, del dominio defeors : g g v orie
Soauaw fuenta (20 algun ordzn 2vpeecifice).  Adiciong ¢
e denlFreeal inciuye una irecaidn 2n o2l doninia uznig sl cual & domein

sosrasponiiont2 5 i@ penmiie riar un i ensae oara estabiecar In compatici e
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watra @l sarvidor J2) clominio fuente y el computador obietivo Bl servidor st
“{ominiv fienle reciba una inatacidn del dominio correspondiente, mvitacién que
=atd  dirigida ‘a la direccién del dominio fuente que se habia sumrnistiado
praviamente. La invitacidn mcluys un slemanto de "Jatos en &l secralo da
aescubrimientd o un alemento correapondients al elemenlo Je datos ep ol secralo
le descubrimianio. Esto permile (ue =l servidor del dominio fusnte imcie wn
preceso para establecer la compatibilidad antne ®F  servidor el dominio
correspondiants y 21 servidor del dervinio fuente tan pronto recibe el servidor Jel
dominio fuente una invitacidn del sarvidor dal dominio norrespondients, Como s
anotd an la figura 2, =t servidor del dominio fuerite transmita al servidur el
Jominid correspondiente una aceptacion para establener la compatibilicad entre
los os.

[0028] En una implementacion, =1 dominiv fuente transmite en forma
selectiva el secrato da descubrimianto 2 dominios correspondientes de donde ai
Jominio fuente ha enviado el menssje Forma alterna o adicionalmente. ei dominio
fLente puades anvar un secretn de descubnimiento a dominos correspendientes
rue sean identificado arteriormente.

{1029] En una implamentacion, &l secrato de descubrnimiento puede estar
anaxo al mensaje qua sa enwvid especificamenle para llevar el secreto dJe
deacubrimianto. En una implementocion del invento, un servigefNle e-mail

teaiag e un decssdoc que intrementa st ievemo toncas vadid detectar o

il
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:ocabezado adicional y Jaterminar que poede haler un servidor compatiola 20
ionmo que ongina, B! domingd Jdel coresponifiente antonces Jirge =i Laloo
adrmunistr atwo tales como, la peticién vara esiablecer una conexidn 2gura, a la
imaadn Je a-mail admirssirativa coniznula El controlador de corree para el
¢orr20 administrativo en el dJdominio e origina puede enionces descartar
cualquier correo que pretende 3ar Jel dominio del corespondiente paero qus no
conhene 2 sacrato correspondienie al rieminio el correspondiente.” Aunque £sio
10 suministra una seguridad absoluta Je que sl corred administrativo gue se
racibe es el dominio que criging, si mnimiza 'a vulrerablidad al SPAM en la
direccién administrativa y asequra qua un alacante que pueda ver [os 2-mails por:
(3 2 domiry correspondizante Unwamanta puade inteniar imitar la  dJirecoin
sununistrativa del domino del correspnndents a diferancia de cualquier dominio

(0030} En una implementacion, =l invento se incrementa utibzando un
ancabezatio, lamaddo un secreto de descut.rri;niento (lamado a veces también una
AGINY, que $2 anexa aun 2-mail salienle dal dominio fuente Este secrato da

egoubrimieaty revela la disponibilidad Jd=2 una funcidn e2special en 2l servidor de
corren que origina el e-mail saliente misnlras evita la necesidad para generar
mensajes  adicionales v posiblement: no  deseables Como se  anclo
antertormente, ia dirzccidn de 2-mail administrativa estarian incluidas e la

m2nisidn v habria una sacrato cor<deminio para mitigar 9t riesgo del

tabajo en la dieccidn de e-mail admingsirativa.

003 1§ €l seoreto de descubrinusnto sa puelel
i) correspondients ¥ una seimilla searata yue se A
Sragind, Secralo de Jesculrnimueants lambian e puedse
ounio fuents, porque WNnines serviddr pued? epiesa fultiples Hominties
'arts Ung imnlamentaciin o2 lhia potsecaimants lerer urga fuente’ para wdos

3oamAmsas an 3 saevidae faoma Esi oo an una somibia Gnnd ge comoar

"
@
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A heas e mulliples seearlores e * il voanera gue cada zerador 1 2 saece yf
larmunos s2cteto Jde doscubrinuents oo A cunluer domimo CorresRarLEn
Cuando un mensage admasustrativo 52 12abe en Al serpdor e angira 1p0e; e
=313 dazido a 'a Jirecoidn admnistratva mclireda en 1z mencion), =1 sscralo J2
~mscubrimiento suministrado en of wensaje administrativo os chequeario por .o
saryulor rue onyna Para chaquear ¢l secieta e descubnnuento, 2t servidnr b <
A puieden generar 10 Almanenar) un sacrelo dJde desculrimianto para 2 dninnin
e 2wig &l mensae admmistrabvo uithzamlo 1a semilla intera actual. Si o
secralo da descubnimientd generado ase mismo gua el secrald en & m2nsie
adminigtrativo, antoncaes ase mensaje liera 3l secrato de desouhrimientn cneactn

7 Pasa 2 lraves a su <destino apropirlo para la negosiacion v nmensaes La

)

y e

r

Jagocacion e los mensales se pasa eckre Wonics, S @) secrat
tl2scubrimianto no concuerda, entonces o mismo proceso se aplica a secrelos =
descubrirniento anlenoras (hasta un namera limitado). Sin ninguna ds las semilias
nchiaies vidlidlas se puede utilizar para gengrar f secrelo da descubrimianlo yue
cencuerda con =l secrzto de dascubrimiento en el mensaje sntrants, sntonce:s 2l
PensIje No se consulera validy y se descanla 0 se r2chaza, ¥ no se pasa a 3
dastino sventual para los niensajes administrativos. Esto previanes ataquas .o
NEAN PO auterizados sontra el reczator d 2l mensaje adminesicalivo, nue puerle nn

“&r capacas de hacer frecie A volinenas Srandes da e-mail Adicienalmapte, para

wavanir atppies de negacion de senvario dg un dominio que

=2 ahan O s echiazan

(032} La g 8 3 e deama 1 g0 se omuesina (oS opaasiines .

oaaal laosgta adewnistratea e SEIM lE oacuver koo H o oetwnmiy b

gV
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et cacin e finea y 1 dacadiicacidn zha sucader wides por el iriose n
SPAM Lar gue a saitda de la vanficacain 2e recasang para fity s oundaias v
sopeiwd b mensale ubbeadas por -l agente NH-SPAM. La venfogaimt e
Pornad e suceder despuds dul estado Cle blogue y olras funcioras a npsed Gl
wredocolo de direccitn o 1P por o tanto, 1) grocaso comianza acitiandn muar 33, 5
20 ‘g direcoion Jab dominio fuent: al cual domunia correspondiante se e pagm:;
SOVCH L M2nse en d02 51 e detenmog 20 8 2 secrelo de dascubrmeento o
25 i) rara 2 dominio gue wnvia, o mensae e anandora @n 405 ¥ Ia
misgueda de nia Warmina, St 2 32creto e leszubrimiento 25 v ido, of proc rse
ciocade a $08 para determinar si el damir 9 Sene una cantidad nixuna o una tasa
a2 52 0y axae o, Sioal irdxeen serd excediedn, of mensae oe descnta en
W5, e 12 corbanio, s la firma 23 valulas sn 410 ol mensaje e eavia al agents
Jdmimsicador ocal. Sin Embarge, la venficacion de firma no necasariamoni:

sueede en el rabajador, gereralimente sucede 2n ol SAM

[0033] L.a figura 5 es un dixgranma Jd=1 B gus demuesira tas soeractanes
o RS guendd Je ruda de un rabagadlor BN de acuacdo con 2 manio, Bl SKIM o8
3t Audiministrador de Mensajeria Sequra; los trabajadores son Ins servidor:as rque: <
ShIM adminmistra/controla y que hacen &l procesamisnto del dafico ce tones La

frma y Sodhficacion d2b SM o5 genecabinente 2 dltima funcdn Cada

M2 s
.3 ud 3L JOMIND CON uNa A5CCIANIIN <A mRN3Aje SeURY g
noddficaulo. Este componante iambisn insarla al apcabeza

dwecean afimera actual SMW para todo Al correo

SOl lsgo e oncontrar un o sa2areto e Jeszuboenent
cirtnorentd adiy 52 chaguea e2n omeosais gue
FhORHINIE 00 B 000 el S T Sty g v i2a v 00 hay diess o

e oo 83 e i eetr Cibegandor ol o RS &S me s s

’Log
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firacoion axt2rra s& envia a ella. Si 3 rensnje aparace cen 2f Jormmio agegurvio
una firma invalida se trata en forma :l3ntica 1 como 31 la firma nd estusizra
prasante La fuaente del mensajs ne se aulantica

[0034] En una impiamentacion, =l flujo de trabajo inter organizaciin como
5@ muestra en las hguras 6 2asta unplementado anlre  orgamzaciones
Adminstralivas que representan el ciclo Jde uda Jde la 1slacion Olros giros son
pnshies: las llaves tienen cedificacionas asociadas 2 ellas. Las ceddificacionas
nusden 0 para con mids frecuencia gque las Haves. Hay firmas, codificacién,
cettificacionas de autoridad y fiaves, tlodas las cuales rotan 2n forma
inlependiente,  Tambidn, pusde bhaber mas  larde secuenuas e
racongcimientolorueeas  El flupo de ralajo lo ejscuta al agente adininisteativo
St y puade tenar un intercambio para Ingrar una rotacién fla rotacién =5 i
término para la actualizacion a una nueva llave o certificado). La figura siguiente
26 un Jiagran: de astado rue muestra 19 nueva asociacion de seguridad. Este
dingrama unicamente considera los casos oositivas y terminaies. No incluye olros
aspeclos talea como la re-transmisién e mensapes onlas dal imite de o

transmisidn.

{0035} Otros rasgos opcaonales dal inventa inchiye en lo siguiente que se

cueds implementar en forma separada o sn combinacién. La distincién enhke

2af actor) cuando el ssrvidor del dominio fuente rec

1 e venomiento da Lal inanera o el secrot

32002t por domirnd qua wciuye un rdraoro a2'ateria o pseudd 2000S Sy S 10
f y

1,°°°
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Anepuia-foc i domio corresgpee-hart s spor yeaoly d sarditany gy 3

jEneracy con uny porcion el comptabor el dsininio coirsspordente < L

Lampio, B seragdart ¥ an i ermka e soensln que se utdiza cara Jenerar secaton

I OO wara m4as e un Jommy, ¥ oun seeralo por Jdominio gener ad
zodificando el computador -lel dominn corraspondiente (por aiemplo, 2l sorvedin
ura [echa 2 vencimiento del secreto Bl olamaamo de datos puesde inchar -
zecralo =0 CUy0 2130 21 seeadar el JC o fusnte puede recondar 2l secrzto ©
usde varifsar el sacretd rechido del coirputador Jal deminio del correspondiani2
fpor sjemplo &i servirlor) re computanio v iueyo comparando =l sscrets achial
nara 21 compuatador dal Jominio corcesporuliarie {por 2ignplo, servidor) can =l
secreto inchado an g2l 32creln e descuibnmientn, £l slemento e -iatos se pusls
“alaenonar e una chaalidad de secratas mdibplas que son vialidos en tizmpos
-2 56 sobiaponen para cada -':em,cl.ua-..or del dorinio dal coreesonodiante (por
2onpld, 2 servidor) de tal manera que bay wia plurdlidad de sacratis vilidos gquae
e puaden uthzar para 13 comunizacdn Je un comeutador da 2l demirae
whraspoliente (oo 2pemplo, 2 survedor) At direcion adoumistrativa del domiom
U2 or-gina Se puede impanar un ietle o el poipzre e nensayes que s2 i
nasan a la direccion del servidor del dommio fusnta con un olementd e datos

owlicdtar Jdet tal rorera jue ia I"'Pl',g.\\"\."l Je ataguas ol serscw utihzando e

revouhr la asensunon fuaca-de-band e cover i

oy parhcioar Ll 2lement) Ja dalas pusde ser (
aerato Jd2 dascubrimientd =i un epcui: :zado Jdel co
Suarno el mensaie o el elemanto de datas olisds s

el o o2 el el manea@ pone race L-liton

oo SErvicd e corrao Bl osarador Baeot2 de deminio puede dsopoit 1las

aAtLiss sasaslod B Jdasarbanvyenta v 0% e baona SETLidne 3 oA L et

,]9"
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Inrimg corresponddianta oor ety Al Savaelon) canbo il o mela
faseubrmienio antranie contra <ecrsln e Jesctonikento 4t o camoitanor
donunio aresponanta (por Cparplo el oy tlor) £l slamenty e clatrs b
0 oan sacrto Ja descubumenta 2 el wilarmasion e @ o vasdn pag o
warvicdor  fomimo fusnte @ inclur s funcieras que ol zerecdor Jominio fada

0pHrta

{702%] En una mplementacsin | wnwento comprends una witruclura a0
9105 para que secrato Je descuiznmienta sa transmita de servidor dominio uent-:
al somputodor el deminio correspondiznte fpor wiemelo, al zarsdory Como 5=
natd antatisrmente, 2ste sacrato Je uaseabrimiento e wliliza para establesac 1
SWrRAt hidad wrtie sarador e domisio ueoie vy en rompuladens de dJomeo
srragpondisnte fper dempla, ol saradan) En forma alttana, se podria wliizar par
otros propasitos entre 10s dns dominios, Por gjemplo, st pedria ubhzar pora qu 5.
susiaran e acuerdn an anviar un formatd pronietario TNEF en nivsles de texto o
PTIL e o tendrin nadla gue ver con cadificacidn o senquridad La astrustura 0
S nTiyE Ll inensaiE y s Ancate Sido isual sRaconadn oo el pensae
Adicionalmente, la estructura de Jatos miciuye un encabezado adicional sanexo 3
mEnsare y un encabezado de mensae i incluys elementos de datas aspecitioo

gl ::n.-rlpuw.!ar dzl domimo  coreeseendiont: lpor =:gemplo. 2l servi-!r:-r; al

wntrer of sargplor G2l donmiio Tusabz v el somputaandor
e e, 8l sacadar) Coead 38 anobd antecormenk

e inchr una fochn da vensimeertd, nues e 250 25 ope

GO37] Nl ciepaliecetz cong sn bie s Sitana, al Soeed
C LRI 0T 3 00 G It S e, a2 erCd Wi un manaa 3 e

Pros o wlesuordertsz oaae 25 g0 lixeadsr B orwtsaig o waoien b cles o
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ser cuakiar iredio disponibie aue ol semputador 120 pueda ascerder Como
=jgmpio y no como limitante, 21 medio 'egivke par computador compranda |2s
medios Je almacenaje en computador v medivs Je comunicacion Los mading ve
airracenaje an computadoras incluyen s soldtiles y no-volatiles, 1amovibles v no-
removibles incrementados en cualyuior tecnologia o método para almacenar
informacian lai comn instrucciones fagibles por computacior, estructuras e atos,
mgdulos e programa u otres dates, por elemglo, los medios de aimacenaje en
computadar incluyen RAM, ROM, EEPROM, memorias flash y olras tecnologias
Je memoria, CD-ROM, discos versattes digitalesiDVYD} u ciros midios e
almacenaje en Jdiscos dplicos, cassattes magnéticns. cintas  magnaticas,
Ahracen:ya en thaces magnétices u olros dispositivos de alimacenaje magnético, u
sten 3 madios que sa puadan utihzar para almacenar la infermacion deseada y que
o computador 130 pueda acceder. Les meadios de comunicacion timicamente
constan de instrucciones leyibles por comoeutador, esiructuras de datos, 1nduduios
42 programas, u olros dalos en senal Jde datos modulada tales como ondas
ransgortadoras u otres medios b transponte mecanico e ncluyen cualguier macho
pra distabuic informacion. Aqueilos diestros en el aite rslan familiarizados <en ia
saial de dalns modulada, rue tiensn una ¢ mds da sus caracteristicas fijas o
dlteradas da lal mansra que codifican 11 informaciin &n 1a sedal Los meding
Jlainbrados, tal2s como redes alambradas o conexionas Jlambradas en forma
directa, ¥ medios inaldmbricns, taes como acdsticss, RF, infrarrojos, v ctros

“1eEaea de $0lo ielura IRma) 138 v L memona Je acoly

149 U sisrond hasico Jde aetrwdafsake-in 112 c3RISY aue contienen iag oo g
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imraspon-isnte pumda sor pary rada G 1ea 2 Lo fe Snear conowra detornee 1l
pasada an al tiempo (por aemplo, ua measa par nord). Por epmela. La soeen
Jel wseAano puede ser un NDR o un 2o En paiticular, fa derision Je =nvar un
L9530 saparado o de anaxarlo a uno que se anwvia es indepan:diante (e s ustad
e hace en cadn mensae u ocasionalmente. Un 2aso cruzado a5 asperar 3 ue
mensaje yue tikne un receptor en un dominio ico (el [dominio correspondie:tas
on vz Je anexar 2 secreto Jde descubimiento a un mensap que tiene recenion:s
&n domincs multiples  En una wnpiement icion, ef mensaje se divich? deg il maners
e las copias que va al recepter en el dominio corespondiente tiene el sacreto e

daseubimiznto para ese donminio

[H033] La figura B muestra un 2amplo de un dispositive de computo -he
oropasito grneral en la forma del computador 130, en una implamentacisn -
invento, un computador tal como el computador 130 es adecuado para wtilizarsa
=1 Otras figuras que se muestran y se rdascriben aca £ computador 130 jiene Lo
ndg procaesadores 0 urudades procesadoras 132 y una memoria de sistema 134,
wit k2 oanipiameniacion Jue e muaestn, un bus de sisterma 136 acopla los
cemponentas varios del sistema incluyendo a la memona del sistema 134 al
:.‘;mc‘esador 132. El bus 135 rapresaenta uno 0 mas Je vanas bpos de astrunturas
ez LLS, Incluyendo un bus da memona o controiador de mamaria, un bus

aifarien, pusito e graficos acelsrados, v un pmcesador o bus local uliizandn

{0039} El compulador 130 tienz lpcarart: algiRs

Nt
T LbEs oor coangutadar Loes madios legit'ss por caingubaldT, gque pueden pucls s

10t @ 10s osding vetatitag come ro-edl it s canguiklas s v aglog e, ot

2O



SISICAS U dvadan on Py bansienesid o nfamacin ol ins sdeoientog
Lanted Jul computacdor 130, tales oony) durante =b.nic)d  se racsran 2n Exe
vpcas en 3 ROM 133 La RAM 110 onntane tipcamurte watos y/o modules :le
HOJIANA Jué Son accasiblas hyvadiatamante 3 vio agtdn aperadns sn ai prasentie
(or 1a unidad procesadora 132, Como 2iemplo, vy rno coma mitante, la figura 8
muastra un sistema nperativo 144, predgramas e aplicacion 143, y stros mibdduing
Je prograna 143, y datos de prograna 150

[0041} Bl computador 130 lembein puede incluir oftros maedins e
almacenae en computador removiblas/ng removibles, voldtles/ino volitles. P
rsenpld. A ligura B mussiras un drve 2 ihsco duro 154 ue l2e 1Jé y =scnbe a
madins agn icos no raacybles, po wdldliles La fiyura 8 lambaén muestra un
drive the disco magnético 156 que ls2 Jdé o escribe a el disco magngiico romovible.
rg volati 158, v un dove de disco dptico 160 qus lee de o escnibe a & disco dolizo
it voldlis removible 1682 tal como un S0 ROM u dlros madins dpticos  Otras
@3 cla aimacanag en conulador ramoviblasing remavibles, veldtilesino
AAlles que 32 pueden wlilizar oo el ambienta opecativo ejemplar mchiyen, porg
10 estan limitadns a, cassettes de cinta magnética, larietas de mermoria ilash,
L3003 varsanles digitnies, cantos de valens dwjital, RAM da astado saiivio, ROM
2stada $olvlo v cosas oarec das. B duva Ja disco duro 154, y el dnva de dison

magnético 186 y ol drive d2 disco dplico 156 estan tipwcameante conactades al bus

il gistema 135 a lravés de una interiise de memoria ne volaht bl como 1y

-
-

wrlafase 155

[0042] Los ddrives y otros disposilrias de nggl

e worotrin al saters agerteed VO oedrwamas JaToaeteasda 1T L s



~ctaly de picgrina 1040 0 Labes e progowra VR Nitesa e 308
panetes pusdan sar ompuaies a0 ) Ghiereotas ol sistera apacanyd 144
Seogranas e aphsacon I8y olres mdduins de prograra 148, v ialos e
asgtama 156 El satera cperatwo 177, 163 programas e aplicacion 172, <tess

midulss de programatzd, v iatos de poagrama 173 lienen distintos nlmarms

pestiar gue, por by menns, 30n copias distintas

[D043] 110 ustiwio puede sauar omardos o onlormacedn en of Camputador

150 a travas e disposidirags de 2ntrada o Jdisposiives de selection en la arderfage

Hat usiany, tal como un taclado 130 v dispositivos Je sedalamiente 132 1eor

3 iempto ratdn, trackball, un Boligeafo 0 una alimonadilla tachl} Olros hsposiives da
L1313 faue nn s muestrn) puaden incluir un miciofono, un joystick, it nanal b

car308 G e fatelital, wa esedner, o L sas parecidas, Estos y obtros fispostivos

de aotrada esldn coneclados 2 la vimdat procesadora 132 a través de la intering:

la entrada 184 gues asta aconlada al hus 1358, perd ouade estar caractagda po

ubras mbafazes u estucluras che s, aies como puerlos pacaielos, puertos e

somie 2o Uns Genadl Uniearsst 1USEY Lin momitdre 138 0leds Lpos e dispositiviss

Je visuahzacidn también se cenectan ol bus dJdel sistema 136 a través de uwna

intafase, tal como I intedfase de vidacs 1990 Adicionalmente 4l monitor 153, L.

CEMREA fiacuzntaimenta ncluye olins dispositivos Ja salicdla pevitérices (ue no

e oviestran) tal como una imprzscra o parlaotes, que s2 pueden conacty a

travéds de una interfase penfdrica (fu2 no 23 muastra). o

(2043 Bl compubyder 130 prenlar dpear Y

A A eanesionas 1agieas 2 tnd o mas comeutuiongs |
sampnivler ravoby 125 ED computarder coamnlo 104
cargmal o aervidlor, wn Huscatks dg e s o Prcda
oo b nedo de rad corde y Goeaasants ncluyo R s o tauns de g
enatwttls il ths antesazarania Rl e s al cowpata e T3 Las ot 2a cives

Cep A s pa et ey i by e e G een arz de e el oL
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o ad e duea ampiia TAN 1733, e samhidn pis e inciuir Stras c xbes
LAN 138 y/2 1a WAN 138 puadden sar radas abambradas, eades inaldmbngas, 91, .4
“ohnacion Estos ambientes -l redes son comunas 2n oficinas, rangogios, renos
irphas Je Jomputadorss. intarmnet s, 7 imles ylobales <de cemputadoies, o

ernplo, Iterret

[C045] Cuando se wtibzan =n un ambente de ades Jde drea local,
commutador 130 estara conactado a ia LAMN 198 a fravés de una inteifase de rerlss
2 addaptador 166, Cuando y 5e atilizan 2n un ambients en un tender redes de irea
13:0d, 2l camputador 130 ircluye tipicamente una racdam 178 u otres inedios par.i
Asbiblecer tomunieacion con la YWAN 133, tal como Interal. B modem 173, rue
pt@ 32F nernd 0 adarno, 2std conmciado al poes el sistema 133 a través Je
ana wtrrtase de usuvario de entracda 124, u otro mecanismo apregiade. £n oun
arbiente e rades, 108 modulos Jde programa aue se muestran relativos sl
compuurlcr 130, o parcion2s J2, 2 pusden almacenar an un dispositivo <le
WIERNENNR B MEMord rema (e no 38 muesstran). Cama memplo, v no gomin
mtants, Ly gigura 8 mwestra piogramas de aplicacién remctos 102 com)

r3sidhereio on el dispositive Jz memaria. Las conexiones de redes gque

)

v
creasia S0n  ejempiaraes clros medios para establacer un vipoulo 3=
i y |

LHnEAcGn antre compuladores s pusda wilizar

[0046] Gennralmanite, ¢l precesador da datos del comy
croraicable por merdio de instricoonas Amacenn:as en el
vains Jde 103 componentes de alinaceraje lagivlagh
pongranias v o3l Sistama Spar Ao 23HN Bpicaing : ..
Aseng foppy o CO-ROMs Do abi s mslalan\P
Gacnindiaeid del computndar En el (wairenig de eiact

airaile 20 la manoe) Slochkar poesaria GNENESEEAST Tl nyena;
el atd i s3les 7 ociens 1o0s s oo adios e

Sarta lac sl s sl doctoran qrstioss i3 9 Lo oh



mplementar 'os pasos descritos mas abaye =n 2onjuntd con un micreproc 230da7 )
Jres procesadoras de Jates. El mvenlo Lambien incluys al computador 2n s
Migimd cuando estad pragramado de acterdo a los métados y lacmicas eeorilos

Aca,

[0047] Con un proposito itustrativo, los programas vy otros componenles de
programas gj2culables, tales como el sislema operativo, se muestran an bingues
Jiscretos. Se raconoce sin embargo, que 23los pregramas y componentas residen
21 varios momantos en distinlos companantes Je alimacenaje del comuutaddor, v
son eiecutados por at procesador(es) del computador.

[6048) Aungu2 descnto en relacian al ambiente de sistema de computacion:
-amplar, incluyanda 21 computador 130 el invianlo es funcional con muchos circs
ambientas rle sistema de computacion de propdsito general o especial ¥ con ntras
configuractones. El ambianta de sistema Ja computacidn no tiene la intencidn de
sunene ningun tipo Je limitacion en cuanto Al alcanc? o luncionalidad del invento
Aun s, 2 ampierte Jde sistema de computaciin no sk debe mterpratar como
taniendo ningun tipo de dependencia o raquerimiento relacionado con uno 0 méas
rcombinaciorns de i0s componentas ilustrados en i ambiante operativo ejamplar
Fjeamplcs de sisternas Jda camputo, ambiaotes, yo canfiguraciones que puaden ser
adecuadas para use con = invento incluyen, pero no estan imiadas 2,

sampuladores personales, computadoras servidores, compuladores de mang,

laplons, sistemas con mulli | procesadores,  sislemas ,
nicroprotesadores, oyas, productos  slactrdmicos  progragl il
nudvilas, PCs de 1ade, muu- computadares estacione
computs dislribudos que incluyen cuaiesipuiera '

Jemas,

Q481 Bl invente a2 puiads aserta = el context
f

coetat 3t g pof cainput o fa'ss Lot e D s e proG NI cpeculains por o o
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Y s onmpdadonss 3 dhspasibears Tonaraimente 958 aveluios b pragrn )
P, D ) 29hIN HMAd0S 3 ruheas cengraimas, obisios, conporgnitbes
Tibructurag de -lales que o2cutan larss paltouiares o oanglamentan tipos i
293 abstractos parbculyes Bl mueito tanctién se pusde practicar 2n un
ambiente de computo distribuido -onde 11s tareas Lis epecuta un Jispositivo Je
procesamianto remoto que 2sta Lhgado a kavas e una rod de copuricaciones B
unt amhiente e compule disinbuide, ks onaduios e programa pualen estar
123022025 anto <0 j9s madios de almocorije lxcales como remotds maliyandhy

135 dispasitives de almacenaje e la memaria,

{0050] ilna mtarfase en =l ontesto e 1a arquitectura 2 softevare wiciuy
Dl e sofbvars, comonrentss, parciones U2 nddigo, y otras saclianoias s
instrucciones eigcutables por computadar, La witeifase incluye, por aremplo, un
prmvar modulo que accede a un sagundo module para ejecutar tareas Jda compas
A Barehoo del primer maduin Cl prisoro vy segundo modulos incluysn, 2n wn
oG, tETACES Je aphicacmnas e sragramacian (APIs) lalas como s
strministraddas por o sistemna overabvo, intarfaces Jde modelo de componantes s
cbietos (COM) por gjemplo, Para aplicaciones de comunicacisn colega-calega), v
A weter aebig e neta datas en atarfases con furmate Qe lenguaie de marcacion

aabenmidie (AL Eor emplo, pard comurmcaadn entre sarvicios (e ced).

[0051] Ly mnteifase pusde s wna implementacion  simcromizada o

frierarents acoolada tal como la Java 2 Platform Snterprise LRt

3 adstrbuicdy COM NDCORM), esics aon zjompiogd _ Mod -
Taadnaheeatz o oabafize puade sk aondl
e amaniacinnes NO sincroralas conia :n bos

s @ rsineolo da acteso swaple e obyelcy

W Coah vt Slrtknoocen d2 L wguiiries Adost ha
Sderir 3eiddd e a0 fwetas srrrene ks e o ins

NS
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'nig, la intorfase se puede confoimar a iy protocolo 2stindar, un potocolo von

Srapictars, o unad combination de piotoccing estandar y oon prapialario

[0052] La interfase descrita hasta puece ser toda parte de una inteifase
unica o nuede astar implementada en intafses separadas o una combipacion .le
ellas. Lus inlerfases pueden ejecutarse localmente o en forma remota paa
suministrar Ja funcionalidad. Aun mas, la interdasas puerde inclur mids 0 menos
luncionaiidades que las ilustradas O descritas acd,

(0053] Cuando estd en operacion, &l computador 130 funciora ya sea
oo 2l servidor de dominio fuente o el computador de dominio corrasporilieniz
1que puede ser una servidor) para sjecutar las instrucciones gjecutables por
<cinpuladar como se annto anteriormenta, y como se ilustrd an las figuras 2-7.

[C054] El orden de ejerucitn de los métodos ilustrados y Jescritos aca no
28 esanciad, al menos de que se especifique Eslo es, dos alemenlos y matodos se
(raeden gecutar 2n cuabjuier orvizn, al menos de gue se edpecifiqua lo contrarin, vy
e s métodos pL.'aden incluir nids 0 menes alemantos que agusllos que se
presentan acd. Por ejemplo, s2 consitdera que ejecutar un elemanto particular
antes, coatemparaned con, o luego de otro elamenta esta dentro del alcanca Jel

invenld

[0055] Cuando se introduca un alermienio que Jul invento praseinte 0 =1 una

42 sus mplemenlaciones, los arliculos un® una®, Cel”, y ‘dichos' Ugg

A [
wencion Jde significar que hay uno 9 miz de los elemeg
erpeanela”, Cincluye’, y o constsed de’ tizne [a intg

sigmfica gue puede baber elamertos adicicralas gue |

1=N55] En asta fba I artzvior, se puasls ver G

Yo ) 930050 W0 Y Oless T 23wt s e s 3

¢n
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I057] Como se puvdzn hacer 2ni3s Jasbims an Ny sonsisrenan ity
semfuctas, v midlodos, sin almjarse el alc ince dalinvanta 32 peter 2 just.dz [
eyl conteridn an A dascriplion ANENIOr ¥ e S8 mUesira =n 10s diuyss guae

1 aanacan & deba nteroretar como susteatraa y fo lemlante i gin sente o
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L2 que se maivindica «3

P La mldlodo cava teterrarar 2 un S2oominio coraseor-lan'a notepcial ke 2
Larcloga Je 2-mail sequiay compatible vara establecer un vinctdo snira ol
Jeminio fuente v un dommmo cerrespondiente y (ue comprande

Transmulr un Secreto cie descubrimignto Ja un dominio fienie a un doemas

sorrespendiente dorde 2 sacreto de «J 2 scubnmiento incluye un elemento de

latos 2spaciiico al lominic correspon:liznte v Jonrde el Jecreto =
rlescubrimiznto incluye ina Jireccion dal domino fuente sl cual of dormin.)
coirespoiliente se 2 germit? enviar un mensaje para 23rablecsr ia
conrpatiniitagd entre @l dominio fuente v el dominio cormaspendionts;
Racitw Jel dominio fusale a lraves de 1a diraccidon del damino fuent2 ura
insitac:on del doininio correspondiente Jdonde la invitacion incluye al siemento
e dates 0 un elemento correspondiente al 2lamanto de tatos que el demne
cosraspondiente puede ublizar para iniciac un Proceso pard establacer 12
<ot 3hiotdad can @l e corresponshani:

2 El métodn d= la reivindicacién 1 comprende ademdads transmitir una aceptacion

Jal Hominio tuante al dominio correspondiente pars establacer quis 2
aorresgondient2 y ol domimn luenle benan lenolegias Je 2-mail seguras uola
Penolngia de e-mail o de comunicacionss
3. Bl método ue la mivindicacion 1 donde 21 secreto de descubrimiznto sa
uansmite en forma ssiachva a por o menos une a2 jos siguiarntas

Danuness correspondiant=s de doarvle el dorir fuent

t2 ha reciio un

RAE-TRbE |:

Doininins serrespondizntes espocificam inte wanblicadns
Dominics carasnsnhigint2s g traves Ja rymsaes selescion

THE Hall |
Pt iy ey ravarintan i o el 2o st o he lasauin
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Jescubrimiento @3 un mensaje con un dominid correspondiente nico; Jormle 21

secrato de descubrimiento 25 un mensaje a un dominio corraspondmnte gque us G
scerador; <londe el secrato de escubrimianto e3 un mensaie unico a un Jeminio
narresponcliente para cada lave; o donde 3l secrato de dascubrimisnto a3 un
mansaje enviado con una 'leterminacion tasada en 2 tiempo.
5 El métodn de la mivindicacion 1 donde al secreto Jde descubrimiento comprande
1:n encabazado adicional (que inciuye i 2lemento Je :Jalos y ia direccion dej
Jominjo fuente.
5. El rnétodo e Ia reivindicacion 1 donde =1 s2criato de descubrimianto compren-le
unas fechas de vencimiento y Jonde ef dominio fuente no establece yua los
donunios correspondientes vy fuente tieren tecnologias de e-mail sequea y
sompativle cuando @l deminio fuznla recinz a invitacion uego de ta fecha de
vencimianto.
7. El métorlo da la reivindicacidn 1 donde &l elemento de datos 23 por 19 menos
N0 da los siguiranites:
un searsto por dominio que incluye un numero aleatorio o psawdo aleatorio
|para cada dominio corresporklienie;
un secreto generado a través de porcicries det dominio correspondiante y de la
semilla de sacreto ue se ulilizo para ganerar los secretos por deminio para
mas de un dominio; y
un sacrelo por dominio generado codifizando el dominio correspondiente y una
facha de vencimiente del secrato,

A El métado de la reisindicacicn 1 donde . elumento de datos comprende un

cawrrsgondiente patencial (qua suemimstre 2 sacnzto 2 tal ma

AN L sarvicin el Joming coreseon.d arta se mitigan
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3 Fl méiando da la reivindinacion 1 dorda A denorto de los e saincceit i

Jna piusali-dad Jde secratos maitples sinvil ineos y sbdos para cadla Josw o

c yrespondtente fe tal manera que bay ura pluaivdad Jde secratos cihdos oue 52

Jr ez B (eI DA LA comuncAcken J2unH iminio sorraspondienta a 13 diraceadn
wdministrativa del Jommwio ue arigma.,

i), El rmedtodo Je la ceian ficacuin 1 omgrande sdemss B anposendn di an nm.e
o) pinvaro le mensas pue 3n pasan 1 b deencion el Jdomins fuente oon in

wlamanha e datos packcid r megiante al coal seanitigan 08 ataquiss de nedaciin
te zarvicio ublizan‘do slamrentos Je Jotos correcto.

El métadda ol la cavdnddicaciin 1 comar-mida aderdg incluir {a habdidad o
Sobreeas w lus recuarnnientos par un sievento di datos para L n deminie
Somcigpen:Bentd diado eara permulr 13 2wtz scién fugea Jaz Bonda v enviar uo
mensaja e invitacidn de un dominio particy’ ¥
12. Ef m2iado Jde B rerandicacidn 1 dJon:la 2l elermenio de datos e9 una ficha 20
e 2 aadretn de descubimuenty en =t encabaesado Je un coneg o
st N ceapo dal mEnsgE o dorvle el slemento s atos és una ficka an
nn aecabesado de corred v el Juamd Jel mensgje perinancee cotficado cuamig
nsa a lravés de servidor <o corraos.

13 Ehimetoud de la rewindecacidn 1 ooirprzn de sdemras o) sosorte a mathples
Lonas simultaraeas validas para 2l mismo domuna y la wanficacidn Jda2 los mensajs
Jde invitacién e sub-domime s ozl dominio corre spondiante verificando 1a ficha oy
arteacla contia hehas pars & dominio e e hante,

I ELmdade da lareesndicactan i ddarde o o omeanto e <1008 28 ura mangie y

ol 200 Sdemds a neiusein 2 i mencGn Ja informacion sobie ta veisiag,

3 U ey wlubondy cde 2 akos prr oy st an s el e daey
B T I T - I R FTRUY A A .:.:nes;:om!..-fn!-s.t £33 astol
HRACALE RIS IS | N P R0 T ERTE S o wEE S T PHC TR o [T a15 R0 T
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Lin mentye an encabezado “slacion w{o o al nengaje
Lin entabezadn Adicional anexo al mensae y que incluye (1) e amaphy o
A2tas espacificg A domino correspaiviierte que incluye ura Jueccion el
Jaamin fuente a la cual o Jdeminio conesccrdiente se L2 parnide ensar an
mepsaje al dominio fuenta para nsiablecor que el dominio con espontdlienta y <!
deminio fusnte hanen tecnologias Je email segura y compat:ble, 12) un saceet
2 dascubnmigntd y (3) una facha de encimimnto,
15 L2 estruciura vleslates 23 1as raviondicacion 15 donde el slewrenio Je atos &5
var o manas uno e los siguientes:
Un zecrato por dominio gque incluye un ndmearo sleatario o psauca-aleatorio
L g domicud correspandianta,
L saiiato panenado a traves Je porctans dal domino corizsponisiants 7 unn
samitia secreta que se utiliza para generar los secretos por dominio para muis
e un domanin;
Lin sear2to por -lominio generado cordiieandn el domimo cormsgoidhente v una
feurnd e ranamaanto det seerzto
Lin sacreto v Jonde el dominio fuente varifica el secrelo recibido del domimia
sorrespondiente re-compulando y luego eomparando 2l secrato actual para .
dateho corr ispondients: con 2t secrsio nchado en 2§ secreto de
Lasraiiamento;
Un elemento Je datos se seleccoona da una phoralidad de secretos multinies

que s sehraporen sara cada dominio cormgspondiante de tal manera Jue hay

2 un RN comEspon.tienta A La dire aon audiministr et
CriGindg,
Ud ficha 2n el mensaja de sacrata de Je-soibrimiznto e
Taen) @ p aushinio an o cuergn ahm g syl & dopede sl

v tehin oo oa snabasain L norzd g -d ceargd $a ey

Drivesadsouanhr gasa A mavds dal cars der e conen; i
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Una mangion puie comprende ulemas incluya enla menadnia miomeason e
PRrSISN para al dominin fuente y inclu, e 20 i mencidn funcwrass esyadas

2 mnimo fuents,
17 Un siztama para es*ablecer que log domaies corraspondiznte y fuante Hueran
iecnologias de email segura y compatible, v que Lomprende

Un saradar clonemin feeote bransmitiendo un sacrelo e Jdesouheptrente at

L

LA

domimd garcaspandier e donde af societo e descubenrento inciuye un
2ania Ja fatos asgecibco 2 daminan corraspondiente y Jdon o & seareto (b2

Jascubrimiento inchuye una direccidn dol dominio fuiente a la cual se o gerrmin
2l dominme correspondients snviar Lo nwensaje para establecer que 2l

careaapomrieenta v st deanino fuante bonen tecnalogias v <la amail sequra y

comuahbla, v

tn computador del dominin corraspondiznte recibisndo =2 inclusen:do 2!

gleniznto de datos y la Jireccidn d2i Jdanuney fuenta a dosde 8l corputad or

Herug conaspendiente le teansmite una invitacien el domiro

-
L

rrEseandient? ala dirgcciin del dom ma fuenie donde la inatacion incluys al
atamaento dz dalos o un dementa correspondionts 3l slermnanto de datos.

13, ] sistema de |a reivindicamdn 17 donde &l servidor de dosrinio fuente
hoaemits uea aceptacdn del domime fuent @ para ! Jonenio corresgondiznts paia
s3tohlacar qus los dominios fusnte y correspandients tieran tecnologia de emusil
sagura ¥ compatible y donde al servidor Jal dominio fuesnts inicia un proceso para

3tablecar un virculo ¢ wn computador b=l deminio corresgondiante tan g

S

b2 i sarddor dal dominin fusnts by bat i vy

‘ﬂ-
- 1

npreade Slemids uro Je 1os siguisntss,

Lrponer un limile en el aunrero J= mensaes que se p
Jomnio fusnte con un a'em antn de Jatus varticulae me.d

TMA0CN ge los ke e gaeverny gh sl un gloran

w2l L,

WA AU ' S Lo ArioEs 0 YA e a i G Jale s o
~ynozsnsevd eota dado pard ot e rac TGN funa Jda Lacty mara e v

LU
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mansajes e invitacicn -la un domirg particu®ar y lar soporie 2 maltipies fichas
v3hdas para el misimd dominio y vaificar los menaages de invilacion d2 suo-
deminios del dominic corresponiente verificando sl secreto de descubrimiento
anwrante contra 10s sacrelos da Jascubrimiento para el domipio
corraspondiente.
19. E} sisterna de la reivinwlicacion 17 Jonde =l secrato Jde descubrimiznto
trasmititio por sl servicio del Jominio fuenie coirprede por 1o menos uno de los
5 juietes:
Un sacreid Je Jescubrimianto selactivo lrasmitido al dominio correspondiente
de donde &l dominio fuanta ha recitido un mensaie;
Un secratn de Jdascubrmiento trasmiti:io an forma selectiva al dominio
sonrespondient i(.téntiﬁcado wspecificaomente por adelantado o sar designado
2n forma aleatoria dal deminio correspondiente:
Un mensaje que 3e genera en respuesia a una accion de usuario;
LIn mansaje con un Jominio correspandients nico,
Un marsgie g un dominio corraspondisnts que &s la direccidn de una
operadora de s2vidor;
Un menaaj2 dnico al dominio corrasponchiente para cada flave;
Ln mansaje enviado con una determinacion basada en el iempo,
Un encanezads adicicnal qua incluye un elemento de datos y una Jiraccion dsl
dlominio fuente; ¥ una fecha rle vencimiento donda el dominio fusnte no inicia el
procasn para establacer un vineuls con 21 daminio comaspondients ruando la

nviiaciin nua recibhe #l Sominio fuenta 25 poslecor a la fecha de vencinie:

uno de los siguentes
Un sacreto por dominio gile incluys un aurr o alzatorio o (R
w3 la donimo enirespondiants,

tJa s=ciato ganaradae con porcionas dal doninic carrespenidian
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tira seciain por domnio genar ado Soeiite s w-a - domave conespone et y et
facha le vencimiento Jdal secreto,
Un seecreto y donde of dominio fuente veahea 2l secrats mcibido del domo

nLiespondiasts re Calewlanda v luegn soamparanso =l secrelo actual gaia ai

rlominio correspondiente con el 32crelo neluido en ol senreto Jde descubnmient,

Ur 2lemanto Jde datos se selacciona de una pha alidad de muitiples sacretos cues
S& s0Dreponen para cada dowtinie corresoundiente Je 1al manera que hay ura
pheralidad de secretos validns qus se pundan ubibizar para {2 comunicacion da un
dominio corresponrinnte a la Jireccidn admimstrativa del dominio que ongina,
Elna ficha on 2l mensaie de secreto de Jescubrimientn an ef encabezada el
worre0 0 wicrystadas en 2l cuerpo Gl mensaje o donde el elemento e dates as
na ticia an el ercanazachy Jei correo y ol suerpo el mensaje parmanace
eodificando cuando pasa a través de servidar de correo: v
Una mencinn que comprends la inglusion <n 'a mencion dea informacidn da 1a
sorsdn ara el oinino fuenle y ue incluy2 <n la mencién fuitciones soportad:as
Lo dnminio fients
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RESUMEM

Un pecna e Jascubmmicnte e ranserte Je un domne etz a an o
Jwrasennrhenta Bl sacrety de clescubormac o nciuye an zlamento de Jalos
wspecifico al domimo corraspon:henie y punto &l secrsty Je dascubineento wchy-2
g diceccsn del dommnio fuaiie a fa cueal se permite al demino corraspondize e
2038 LY e A2 paca detelnerar Gur un conesoondiente cobenaal an uonen
mealopds g s-mail segurd ncomoeshisia paca establecsr un vineulo antre &
dominio fuente v 3l domimio correspondienta, El secrato Je dascubnmiznlo oy
rysedR H Jomimo corcespondiente inchi, ends 1a recepcidn del elaments s date s
A O diveendn Jdel domunio feente Tina neatacdn se ransinte A -Lomevo W2l
hennia Cormseandizntz ai I drecoadn el dopunia fuvente | A invitacion inclay.s sl
rlomanto Je -latos o <lemento de dates correspondiente al elemento 2 datos F)
i Faente o un proceso para ostablecer un vingulo con sl donunie

VSN ke b ban pranta reciba - L) danunid fuente la meatzclin,




SOLICITUD DE PATENTE

DECLARACION Y PODER DEL ABOGADO

ROTULO DEL ABOGADO NO. ROTULO MS NO.
MSFTS5169.1 311.610.02

Como inventor mencionado mas abajo, declaro por medio de la presente que:

mi direccion de residencia/correo y ciudadania son como aparecen mas abajo al lado de mi
nombre;

¥0 creo que soy el primero, Gnico y original inventor (si s6lo aparecen un nombre en [a
listu mis abajo) o unc de los originales, primerus inventores conjuntos (si 3e utilizan
nombres plursles mas abajo) de el teme que se reivindica y para cf cual se busca una
patente del invento lamado:

SISTEMA Y METODO PARA ESTABLECER QUE UN SERVIDOR Y UN
CORRESPONDIENTE TIENEN E-MAIL SEGURO Y COMPATIBLE

especificaciones que se entregan con la presente al menos de que Ia siguiente casilia cste
marcada:

() se presento en como solicitud de EU Senal No. o Solicitud
Internacional PCT Numero y se enmendo (si aplica).

Declaro por medio de la presente que he revisado entendido ¢l contenido de las
especificaciones identificadus anteriormente, incluyendo las reivindicaciones, como
se enmendaron con cualquier enmienda referida anteriormente. Yo reconozco el
deber de divulgar toda la informacion que es matenal de la patente como se define
on 37 CFR 1.56.

.Sohutud {es) cxtran.u:rns Y pard con rcmndlcacmnes de prmridnd extranje;

para patente como inventores certificados cmuucmdos A

identificado mis abajo cualquier solicifud extranjera purgoss
(es) su certificados que tienen una fecha de entrega antcrior e
cual se reivindica la proridad:
1AL SOLICITUD FECH A DE ENTREGA

U BAN 330 8
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"ODER DEL ABOGADO:



Por inedio e la presente, yo como inventor mencionado designo como abogado (s)
v/u agente {8) asociados con
Cliente No. 000038779

Procesar esta solicitud y atender los negocios relacionados en la Oficina de Patenics
v Marcas registradas.

Enviar 1a correspondencia a: Dirija las Hamadas telefénicas:
Frank R. Agovino Frank R. Agovino
Senniger Powers, Leavitt & Roedl (314) 231-5400

One Metropulitan Square, 16™ Floor
St. Louis, Missouri 63102




DECLARACION Y PODER DEL ABOGADO

ROTULO DEL ABOGADO NO. ~ROTULO MS NO.
MSFT5169.1 311.610.02

Por medio de la presente declaro que todas afimnaciones aqui presentes son verdad y que todas
las declaracicnes sobre informacién y creencias las creo verdaderas; y més adn que todas las
declaraclones fueron haechas con el conochnienlo de que la lalsedad en las declaraciones se
castigan con multas o prisidn, o ambas, bajo fa seccién 1001 del ttulo 18 del Cadigo de los
Esiados Unidos y que tales falsedades pueden armriesgar la validez de la solicitud o de cualquier
patenile que sé amila

Nombre completo del mventor: e D, Trbble Civndadania: EL
Restdencia: Redmond, Washington 98033

Direccidn de correa: One Mictosoft Way, Redmond, Washingron 98032-6399

I'inma del mventor Fecha
Nombre completo del inventor: Trevor W. Freeman  Cindadama: Gran Bretana

Residenciu: Redmond, Washinglon

Dircecion de comreo: Ome Microsoft Wav, Redmond. Washington 98032-6399

{‘trma del tnveuwtor Fecha
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FIG. 2
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SYSTEM AND METHOD FOR ESTABLISHING THAT A SERVER AND A
CORRESPONDENT HAVE COMPATIBLE SECURE EMAIL

TECHNICAL FIELD

[0001] Embodiments of the present invention relate to the field of
estsblishing a compatible interconnection between two domains. In particuldr,
embodiments of this invention relate to a system and method to reveal and discover mail
servers with advanced capsbilities.

BACKGROUND OF THE INVENTION

[o002] Some prior systems attempt to identify potential correspondents by
communicating directly. However, thesc systems become vulnerable to attackers when
communicating and, in particular, can cause or be vulnerable to SPAM and denial of
service attacks.

[0003} Accordingly, a system is desired to address one or more of these
and other disadvantages by discretely identifying a potential correspondent so that a
secure link between a server and a potential correspondent may be established,

SUMMARY OF THE INVENTION

{0004] Embodiments of the invention include an email server which
occasionally adds an additional header to a message that will be delivered to potential
correspondent domains. The data in the header includes a secret that is specifictoa
message sent to a particular correspondent domain and an email address to which
administrative messages from that correspondent domain can be directed to the setver. If
mnilutheeonupondundomlhiulsodimtedﬂuoughamthnimplmuthi

correspondent domain. The mail eccepter for administrative Yy
domain can then discard any mail that purports to be from the %
that does not contain the secret corresponding to the correspond

Copy provided by UBSPTO fror the IFW Image Databass on 12/ENI008 ‘-\
e E—————————
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fooeos} In an embodiment, the invention includes a method for
determining that a potential correspondent domain has compatible secure email
technology in onder to establish a link between a source domain and a correspondent
domain. A discovery secret is transmitted from the source domain to the correspondent
domain. The discovery secret includes a data element specific to the correspondent
domain and a source domain address to which the correspondent domain is permitted
send a message in order to establish compatibility between the source domain and the
correspondent domain. The source domain receives via the source domain address an
invitation from the correspondent domain. The invitation includes the data element or an
clement corresponding to the data element which may be used by the correspondent
domain to initiate a process to establish compatibility with the correspondent domain.

[0006] In accordance with one aspect of the invention, a data structure is
provided for a discovery secret to be transmitted from a source domain to a correspondent
domain for establishing that the correspondent and source domains have compatible
secure email technology or other email or communication technology. The discovery
secret includes a message; a header relating to the message; and an additional header
attached to the message. The additional header includes (1) a data element specific to the
 correspondent domain and including a source domain address to which the correspondent
domain is permitted to send a message to the source domain in order to establish that the
correspondent and source domains have compatible secure email technology, (2) a
discovery secret and (3) an expiration date.
' [0007] In another form, the invention comprises a system for establith
thnthecorrespondu'nnndmmedomnim have compatible secure email technology or
other email or communication technology. A source domain server transmits a discovery
gecret to the correspondent domain. The discovery secret includes a data element specific
bﬂwmupondemdmmmdammedommnddrwtowhmhthcmupondmt

source domaml have compatible secure email technology. A correspo
computer receives the discovery secret including the dats element g
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correspondent domain to the source domain address. The invitation includes the data
clement or an element corresponding to the data element.

[oo08] Altematively, the invention may comprise various other methods
and spparatuses.

[0009] Other features will be in part apparent and in part pointed out
hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

(o010} FIG. 1 is an exemplary block diagram of gateway servers 1 and 2
having secure messaging therebetween. '

10011} FIG. 2 is an exemplary diagram illustrating workflow between a
source domain server and & potential correspondent (e.g., a correspondent domain server)
according to the invention.

[0012] FIG. 3 is an exemplary block diagram illustrating a secure message
manager according to the invention.

[0013] FIG. 4 is a flow diagram illustrating operation of secure mo:uage
management (SMM) administrative routing according to the invention.

[0014] FIG. 5 is a flow diagram illuatrating operation of SMM worker
routing according to the invention.

[0015] FIG. 6 is an exemplary block diagram illustrating an inter-
organization workflow summary between a server (admin organization A) and &
correspondent (sdmin organization B) lccordihg to the invention.

£0016] FIG. 7 is & flow diagram illustreting a state disgram after 2 new
security aasociation implemented between a server and a correspondent according to the
invention.

[0017) FIG. 8 is a block diagram illustrating one example of a suitable _ ¢

computing system environment in which the invention may be implemented.
{oo18] Corresponding reference charactery indicate cgp
throughout the drawings. :

'

“Capy provided by UBPTO from the IFW image Dalsbess on 12/55/3006
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DETAILED DESCRIPTION OF THE INVENTION

[0019) The invention relates to a system and method for determining that
2 potentinl correspondent has compatible secure email technology in order to begin the
process of establishing a link between a server and a correspondent. In particular, the
invention relates to a system and method for initiating the process of establishing a secure
link for the deployment of secure email. The invention allows a server to determine that
a potential correspondent can be established as a target because of compatible secure
email technology. As a result, once a potential correspondent is identified, the server can
exchange key material information with the potential correspondent in order to establish
the secure link.

[0020] The objective of domain signing and encryption according to the
invention is to provide a transport independent mechanism to exchange confidential and
server authenticated messages between servers. Fig. 1 is an exemplary block diagram of
gateway servers | and 2. The gateway servers | and 2 have a secure messaging link
therebetween. The servers may be separated by an optional firewall through which they
may be connected to bridgehead servers (not shown), which may be are part of a
separate, secure messaging system. Gateway servers 1 and 2 form a sub-network that
may be located between a trusted internal network, such as the secure messaging system
linking bridgehead servers and an untrusted external network, such as the public internet.
Firewalls are also positioned between the gateway servers and the Internet. The gateway
servers treat all mail as clear text and encrypt all mail gateway to gateway. If the
gateway and bridgehead servers do not share the same encryption keys, the gateway
servers cannot decrypt bridgehead server encrypted mail.

[0021) There is a need for a single point of administration for the

authoritative data for all intemal and external relationships. Optionally, a single master

(SMM) operations are usually infrequent and delays in SMM op
mail delivery, but only delay the setup of new secure associatic A -
usually smal] (e.g., hundreds of thousands of records of » few K i




5 MS#311610.02 (MSFT 5169.1)

repair or replace hardware or do a system restore before any loss of sexvice. In one
embodiment, critical data for operation is replicated to other gateway sexvers. Since there
is no single point of management, not all data is replicated and the replicated data is read
only.

[0022) A server may engage with a number of other correspondent
domains to set up mai} links for a specific project. However, the management
coordination of such projects does not usually scale. For secure messaging to make an
impact, secure mail is enabled with the majority of the organization's business
correspondents. This requires the ability to discover which correspondents have gateway
mersinstﬂ!edmdhaveuimpleorgmiutinu:to-omninﬁonwmkﬂow in order to
determine whether there should be negotiation to establish s secure mail link.

{c023] The invention enables discovery of gateway servers installed in an
organization's correspondents so that a secure connection can be set up. To facilitate
discovery, the server indicates (¢.g., advertises) the presence of itself with cutbound mail
by some indication (or advertisement), herein referred to 28 a discovery secret. To
minimize the discovery secret process being vulnerable to attack, the system and method
of the invention do not use a hard coded address in its discovery secret. However, it is
contemplated that in one embodiment a single address may be used with a discovery
secret to be included in any email to that address. As a result, only messages from parties
that have seen the discovery secret (which includes the discovery secret) can send to the
administrative address. Therefore, in a preferred embodiment, a single address is used,
and the discovery secrets must be provided in every message. Alternatively, the
indicated address is & random mailbox name which can rotate at a reasonable interval,
e.g., weekly. While this random approach is an option, it is usually a less preferred
embodiment. To ensure that the vulnerabilities arc minimized, the discovery secret is
bound to the sending domain, ¢.g., the source domain, and to the domain to which it S
sent, e.g., the correspondent domain. In the event that the discovery secretj 'ft,‘;"_ i 4
a third party the only domain that would be affected is the domg A
address was compromised. ‘ :

{0024] Inonefom,lhediwoverymzetmayb RS

Copy provided by USPTO from the FW image Databess on 12/29/2008
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relative to when the message was sent. Inbound mail is scanned by the receiving server
(e.g., correspondent or correspondent server) for discovery secrets from gateway servers
and compared against a list of known gateway servers. Any additions to that liat are
communicated to the local administrative SMM. On discovery of a new correspondent,
the SMM can send a probe message (e.g., an invitation) to the administrative address at
the other SMM to offer a turn on domain signing and encryption or other services. On
receipt of an invitation from another SMM administrator, if the message is verifiable
under the existing trust policy then the local SMM could invoke a policy to automatically
accept the invitation. Alternatively, the SMM administrator may require manual
approval before accepting the invitation. On receipt of the invitation acceptance by the
server, if the message is intrinsically verifisble, then the receiving SMM would invoke a
policy to automatically start using domain signing and encryption. First, it sends an
encrypted ping message with a nonce, and waits for an acknowledgement (that includes
the nonce) to ensure that securc mail can be decrypted by the other side. Note that the
invitation and acceptance messages are signed with the SMM's authoritative kay,
whereas the ping and acknowledgement are signed with the signing key (which is a child
of the authority key). The process that does routine mail signing and encryption only has
the authority to sign with the signing key (for security). Thus, the ping and
acknowledgement also verify that secure mail will work with the aigning key, not just the
authority key. The configuration of a new secure domain is an asynchronous process and
is not used for real data until the link is confirmed operationally by receipt of the ping
acknowledgements before any administrative prompting.

[0025) Fig. 2 is an exemplary diagram illustrating workflow between a
source domain server and a potential correspondent (e.g., target domain computer)
according to the invention. Initially, a discovery secret including an edministrative
address, a discovery secret and an expiration date are sent from the server to the

&\

v

Conv orevided bv USPTG fram the image Datsbase on 12/29/2008
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embodiment, it only responds to the discovery if it has also sent mail "to” the domain.
Thus, a spemmer cannot induce the source domain to invite them (because you never sent
mail to them in the first place). The invitation from the correspondent includes an
administrative address of the correspondent, the expiration, a certificate and the discovery
secret and other information (e.g., workflow ID, contact information, sending and
receiving domaing, etc.). In response, the sexrver sends an acceptance to the
correzpondent’s administrative addreas from the server's administrative address and
inciudes in the acceptance the expiration, the certificate, the discovery secret and a
signature. This is administratively optional, though the default policy may include an
automatic response. In one embodiment, it can also be restricted to manual, or to only
respond if the inviter's cartification meets some trust policy. After receipt of the
acceptance, the comrespondent pings the server and the ping is acknowledged by the
server to establish the conmection that puts the association into the ready stete. It may
involve an optionally sutomated administrative action to advance from the ready state to
the active state. It may involve a further step to go from the active state (use the secure
relationship but docs not beieve it) to the suthenticated stats (believe the identity claimed
by the other end). If the invitation message is not verifisble using the trust policy as
illustrated in Fig. 2, then the request may be cued awaiting manual approval.

[0026] Referring to Fig. 3, an exemplary block diagram illustrating a
secure message manager according to the invention is illustratod. The acceptance of the
invitation by the correspondent may create a cross certificate on the administrative SMM
agent which is then pushed to the worker SMM agents along with the encryption
certificate. (The cross certificate is usually created for authenticated associations (in
order {o define what they are allowed to authenticate). Active associations have _
everything except the cross certificate.) The croas certificate constrains the set of names
meptdbymemwmmmcm&ic&mmdomninpwaymwmuniaﬁon.

administration SMM to all worker SMM 30 all workers use the sigs
size. To allow for scaling out, the comresponding decryption privs
encryption certificate should be available on all internet facing gat
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any to decrypt inbound mail. This is gencrated in a single place, i.c., the administration
agent, and distributed to all worker servers. Once a trust relationship is established, it
should be maintained. For example, the original certificate may be retained and a
renewal request sent to the other SMMs before the certificate expires. The child
encryption and signing certificate may also be updated frequently.

[0027) From the server's perspective, the method according to the
invention begins the process to establish a link between a source domain and a
correspondent domain. Initially, a source domain server tranamits a discovery secret to
potential correspondent domains via random or pseudorandom messages. The discovery
secret includes a data element such as a mention or a token or other secret which is
specifically assigned to the correspondent domain. The discovery secret includes a
shared secret which is specific to the correspondent domain (and possibly the source
domain). In the preferred embodiment, it is a hash of the seed, the correspondent
domain, and the source domain (in some specified order). In addition, the discovery
sccret includes an address at the source domain to which the correspondent domain is
permitted to send a message in order to establish a compatibility between the source
domain server and the target computer. The source domain server receives an invitation
from the correspondent domain which invitation is addressed to the source domain
address previously provided. The invitation includes the data element in the discovery
secret or sn clement which corresponds to the data element in the discovery secret. This
allows the source domain server to initiate a process to establish compatibility between
the correspondent domain gerver and the source domain server upon receipt by the source
domain server of the invitation from the correspondent domain server. As noted in Fig.
2, the source domain server transmits an acceptance to the correspondent domain server
to establish compatibility therebetween.

[0028] In one embodiment, the source domain selectively transmits the
discovery secret to correspondent domains from which the source domain has sent [ o)

)

a\
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the invention, an email server occasionally adds an additional headex (an "x-header™) to &
message that will be delivered to another email domain. The data in the header includes
a sccret that is specific to the correspondent domain and the email address to which the
sdministrative messages from the correspondent domain can be directed back to the email
server, as well as including the expiration, correspondent domain, sender domain,
optional version, and optional features. If mail at the correspondent domain is also
directed through a server that implements this embodiment of the invention, then it will
detect the additional header and determine that there may be a compatible server at the
originating domain, The correspondent domain then directs administrative traffic such as
requests to establish a secure connection to the contained administrative email address.
Such administrative messages must also contain the secret (referred to above as
“discovery secret”) that was provided for the correspondent domain. The mail acceptor
for administrative mail at the originating domain can then discard any mail that purports
to be from the correspondent domain but that does not contain the secret corresponding to
the correspondent domain. Although this docs not provide absolute assurance that the
received administrative mail is from the originating domain, it does minimize the
vulnerability to SPAM at the administrative addreas and ensures that cven an attacker that
can see email to the correspondent domain can only attempt to spoof administrative
addresses from the correspondent domain rather than from any domain.

[0030) In one embodiment, the invention is implemented by using a
header, called a discovery secret (sometimes called a' mention), thet is attached to an
already outbound email from the source domain. This discovery secret reveals the
availability of specific functions on the mail server originating the outbound email while
avoiding the need for generating additional, possibly undesirable, messages. As noted
above, the administrative email address wonld be included in the mention and there
would be a per-domain secret to mitigate risks of SPAM to the administrative emg
address. This would support workflow messages at the administrative ""‘d
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have a special “source” for all domains at the source server. This allows a single seed to
be shared across multiple servers, so that each server will generate the same discovery
secret unique to any correspondent domain. When an administrative message is received
at the originating server (because it is directed to the administrative address included in
the mention), the discovery secret provided in the administrative messages is checked by
the originating server. To check the discovery secret, the email server can generate (or
store )a discovery secret for the domain that sent the administrative message using the
current internal seed. If the generated discovery secret is the same as the one in the
administrative messages, then that message has the correct discovery secret and is passed
through to the appropriate destination for negotistion megsages. Negotiation messages
are passed between domains. If the discovery secret does not match, then the same
process is applied to prior discovery secrets (up to a bounded number). If none of the
currently valid seeds can be used to generate a discovery secret that matches the
discovery secret in the incoming message, then the message is not considered valid and is
discarded or rejected, and not passed on to the eventual destination for administrative
messages. This prevents unauthorized SPAM attacks aguinst the receiver of
administrative messages, which may be unable to cope with large volumes of email.
Additionally, to prevent denial of service attacks from a domain that reccived a valid
discovery secret, the verification process permits the server to keep track of how many
messages were recently passed through to the administrative destin.llion from a particular
domain or using a particular discovery secret. ' When that number exceeds an allowed
limit or an allowed rate, further administrative messages using that discovery secret are
discarded or rejected.

[0032] Fig. 4 is a flow diagram illustrating operation of the SMM
administrative routing acconding to the invention. The signature verification and
decryption must happen before anti-SPAM processing because the output from the

Copy previded by USPTD frem the IFW image Datshass on 12/23/2008
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mesaage is dropped at 406 and the routing process ends. If the discovery sccret is valid,
the process proceeds to 408 to determine if the domain has a maximum amount or rate
which has been exceeded. If the maximum has been exceeded, the message is dropped at
406; otherwise, if the signature is valid at 410 the message is routed to the local
administrative agent. However, signature verification need not happen in the waorker; it
usually happens in the SMM.

[0033) Fig. § is a flow diagram illustrating operation of SMM worker
routing according to the invention. SMM is the Secure Measaging Manager; workers are
the servers that the SMM administers/controls and that do the processing of mail traffic.
SMM signing and encryption is the last function generally. Each message going to a
domain with a secure message association is signed and encrypted. This component also
inserts the header containing the current SMM ephemeral address to all mail going to
domains without a security relationship. The worker will add discovery secrets as
appropriate, but it does not only do so to securc mail. As shown in Fig. 5, the domain
looks for a valid signature at 502 and an external address at 504 after finding a valid
digeévu'yleuet. The discovery secret is only checked in messages that claim to be for
the administrator, not in normal mail. If the signature is valid and there is no external
address, the message is routed to the local worker agent at 506. If there is an external
address, it is routed to suich. If the message appears to be domain-secured, an invalid
signature is treated identically as if the signature was not present. The message source is
not authenticated.

[00341 In ope embodiment, the inter-organizational work flows as
illustrated in Fig, 6 are implemented between administrative organizations that represent
the lifecycic of a relationship. Other rollovers are possible: keys have certifications .
associated with them. The certifications may rollover more often than the keya.
are signing, encryption, and authority certifications and keys, all of yhigfpeUfixef,
independently. Also, there can be later ping/ackmowledgemegiadtl
is performed by the SMM administrative agents and may go tf
order to accomplish a rollover (rollover is the term for updating §
certificate). Fig. 7 is a state diagram illustrating the new security ]
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diagram only considers the positive cases and the terminal cases. It does not include
other aspects such as re-transmission of messages prior to the re-tranamission limit
[0035] Other optional features of the invention include the following
which may be implemented separately or in combination. The distinction between active
and authenticated associations is “optional”, ag are all the various policies that might be
applied to automatically take an administrative transition. The discovery secret may
comprise an expiration date in which case the source domain server would not initiate the
process to establish compatibility with the correspondent domain computer (e.g., server)
computer when receipt by the source domain server of the invitation is after the
expiration date so that the shared secret does not become more and more exposed over
time. The data element may be at least one of the following: a per domain secret
including a random or pseudorandom number for cach correspondent domain computer
(e.g., server), a secret generated via hashing the correspondent domain cor;:puter (cg.,
server) and a secret seed that is used to generate per-domain secrets for more than one
domain; and a per-domain secret generated by encrypting the correspondent domain
computer (c.g., server) and an expiration date of the secret. The data element may
comprise a secret in which case the source domain server could remember the secret or
could verify the secret received from the correspondent domain computer (e.g., server) by
re-computing and then comparing the current secret for the correspondent domain
computer (e.g., server) with the secret included in the discovery secret. The data element
may be selected from a plurality of multiple secrets which are valid during overlapping
times for each correspondent domain computer (e.g., server) so that there are a plurality
of valid secrets that can be used for communicating from a correspondent domain
computer (¢e.g., server) to the administrative address of the originating domain. A limit
may be imoposed on the number of messages that are passed to the source domain server

address with a particular data ciement so that denia! of service attacks using & correct data __

element are mitigated. The source domsin server may include the ability to overrj
requirement for a data element for a given correspondent domain compuysf®y of

e —————————————————
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and the body of the message remains encrypted when passing through a mail server. The
source domain server may support multiple simultaneously valid discovery secrets for the
same domain and verify invitation messages from sub-domaina of the correspondent
domain computer (e.g., server) by verifying the incoming discovery secret against
discovery secrets for the correspondent domain computer (e.g., server). The data element
may be a discovery secret and include version information for the source domain server
and include in the functions supported by the source domain server.

[0036] In one embodiment the invention comprises a data structure for the
discovery secret to be transmitted from the source domain server to the correspondent
domain computer (e.g., server). As noted above, this discovery secret is used to establish
compatibility between the source domain server and the correspondent domain computer
(e.g, server). Alternatively, it could be used for other purposes between the two
domains. For example, it could be used for them to agree that they will send proprietary
TNEF formats rather than text or HTML which would have nothing to do with encryption
or security. The data structure includes a message and its usual header relating to the
message. Additionally, the data structure includes an additional header attached to the
message and message header and including a data element specific to the correspondent
domain computer (e.g., server). The header elso includes a source domain server address
to which the correspondent domain computer (e.g., server) is permitted to send a message
to the source domain server in order to establish compatibility between the source domain
server and the correspondent domain computer (e.g., server). As noted ahove, the
additional header should include an expiration date, aithough this is optional.

[0037]  Altematively or in addition, the discovery secret may be a message
with s single correspondent domain and/or a message to a correspondent domain which is
an operator. The single message to the correspondent domain may be for each key and it
may be sent on a time-based determination (e.g., one message per hour). For example, 45\
the uger action may be NDRs or return receipts. In particular, the choice of gemdifie :
nepultemelugeormhingtomnlmdybeingmnmempis
you do it on every message or only occasionally. One crossover ol
message that has recipients at a single domain (the correspondent dd}
attaching the discovery secret to a message that has recipients at multif§

AN i
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one implementation, the message is spiit 8o that the copy going to the recipients at the
correspondent domain has the discovery secret for that domain.

[0038] FIG. 8 shows one example of a general purpose computing device
in the form of a computer 130. In one embodiment of the invention, a computer such as
the computer 130 is suitable for use in the other figures illustrated and described herein.
Computer 130 has one or more processors or processing units 132 and a system memory
134, In the illustrated embodiment, a system bus 136 couples various system
components including the system memory 134 to the processors 132. The bus 136
represents one or more of any of scveral types of bus structures, including & memory bus
or memory coutroller, a peripheral bus, an accelerated graphics port, and a processor or
local bus using any of a variety of bus architectures. By way of example, and not
limitation, such architectures include Industry Standard Architecture (ISA) bus, Micro
Charmel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics
Standards Association (VESA) local bus, and Peripheral Component Interconnect (PCI)
bus also known as Mezzanine bus.

[0039] The computer 130 typically has at least some form of computer
readable media. Computer readable media, which include both volatile and nonvolstile
media, removable and non-removable media, may be any available medium that may be
accessed by computer 130. By way of example and not limitation, computer readable
media comprise computer storage media and communication media. Computer storage
media include volatile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of information such as computer
readable instructions, data structures, program modules or other data. For example,
computer storage media include RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic duknnrmorothermIMc‘
devices, or any other medium that may be used to atore the desired informaiistFga® : \
may be accessed by computer 130. Communication media typicgis adiermle

Cotry provided by UGPTO from the IFW [mage Datwebase en 12/23/2008
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which has one or more of its characteristics set or changed in such a manner as to encode
information in the signal. Wired media, such as a wired network or direct-wired
connection, and wircloas media, such as acoustic, RF, infrared, and other wireless media,
are examples of communication media. Combinations of any of the above are also
included within the scope of computer readable media.

[oc40) The system memory 134 includes computer storage media in the
form of removable and/or non-removable, volatile and/or nonvolatile memory. In the
illustrated embodiment, system memory 134 includes read only memory (ROM) 138 and
random access memory (RAM) 140. A basic input/output system 142 (BIOS), containing
the basic routines that help to transfer information between clements within computer
130, such as during start-up, is typically stored in ROM 138. RAM 140 typically
coninins data and/or program modules that are immediately accessible to and/or presently
being operated on by proceasing unit 132. By way of example, and not limitation, FIG. 8
illustrates operating system 144, application programs 146, other program modules 148,
and program data 150.

[0041)] The computer 130 may also include other removable/non-
removable, volatile/nonvolatile computer storage medin. For example, FIG. 8 illustrates
a hard disk drive 154 that reads from or writes to non-removable, nonvolatile magnetic
media. FIG. 8 also shows a magnetic disk drive 156 that reads from or writes to a
removable, nonvolatile magnetic disk 158, and en optical disk drive 160 that reads from
or writes to a removable, nonvolatile optical disk 162 such as a CD-ROM or other optical
media. Other removable/non-removable, volatile/nonvolatile computer storage media
that may be used in the exemplary operating environment include, but are not limited to,
magnetic tape casscttes, flash memory cards, digital versatile dicks, digital video tape,
solid state RAM, solid atate ROM, and the like. The hard disk drive 154, and magnetic
disk drive 156 and optical disk drive 160 are typically connected to the system t ;
by a non-volatile memory interface, such as interface 166. 7 '

[0042] The drives or other mass storage devices (I} -
computer storage media discussed sbove and illustrated in FIG. Shsiiiids
computer readable instructions, data stmctures, program modules 2ad of!
computer 130. In FIG. 8, for example, hard diak drive 154 is illustrafed,

~Copy provided by USPTO fram the TFW inage Datsbase on TI/Z3008 q,




16 MS#311610.02 (MSFT 5169.1)

operating system 170, application programs 172, other program modules 174, and
program data 176. Note that these components may either be the same as or different
from operating system 144, application programs 146, other program modules 148, and
program data 150. Operating system 170, application programs 172, other program
modules 174, and program data 176 are given different numbers here to illustrate that, at
a minimum, they are different copies.

[0043] Ammymt-&rcommuidlmdinfonmﬁoninmwmpum‘ 130
through input devices or user interface selection devices such as a keyboard 180 and a
pointing device 182 (e.g., a mouse, trackball, pen, or touch pad). Other input devices (not
shown) may include a microphone, joystick, game pad, satellite dish, scanner, or the like.
These and other input devices are connected to processing unit 132 through a user input
interfisce 184 that is coupled to system bus 136, but may be connected by other interface
and bus structures, such as a perallel port, game port, or a Universal Serial Bus (USB). A
monitor 188 or other type of display device is also connected to system bus 136 via an
interface, such as a video interface 190. In addition to the monitor 188, computers often
include other peripheral output devices (not shown) such as a printer and speakers, which
may be connected through an output peripheral interface (not shown).

[0044] The computer 130 may operate in s networked environment using
logical connections to one or more remote computers, such as a remote computer 194.
The remote computer 194 may be a personal computer, a server, a router, a network PC, a
peer device or other common network node, and typically includes many or all of the
¢lements described above relative to computer 130. The logical connections depicted in
FIG. 8 include a local area network (LAN) 196 and a wide area network (WAN) 198, but
may aiso include other networks. LAN 136 and/or WAN 138 may be a wired network, 2
wircless network, a combination thereof, and so on. Such networking environments are

computer networks (e.g., the Internet). P :
[0045] When used in a local arca networking enviffipstSitcamfus
is connected to the LAN 196 through a network interfice or adap ‘

Copy provided by USPTO from the IFW Image Dalabese on 1222005
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The modem 178, which may be internal or external, is connected to system bus 136 via
the user input interface 184, or other appropriate mechanism. In a networked
environment, program modules depicted relative to computer 130, or portions thereof,
may be stored in 2 remote memory storage device (not shown). By way of example, and
not limitation, FIG. 8 illustrates remote application programs 192 as residing on the
memory device. The network connections shown are exemplary and other means of
establishing a communications link between the computers may be used.

[0046) Generally, the data processors of computer 130 are programmed by
means of instructions stored at different times in the various computer-readable storage
media of the computer. Programs and operating systems are typically distributed, for
example, on floppy disies or CD-ROMs. From there, they are inatalied or loaded into the
secondary memory of a computer. At execution, they are loaded at least partially into the
computer’s primary electronic memory. The invention deacribed herein includes these
and other various types of computer-readable storage media when such media contain
instructions or programs for implementing the steps described below in conjunction with
2 microprocessor or other data processor. The invention also inciudes the computer itself
when programmed according to the methods and techniques described herein.

[0047] For purposes of illustration, programs and other executable
program components, such as the operating system, are illustrated herein as discrete
blocks. 1t is recognized, however, that such programs and components reside at various
times in different storage components of the computer, and are executed by the data
processor(s) of the computer.

[0048] Although described in connection with an exemplary computing
system environment, including computer 130, the invention is operational with numerous
other general purpose or special purpose computing system environments or
configurations. The computing system environment is not intended to suggest any
limitstion as to the scope of uss or functionality of the invention. Moreover, the
computing system environment should not be interpreted as having any dependeg
requirement relating to any one or combination of components illustraiogditht
exemplary operating environment. Exampies of well known comput®Rs ~L
eavironments, and/or configurations that may be suitable for use with
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include, but are not limited to, personal computers, server computers, hand-held or laptop
devices, multiprocessor systems, microprocessor-based gystems, set top boxes,
programmable consumer electronics, mobile telephones, network PCs, minicomputers,
mainframe computers, distributed computing environments that include any of the above
systems or devices, and the like.

[0049] The invention may be described in the general context of
computer-executable instructions, such as program modules, executed by one or more
computers or other devices. Generally, program modules include, but are not limited to,
routines, programs, objects, components, and data structures that perform particular tasks
or implement particular abatract data types. The invention may also be practiced in
distributed computing environments where tasks are performed by remote processing
devices that are linked through a communications network. In a distributed computing
environment, program modules may be located in both local and remote computer
storage media incinding memory storage devices.

[0050] An interface in the context of a software architecture includes a
software module, component, code partion, or other sequence of computer-exccutable
instructions. The interface includes, for example, a first module accessing a second
module to perform computing tasks on behalf of the first module. The first and second
modules include, in one example, application programming interfaces (APIs) such aa
provided by operating systems, component object model (COM) interfaces (¢.g., for peer-
to-peer application communication), and extensible markup language metadata
interchange format (XMI) interfaces (e.g., for communication between web services).

[0051) The interface may be a tightly coupled, synchronous
implementation such as in Java 2 Platform Enterprise Edition (J2EE), COM, or

distributed COM (DCOM) exsmples. Alternatively or in addition, the interface mly be b0\

simple object access protocol). In gﬂ'lﬂ‘ll, the interface includes
following characteristics: tightly coupled, loosely coupled, synchi

asynchronous. Further, the interface may conform to a standard pra
protocol, or any combination of standard and proprietary protocols.

/lj@
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[{0052] The interfaces described herein may all be part of & single interface
or may be implemented as separate interfaces or any combination therein. The interfuces
may execute locally or remotely to provide functionality. Further, the interfaces may
include additional or less functionality than illustrated or described herein.

[0053] In operation, computer 130 operates as either the source domain
server or the correspondent domain computer (which may be a server) to execute
computer-executable instructions as noted above, such as those illustrated in Figs. 2-7.

[0054] The order of execution or performance of the methods illustrated
and described herein is not essential, unless otherwise specified. That is, elements of the
methods may be performed in any order, unless otherwise specified, and that the methods
may include more or less elements than those disclosed herein. For example, it is
contemplated that executing or performing a particular element befors,
contemporaneously with, or after another element is within the scope of the invention.

[0055] When introducing clements of the present invention or the
embodiment(s) thereof, the articles “a,” “an,” “the,” and “said” are intended to mean that
there are one or more of the elements. The terms “comprising,” “including,” and
“having” are intended to be inclusive and mean that there may be additional elements
other than the listed elements. '

[0056] In view of the above, it will be seen that the several objects of the
invention are achieved and other advantageous results attained.

(0057] As various changes could be made in the above constructions,
products, and methods without departing from the scope of the invention, it is intended
that ail matter contained in the sbove description and shown in the accompanying
drawings shall be interpreted as illustrative and not in a limiting sense.

— Copy provided by UBFTO from the IFW image Daishase on 12/2/3008 _ \0
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‘What is claimed is:

1. A method for determining that a potential correspondent domain has compatible
secure email technology in order to establish a link between a source domain and a
correspondent domain comprising:

Transmitting a discovery secret from the source domain to the correspondent domain
wherein the discovery secret includes a data element specific to the correspondent
domain and wherein the discovery secret includes a source domain address to which the
correspondent domain is permitted send a message in order to establish compatibility
between the source domain and the correspondent domain; and

Receiving by the source domain via the source domain address an invitation from the
cormrespondent domain wherein the invitation includes the data element or an element
corresponding to the data ¢lement which may be used by the correspondent domain to
initiate a process to establish compatibility with the correspondent domain.

2. The method of claim 1 further comprising transmitting an acceptance from the source
domain to the correspondent domain to establish that the correspondent and source
domaing have compatible secure email techmology or other email or communication
technology.

3. The method of claim 1 wherein the discovery secret is selectively tranamitted to at
least one of the following:

Correspondent domains from which the source domain has received a message;
Correspondent domains specifically identified in advance; and
Correspondent domgins vis randomly selected messages.

4. The method of claim 1 wherein the discovery secret is a messggpWiigh
in response to user action; wherein the discovery secret is a messSposith
oonup&ndmtdmmin;wlmuinthedimveyminmme BR cc
domain which is an operator; wherein the discovery secret is a singlé
correspondent domain for each key; or wherein the discovery secret iSh Ui
a time-based determination. '
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5. The method of claim 1 wherein the discovery secret comprises an additional header
which includes the data element and the source domain address,

6. The method of claim 1 wherein the discovery secret comprises an expiration date and
wherein the source domain does not establish that the correspondent and source domains
have compatible secure email technology when receipt by the source domain of the
invitation is after the expiration date,

7. Themethod of claim 1 wherein the data element is at least one of the following:

a per domain secret including a random or psendorandom number for each cormrespondent
domain;

a secret generated via hashing the correspondent domain and a secret seed that is used to
generato per-domain aecrets for more than one domain; and
lpuhdomﬁnmgmuuedmaypﬁngthemndemdomginm&mexphﬁm
date of the secret.

8. The method of claim 1 wherein the data element comprises a secret and wherein the
source domain verifics the secret received from the correspondant domain by re-
computing and then comparing the current secret for the carrespondent domain with the
secret included in the discovery secret whereby the source domain only corresponds with
potential correspondent domains which provide the secret so that denisls of service
attacks from correspondence domains is mitigated.

hr—.—..-—-——-.—_ —— -
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10. The method of claim 1 further comprising imposing a limit on the number of
messages that are passed to the source domain address with & particular data element
whereby denial of service attacks using a correct data element are mitigated.

11. The method of claim 1 further comprising including the ability to override the
requirement for a data element for a given correspondent domain to enable out-of-band
authorization to send invitation messages from a particular domain.

12. The method of claim 1 wherein the data element is a token in the discovery secret
message in a mail header or embedded in the body of a message or wherein the data
clement is a token in a mail header and the body of the message remains encrypted when
passing through a mail server.

13. The method of claim 1 further comprising supporting multiple simultaneously valid
tokens for the same domain and verifying invitation messages from sub-domaina of the
correspondent domain by verifying the incoming token against tokens for the
correspandent domain.

14. The method of claim 1 wherein the data element is a mention and further comprising
including in the mention of version information for the source domain and including in
the mention fimctions supported by the source domain.

15. A data structure for a discovery gecret to be transmitted from a source domain to a
comespondent domain for establishing that the correspondent and source domains have
compatible secure email technology comprising:
A message:

A header relating to the message; and

An additional header attached to the message and including (e
the comespondent domain and including a source domain ac

Couv srovided by USPTO frem the (FW imags Databese on 12/23/2006 \JS
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establish that the correspondent and source domains have compatible secure email
technology, (2) a discovery secret and (3) an expiration date.

16, The data structure of claim 15 wherein the data element g at least one of the
following:

a per domain secret including a mndom or pseudo-random number for each
correspondent domain,

a secret generated via hashing the comrespondent domain and a secret sced that is used to
generate per-domain secrets for more than one domain;

a per-domain secret gencrated encrypting the correspondent domain and an expiration
date of the secret;

2 secrot and wherein the source domain verifies the secret received from the
correspondent domain by re-computing and then comparing the current secret for the
correspondent domain with the secret included in the discovery secret;

a data clement is selected from a plurality of multiple ovezlapping secrets for each
comespondent domain so that there are a plurality of valid secrets that can be used for
communicating from a correspondent domain to the administrative address of the
originating domaijn;

a token in the discovery secret message in a mail header or embedded in the body of 2
message or wherein the data clement is a token in & mail header and the body of the
message remains encrypted when passing through a mail sexver; and

a mention and further comprising including in the mention of version information for the
source domein and including in the mention functions supported by the source domain.

17. A system for establish that the correspondent and source domains have compatible
secure email technology, comprising: '
A source domain server transmitting a discovery secret to the
wherein the discovery secret includes a data element specific to the @
domain and wherein the discovery secret includes a source domain ad¥
correspondent domain is permitted send a message in order to establis$

correspondent and source domains have compatible secure email te :
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A correspondent domain computer receiving the discovery secret including the data
clement and the source domain address wherein the correspondent domain computer
trangmits an invitation from the correspondent domain to the source domain addresa
wherein the invitation includes the data element or an element corresponding to the data
tlement.

18. The system of claim 17 wherein the source domain server transmits an acceptance
from the source domain to the correspondent domsin to establish that the correspondent
and source domains have compatible secure email techmology and whereinﬂlew;nce
domain server initiates a process to establish a link with the comespondent domain
computer upon receipt by the source domain server of the invitation; and

further comprising at least one of the following:

imposing a limit on the number of measages that are passed to the source domain address
with a particular dats element whereby denial of Service attacks using a correct data
element are mitigated;

overriding the requirement for a data clement for & given correspondent domain to enable
out-of-band authorization to send invitation messages from a particular domain; and
supporting trultiple sitnultaneously valid tokens far the same domain and verifying
invitation messages from sub-domains of the correspondent domain by verifying the
incoming discovery secret against discovery secrets for the correspondent domain.

19. The system of claim 17 wherein the discovery secret transmitted by the source
domain service comprises at least one of the following:

A discovery secret sclectively trangmitted to correspondent domains from which the
source domain has received a message;
a discovery secret selectively transmitted to correspondent domains specifically g so8
identified in advance or randomly selected comespondent domains; -
a message which is generated in response to user action;
a message with a single correspondent domain;

2 message to a correspondent domain which is a server's operator add
a single message to the correspondent domain for each key;

MMWPWM&-WW_‘WQ1M
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a message send on a time-based determination;

an additional header which includes the data element and the source domain address; and
an expiration date and wherein the source domain does not initiate the process to
establish a link with the correspondent domain when receipt by the source domain of the
invitation is after the expiration date.

20. The system of claim 17 wherein the data element is at least one of the following:

a per domain secret including a random or pseudorandom number for each correspondent
domain,

a secret generated via hashing the correspondent domain and a secret seed that is used to
a per-domain secret generated encrypting the correspondent domain and an expiration
date of the secret;

a secret and wherein the source domain verifies the secret received from the
correspondent domain by re-computing and then comparing the current secret for the
correspondent domain with the secret included in the discovery secret;

a data element is selected from a plurality of multiple overlapping secrets for each
correspondent domain so that there are a plurality of valid secrets that can be used for
communicating fram a correspandent domain to the administrative address of the
originating domain;

a token in the discovery secret message in a mail header or embedded in the body of a
message or wherein the data element is a token in & mail header and the body of the
message remains encrypted when passing through a mail server; and
nmcnhonmdﬁntbneompnnngmcludmgmthemenuanofmonmﬁrmuﬂonfor >
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ABSTRACT

A discovery secret is trangmitted from the source domain to the correspondent
domain. The discovery secret includes a data element specific to the correspondent
domain and. The discovery secret includes a source domain address to which the
correspondent domain is permitted send a message in order to determine that a potential
correspondent has compatible secure email technology so that a link between the source
domain and the correspondent domain may be established. The discovery secret is
received by the correspondent domain including receiving the data element and the
source domain address. An invitation is transmitted from the correspondent domain to
the source domain address. The invitation includes the data clement or an element
comresponding to the data element. Tho source domain initiates a process to establizh a
link with the correspondent domain upon receipt by the source domain of the invitation.
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L2oacnahserie, 1 ap0ddelo manstro Loved o w2
» vailie'd 30 arplaninty pongus 28 ir4s senefo vy e
seriizios de riphcas. Las oparacionas < 2 ininist
158IL0) son gereraimants poco fracuanr s y =l {amai

ot by 3 Lo e 2 Ay baren
FoRAba L 2 e aetane nde ol e

td sty Eooea onalpredxten c ks onled o 1 o agandn oo

&
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aphcan on ot senaior bmitrofa Coma 1w hay un puto daweo 12
Srimstiaaon, no todos fos Jalos e 1eplican y iog Jatos rephcados o
roicamanie ds techua

{0023] Un serviclor puerie invnlucrarse con un ntmero Jde colegas pxra

it unos vinculos Ja comen seJwos pard un prayecto sspecifico  Hin

-ambargo, 13 adounistracidn de 1a ccordinacidn «ia 'l proyecio generaimenta

a0 33Cald Para qud 12 menagjeria soyura haga un smpacto, &l correo segurn

32 habilta con la mayoria J2 los coleqas de negocios an la o ganizacidn, Cstn

raquiers la habilidad para descubnr que colegas tieren servidores limitrofes

:-) in323tados y tensn un flujo de trabajo organizacidn-organizacion simple ¢ara

) S pear 2 wslablecn ient -Je un vitculo e cotr30 32gui0

{0024} El invento parmite Jescubrir ios sarvidoras limilrofes instatados
v la organizacién coleya de tal manera qua una conendn sedrxra se puall
wedd Paca faciitar el Judcubnmientn, @l servidor awnoia gu presenca con
o) 20 sfients Para minumzor L3 auinecabilidad a ser atscado of prmceso
e anuncio, el siilema y método del invento ro ubthza una direccién cadificada
2N duro en 3u auncin,  Por lo Lanto, La direcsida anunciada 23 un nombra
cosilia Je correo alatorda que puwsdde rdar con intervalos razonables, por
zmngio culy semana, Para asagurar qus 1a wiinecabilidad sa minimica, »)

. 3 anuncio también estd ligado at domirwn Jo donde se ennd, por ejps

g trreag patd M guco Jomiug que se afectanig
Foenttn e Kt amon 2staba cororo-h-ia

{0023] En urs ormma, 3l NS0 23 Wi o
1a J facowin efimera 322 con mvitacionss y ol hempo Yagil )
12 Jndodn 322 ralatvs 2 el o oS LR 42 3 A B reo L R
"3 s 36y 10r ract e 0w ol o 1annddr St D av'agat par3 wn

b
\ 9
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wunio K secstior imrtenie v L A ompars contra una bsla -le sonveionng
imitridfes corocielos, Coaeuier admisidn a =2stas hslas 3@ comunica ol
wirupisheador 1003l EMAM Cuando sa descubre un nuevo serador bmileofe -
MM puade anviae tn wansae e pruvha (por nP'o, UNG invitacion) al obr;
senmdor SMM para nfrecer un humn -lo firma y codificacion da domwmio Tan
pronto se 1enbe 1a wwitacion 0 2l anunsio ve olro simmistrador SMM, 81
irensais se puade seriticar hajo 13 politica aclual Jde confabiidad < SMM local
wloncAs ouxde invocar una polikca para aceptar automdticamente 'a
invitacion. En forma alterna. of a!mimistrador SMM pueds requerir una
aprobacion manual antas de aceptay la wvitacidn. Tan prontd se rac.be
aceplacion de fa wvitacon g2r @i 32rvidor, 8i o mensyje es vaubicabls
indtinsacaments, antnnces ol SMi receptor pusde Hwocar una gcohitica oaa
isciar automdticaments fas firmas y codificacién del dominio. La configuracion
de dominio Nuevo y seguro 6s un procesc No SiNCronizado y no $@ ubhza pary
Jalos redles hasta gue «f vinculo se confirma operalivementa con 12 recepaidn
vJol raconocimiento.

{0026] Figura 2 s un Jdiayrama sjemplar que muestra of fujn de
irabyejo enire al servidor Je dominio fuents y un colega poltencial tpor elempio,
un computador que as st Jdommnio objetivo) e acverdo con o invento.
Inisialmante, un anuncio qua incluve una rlivecrién administrativa, una ficha ds
emplazamiento ¥y una fecha d3 vencimionto e envian Jsl sarviyjges® R
Cuando o colaga reconoce & amincio, el cnieya i
v o2 @ k) droccion admastratrza Jo arvidor gl
O at3cion del co'aga ivcluve 1 Jieaciin arimini
‘e vanwimiento, un cerlificado v 13 fich1 Je smpiskantigblc
sarsdor anvia o la divecend aiministesd /3 dal ool

# 2 aen Sdmiugh st Jo 30cedr quo sviuye en o
S eearld, < LR, ki helia de ecolazanuentd y wnn B, Ly e
a2 5 r Pl Ty aceptandn, el Glea 3 AGST 1N HEal kSN ol seeedoe ey
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ilienacidn 1a reconcen A seradior ara w3tiablacer ia coroxidn 51 al irensou
Je aretacicn no se pude vandicwr Jtilizando la politica .je confiabifi.sad v 2
3 ostid on ia Fgura 2 y etong 3 '3 pelcion e puerde naner #n 2ala 2r
SSPAA « 13 und APrahaacida man. 3l

{0027} En refsroncia a la fiquea 3, un dagrima de hioque Jemnlar
muestra una adrminstradora de mensajes seqgura de acuendo con 2 mver,o
La xeplacdn da 'a invilactdn por A Jolega crea unus cestificados cnecados #n
2 agente administrativo SMM qie hago se envia a los agantes trahapradores
SMM rue codifican el cartificado. La cortificocion cruzada rashinge ol conunin
ds nombms fue (a nuava confiabilidad ocepla y la resiiccidn 3 la
SHURCIGIN Je doming cdel sarvidar imitrofe, Para facilitar vna wjecuion
2 i A SHIM Jque 8nvia asigna ura Have Je 328idn ¥ reulhza dsta ilave a
lravés de mensaos mulliples a un raciciente SMM. La llave de 'a awsion
lamindn e pumis distribuir en 2ste crsn del administrador SMEA 3l trabajau.
GhiM de Ll aranera gue todos Ins Irabajadores vhiican 13 migaa Mave pma
s suwaf A 5aNN0 e iIa ronwyin sache  Pars parmitic ol ascalamianto, 12 lave
privada da decodificacidn comespondinis para el cerlificads codficado «d2be
astar Jisporbia en lcdo el Intarnat enfirenlado 3 los servidores ntiticfes s
permilic la dacodihcacion de correo antrante, Eslo se puede garsrac en un
0 5o, por ejempln, of agente administrativo y distribuido a lo P\ _
trabujadon2s da servider. Una vaz que 3o sstablace una 1olanidn coptity
J2be mantener. Por glemp:lo, ol cadificado original sg ‘ a%
rShalsd g cancuandn o 9 i SKIM ante e 5 3 RGN

N
>
et B, :

f0028] Darsda la poragactiva b2 ~ondiior, o »ito
o il Hstablnecy un nincnid atre of Jdeninio ieita y ol OmING oy 2 Lo
R VL DPNE L B I E LTI L ARTRE S IR SR TUR TR B K6 o 2 S T 2

i S SR ek L daneeny 0 1304 Ak it 393 rancind 3
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3 Wha u sim oeooreto e sstd usanpin sepas ety q Javen
Seehed Adisioraimants, A weay.0 incluye una drecsan kil I faeats
MLy o draio sigetie 32 .2 Socrmbe snvar 1N nensee 970 astabiscer L
£ & ortes ol serador Jonir huante y ol computador chyetiva El sena 1
Jomin kiente recihe 1:na invitann ol domino chistivo cuya invitacidn »3*3
Jirida a la direcadn Jal dominn frente Jue sunwnistd orevianente La
2t PLACION wshiyd un Ginantd e Jatos on & anuncio 9 un »leeonto te Jdatos
Me comasponde al 2lansnin ke qatos an A anuncid, EsSto parmite que A
serndor ente nicis un pMcaso para astablecer un naculo aiviea 2 sersddor
s rdominio ohjatray v 3t serAadar d3 donwnio Fente tan prao recibe el
1avvdnr <l dominvd fupnte 'a invitacidin el sarvidnr Jde Jdommio ohjstrso
Larmg 42 anotd an 1A Fgura 2, 3l serader da donvinio fuante ramsnute o
sarvdor de dominio obiative una aceptacion para establecar 2 vincudn ent
allos,

{0029] £a una mplementacion 3 Jominio fisnte bansimte 2n forms
22.acterd A awuncio al denwnis ohiedeo 2 donde 2 Jominio fuents ha recibivo
o! mer:sgjae en forma altem o adicionainisnte, of Jomirio fuont2 puede anvear
L0 3ouncio 3l domnia obpative Gue 32 ha jdentfic.ulo especificamentss Ea
faraa allainag o adicionalieante, o Jomudio fuente pusle 2iraar un anaio a
NS ohphves selacaanaios an fonpd alaastoia,

(0030] En una impleeniaadin, € AruNCio puede 3Ur Un mansals cu
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[0031] En upa mplemanticon o] ety un teradnr lp e e

Scasicraimente adade un encabecado adicional fcomn un “x-headey) 8 w
RN U de Mbaga 3 ot doimmo amail Los datos en e ercabezadn
wwli-gan Un sacralo que 28 25pec.fico W dominio objetivo y la dimcodn ue
carren svlonde of menaaje viminisicativo el domituo abyativo se puede Jingr:
Jg vuaita al servidor da comreo. Si sl coneo en el Uominkd objetivo Lambish) cw
Jinge a través del servidlor ue unplamanta esia mplamentacidn del mvents.
anorea2s Jatectara al encabozado adicional y daterminara que delrs haber un
serfjor compalible en el dlomirio Ja origan. El dominio objetivo luego dings ot
rafoo administrativo, tal como las paticionss pam asighlecar una conexidn
Tegura, 3 la dirgcaon Je comren o lministe stive contenida Camo 5o anotd
wrearicrmanie, tales menagies admirisirabves dehen contener of 2acrelo quq
le fue suninisirado ol dominio chjetive. El que acepta &l comreo adminiatrativo
wn al dommnio de origen pueds entonces dascartar cualquer comyo Jue
ctelenvis sor Jal domio objetivo pard que no conbene 9 secrelo
r-3sponBente al dommnio bjstivo, Aimque &30 ro Juministra ung sequr.dad
Wschta Je que el comeo administrative recbido es Jel dominio que cngina,
minimiza la vulnerabilidad al SPAM.

{0032} £n una implamentacitn, « nenio se implementa Wlilizando un
-arcabozado ffamado una mencién que 80 anexid A un corrao sahenta Jol

Ly oresale 3 s arensafas ds! () 2 Libao an i3 direcnion

o' RPAR Y
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(0037 La ficha 13 sevrstn) Cu pu=de gerarar to an donveg et
rg samita e sacratd que se wantiene =0 el servuder que cogina Eslo
el e uea serila Cnica e compata 3 traves de maigles saondores,
da2 1l manrera que cada servidor va A genarsr A misma foha huca g
Sualquizr dominie ebjetivo, Cuando un mensaje administratrs ) 32 mocibe 7#n 2l
servicor rpia angina feoroue asla divgelo 1ia dirsceidn ailmaisteatza gkt s
2n la mepaién), i ticha swenistrada an sl mensaye administrativo 13 cheauen
2l sarador gque ongina, Para chevieear Ia licha, @ sensddor -ig a2-mad Jeniera
nea ficha oara & doninie que 2nvid 21 mensaie administrative ublizands s
semilla intema actual Sila ficha Jererada o3 '3 misma que (3 qua 20 uhhad
2 gl rensze s kninistrative, sotonces 25¢ mensaje tiane 1a hoha correcta y
Sa59 Al ashno spropuado paca mansajes administativos. Si 1l fwha ro
concLerda, e aphica 2 mismo procaso aue a Fobas previas (hasta un nGmearns
limuta.} Si nirguna de las samillas wahdas acluales ¢ pueda ubhzar paey’

gererdr ura ficha que concuzrda con fa feba et & mersaje antrants,

antances 2l msnsaie ne se Sonsidera s20do v 52 descarta 0 se rechsaza, v no
3 opasa Y Jesting eventeal para orensaes adranistratiass, a0 preypmes

atoques no  autonzados de SPAM contra &l recemtor del mensajs
pdnnensingtizo, que pLads no sar copaz e enlreotar un gran volumen die -
rmal Adicisraimants, 2ara pvenic la nedgacion de ataagues a los saranios de

un dominio gue recitnd una ficha valida, 2l proceso de venficaciin o3 cagas s

sagur ia pista de cuantds mansaies pasarcn mcientzmente

i Liaetl
yihoenslotyn e ua doeien partcuny o ubbzamie una B

pelo ase nomar sxasda un lioite poamitds, loz g

A3 ) Lo fgurd 4 24 andiagram s -tz theo (e ny
»asLenda e cla i sieat vaa Jal 1M e anuaiR
ek dn 2 hrreas o demcibesrudn o aa suseser

Lens ) Anh-RPAM por eE Ta vatida o g el a2 e

\A\
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16 baleras e opromedad ol g zesae ublizadss car @ agechs apt SEAGA
La sanficaniog da frema daize seteoer luego del RLB y 2tas funconzs = »
Al e i3 Jeecion P De 23Y32 man2ra, & proceso comignga gon il
Swrepued @ mansages an 13 diracouin Jdel daminio fusnta al coal 2 Jdemind
obyetivo se 2 germite envar un mensaje en 402 Si se datermira 20 404 8.2
la i*cha ro &5 vidlida para I drecodn d2i rsmitente, 2l inensije s2 abaidor )
WGy @b peoaasn de bosauaesla De rula lormica, il ficha as Ak, o
Ar0650 rdcede a 0B para dateraerar si S domine liene una duenta maaema
nque g0 ha excadido. Sioal mndximnd 32 oxcadd, o mensaja se abandor en
435, Jde 19 contearin, 3 a firma es valdda en 410 2l mersaje 5o unvia A agecte

b ietrsdar el

{G035] La figura 5 @s un dagr wina de Ao que nuestra 1as opargeisces
42 busquada e nta Jda un tabapador SMM de acueido con 8l nverto, La
firrea y cadifiz acidn SMM 28 genzealmonte 1A dltima tuncion. Este covnpon mte
L inan i &l ancabezado quee coptizran la direccion efirera actual SM3
£ara D ol 20 Que va pard Homin 3 Sin celaciin Jde seuridad,  Como se
mugstra an la figura 5, el deminio busca una firma valida en 502 7 una
fircacn aeterna 2n S04 luego dg hixow 2ncontrado una ficha «3lida. 5i i
Fima w5 Jdlida v no hay dieeceidn #xdema, & mensaje sa 2nvia al agenie
trabajader ncal en £06. 5i hay wuna direccion axterra, se onvia a dcha

diraueicn 3in ne hay una firma valida 2} omnsaje se doscanta,

100.068] En una “implaeantacion, o] Bujo g
S 55 Mussted en i Fgwa 532 wrplo

adrinistrabyas EF i Jda bobajo o apzoata 2 gl

wor 2 nchuir S intarcamig Je o sz e codificgd :.\r‘. ~ g YR
| 4

Facndt i Jdorowshado Gua g st a8 D gSonuriad Es

LY

R asmaede GGl i e T Ri0d 7 DSOS Daatalss

N ISR I R TIT T (F 1 B Bl I At e TR B A [T TR WS E Wb [ F TR S Tol ICIL RS Y
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Vvt 12 s-ianspmendn, Bn goerard, 125 dominies aue bass s g oprebat o

¥ arrean y §i la marca 52 ha recbido al Jonmaud s anrueba Los oemnnes

pURERS TR [y I T aptac Itn e RACeLIn N faemn sirmlar

{0037] Otros rasges opcinniaies 2l inventn mchiyen o siguiente nyue -3
guanta incrementr 2n fonra segarada o en combinacidn. £ anuneco ozl
cclhore una fciha de Lenoiruenty y e tal caso el serador fuente o aicla A
oooEsn para establecer un vinkudn con @l computager dow o obietiio tpc-:r

siemed, 2 senyidor) cuando 21 sarador de deminio fusnta radilie 13 nvilacikin
luago de fa facha de vancimiento. El elwmento da Jitos puads sar i e s

Toeant 28T L secre paor Jomne peluy2cdo un pomraerg saudlo-aleatoro pana
cada comnctador e doming oy 1px aempin, el Saed dor), up secroke
generado a tavas de saleccicres ol computador de <domnio abjativo (par
shzeapin, 2l servidor) v una semilla secrata que se utiliza para generar 193
sam oaos o Jominio para as de o domin; y wn secrglo por dome's
gecest o condificnde 2l compotadar de cominio objetiva Inor samplo S
1aridory v uea fecha de barmiracicn para o seoreto. Los o Blamentn do
datos pusde wmellir un secreto vy en Lal caso &l servidor de domibro fizeni2
sacibea ol sporatp reciodo et computadsr de domanio akjetivo (por Spampio
serdaod) re compulanda v luego comparands el secreto aclueal para o
computader de dominio ohjetivo (par =jamplo, el servidor] con @l secoNn

incluido 2n @l anuncio, B elemento de datos se puade selscciona g,

2irnitiad Je seerstos mualiiples cora cda computicdor de
rour Eempio 2l servidor) d2 tal inanera Gue wwa p

=% pueden ublizar para 11 comoemoacisn S un com

Lovarrla eepocar wn Homte o 3 oviaear rhy aear

Lo da iy fuanite oo un alarecto ds dales 1

4 A

e SR 28 Je sl e sanag? Ghazant

'] L .
WY T

wesehy eo aquspeizan B creciae cde doee sl St soad 10 dher a3 naghle




Y

-

»

14 MS#311810.01 (51680)

uara schrapasar los requarimicrios gaa wn 2lenetin e -lalos oug

compulador de loiminio obetive Ido fpor «pempid, el secvela) garm pane b
urg wksrizacidn fusra-de-Bands para anviar amensaes e awtacdn s oo
domiro particular. Bl slernenta Jde datos puede ser una ficha en al mensae
Jde anuncio 2n un encatezado Je correo O incrustada en e cuerpo Jde un
mansaje 0 el elemants Jde datns pueda <er i3 ficha 20 un poabezado 2
orr20 vy ef cuerpo del mensaje perrcacece codifcado cuando pasa a bavas
dal servider Jde coman Bl sarvidor <da Joming Tusste puede Jar sopats 3
multiplas fichas validas simultineamenta para ¢t mismeo dominio y verilizar 153
mensajes de mvitacion de sub-dominios del samputador de dowineg chpatrs
ipy Hamplo, e 3erddor) rerficands a ficha 42 antrada gonlia 'as fichas para
2l emrputadar de domind ohielivn (oo siamgo, & seradder) Bl elzmento o
datos puede ser tna mencidn @ inclur @n 13 mencién informacidn e g versHn
para el servidor de Jomiaio fuente & incluir en fa mensidn tunoonas apoiss

Qe i senador de Jdoninig leenta

{0033 En una irplementacan ol nvectn comprende una estructurg Heo
dotos para que el aviso se puada trasniliv Jed servidor de Jomicia fuaente al
Sampubador g anminio olzehivo ingr alsrepla, 2l serdidor),  Como 32 2n0td
Qeteticrm2nte, 2513 eshructura de datos 52 utliza gara eslablecsr in vinculo
antre &) servidor Jde dominio fuente v @l compitador da deminio ebjrtan 1oer

memply, el servidor), La eslhuctuca de dalas inchive un manga

et 3azade vsual relacreads con Slimensiye, Adoions
2 cdatas incluye un 2ncabe oo adicional arevn aly

dal mensaje que incluye un elemerta de ot
larmein ohistivo fpor ejemelo, ol servidar),
ra b asion dal secsdy e i st
Vet o apRinpin, &l 3arvidor, te e e

3 eeddl @ JOMIGio fuente Lard 2slabacar Lo v o e e

Toennio ft antg v oo sompeirize A2 Daun o bt o samp's o ol
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Cumo 92 20010 antennrmant 2, ol ercalezado el a8 s wne ey et

L3 pensarenla, quncle esto £3 e ony
[O033) Uns rpram artacisn s thy sjemeiar

[0048) La hqura 3 muesira un 2j2inplo Je un dispostivo o adipouta e
aacdsiio general en {3 foma 2 wan computador 139 cn o'
mglanartacon e wreenta, o0 coreurxdor fal oomo 2 sonpatader 130 05
slacipddn para @30 en kas oras figlaoas gue e musstran y $2 desciben sca
El computador 120 fizne ano 0 mids procesadaras o unicdacles pl‘D\:.\ESF:I':JI‘Jr:iS
132 ¥y una memera Jde sistemna 13&. Tiarmag an la implamentacidn que 5%
avadstrd, tn bas die sstoma 138 e acesia ias ceniponentes L anos el
s50a neluy e 10 1 mancea del siglema 134 con al procesader 132, B bus
126 reprosenta uno 9 MAs da2 vanos Foaes e estructuras de bus, ncluyends
Ui s e mameria 9 controladora da mamona, un bus penfensd, u pusitl
Qg geabent acaarsdo, y un recesadar 9o ous iceal vlilzango cualguiera o=
Cerd MR ECteas Y2 B Como zampio, v N2 ¢ limitanta, astas
arquitecturas incluyen o bus Industry Standacd Acchitectura HHAY, ef bug
Lhoro Chanres Architecture (IMCA), sl bus Enbanced 134 1EISA; 2l bus 2ol
Vodrg Flachorics Stargauds Asaociston IVESA, v el bus Paupiera!

Comndceant Inkaecdnect (PG taminion conecildo como 2l bos AMezzanioe,

Ca3 aelos b ities v ac-vslantes, M ey
Foabee reacdo dsoarvbla ue e Carpul arR

Toaepiy v e e b, b e inguini

oot saengtadar inchue b 2 dos ) iy

Tra o ey vabwren'anns o ey
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aimacsrar nforracian fal coro astrucesens fagibiss CoF toent e
astructuras de dalos, medd los =2l gragrama o cuaiquier o rpo e TS
por zemplo, 105 radios l2gities por soncputador wwluysn RAM, RO
EPFROM. memona flash o cualine ey otra leenelogia d2 memona, CD-ROL
discos sersatiles digitales (DVD) o cualfuier otro dmacenaje en -isco apticn
casetas magnalicos, ointas wagnidt cas, abnacenaje sn bscos siagneticos n
weyepear otrg dispostieo Je aliracosoe magndtico, o cualgusr olro med:o
dqua s2 pueda nbizae carn gimcenas 1d informacein dsseada gque o
romputador 13D pueda accader. Los madies de cormunicacidn ancanan
watrccionas lagibles por nomputader, eslructurag da datos, madulos Jx
Herard, o otms tipos da dslos an sanal de dates modulado ales comn
aend3g Fansportaoras v ¢inos mecansmas de transporte @ inclu jeo cusigquesr
medio de suminisire le wfonracidn Aoguelics Jiistros en ol arte 2suin
familiarizados con 1as sanales da datos moduladias, que tenen una o mas a2
305 T sl sticas fias o alleradas e Lol maraca que corhhinan 17 informacion
a1 zaval, Medios Slambrados, 1ales como rades Aambradas n conax enes
nambra-das Jireclas, y medics aldmbrices, fales como acusticos, REF,
infracrajos vy otras medics inaldmbicos, son sjemplos de medias e
Jrmuneacion Combinacionss e cuz'iieer oo Jde los anterores lambein s

el vyan dantro ded alcancs de medios Fxgiblas por computatior

reeml B0l mplemartactn oue se inuastr
e A 3 oemoria 2 dio lacturs rRCRND
Aatena IRAM) 140, U sistuma bisico de antraWal3
saneEce 123 bnas bastas que ayllan a oty

Aaredag b @ coimputador V3G et onmiol NI R

Aavad aranr e by Eoeca anROMEYS Ta A 10 Co

b
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g e ea{uieg d peaaeama nuR B soesiihes st aniabansnty y -ptas
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aperadss aluabneecta sor 9 Pl de siocesamentn 132 Cor oy et i,
y 1o coma limitante, 3 fguia 8 swestra el sigtemna cparatizo 144, magramas
g aohcacien 18y nhos aeadulas e piagramas 13, y alas e oageans
151

[0043] Bl computartor 130 rambién suade ncluir slros imadios '
Aimacenaje &an compulador jemoibles 40 roramouvibles, voldtles yiy o
va' '3 Par 2iimolo, Fafigurs @ meestra un divse e Jisco duro 154 que b e
4 a0t 3 Mens magndlicos na-ramiowibes y nooldtiles, | a figura 3 tamlen
muestra un rive de disco magitcn 186 mque lee Jd8 o ascribe o el dises
magrético remowvible, na-voldbl 158, v i driva de faro dptico 160 gua ea {:
B A e 3 3 hsen Apton remagvitts, nu-oldnl 152 2l como e CO- RUM =
Crgepear oo madin Fstico Ohos keos Je medios e zlma-:.en:aj-:a an
computader removiciss/ine-remrovit!os, poddtiles/no-velitles e 52 pusdzn
utilizar an 2| amizente opsrative geoplsr ncuyen, pero no estdn imitadas 4.
sasssPog de dinta miognet g Laperas de emon flagh, hsoos varsaltles
Cipiakag, aoitas e viedens awgitsbis, RARD Se oestado sdlido, POM e estaco
alida, v casas parectdas. Bl drive de disco dure 154, v 2l rddve of2 bhsco
mMzanehico 156 v el Jrive de disca Sphica 180 sskin conectados 2n borima tip, 1
M bes el sustema 038 a brawds de oana intertasa e memoria no=valdtl, 13

Gama L interfase 185,

{001.4] E} drive u olrus dispositvcs -la

."lﬂ'--.lf.’...!l'\-':ljlé 3] COn'lF-U:HIiQf 180200 s 5e Ao tic @

Cad A suirishia el dnacaoaye Jde eestrocciones 198
ewnrns da datcs, ma lutes Cis procgiama y Sros a3l
1770 En By bgra 3 por seopld, o live o disc) I

iavacenardg el sistemna apacatd 170 proygramas e aphllaci

e . - ] Loy N b - P } a . . | it 4 [ o . pa v e
R !Jl P20 Py Lol | P P HCH V2 O j M [ Pager 2,2 L2ty
Ceeh e persduy 20003 Vs o cHleraetas 3 GitIevy tpaenngn
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proquamas de aplicacdin 115 ) dexs oot il e peogroang Y23 0y s e
urograma 130, al sistama onecativy 171 pragramas ohe splicacedn 172, b as
mhdidos de programas 174 y datas de programas 175 se fus Jan chstnes

Wn2as PAra mostrac Guez, wor 1o pencs, son oopas tilerentes

[0045] Un usuano puede mgresar un cemands e infarreacnin .
ri:)mpu!ddt}r i30 a havés de dispositivos de entrada o Jispostises e
salemon enia inbafase et usuaro lales como un teciado 130y un
Aspasiive Jde satalamizcts 132 ioor epamplo, un raton, un trackball, wis
vlura o una almchadilla taclit). Gtoas  dispositivos de entrada fue no s2
madtran) pusden incluir un micrafond, un iowstick, un panel de psyos. an
Nuco 3atelal oscAnan y lemrds Sstts y ohos dispnsiiizos e eot-ada 59
conzctan aia unagacd ccesadora 132 o travis de una interfage e usurio do
sntrada 134 que se awcopla al bus Jel sislema 135, pero gue puadz astar
conactada por olras wierfases @ esinuchuas da hus, talas ¢como puartss
A s, puertos e g o ei Bus Seraal Unver sl (058) Unomonityr 123 0
A0 ey da dizeesiti e visaalizasdn Parbein se conecta al bus el sistema
136 a tvavées <2 una interfase tal como la mnterfase de video [4940
Adicisnalmente ot monitor 128, 10s computadenss recuantemente ineiugan

chrog -fispostivag dve salida penfsrcos fuwe N 32 mMuasiran} ales come ¢pa

eanférica de saiida {gue no s& muestran).

[DO4S]EL compulrior de 130 pude ope
NIz Ano araxiena s Idicas a uno 01138 SompLIny
2 compuiador remato 124 B coep bydor remy
remoLALor Garson i, L anddor, un routar, i PO \
S Salaga o cuabipeenr g aodo sia e cades, "'
S ookns o tedns 12105 weEmeniss deseatas arrnd ralahuos al camputsddoe 10

Las corzamas Bepnas s 40 s 2ab a0 a1y Biea 3 sviiunan vy L e
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drea Al ILAN) 198 y urna redd e Geasy mpka AWAMY 195 eyrn tamian
ouachan intluir olrag radues Lo LAN 175 ¢/o -2 WAN 128 pusden ser una r+ |
Aambeacda, una cod atimbioca, o una comidraciin, v Jdeirds Estes
ammbiantas e rades son comunes en ofcings, redes e computadoros o

negncios, intranets, y redes glohal:s de computadoras Ipor ejemolo inbzret

[CO47] Cuando ae wtilizan on un ambiente ¢a red local 2l computacdor
130 &5t cocectado ata LAN 198 a biavds 1z una intedfase de rad o adapladar
136, Cuandn se utihza @n un ainbienta de red de drea amelia, el comptador
130 incluya tipicament? un msdem 1783 u olros medios para establacar
eorunicacicn con b WAM 123, fal coma Interret, El modam 173, que pucde
A nkeinn 0 asderno, 2 omnsata A bus dat sisterra 129 3 través de una
interfase de entrada -J2) ususio 12, u ores roecanismes aprepiadas o un
ambient2 de red, Ins madulos de programa que se muestrap eelatves of
~amputador 130, 0 porciones d2 &l e puedion almacenar en un Jdispastivo de
Almdcenaje da mamoria rematd (que no se muastran), Coma emale, v o
comn mitanle, B figura 8 mugstra programas de apbcacion vamolos 162
nemo rasidiendo en el dispositive d2 memoria. Las corexionas Jae red que se
mueshan Son zemplares y olros mradios taa establacer un vincuto Jdo

SAMUNESACION antre computagares se nueds utilizar

{D048) Generalmente, e! procesador da datos Jdel compotador 1.3) 5o

progiama oo instrucsicr28  almacanadas =0 disbntos
nedios dr almacena legibles  por cooputadopeest ;
wOgrunas y &l sistera aperdtivo estin g
ceemngio, 2 odiscos fleopy o CD RGHLIS De »
Aamaona secundaria Jdel computadar, Cunngdo 5%
Gt 125 QA imants an g niamgng sscteinieg
soweny Imzanty a0 mwouge Asles |, i

gl wen e rgitles cor cowmnnubyln nile silns ewntos oot tae



20 MS#311610.01 (5180) ,-5\'\.1

PN RICIONES 2 OIAYE AT IS DG oLy 2 153 wdmean fosuros g abhag
SONILEED GoN un MICrD pretesadsr o oo rocaslor e Wlos ki orowet,
egtia rchuye ai compuracior 0 s Ems cuano se oegrara b acuerds a

Wie el dus oy tEomnicas Jesentos 304,

[0049) Con un propdsite dustiative, 10§ pregramas y otros componrentes
de programas gjecultables, ates como l sistema operativ, se muestran o
siapaas Jiscestos So orecococs, S smbargo, -ee tabes programas g
corpaaentes residan, en varns mamentos, en distiotos comgonantes fa

Hmacanyje del computador, v ins alzcuta el procesadorfaes) il computader

[A030] Auncues e dascnbe en alaciin con @ ambianie <2 sisiena Je

Creputacidn gpamoir, incluyendo 4 los comoutadorss 130, &l invento 2s
funciord con olres amimentes de sistoma do compulacin Jde2 propésio
necep o especial y oteas aambicacicnes, Bl ambrenta e wstsma e
SATEL LN fo Feta la irtwrmdn de sueganr awedung imitaoen an cuanto al
Nl A, Ue0 O Fanazdaicoad el invenn, Aun mas, 2! ambionte de sistema 2
computacion no se «deba interpretar como teniendo aigunas dependencias o
raquetsniento retacianandd con une ¢ virios componsnias o combinacian e
215 dustrades en o ambrerte opararm cjemplar, Ejemples e sistemas e
Cimputd, ambientss, yoo configuracior:s qu2 son adecuadas paca uso con @

mvent incluyen, pere no sstan limitades o, computadores garsonaine

computadores servidoras, dizpoestives 2 mandg o poctatles, sistan
wvrasadones, Inldimos mdsdes, Pos e rad ouni computa, :

OGO, Arriientes o 2ol Jstiounios st

W3LantEs antineas o dinpasiteins e vidos 7 o

PSR L acto s purde e aar w3l o

W3S o daiqara bty aamo s Mg G2

SRV R TR S S Tt BV R R S T B R O I T P ol L S RO M) I
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138 monulos e peejrama el on, o ro estan favlades a3, rabnas
groyranias, objelos, compnnanhes, =shiuctuias de dawes 2 ajecuian fareas
mpfotikares o aplaataatan bucs G s absbaclos pariirulmes B o sonto
arpide se ouede nrackaar 20 ambentes e cémpulod distribudos Jomde las
lreas las eiecuta un procezadar remotd que estd vincuiado a traves e una
2 e comunicacicras En an ambeaote e cdmouto Sutnbuidd s méataz
b ooy na pue den 2star 12c 2iizados tanto an los mentios de ainiacenage el

i u-nuu Al facal v un el compltador tamatd incluyendo a los dispasitivos Je

Jtmaci.-nme da mamorna.

[0052] Una mnlerfage an 2 ontexto -2 la amuibzclura de sotbvare
achpye mdrilos de safltyam, comosnentas, oononnes e cadioco, u o abas
sRCUanias B instrucciones emeutables por computador La ntarfase nchy s
oor amplo, un primar mAdulo que acced2 3 un seJundd mddio para
vty Lareas de compulo an becatian del enmer mddula Bl pimerg
Fagunndd micdulo Adluyen Bnoun ol aphc200pes Jde interfases Jde
oragramacsn AP t'es 2omo s suministradas cor ol sislema aper ativo,
interfaces de modely de chjstos (COM) Lpor mjemplo, para aplicacionas &
Heeinecn astaga-colaga) v s s e formatn Je ornlercomion o
Aeid lalos del lenguge de marcacds axtanzible (KXMLNGor sjecslo, para 12

COMUNICACION 2ntre serviarics a2 red)

P53) L wmixface puade 520 una
vinlada fuetarcents coang i Java 2 Plata l‘--,. '
CCAL o COR dhatrituicdo (DCOMY. En Vorra
l2ifase pusde sar ypa mslemantacién no- R
ealy Py como e on papenad cdeoed Inor

T30 3 2hEas wnweey Un gereradl

emitendet de s speartas Shadevistoas 2cagla ity st -

A2 A sudA) Sers et e, L, anescanratdy Adn atis 3 et raan e

,§')
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puada confurar a un pretocoldy  sstandar un otecale con progetars. o

cudlquizr combinac:dn by protoentzs estdndar o con propretano

{0054] Los miterfages dasuitas aca pusden lodas ser parte de urn
intarfase Onica o 52 pueden implamantar como intgrfases separadas o
cualquer sombinacion 1.as interfases pueden ojecutacse an forma local »
remota para provaer 3 funcionalelsd Aun mas, las interfase2s pusdaen inch -

m.is o meros funcinralidades gue 'as que se muestran o 2e descerben acad.

0055] £n operaciin, e compuiador 130 dpera comn un servidor Az
Jominio fuente o el computador Jde Jdominic objelivo [que pLede de s
iuvelor) 0303 ajecubar 133 instrucmores weoatablas por compntader como s

oty ania, Lles camo 1as Jque 92 mudstran en la figuca 2-7.

D056] El orden 2 sieeusidn o fncionamiente de izs mélodes
tustrados v dsscnilos acd no @5 esancal, Al menos de que se gspmalinie:
boit o s alwveanios dol mejodo te pusden ganutar 2n cualguisr orden, at
marcs de qu2 se zapacifique 1D contraniy, v ins malodos pusdan incluir mas o
MENDS Semertos Qe s que ze cresenlan acd. Por &jemplo, 32 contemnla
aue o sjlpcucién o funcionamiertny e un 2lemento  particular  antas,

CENEMEOorarao con, 0 Juspuds de olrd olvmento estd dentro dut alcance dai

1" -"El‘ltO.
[D057] Curando se introducan los olereentas Jel praserte inve 33

implementacicnas, los aticulos "un’. wra’, al”, v “dicho” tienaggdfis
S gl ar gus bay ano 0 mas glarantng, B Eimning sgofce O ‘
Sotariande’ heren A nancién 13 Ter incilyel

=abar slemetos ahciorales fuery de s tearmonin

(DLRY) kn sistadialo anlaiw saieds Jar e

PR Bl BT T BN Gt R R b SR AR B R

’b\\
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[NHS9) Coamn e wiptbey Dt anas ~yrehing @0 '3 oesing e
weraanada productas, y o vatodo: s alense del dcarce ot /sl e
or tEdde e tode 2 cateral S w e o en 1 antenor fesennoin e 32
ceesed 80 s abews scoimpanactss g2 odebe mtaiprstar como nustrali /3

no invtante en nngun sentlo

O
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LD OUE SE REMVIMDICA ES.

1 Un medtoddo para sstablecer on vinZulo entiz un fomind fuenta 7 un Saeie o«
cebig e comproe.de,

trasmbr un anneio el Jomimo fuente 3l dammio nbjetivo donde sl anuncio

nchuye un elemento de Jatos escecihco para e dominia chjetivo v dnrde &l o

eliye unn dircecion del dominio fuente a 1a =ual el deminio niietivo 32 le ceinute

10 20 LN M2NEAE 0.07a establecer un wiosuld antre el dominio fuenta y 2l dJomean

ahyelivo; y

recibic por ¢l Jomimo fuente, a través de [a dirmccidn Jdet domirio fuante wisa

invitacrdn dal dominee abjative donde 1a vadtacidn wrauys un slersnio de dstos o

) iartecta e claios correspondiants b cleiments da dislos donda sl domii

fiente inicia un proceso para establacer un vincuio con 2l domimn chjelivo Lan

wronis recite el dominio fuente la invitacrn,

2 RN ndnde e i sivaodicacon 1 comprende adenmids L transmisién de ura

AN ded domin'e fuante al domino chjRltivo para establacer ol vincuilo 20tre

»

3. Elmétcdo de la reivindinacicn 1 donug el anuncio se transimite 2n forma
32kl a por Io menos uno de los sigunentas

LTI cbjetivos da denda el domind fuante ha recitdo un mensaje
<brminios objativo 2specificaments wiorlificados antedormonta; v

Iominios obpstivos seleccionados an forma J'ealoria

bzl método de i rebandicackdn 1 dond2 al anuincio 99 un niensoe gus 50

U B0 rESpUSSLA A LN Actian J2 wiuar J. dondg el anuncio 23 un manggeet

oot i sada dave o ool anunea S s or sy

RALTAE DL EL B E R I Rt

- .
-y el l'!
TR ]

g Fims 3z [ varandicaciia §ooe-ta i agrci coonmey

el gue wiuye 0 2leatentas La dunn oy disandn o

&
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5 bl matodo e t3 mivindicacién 1 dornda = sviso zomprende una fecha b
vepontisnto v -jonds al dorunig fuenle no umea 2l proceso para eslaciscser Lo
vbrulo con el dpminio uhjeti: suando A oo fuente robe lnutacicn leagn
o2 13 {3703 tle vencimizrto

7 El métedo de ia reivindicacion 1 donel2 2f alemento de datos us por 1o n2iins
uno de los siguientes' un secretd por dorenio qua neliiye un Nimem sau-in-
AMeatono para cada dominio chjetive Ln secreto generado a través del dominea
stptied ¥y Lna semiila e sacreto que s wlhza para geaerar un secreto por
dominio para mas d2 un domimn; y

un s2crate eor dominio generade codificanda 21 dominio chetivo y una fecha Jz
enciniento dal sacretn.

3 metadn e g reivindicacian 1 donclz 2l elamanto de datss comprerdds un
sacrels y rlonde 2l dominw fuente verfica 2l secrato recibido del domino abgetivo
cE-computandd y ivego comparanda al secreto actual para el donnnio chigtivo oun
3 secr2te includo en el aaso.

7. Zimatodo Jde 13 reivindicacion 1, donda =l zlemento de dalns sa selencicna de
3 phoatidad de secretos mdiliphes para cada domunio okjetivo de tal mancra .-
Ay una pluralidad da secrelos validos quse s2 puaden utilizar para la
Smumnesedn del doming obieliso a la dirzcsion adminstrotiva del dorinio gue
SRTHIEE R

10. El metodo de la reivindicacicn 1, cownprende ademss imponer un limitz an =

ramero da mensajes que ss puaden pasar d2 13 dreccicn del dominio fuente con

wavesnd tlsando un alamento de dalos correcto.
11 El métado de la relvindicacidn |, comprande ademds incl
sobrepasar 1og requarimizntos para un slemizato d2 datos (§
erbepn g go g ke gk manend Pauiltar B auterzaein fuer
Cow o mEtsaje e ne s A2 e domne,s particuitar
V2 ol Qe laretan e on 1, dorda s st o R

dey 2 oann i
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nense o donde ol slemento 12 datos ¢s una ficka an un sncahezado e corwo
y 2l cuecpo del mensaje permanzce codificado cuando se pasa a través Jel
rerador e rorreo,

1Y B métdn Jde la rewindicacn | comprende sdemaés at soporle de matiples
fichas vdlidas para el mismo domini y la senficacion de mensajes de natacion
Ja2 sub-domintos Jel rorminio fuente seificando las fichas de entranda conlra ficias
para <l dominio chyetivo

141 El meteds de la reivindicacién | dende ol elemento de datos &5 una mencion v
comprende ademas incluir en ta mencrdn informacion sobra fa varsion para el
Jominio fuente e incluir 2n la m2ncion funciones soporfadas por el darminin fuarne
15, Ura »slructura de dates para un anuncio se ransmite de un domimo fusnte a
s Jorrinig ohjetivo nara establecer un vinculo anire al doming fuerte v 2l
duminio objelivo que comprands:

tin mensaje,

Lo encakerylo relacienado con el mensaw; v

Lin ancabezado adivioral anex0 3 mansap ¥ que incluy2 un glementas da dag
spaaiteo o dominin obyjetivo que inciuy, ¥ una diveceidn dal dominio fuente al cual
2l deminio abjative se le cermite enviar un mensaje al dominio fuente para
«mtablacer un vinculo 2ntre #f dominio keente v ol demimo obretird, una heha e
Frpiazamentd y una facna da vencimianio

i3, La estructura <le datns de [a rejvindicaoign 15 donde 2f elomenito de :atos <5

por o menos uno de los siguienias

Lint secrelo por domirin que incluye ur nearoro prewdo aleatoria pa
3 p0end Ob st D ey >
Lin s2creto generado a travds del dormad chijetivo y u '
= utihiza para goverar sacrales por-doavinio para mis o
2ot anotn por domicio gonae e eedifinae. i =l daming

w5 nsantin ol saceatn,
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Un zeceeto dorule @ dominio chigtvo ranfica al zecr=to i zaindo del Hominio
Ststivo ra-calculando y Iuego comparindo @l sacreto actual para af domina
cipetive ton ol secrsto niuindo en 2l anuncie;

Un slermantd de datos sa selzciiona de upa pherahidad e sacretos miitiples que
se sobreponen para cada domirmo chietive :le tal maraera que hay vna pluralidagd
Je sacretos validos que se puadan utihzar para 12 comunicacion da! dominio
ometivo a la direccion adminisirativa del Jomimo que origina;

Liraficha en sl manzaie de anuncio, 2n ¢l encabezade dal conen o insn rstadn en
el cuerpoe del menzaje o dende el rlemento Je dalos es una ficha an ol
encabezao dwl corren v el cuerpo del mansaje permanene codificady cuando
=953 3 haves del servider de correo; v

LUira mancion que mcluy2 adeais incluir en 13 mencién informacion snixa la
version para al dominio fuente e incluy2 en la mencidn funcien=s soportadas p
2l orminio fusnts,

17 Un gistema para zstablecer un vinculo antig un domimeo fu2nte v ui -lominio
cadtive) Cji2 COrApran e

Un servidor de domirn fiente ieansmitiendo un anuncio al doming zhjelivo donrie
al apuncio incluys elemantos de datas especificos At dominio oiyetivo vy donde e}
ruee achiys una dirsccion del dommn o fuant2 a la cusal of dominio ohietive se e
zefmite enviar un mensaje para estsblacer ur vineulo 2ntre el dominio fusnia v 2l
Jominio obietivo; y un computador deminio abjetive que recibe 2l anuncin que
incluys la racepcion del elemanta da diatos ¥ 1o direcsidn dal dominio fuente doad:

A congutador daf ddcemine: obystivo transmita vna wndtacidn dil doninio olijetive o

2larento de datos conesgondiante al elenanta Jde Jatos.
B3 & sstema de la reivindicacton 17 oo el serviel§
coMerihe upa a8 eebacidn el domicko baante b domni e
ey ante atos v donda o sen e e doeirad fusoteiieh
sshablzoec un uinould 2on 2l comeutadye b oo ;_si;,-.n' "y

nar, e e clorinio Panta kol aagn

S\
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Compronde aficiopaliranta v -l ing sguonte

wi

Inponare un limite an 2l AdmeEro Ja qiiaies que 52 peden casy ala lala
29 dorminio Eignte con un elemento e tatos porticular donde ze mitiya la
cacantn e atanuas da Secacio utilizas-do vn aiemento de dales carrecto
Sobrepasando s roquariminntos para un 2lemenlo e datos para un daciirn
Shetrvn dado para permitir las autorizacianas fuera Je banda para 2ovar n
ronzage e imatacdn de an clominia potteolar y seeortando simuitanesinente
hesbas muaitiphis ilied 2s para el m smo formio vy danficando 2f mensaje e
invilacidn de sub-dominios dal dominio clyativo verific ando ta ficka entranta contia
fichas vara 2l demirio obiztivo

19 El sistema -e la repandiicacion 17 Jondea un anuncio rasmiluio por un servidor
e fuane comorende oo k3 means uno e mis siguientes

Un nuncio trasmidido en farma sslectiva 3l dominio abjetivo de donde 21 domino
fuients Fa racibiio un mensaje;

L arcncio trasmdtide en frnma saleativa A dorared obetivo especiicarmente
Dleetheady inteangirisnt2 o selecnionandy an forma psaudo-aleatoriy dal dorimo
Mt Q]

L menzaje gue 32 generd 2n respuasia a una accion de ususio (par opempin,
IR, PRCHENRD)

N MMEOERE 0N un Aominio shietivo gneo,

Hin mensajpe para at dominie ebjetivo oue 25 un oparador;

Lin mensaje urico gara el Jomenio chjptive v mara cada lave;

Hinre2esme xaveno an detarmiraaidn Reabas en ase of bempe 100 Senhd oo

T AEA, 2 Sada nora),

f . . s s R
coomaR0 s g aabl e Lo pineods con et Do ob) RS
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Ao prra sada domicia aletive un secrato qerorado o traves el g
alyeltie v Lra semilla de secrald gue se ubliza para genarar gecretas po -l o
Cina s e L ATiminin;

e seureto por domimio garerade c2 ihcando al Jomminid obystive y wa freha e
wapcimiento s secreto;

Un secreto donda el Jominio hente seacfica sl secretd racibiclo et dommio

vt FE=canout sNdo y W0 saiea wedo 21 3aceto actual para sl doming
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SYSTEM AND METHOD FOR ESTABLISHING A LINK BETWEEN A SERVER
AND A TARGET

TECHNICAL FIELD

[0001] Embodiments of the present invention relate to the field of establishing
a compatible interconnection between two domaina. In particular, enmbodiments of this
invention relate to a system and method to reveal and discover mail servers with
advanced capabilities.

BACKGROUND OF THE INVENTION

[0002] Some prior systems attempt to identify potential partners by
communicating directly. However, these systems become vulnerable when
communicating and, in particular, creste a vulnerability to SPAM.

[0003] Accordingly, a system for discretely identifying a potential partner and
progressive establishing a secure link between a server and a potential partner is desired
to address one or more of these and other disadvantages.

SUMMARY OF THE INVENTION
[0004) Embodiments of the invention include a method for establishing a link
between a source domain and a target domain comprising:
[0005] Transmitting an advertisement from the source domain to the target
- -domain wherein the advertisement includes a data clement specific to'the target domain - -
and wherein the advertisement includes a source domain addréas to which the target
domain is permitted send a mesaage in order to establish a link between the source
domain and the target domain; and
[0006] Receiving by the source domain via the source domain add
invitation from the target domain wherein the invitation includes the dat;
data element corresponding to the data element wherein the sourpe/@
process to establish a link with the target domain upon receipt by\
the invitation.
[0007] An advertisement is transmitted from the source dogoa
domain. The advertisement includes a data element specific to the targédph

Copy provided by USPTO from the IPW Image Dalsbans en 12/23/2008
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The advertisement includes a source domain address to which the target domain is
pelmit.ted send a message in order to establish a link between the source domain and the
target domain. The advertisement is received by the target domain including receiving
the dats element and the source domain address. An invitation is transmitted from the
target domain to the source domain address. The invitation includes the data element or a
data element corresponding to the data element. The source domain initiates a process to
cstebligh a link with the target domain upon receipt by the source domain of the
invitation.

[0008]1 The invention aiso inciudes a system and a data structure.

[0009] Alternatively, the invention may comprise various other methods and
Epparaluses.

[0010] Other foatures will be in part apparent and in part pointed out
hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. ] is an exemplary block diagram of edge sarvera 1 and 2 withina
DMZ and having secure messaging therebetween. The servers are connected viaa
Mlmhﬁdpnldewﬁchmpmofasepmmummmgiﬁglm. Edge
servers 1 and 2 form a subnetwork that is located between a trusted internal network,
such as a secure messaging system linking bridges 1 and 2, and an untrusted extemal

network, such as the pyblic Internet. Typically, the DMZ contains devices aocgcsible ta. .

Internet traffic, such as Web (HTTP ) servers, FTP servers, SMTP (e-mail) servers and
DNS servers via firewalls,
[0012] FIG.2 is an exemplary diagram illustrating workflow between a

source domain server and a potential partner (e.g., a target domain server) according to

the invention,
[0013] FIG. 3 is an exemplary block diagram iilustrating a securgg

manager sccording to the invention.
[0014] FIG. 4 is a flow diagram illustrating operation OE4M

routing according to the invention. \

e mera— e S e a2 0
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[oo1s) FIG. 5 is a flow diagram illustrating operation of SMM worker routing
according to the invention.

[0016] FIG. 6 is an excmplary block diagram illustrating an inter-organization
workflow summary between a server (admin organization A) and a partner (admin
organization B) according to the invention.

[0017]1 FIG. 7 is a flow diagram illustrating a state diagram after a new
security association implemented between a server and a partner according to the
invention.

[0018] FIG. 8 is a block diagram illustrating one example of a suitable
computing system environment in which the invention may be implemented.

{00191 Corresponding reference characters indicate corresponding parts
throughout the drawings.

DETAILED DESCRIPTION OF THE INVENTION

[0020] The invention relates to a system and method for establishing a link
between a server and a target. In particular, the invention relstes to a system and method
for establishing a secure link for the deployment of secure email. The invention allows a
server to determine that a potential partner can be established as a target because of
" compatible secure email technology. As a result, ance a potential partner is identified,
ﬂwmmnewrelyuchmgekeymﬂmﬂmfomabonwﬂhﬂwpo@dpuﬂmm
order fo establish thé secure link. " iy

[0021] The objective of domain signing and encryption according to the
invention is to provide a transport independent mechanism to exchange confidential and
server authenticated messages betweon servers. Fig. 1 is an exemplary block diagram of
edge servers 1 and 2 within a demilitarized zone (DMZ). The servers 1 and 2 have a
semramesugmghnktherebetween Themmmupamedbyaﬁremllthmugh

“Capy provided by UBFTO irom the W tnage Deiabane on TH/ZNI008
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1, edge server 1 can exchange signed and encrypted mail with edge server 2 and bridge
server | can exchange signed and encrypted mail with bridge server 2. In addition,
bridge server 1 can forwand to its DMZ edge server 1 either.signed or signed and
encrypted mail where the decryption recipient is bridge server 2. The edge servers treat
all mail as clear text and encrypt all mail edge to edge. If the edge and bridge servers do
not share the zame encryption keys, the edge servers cannot decrypt bridge encrypted
mail.

[0022] There is a need for a single point of administration for the authoritative
data for all internal and external relationships. Optionally, & single master model rather
than a multiple-master model is implemented because it is simpler and because it docs
not have to resolve replication conflicts. Secure message management (SMM) operations
are usually infrequent and the database size is usually small so that there is sufficient time
to repair or replace hardware or do a system restore before any loss of service. In one
embodiment, critical data for operation iy replicated to other edge servers. Since there is
no single point of managerment, not all data is replicated and the replicated data is read
only.

. [0023] A server may engage with 2 number of its partners to set up secure
mail links for a specific project. However, the management coordination of such projects
does not usually scale. For secure messaging to make an impact, secure mail is enabled
with the majority of the organizations business partners. This requires the ability to
discover which partners have edge servers installed and have a simple organjzation-fo-
organization workflow o negotiate the establishment of a secure mail link.

[0024] The invention permits discovery of edge servers instalied in a
organization's partners 8o that a secure connection can be set up. To facilitate di
the server advertiscs the presence of itself with outbound mail. To minimizg e

AP

h
Copy provided by USPTO frem the IFW image Detabase on 12/22/2008
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address is discovered by a third party the only domain that would be affected is the
domain whose invitation address was compromised.

[0025] In one form, the advertisement is an 822 header containing the
cphemeral 822 address for invitations and the expiration time in hours of the 822 address
relative 10 when the message was sent. Inbound mail is filtered by the receiving server
(e.g., target or partmer server) for advertisements from edge servers and compared agninst
a list of known edge servers. Any additions to that list are communicated to the local
administrative SMM. On discovery of a new edge server, the SMM can send a probe
message (¢.g., an invitation) to the other SMM to offer a turn on domain signing and
encryption. On receipt of an invitation or advertisement from another SMM
administrator, if the message is verifiable under the existing trust policy then the local
SMM could invoke a policy to automatically accept the invitation. Alternatively, the
SMM administrator may require manual approval before accepting the invitation. On
receipt of the invitation acceptance by the sexver, if the message is intrinsically verifiable,
then the receiving SMM would invoke a policy to automatically start using domain
signing and encryption. The configuration of & new secure domain is an asynchronous
process and is not used for real data until the link is confirned operationally by-receipt of
the ping acknowledgements.

{0026] Fig. 2 is a exemplary diagram illugtrating workflow between a source
domain server and a potential partner (e.g., target domain computer) according to the
invention. Initially, an advertisement including an administrative sddress, a challenge _
token and an expiration date are sent from the server to the partner. When the partner
recognizes the advertisement, the partner sends an invitation back to the server addressed
to the administrative address that was part of the advertisement. The invitation from the
partner includes an administrative address of the partner, the expiration, a certificate andsw
the challenge token. In response, the server sends an acceptance to the partne:
administrative address from the server’s administrative address and includsFipfs
acceptance the expiration, the certificate, the challengs token and piGpahd
receipt of the acceptance, the partmer pings the aerver and the p
the server to establish the connection. If the invitation message is%

Copy provided by USPTO rom the IFW image Dulabase on 12/23/2003
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trust policy es illustrated in Fig. 2, then the request may be cued awaiting manual
approval. :
{00271 Referring to Fig. 3, an exemplary block diagram illustrating a secure
message manager according to the invention is illuatrated. The acceptance of the
invitation by the partner creates a croas certificate on the administrative SMM agent |
which is then pushed to the worker SMM agents along with the encryption certificate.
The cross certificate constrains the sct of names accepted by the new trust and the
resiriction to domain edge server communication. In order to facilitate improved
performance, the sending SMM3 assign a session key and reuse the session key across
multiple messages to a recipient SMM. The session key may also be distributed in this '
case from administration SMM to all worker SMM s0 all workers use the same key to !
reduce cache size. To allow for scaling out, the corresponding decryption private key for .
the encryption certificate should be available on all internet facing edge servers to allow
any to decrypt inbound mail. This may be generated in a single place, i.e., the
administration agent and distributed to all worker servers. Once a trust relationship is
eatablished, it ahould be maintained. For example, the original certificate may be !
retained and a renowal request sent to the other SMMs before the certificate expires.
[0028] From the server's perspective, the method according to the invention '
establishes a link between a source domain and a target domain. Initially a source
domain server tranamits an advertisement to potential target domains. The advertisement

—— - it i -

assigned to the target domain. In addition, the advertisement includes a source domain
address to which the target domain is permitted to send & message in order to establish a

link between the source domain server and the target computer. The source domain

server receives an invitation from the target domain which invitation is addressed to the #Q

-l - m-a

—_— _ -
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the source domain server transmits an acceptance to the target domain server to establish
the link therebetween.

[0029] In one embodiment, the source domain selectively transmits the
advertisement to target domains from which the source domain has received a message.
Alternatively or in addition, the source domain may send advertisements to target
domains which have been specifically identified in advance. Altematively or in addition,
the source domain may send the advertisement to randomly selected target domains.

[0030] In one embodiment, the advertisement may be a message which is
genemted in response to user action. Altemnatively or in addition, the advertisement may
be a message with a single target domain and/or a message to a target domain which is an
operator. The single message to the target domain may be for each key and it may be
sent on & time-based determination (e.g., one message per hour). For example, the uger
action may be NDRs or return receipts.

[0031] Inone embodiment of the invention, an email server occasionally adds
an additional header (an "x-header”) to a message that will be delivered to another email
domain. The dats in the hesder includes a secret that is specific to the target domain and
the cmail address to which the administmtive messages from the target domain can be
directed back to the email server. If msil at the target domain is also directed through a
server that implements this embodiment of the invention, then it will detect the additional
mmwmﬂﬂmmybelwmpa&hhmnthaoﬁgimﬁmdmnﬁn

emmectmntoﬂ:eoontamednd:mmﬂahvemlad(hm As noted above, such
administrative messages must also contain the secret that was provided for the target
domein. The mail acceptor for administrative mail at the originating domain can then
discard any mail that purports to be from the target domein but that does not contain the
secret corresponding to the target domain, Althoughtlusdoanotpmvxduhmlute
assurance that the received administrative mail is from the originating domain, i
.mmmueﬂuwmm;mymspmmhem-mmmm aptieihe:
an attacker that can see email to the target domain can only atternps¥ -
administrative addresses from the target domain rather than fic

-,
[ Y S

i SR

P T B T T ——

S T e e ey s - w7

LITT L i ]




8 MS¥311610.01 (5169) “)

[{0032] In one embodiment, the invention is implemented by using a header,
called 8 mention, that is sttached to an already outbound email from the source domain.
This mention reveals the availability of specific functions on the mail server originating
the outbound email while avoiding the need for generating additional, possibly
undesirablo, messages. As noted above, the administrative email address would be
included in the mention and there would be a per-domain secret, called a token to
mitigate risks of SPAM to the administrative email address. This would support
workflow messages at the administrative email address.

[0033] The token (or secret) may be generated from a hash of the target
domain and s secret seed that is kept on the originating server. This allows a single sced
to be shared acroas multiple servers, so that each server will generate the same token
unique fo sny target domain. When an administrative message is reccived at the
originating server (because it is directed to the administrative addreas included in the
mention), the token provided in the administrative messages is checked by the originating
server. To check the token, the email server generates a token for the domain that sent
the administrative message using the current internal seed. If the generated token is the
samo as the one in the administrative messages, then that mesaage has the correct token
and is passed through to the appropriate destination for administrative messages. If the
token does not match, then the same process is applied to prior tokena (up to a bounded
number). If none of the currently valid seeds can be used to generate a token that
‘matches the token in the incoming message, then the message is not considered valid and
is discarded or rejected, and not passed an to the eventual destination for administrative
messages. This prevents unauthorized SPAM attacks against the receiver of
administrative messages, which may be unable to cope with large volumes of email.
Additionally, to prevent denial of service attacks from a domain that received a valid
token, the verification process is able to keep track of how many messages were recently /.48%
passed through to the administrative destination from a particular domain or using g*
particular token. When that number exceeds an allowed limit, further admi
messages using that token are discarded or rejected. ”

[0034] Fig. 4 is a flow diagram illustrating operation of t SHUNNS
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decryption must happen before any anti-SPAM processing becsuse the output from the
vexrification ia necessary to set the message property flags used by the anti-SPAM agent.
Signature verification should happen after the RBL and other IP address level functions.
Thus, the proceas begins with receiving messages at the source domain address to which
the target domain is permitted to send a message at 402. If it is determined at 404 that the
token is not valid for the sender address, the measage is dropped at 406 and the routing
process ends. If the token is valid, the process proceeds to 408 to determine if the
domain has a maximum account which has been exceeded. If the maximum has been
exceeded, the message is dropped at 406; otherwise, if the signature is valid at 410 the
messzge ia routed to the local administrative agent.

[0035] Fig. 5 is a flow diagram illustrating operation of SMM worker routing
according to the invention. SMM signing and encryption is the last function generally.
Each message going to a domain with a secure measage relationship is signed and
encrypted. This component also inserts the header containing the current SMM
ephemeral address to all mail going to domains without a security relationship. As
shown in Fig. 5, the domain looks for a valid signature at 502 and an external address at
504 after finding a valid token. If the signature is valid and there is no external address,
tho message is routed to the local worker agent at 506. If there is an external address, it is
routed to such. Without a valid signature the message is dropped.

[0036] Inone embodiment, the inter-orgenizational work flows as illustrated
in Fig. 6 are implemented between administrative organizstions. The workflow is  _
performed by the SMM administrative agents and may include the exchange of an
encryption key rollover. Fig. 7 is a state diagram illustrating the new security
asgociation. This diagram only considers the positive cases and the terminal cases. It
does not include other aspects such as re-trenamission of messages prior to the re-

transmission limit. In general, domains looking for approval are pinged and if a ping has

been received the domain is approved. Domaina looking for acceptance are similggy*

R e e
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establish a link with the target domain computer (¢.g., server) computer when receipt by
the source domain server of the invitation is after the expiration date. The data element
may be at least one of the following: a per domain secret including a pscudorandom
number for cach target domain computer (e.g., server), a secret gencrated via hashing the
target dornain computer (e.g., server) and a secret seed that is used to generate per-
domain secrets for more than ons domain; and a per-domain secret generated encrypting
the target domain computer (¢.g8., server) and an expintion date of the secret. The data
element may comprise & sccret in which case the source domain server would verify the
secret received from the target domein computer (e.8., server) by re-computing and then
comparing the current secret for the target domain computer (e.g., server) with the secret
included in the advertisement The data element may be sclected from a plurality of
multiple overlapping secrets for each target domain computer (e.g., server) so that there
are a plurality of valid secrets that can be used for commumicating from a target domain
computer (¢.g., server) to the administrative address of the originating domain. A limit
may be imposed on the number of messages that are passed to the source domain acrver
address with a particular data element so that denial of service attacks using a comect data
element are mitigated. The source domain server may include the ability to override the
requirement for a data element for a given target domain computer (o.g., server) to enable
out-of-band authorization to send invitation messages from a particular domain. The dats
clement may be a token in the advertisement message in & mail header or embedded in
the body of a message ar the data clement may be a token in a mail header and the body
ofﬁexﬁmmﬂmm&dwhmpuﬁngmghanﬁlm. The source
domain server may support multiple simultaneously valid tokens for the same domain
and verify invitation megsages from sub-domains of the target domain computer (e.g.,
server) by verifying the incoming token against tokens for the target domain computer
(c.g., server). The data elament may be a mention and include in the mention of version
information for the source domain server and include in the mention functions suppovfSiyl,
by the source domain server. o
[0038] In one embodiment the invention comprises a daj
advertisement to be transmitted from the source domain server th
computer (¢.g., server). As noted above, this data structure is '
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between the source domain server and the target domain computer (e.g., server). The
data structure includes a mesgage and its usual header relating to the message.
Additionally, the dats structure includes an additional header attached to the message and
message header and including 8 data element specific to the target domain computer (e.g.,
server). The header also includes a source domain server address to which the target
domain computer (e.g., setver) is permitted to send a message to the source domain
server in order to establish a link between the source domain server and the target domain
computer {e.g., server). As noted above, the additional header should include an
expiration date, although this is optional.

[0039] Exemplary Operating Embodiment:

[0040] FIG. 8 shows one example of a general purpose computing device in
the form of a computer 130. In one embodiment of the invention, a computer such as the
computer 130 is suitable for use in the other figures illustrated and described hercin.
Computer 130 has one or more processors or processing units 132 and a system memory
134. In the illustrated embodiment, a system bus 136 couples various system
components including the system memory 134 to the processors 132. The bus 136
represents one or more of any of sevoral types of bus structures, including 8 memory bus
or memory controller, & peripheral bus, an accelerated graphics port, and & processor or
Jocal bus using any of a variety of bus architectures. By way of example, and not
limitation, such architectures include Industry Standard Architecturs (ISA) bus, Micro
Channel Architecture (MCA) bus, Eghanced ISA (EISA) bus, Video Electronics - .
Standards Association (VESA) local bus, and Peripheral Component Interconnect (PCI)
bus also known as Mezzanine bus.

[0041] The computer 130 typicaily has at icast some form of computer
readable media. Computer readable media, which include both volatile and nonvolatile

implemented in any method or technology for storage of informy6h §ich
readable instructions, data structures, program modules or other diy

Copy previded by USPTO from the image Daishase on 12/2/2003

C

¢~

\



12 MS#311610.01 (5169) ’b\\\

computer storage medis include RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other optical disk storage,
magnetic casseties, magnetic tape, magnetic disk storage or other magnetic storage
devices, or any other medium that may be used to store the desired information and that
may be accessed by computer 130. Communication media typically embody computer
readable instructions, data structures, program modules, or other data in a modulated data
signal such as a carricr wave or other transport mechanism and include any information
delivery media. Those skilled in the art are familiar with the modulated data signal,
which has one or more of its characteristics sct or changed in such a manner as to encode
information in the signal. Wired media, such as a wired network or direct-wired
connection, and wireless media, such as acoustic, RF, infrared, and other wireless media,
are examples of communication media. Combinations of any of tho above are also
included within the scope of computer readable media.

[0042) The system memory 134 includes computer storage media in the form
of removable and/or non-removable, volatile and/or nonvolatile memory. In the
illustrated embodiment, system memory 134 includes read only memory (ROM) 138 and
random access memory (RAM) 140. A basic input/output system 142 (BIOS), containing
the basic routines that help to transfer information between elements within computer
130, such as during start-up, is typically stored in ROM 138. RAM 140 typically
contains data and/or program modules that are immediately accessible to and/or presently

illustrates operating system 144, application programa 146, other program modules 148,
and program data 150.

[0043] The computer 130 may &lso include other removable/non-removable,
volatile/nonvolatile computer storage media. For example, FIG. 8 illustrates a hard disk
drive 154 that reads from or writes to non-removable, nonvolatile magnetic media. FIG.
8 also shows a magnetic disk drive 156 that reads from or writes to 2 removable,
noavolatile magnetic disk 158, and an optical disk drive 160 that reads from or yeiff A XD
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tape cassettes, flash memory cards, digital versatile disks, digital video tape, solid state
RAM, solid state ROM, and the like. The hard disk drive 154, and magnetic disk drive
156 and optical disk drive 160 are typically connected to the system bus 136 by & non-
volatile memory interface, such as interface 166.

[0044] The drives or other mass storage devices and their associated computer
storage media discussed above and illustrated in FIG. 8, provide storage of computer
readable instructions, data structures, program modules and other data for the computer
130. In FIG. 8, for example, hard disk drive 154 is illustrated as storing operating system
170, application programs 172, other program modules 174, and program data 176. Note
that these components may either be the same as or different from opemting systern 144,
application programs 146, other progrem modules 148, and program data 150. Operating
system 170, application programs 172, other program modules 174, and program data
176 are given different numbers here to illustrato that, at a minimum, they are different
copies.

[0045] A user may enter commands and information into computer 130
through input devices or user interface selection devices such as a keyboard 180 and a
pointing device 182 (e.g., a mouss, trackball, pen, or touch pad). Other input devices (not
shown) may include a microphone, joystick, game pad, satellite dish, scanner, or the like.
These and other input devices are connected to procesaing unit 132 through a user input
interface 184 that is coupled to system bus 136, but may be connocted by othex interface
and bus structures, such as a parallel port, game port, or a Universal Serial Bus (USB). A
monitor 188 or other type of display device is also cormected to system bus 136 via an
interface, such as a video interface 190. In addition to the monitor 188, computers often
include other peripheral output devices (not shown) such as a printer and speakers, which
may be connected through an output peripheral interface (not shown).

[0046] The computer 130 may operate in a networked environment using e
logical connections to one or mare remote computers, such as a remote compuaeTioe %
The remote computer 194 may be a personal computes, a server, a il A
peer device or other common network node, and typically includ
elements deacribed above relative to computer 130, The logical cq
FIG. 8 include a local area network (LAN) 196 and a wide arca o
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may also include other networks. LAN 136 and/or WAN 138 may be a wired network, a
wireless network, a combination thereof, and so on. Such networking enviranmenta are
commonplsce in offices, enterprise-wide computer networks, intranets, and global
computer networks (e.g., the Internet).
[0047] When used in a local area networking environment, computer 130 is
connected to the LAN 196 through a network interface or adapter 186. When used ina
wide area networking environment, computer 130 typically includes a modem 178 or
other means for establishing communications over the WAN 198, such as the Intemet.
The modem 178, which may be internal or extemal, is connected to system bus 136 via
the user input interface 184, or other sppropriate mechanism. In a networked
environment, program modules depicted relative to computer 130, or portions thereof,
may be stored in a remote memory storage device (not shown). By way of example, and
not limitation, FIG. 8 illustrates remote application programs 192 as residing on the
memory device. The network cannections shown are exemplary and other means of
establishing a communications link between the computers may be uged.
[0048] Generally, the data processors of computer 130 are progremmed by
means of instructions stored at different times in the various computer-readable storage
media of the computer. Programs and operating systems are typically distributed, for
example, on floppy disks or CD-ROMs. From there, they are installed or loaded into the
secondary memory of a computer. At execution, they are loaded at least partially into the
_computer’s primary electronic memory. The invention described herein includes these - .
and other various types of computer-readabie storage media when such media contain
instructions or programs for implementing the steps described below in conjunction with
a microprocessor or other data processor. The invention also includes the computer itself
when programmed according to the methods and techniques described herein, N
{0049] For purposes of illustration, programs and other executable prog .'.bi'-
components, such as the opersting system, are illustrated herein as discrete blophe® S
recognized, however, that such programs and components reside at vagipdffuf3ed «
difTerent storage components of the computer, and are executed by the Qifi8raciad
of the computer.

Copy provided by USPTO iram the IF W image Databane on 12/2/3005
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[0050] Although described in connection with an exemplary computing
syatem environment, including computer 130, the invention is cperational with numerous
other general purpose or special purpose computing system environments or
configurations. The computing system environment is not intended to suggest any
limitation as to the acope of use or functionality of the invention. Moreover, the
computing system environment should not be interpreted as having any dependency or
requirement relating to any one or combination of components illustrated in the
exemplary operating environment. Examples of well known computing systems,
environments, and/or configurations that may be suitable for use with the invention
include, but are not limited to, personal computers, server computers, hand-heid or laptop
devices, multiprocessor systems, microprocessor-based systems, set top boxes,
programmable consumer electronics, mobile telephones, network PCs, minicomputers,
mainframe computers, distributed computing environments that include any of the above
systemns or devices, and the like.

[0051] The invention may be described in the general context of computer-
executable instructions, such as program modules, executed by one or more computers or
other devices. Generally, program modules include, but are not limited to, routines,
mobjem.componum.mddaHMMthﬂpuformpuﬁéuhrmhor
implement particular abstract data types. The invention may also be practiced in
distributed computing environments where tasks are performed by remote processing
_ devices that are linked through a communications petwork. Tu & distributed computing
environment, program modules may be located in both local and remote computer
storage media including memory storage devices.

[0052] An interface in the context of a software architecture includes a

to-peer application communication), and extensible markup language melida
interchange format (XMI) interfaces (e.g., for communication between

~ Copy provided by UBPTO from the IFW Foage Detabase on 13723/3008
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[0053) The interface may-be a tightly coupled, synchronous implementation '
such as in Java 2 Platform Enterprise Edition {J2EE), COM, or distributed COM
(DCOM) examples. Alternatively or in addition, the interface may be a loosely coupled,
asynchronous implementation such as in a web service (e.g., using the simpie object
access protocol). In general, the interface includes any combination of the following
characteristics: tightly coupled, loosely coupled, synchronous, and asynchronous.”
Further, the interface may conform to & standard protocol, a proprictary protocol, or any
combination of standard and proprietary protocols.
[0054] The interfaces described herein may all be part of a single interface or
may be implemented as separate interfaces or any combination therein. The interfaces
may execute locally or remotely to provide functionslity. Further, the interfaces may
inclnde additional or less fanctionality than iliustrated or described herein.
{0055] In operation, computer 130 operates as either the source domain server
or the target domain computer (which may be a server) to execute computer-executsble
ingtructions as noted above, such as those illustrated in Figs. 2-7.
[0056] The order of execution or performance of the methods illustrated and
described herein is not essential, unless otherwise specified. That is, elements of the
methods may be performed in any order, unless otherwise specified, and that the methods
may include more or less elements than those disclosed herein. For example, it is
contemplated that executing or performing a particular element before,
.contemporancoualy with, ar after another element is within the scope_of the invention. _
[0057] When introducing elements of the present invention or the
embodiment(s) thereof, the articles “a," “an,” “the,” and “said” are intended to mean that
there are one or more of the elements. The terms “comprising,” “including,” and
“having” are intended to be inclusive and mean that there may be additional elements
other than the listed elements.

[0059] As various changes could be made in the aboy¥’
products, and methods without departing from the scope of the if§e

- e T T o —— T N T ——————— L
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that all matter contained in the above description and shown in the accompanying
drawings shall be interpreted as illustrative and not in a limiting sense.

>
,.)S
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What is claimed is:
1. A method for establishing a link between a source domain and a target domain
comprising:

Trnsmitting an advertiscment from the source domain to the target domain wherein the
advertisement includes & data element specific to the target domain and wherein the
advertisement includes a source domain address to which the target domain is permitted
send a message in order to establish a link between the source domain and the target
domain; and

Receiving by the source domain via the source domain address an invitation from the
target domain wherein the invitation includes the data element or a data element
corresponding to the data element wherein the source domain initiates a process to
establish a link with the target domain upon receipt by the source domain of the
invitation.

2. The method of claim 1 further comprising tranamitting an acceptance from the source
domain to the target domain to establish the link therebetween.

3. The method of claim 1 wherein the advertisement is selectively transmitted to at least
one of the following:

Target domains from which the source domain has received a message;

Target domains specifically.identifiedinadvance;and . . . __-_. . ... ..
Randomly selected target domaina,

4. The method of claim 1 wherein the advertisement is a message which is generated in
response to user action; wherein the advertisement is a message with a single target

domain; wherein the advertisement is a message to a target domain which is an operator, * R

wherein the advertisement is a single message to the target domsin for each keyges¥
wherein the advertisemnent is a message send on a time-based ¢ inst

5. The method of claim 1 wherein the advertisement comprises an
which includes the data element and the source domain addresa.

\\f

q’)) .
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6. The method of claim 1 wherein the advertisement comprises an expiration date and
wherein the source domain does not initiate the process to establish a link with the target
domain when receipt by the source domain of the invitation is after the expiration date.

7. The method of claim 1 wherein the data element is at least one of the following:

a per domain secret including a pseudorandom number for each target domain;

a secret generated via hashing the target domain and a secret seed that is used to generate
per-domain secrets for more than one domain; and

a per-domain sccret generated encrypting the target domain and an expiration date of the
secret.

8. The method of claim 1 wherein the data element comprises a secret and wherein the
source domain verifies the secret received from the target domain by re-computing and
then comparing the current secret for the target domain with the secret included in the
advertisement.

9. The method of claim 1 wherein the data clement is selected from a plurality of
multiple overlapping secrets for each target domain 50 that there are a plurality of valid
secrets that can be used for communicating from a target domain to the administrative
eddress of the originating domain. _ ... - .

10. The method of claim 1 further comprising imposing a limit on the number of
messages that are passed to the source domain address with a particular data element
whereby denial of service attacks using a correct data element are mitigated.

Copy previded by USPTO frem the IFW image Datubase on 12/23/2008
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12. The method of claim | wherein the data element is a token in the advertisement
message in a mail header or embedded in the body of a message or wherein the data
¢element is a token in a mail headalndthebudyofﬂmméuqe remains encrypted when
passing through a mail server.

13. The method of claim | further comprising supporting multiple simultaneously valid
tokens for the same domain and verifying invitation messages from sub-domains of the
target domain by verifying the incoming token against tokens for the target domain.

14. The method of ¢claim 1 wherein the data element is a mention and further comprising
including in the mention of version information for the source domain and including in
the mention functions supported by the source domain.

15. A data structure for an advertiscment to be transmitted from a source domain to a
target domain for establishing a link between the source domain and the target domain
comprising:

A message;

A header relating to the message; and

An additional header attached to the message and including a data element specific to the
target domain and including a source domain address to which the target domain is
pemitted send a message to, the source domain. in order to establish a link between the .
source domain and the target domain, a challenge token and an expiration date.

16. The data structure of claim 15 wherein the data element is at least one of the
following:
a per domain secret including a pseudorandom number for esch target domain,

a secret gencrated via hashing the target domain and u secret seed that is used to genexpe™

per-domain secrets for more than one domain;
.m- "\ - '
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& secret and wherein the source domain verifies the secret received from the target
domain by re-computing and then comparing the current secret for the target domain with
the secret included in the advertisernent;

a dats element is selected from a plurality of multiple overlapping secrets for each tarpet
domain so that there are a plurality of valid secrets that can be used for communicating
from a target domain to the adminjstrative address of the originating domain;

a token in the advertisament message in a mail header or embedded in the body of a
message or wherein the data element is a token in a mail header and the body of the
message remains encrypted when passing through a mail server; and

a mention and further comprising including in the mention of version information for the
source domain and including in the mention functions supported by the source domain.

17. A system for establishing a link between a source domain and a target domain

A source domain server transmitting an advertisement to the target domain wherein the
advertisement includes a data clement specific to the target domain and wherein the
advertisement includes a sonrce domain address to which the target domain is permitted
send a message in order to establish a link between the source domain and the target
domain; and

A target domain computer receiving the advertisement including receiving the data
. clement and the source.domain-address wherein the target domain computer transmits.an.
invitation from the target domain to the source domain address wherein the invitation
includes the data element or a data element corresponding to the data element.

18. The system of claim 17 wherein the source domain server transmits an acceptance

form the source domain to the target domain to establish the link therebetween and o ;

further comprising at least one of the following:

~
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imposing a limit on the number of messages that are passed to the source domain address
with 2 particuler data element whereby denial of Service attacks using a correct data
element are mitigated;

overriding the requirement for a data element for a given target domain to ensbie out-of-
band suthorization to send invitation messages from a pasticular domain; and

supporting multiple simultaneously valid tokens for the same domain and verifying
invitation messagea from sub-domains of the target domain by verifying the incoming
token agsinst tokens for the target domain.

19. The system of claim 17 wherein the advertisement transmitted by the source domain
sexvice comprises at lesst one of the following:

An advertisement selectively transmitted to target domains from which the source
domain has received a measage;

an advertisement selectively transmitted to target domains specifically identified in
advance or mndomly selected target domains;

a message which is generated in response to user action (e.g., NDRs, return receipts);

a message with a single target domain;

2 message to a target domain which is an operator;

a single message to the target domain for each key;

8 message send on a time-based determination (e.g., one message an hour);

.an additional header which includes the data element and the source domain addresy; and
an expiration date and wherein the source domain does not initiate the process to
establish a link with the target domain when receipt by the source domain of the
invitation is after the expiration date.

20. The system of claim 17 wherein the data element is at least one of the following:

8 per domain secret including a pseudorandom number for each target domain o 2N

a secret generated via hashing the target domain and a secret seed that is ised:$0'gae
per-domain secrets for more than one domain; o

secret;
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a secret and wherein the source domain verifies the secret received from the target
domain by re-computing and then comparing the current secret for the target domain with
the secret included in the advertisement;

a data element is selected from a plurality of multiple overlapping secrets for each target
domain so that there are a plurality of valid secrets that can be used for communicating
from a target domain to the administrative address of the originating domain;

a token in the advertisement message in a mail header or embedded in the body of 2
message or wherein the data element is a token in a mail header and the body of the
message remains encrypted when passing through s mail server; and

a mention and further comprising including in the mention of version information for the
.source domain and including in the mention functions supported by the source domain.

Copy provided by USPTO from the W Image Daixbase on 127292008
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ABSTRACT .

An advertisement is transmitted from the source domain to the target domain.
The sdvertisement includes  dats element specific to the target domain and. The
advertisement includes a source domain address to which the target domain is permitted
send a message in order to establish a link between the source domain and the target
domain. The advertisement is received by the target domain including receiving the data
element and the source domain address. An invitation is transmitted from the target
domain to the source domain address. The invitation includes the data element or a data
clement corresponding to the data element. The source domain initiates & process to
establish a link with the target domain upon receipt by the source domain of the
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