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Abstract-Since September 11, 2001 the security of major
national infrastructures has become a critical concern to
government and industry. This paper reviews different types of
threats (physical and cyber) and sources of these threats in
electric power systems, describes the projects undertaken by the
government and industry to address the security issues of the
power system infrastructure, and presents a vulnerability
assessment methodology for power networks. Finally, this paper
considers probabilistic risk assessment (PRA) methods and the
challenges to PRA, and proposes the use of PRA in electric power
system vulnerability assessment.

Index Terms-Vulnerability assessment, PRA, Monte Carlo
methods, event tree analysis, fault tree analysis.

I. INTRODUCTION
SINCE September 11, 2001, terrorist attacks have been

considered a significant threat to the U.S. economy.
Almost all economic and social functions depend on energy
sources, telecommunication services, transportation, etc. An
attack on these infrastructures would bring destructive effects
on the economy and in people's lives [1,2].

Security of electricity supply networks has always been a
key point in the development of the power industry. In recent
years, the increasing development of supervisory control and
data acquisition (SCADA) systems and energy management
systems (EMS), the growing number of market participants,
and the development of more complex market schemes have
been increasingly reliant on information technologies (IT) and
sensing equipment. Power networks are critically dependent
on information and sensing equipment for system reliability,
operation, protection and maintenance. In today's
environment, utilities are increasingly concerned with
intentional intrusions, and individuals and entities that are
dedicated to bringing the system down. Such an environment
is the type that has been expected by war planners, but not that
anticipated by utility engineers. Hence, a rethinking is
appropriate in trying to address such problems.

II. POWER SYSTEM INFRASTRUCTURE SECURITY STUDIES

A. Securitv and Vulnerabilitv in Electric Power Networks
In the U.S. and elsewhere, the trend in the electricity
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infrastructure is from a vertically integrated system to a

horizontally integrated system. New markets have been
developed relying upon more modem and aggressive models,
requiring complex interaction between an increasing number
of agents (generating companies, transmission companies,
distribution companies, independent system operators, etc.).
The decentralization of the property and the decision-making
process rely on more complex and evolving IT. In parallel to
the increase in the number of market participants, the electric
industry has faced an increase in the number of SCADA/EMS
systems, thereby raising the interdependency between the
operation of the entire electric grid and the operation of the
wholesale electric market. The electric power system and
market are more closely tied and the operation of one depends
on the continuous and reliable functioning of the other [3].

1) Threat definitions
Threats are defined as a potential for security violation,

which exists when there is a circumstance, capability, action,
or event that could compromise the well being of a network.
A threat presents itself when an attacker/hacker has the ability
to take advantage of existing security weaknesses or loopholes
within a network. A threat that eventuates through cyber
means into an offense can be regarded as a cyber attack, that
is, an attacker accesses the system network from remote sites
of the network. Similarly, a threat that results through
physical ways into a violation can be regarded as a physical
attack. Physical attacks occur as a result of an attacker
physically accessing the system network and sabotaging the
system either directly or through cyber methods [4].

2) Categories ofcyber attacks
Today, the vulnerability of the power system is not simply

a matter of the operation of the bulk electric power system,
but increasingly a matter of cyber security. A market
participant unable to accurately observe the market or a
SCADA/EMS unable to properly control the facilities could
be as disastrous as a terrorist attack to critical substations or
transmission towers. As pointed out in [5-7], there are seven
types of cyber attacks which are: denial of service (DoS),
information leakage, regular file access, misinformation,
database or special file access, remote arbitrary code
execution, and elevation of privilege.

3) Threat actions and sources
A threat action is an assault on system security which

could be an intentional behavior or an accidental event. The
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intentional behaviors often include [4]: masquerade-the
attacker, whether an insider or outsider, adopts the identity of
a legitimate peer; and interception-the invader gains access
to network information that is considered sensitive.

Terrorists and hostile nation-states pose a realistic threat to
the electric energy sector. In 1997, the President's National
Security Telecommunications Advisory Committee's
Information Assurance Task Force determined that "Physical
destruction is still the greatest threat facing the electric power
infrastructure [8]." This still holds true as it is in accordance
with known terrorist tactics, and high-yield targets in the
electric energy sector lend themselves to physical assault;
however, cyber threats have been mounting, especially if
viewed, in the context of compound attacks combining
physical and cyber strikes.

Cyber threats could come from one of several groups [9].
Hostile nation-states have the resources, capabilities, and
knowledge of management and control systems necessary to
pose the most serious threat to electric energy sector. U.S.
government officials assume that cyber terrorists are
developing cyber attack capabilities, perhaps aided by hostile
nation-states that share their beliefs and goals [10]. A small
group of technically cognizant hackers with detailed
knowledge of energy systems and networks, and experience in
network penetrations and unauthorized intrusions, create a
real threat to energy systems. Disgruntled or ex-employees
(i.e., insiders) with technical knowledge of control systems
could also jeopardize the smooth functioning of energy
systems.

B. Induistry Initiatives
After September 11, 2001, many efforts have been initiated

to protect the secure and reliable operation of electricity, gas,
telecommunication, transportation, and financial infra-
structures. The strong interdependence of these infra-
structures can produce a cascading effect when one network is
affected by a disturbance [1]. The goal of the industry and
government initiatives is to develop new tools and techniques
that will enable large national infrastructures to withstand
threats, material failures, and other destabilizing factors.
Some of these efforts are briefly presented below.

The Electric Power Research Institute (EPRI) has been
conducting research in collaboration with electric utilities for
increasing the security of the North American electric power
infrastructure. EPRI's Infrastructure Security Initiative (ISI)
research efforts focus on four key areas of concern [ 1,12]: (1)
secure communications, (2) vulnerability assessment, (3)
strategic spare parts inventory, and (4) "Red Team" attacks.
Further, EPRI proposed to undertake a phased approach to
develop advanced sensors and sensory networks (transducers,
detectors, and data transmission paths) for use in transmission
networks [13].

The North American Electric Reliability Council (NERC)
has been responsible for the reliability of the interconnected
grid since 1968. NERC plays a major role in protecting the
electric system by serving as the focal point for coordinating

information exchange on critical infrastructure issues between
the electricity industry and the federal government. NERC
has undertaken several key initiatives (many of which began
well before September I 1) to focus attention on security
matters and to encourage electric power industry participants
to act. The missions commenced by NERC include [14]: (1)
Electricity Sector Information Sharing and Analysis Center, (2)
Critical Infrastructure Protection Committee, (3) security
guidelines for the electricity sector, (4) cyber security
standards, and (5) public key infrastructure.

With the increased focus on physical and cyber security,
NERC created a compendium of best practices for protecting
critical facilities against a spectrum of threats. A critical
facility is defined as any facility or combination of facilities
that if severely damaged or destroyed would [15]: have a
significant impact on the ability to several large quantities of
customers for an extended period of time; have a detrimental
impact to the reliability or operability of the energy network;
or cause significant risk to public health and safety. The main
components of the security guidelines are the following
[16,17]: vulnerability assessment, threat response capability,
emergency management, continuity of business processes,
communications, physical security, IT/cyber security,
employment screening, and protecting potentially sensitive
information. The threat respond guideline is based on the
Threat Alert System ofNERC [18,19].

In recognizing the national energy supply as vital to a
strong economy and national security, the U.S. Department of
Energy (DOE) established the Energy Security and Assurance
(ESA) program. This program aims at protecting the nation
against severe energy supply disruption. This is accomplished
in close collaboration with the private sector, by providing
technical expertise to [20]: identify system critical
components and interdependencies; identify threats to the
systems; recommend actions to correct or mitigate
vulnerabilities; plan for response and recovery to system
disruptions; and provide technical response support during
energy emergencies. The ESA program is the initiative of
DOE to develop and maintain a strategy for energy assurance
in support of the President's National Energy Policy and to
provide intradepartmental energy assurance activities.

III. VULNERABILITY ASSESSMENT FOR POWER NETWORKS
A power system can become vulnerable for various reasons,

such as intrusion by external agents. These sources are either
internal or external to the power infrastructure (see Fig. 1).
As illustrated in Fig. 1, diverse causes from natural calamities
to uncertain information in decision making can lead to
catastrophic failures. The potential sources of system
vulnerability are categorized in [21] as follows: natural
calamities and weather conditions, major power system
component failure, control and protection system failure,
information/communication system failure, power system
instability, human errors, inadequacy/error in system
modeling and assessment, vulnerability in a competitive
environment, and inability to obtain, synthesize, and use

44



reliable information.

Fig. 1. Sources of vulnerability [21].

Fig. 2 provides an overview of the assessment
methodology by DOE's Office of Energy Assurance (OEA).
As shown, the methodology is divided into three basic phases:
pre-assessment, assessment, and post-assessment. Each phase
consists of a series of elements or tasks that have been
designed to ensure comprehensiveness and confidentiality of
the assessment results. Lessons learned are captured and used
to enhance and, when appropriate, expand the technique. The
specific elements or tasks associated with each assessment
phase can be tailored to meet the assessment objectives.
Although the methodology has incorporated unique elements
that leverage the expertise of the national laboratories, the
approach can be adapted for self-assessment.

Lessons leamed and
methodology
improvements

1. Define objectives and scope of assessment
2. Establish information protection procedures
3. Identify and rank critical assets

Terms of reference

1. Analyze network architecture
2. Assess threat environment
3. Conduct penetration testing
4. Assess physical securty
5. Conduct physical asset analysis
6. Assess operation security
7. Examine policies and procedures
8. Conduct impact analysis
9. Assess infrastructure interdependencies
10. Conduct nsk characterization

Finding and recommendations

1. Prioritize recommendations
2. Develop action plan
3. Capture lessons leamed and best practices
4. Conduct training

Fig. 2. Vulnerability assessment phases [22].

IV. PROBABILISTIC RISK ASSESSMENT IN VULNERABILITY
ASSESSMENT

A. Probabilistic Risk Assessment
Over the last several decades, probabilistic risk assessment

(PRA) has evolved into a technical discipline capable of
logically, systematically, and comprehensively assessing the
weaknesses and vulnerabilities of complex systems and
facilities that can adversely impact safety, productivity and
mission success. Its usefulness has been tested in many
industries including aerospace [23], electrical generation [24],
petrochemical [25], and defense [26]. The most useful

applications of PRA have been in complex systems subject to
low-probability high-consequence scenarios or to complex
scenarios consisting of chains of events that lead to adverse
conditions or other impacts on the systems. Impacts may
include those that appear to be slight or insignificant but
collectively can interact to cause high severity consequences.

Risk is defined as the possibility of injury/damage or
death/destruction to people/property. A general mathematical
expression for risk is [27]

risk
consequence

time

r events rconsequence]
= frequency

iti
x magnitude eI.~unit timej event

(1)

The risk analysis approach is only valid when dealing with a
large database, which invokes the classical concept of long-
run relative frequencies.

From a risk-analysis standpoint there can be no bad ending
if there is a good beginning; however, there are a variety of
bad beginnings in real life. In PRA, bad beginnings are called
initiating events or accident initiators [28]. PRA is a
methodology that transforms initiating events into risk profiles.

Fig. 3 shows a plant with four risk-mitigation features,
which are normal control systems, emergency safety systems,
physical barriers, and onsite and offsite emergency
countermeasures. Initiating events are denoted as a challenge.
Risk profiles for the plant result from correlating the damage
done with the frequency of accident occurrence.

Identification of initiating events is an important task
because risk profiles can only be obtained through
transformation of these events into consequences. Initiating
events are any disruptions to normal plant operation that
require automatic or manual activation of plant safety systems.
Initiating events due to failures of active and support systems
are also included. A full PRA deals with both internal and
external initiating events.

Fig. 3. Protection configuration for plant with catastrophic risks [34].

Two methods can be taken to identify initiating events [28].
The first is a general engineering evaluation, taking into
consideration information from previous risk assessments,
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documentation reflecting operating history, and plant-specific
design data. The information is evaluated and a list of
initiating events is compiled. The second is a more formal
approach. This includes checklists, such as preliminary
hazards analysis, and failure modes and effects analysis.
Initiating-event studies vary among industries and among
companies. Unless specific government regulations dictate
the procedure, industrial practice and terminology will vary
widely.

1) Preliminary hazards analvsis
The only guideposts in achieving an understanding of

initiators are sound engineering judgment and a detailed grasp
of the environment, the process, and the equipment.
Knowledge of toxicity, safety regulations, explosive
conditions, reactivity, corrosiveness, and flammability is
fundamental.

Initiating events lead to accidents in the form of
uncontrollable releases of energy or toxic materials. Certain
parts of a plant are more likely to pose risks than others.
Checklists are used to identify uncontrollable releases and to
decompose the plant into subsystems to recognize sections or
components that are expected sources of an accident or
initiating event.

If a checklist study is extended in a more qualitative
manner to include consideration of the event sequences that
transform a hazard into an accident, the study is called a
preliminary hazards analysis (PHA). After identification, the
hazards are characterized according to their effects. A
common ranking scheme is [27]: Class I-negligible effects,
Class II-marginal effects, Class III-critical effects, and Class
IV-catastrophic effects.

2) Event trees andfault trees
There are two common analytical techniques: event trees

andfault trees that are used in this stage. Consider the reactor
safety study as an example [27]. It was determined that the
critical portion of the nuclear reactor system is the reactor
cooling system, so the risk study begins by following the
potential course of events beginning with "pipe break", the
initiating event having a probability of PA in the event tree
(see Fig. 4). The numerical value of PA is obtained by
backward logic using fault tree techniques that will be
discussed later. By working through the entire event tree, a
spectrum of release magnitudes and their probabilities for the
various accident sequences can be produced.

Event tree analysis (ETA) is used to define accident
sequences that involve complex interrelationships among
engineered safety systems, and are constructed using forward
logic. The accident probability is obtained by backward (fault
tree) logic. Fault tree analysis (FTA) is a graphical technique
that provides a systematic description of the combinations of
possible occurrences in a system, which can result in an
undesirable outcome. This method can combine equipment
and human failures. The most serious outcome (e.g., explo-
sion, toxic release) is selected as the top event. A fault tree is
then constructed by relating the sequences of events, which

individually or in combination, could lead to the top event.
The undesired event appears as the top event which is linked
to more basic fault events by event statements and logic gates.

A

Pipe Electric
Break Power

Fission

ECCS* Containment
C Removal Integrity

S S P4 Very small release
s F = P xPPE Small release

S P 4EF S _ P XP Small releaseSucceeds F D

(SI PDJ p P., XP,s Medium releasE

IF r P xPc Large release
PF FPCc Fp - P)(PA'P 2 WVry large release

DE2
ACD

Fails
(FP
PR

PAXPB Very large release

Initiating
Event
p

*The emergency core cooling system.

Fig. 4. The event tree for a nuclear reactor loss of coolant accident [27].

3) Failure modes and effects analysis and criticality
analysis

Failure modes and effects analysis (FMEA) is an analytical
technique that explores the effects of failures or malfunctions
of individual components in a system. First, the system under
consideration must be defined, so that system boundaries are
established. Thereafter, the essential questions are [29]:

a. How can each component/part fail?
b. What might cause these modes of failure?
c. What could the effects be if the failures occur?
d. How serious are these failure modes?
e. How is each failure detected?
A practical application of the FMEA technique would

involve the completion of a worksheet in which the failure
modes of individual components, such as relays and switches,
are identified, evaluated and risk priority codes identified. A
summary sheet can then be prepared in which failure modes
are listed in declining order of risk priority codes. The
summary should also list the corrective measures required to
reduce the frequency of failure or to mitigate the
consequences. Corrective actions could include changes in
design, procedures or organizational arrangements, such as the
addition of redundant features and detection methods, or a
change in maintenance policy may be suggested.
FMEA is used for single point failure modes but can be

extended to cover concurrent failure modes. FMEA can be a
costly and time consuming process but once completed and
documented it is valuable for future reviews and as a basis for
other risk assessment techniques such as FTA and ETA.

Criticality analysis (CA) is the next step after a FMEA.
Component rankings can be achieved by computing a
criticality number C> [27]:

N
Cr = Z /aAG t (2)

n =1
where Cr is the criticality number for the system component in
losses per million trials, n is the critical failure modes in the
system component that fall under a particular loss statement,
N is the last critical failure mode in the system component
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under loss statement, AG is the generic failure frequency of the
system component under loss statement, t is the operating time
in hours or number of operating cycles of the component per
mission, a is the failure mode ratio of critical failure mode,
which is the fraction of AG attributable to the critical failure
mode, ,B is the conditional probability that the failure effects of
the critical failure mode will occur, given that the critical
failure mode has occurred.

4) Summary and comparison oftechniques
Table I is a summary of the various risk analysis

techniques presented above. Note that FMEA, CA, and FTA
are well-standardized and documented techniques, which are
listed within the table in order of increasing sophistication.
FTA is complex logic structures and its construction and
quantitative analysis involves, minimally, a sound knowledge
of Boolean algebra, set theory, and other advanced
mathematical topics.

TABLE I
SUMMARY AND COMPARISON OF RISK STUDY TECHNIQUES [23]

Method Characteristics Advantages Disadvantages
* Defines the system hazards and * A required first step. * None.Prelimiarysi identifies elements for FMEA and FTA.
h Overlaps with FMEA and CA.
* Examines all failure modes of every * Easily understood. * Examines non-dangerous failures.

Failure modes component. * Well accepted, standardized approach; * Time consuming.

analysis * Hardware oriented. non-controversial, non-mathematical. * Often, combinations of failures and
human factors not considered.

* Identifies and ranks components for * Well-standardized technique. * Follows FMEA.
Criticality system upgrades. * Easy to apply and understand. * Frequently does not take into account
analysis * Non-mathematical. human factors, common cause failures,

system interactions
* Starts with initiating event and finds the * Well-accepted technique. * Large fault trees are difficult to

combination of failures which cause it. * Very good for finding failure understand, bear no resemblance toFault tree
analysis relationships. system flow sheet, and are not

* Fault oriented: looking for ways system mathematically unique.
can fail. * Complex logic is involved.

Event tree * Starts with initiating event and examines * Can identify (gross) effect sequences * Fails in case of parallel sequences.
analysis alternative event sequences. and altemative consequences of failure. * Not suitable for detailed analysis.

B. PRA in the Nuclear Power Industrv
The first PRA was the Reactor Safety Study (WASH-1400)

[30], undertaken by a team headed by Prof. Norman
Rasmussen under the sponsorship of the U.S. Nuclear
Regulatory Commission (NRC), originally the Atomic Energy
Commission. The NRC's responsibility is centered on
ensuring that there is no undue risk to the health and safety of
the public associated with the operation of commercial nuclear
power plants or other facilities that it licenses. It does this by
the application and enforcement of a set of technical
requirements on plant design and operations.
PRA is a systematic process for examining how engineered

systems, built and operated based on these requirements and
practices, and human interactions with these systems work
together to ensure plant safety. This process is quantitative, in
that probabilities of events with potential public health
consequences are calculated, as are the magnitudes of these
potential health consequences. The risk of such events is the
product of the event probabilities and their consequences.
Information on this risk, and what failures contribute most to
the risk, are of great value to the NRC in helping to determine
the acceptability of a licensed facility's overall design and
operation, as well as in focusing the agency's and the
regulated industry's resources on those aspects of design and
operation that are most risk-important.

PRA as an analytical tool includes consideration of the
following [31]: identification and delineation of the
combinations of events that, if they occur, could lead to an
accident (or other undesired event); estimation of the chance
of occurrence for each combination; and estimation of the
consequences associated with each combination. As practiced
in the field of nuclear power, PRAs generally focus on
accidents that can severely damage the power plant's reactor
core (containing the largest amount of radioactive material in
the plant) and can also challenge the surrounding containment
structures, since such events pose the greatest potential risk to
the public. This technique, or related risk assessment
techniques, can be used in the evaluation of all aspects of the
fuel cycle, from fuel fabrication to high-level waste disposal.
The PRA integrates into a uniform assessment tool the
relevant information about plant design, operational practices,
operating history, component reliability, human performance,
the physical progression of accidents, and the potential
consequences in as realistic a manner as practical.
PRA accounts for certain processes and phenomena that

may have never occurred, or may occur infrequently, and may
involve severe conditions that are difficult to replicate in
experiments. Similarly, data on component or human
behavior may not be available in sufficient quantities or for
the circumstances of concern. Therefore, the results are
inherently uncertain. PRA illuminates these uncertainties and
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provides a way of considering them in regulatory decisions.
The degree to which a detailed uncertainty analysis may be
required will vary with the nature of the regulatory decision
involved. Thus, analyses that depend only on the ability to
separate the important from the obviously unimportant (e.g.,
prioritizing inspection efforts) may require only a general
understanding of the magnitude of the uncertainty. Other
applications, such as decisions regarding plant back fits, may
require detailed uncertainty analyses.

C. Monte Carlo Methods

1) Introduction
Numerical methods that are known as Monte Carlo (MC)

methods can be loosely described as statistical simulation
methods, where statistical simulation is defined in quite
general terms to be any method that utilizes sequences of
random numbers to perform the simulation. MC methods
have been used for centuries, but only in the past several
decades has the technique gained the status of a full-fledged
numerical method capable of addressing the most complex
applications.

In many MC applications, the physical process is simulated
directly, and there is no need to even write down the formulae
that describe the system behavior. The only requirement is
that the physical (or mathematical) system be described by
probability density functions (pdfs). Once the pdfs are
known, the MC simulation can proceed by random sampling
from the pdfs. Many simulations are then performed and the
desired result is taken as an average over the number of
observations (which may be a single observation or perhaps
millions of observations). In many practical applications, one
can predict the statistical error (variance) in this average
result, and hence an estimate of the number of MC trials that
are needed to achieve a given error.

2) MC methods for system quantification-an example
The MC technique consists of building, usually with a

computer program, a probabilistic model of the system under
investigation. A trial run of the model is repeated many times,
and each time the performance of the synthesized system is
recorded. For example, suppose that it is desired to find the
percentage of downtime for a system. It has been determined
that the time between failures and repair time for the system
follow, respectively, an exponential distribution with an
expected time of 300 hours, and a normal distribution with an
expected time of 24 hours and a standard deviation of 4 hours.
The simulation can be designed to examine 30 independent
periods of 10,000 hours each and report the percentage of
downtime for each time period. A simple MC simulation is
programmed here using these pdfs. There are only two states
(normal and failed) of the system as shown in Fig. 5.

Time to Failure = random('Exponential',300)

Repair Time = random('Normal',24,4)

Fig. 5. The two states of the system.

The simulation starts when the system is Normal. After an
operation period, generated according to an exponential
distribution, the system changes to Failed. Afterward the
system undergoes a time span of restoration produced from
the normal distribution to return the system to the Normal
state. The system moves alternately from one state to the
other. The simulation time of each trial is the summation of
all operation periods and restoration durations, while the total
downtime of each trial is the summation of every restoration
duration. Each trial ends when the simulation time equals or
exceeds 10,000 hours.

Fig. 6 shows the percentage downtime for each of 30 trials.
Fig. 7 presents the histogram (distribution plot) of the
percentage downtime for 30 trials. Fig. 8 shows the
distribution of the percentage downtime generated by
increasing the total trials of the simulation by a factor of a
hundred. From Fig. 8, it can be seen that the distribution
looks more like a normal distribution than Fig. 7 does. This
phenomenon agrees with the central limit theorem that states
the sum of n independently distributed random variables will
tend to be normally distributed as n becomes large [32]. A
comparison between the MC results can be made. For 30 MC
trials, the estimated downtime is 7.67 ± 1.3%; for 3,000 trials
the estimate is 7.42 ± 1.25%.
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Fig. 7. Histogram of the percentage downtime for 30 MC trials.

D. Challenges to Probabilistic Risk Assessment
The approach taken in PRA is to decompose the system as

a whole into subsystems and components (e.g., pumps and
valves), stopping the decomposition at a point where
substantial amounts of data are available for most of the
components of the resulting model. Thus, for instance,
although very few actual core melt accidents have been
observed, it can be expected to find significant data on the
frequencies of pump and valve failures, both during operation
and routine testing. Using such data to estimate component
failure rates, the resulting failure rates can then be aggregated
according to the PRA model to derive an estimate of the
overall frequency of accidents for the system.

1
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Histogram of the percentage downtime for 3000 MC trials.

Apparently, the accuracy of the resulting estimated
accident frequency depends decisively on the accuracy of the
PRA model itself. If crucial failure modes have been
neglected, the resulting estimate can be considerably lower
than the actual accident frequency (i.e., a non-conservative
result). Similarly, the model must make assumptions about
such factors as the success criteria for the system, and about
whether particular components fail independently or,
conversely, whether failure of one component makes the
others more likely to fail. Significant errors in any one of
these assumptions can affect the accuracy of the resulting
PRA estimates.

In additional to the model completeness issue, there are two
major challenges to PRA [33]: the reliance on subjective
judgment, and the difficulty of accounting for human
performance in PRA models. Each of these issues is
discussed below.

1) Use ofsubjectivejudgment
When individuals have different opinions, but must reach a

common decision, it is unclear whose opinion is better or how
the various opinions should be combined. This is not only a
theoretical question, but one with both significant policy
implications for how to effectively use PRA results in risk-
based regulation and technical implications for how to choose
the prior distributions used in PRA [33].

As described in [33], because of the complexity of the
facilities being analyzed and the developing PRA models,
even verifying or validating a PRA is a lengthy and costly task,
comparable in scope to the level of effort required to perform
the analysis in the first place, so the regulator is generally
dependent on risk analyses carried out by facility
owners/operators. Ignoring for purposes of argument the
possibility of outright abuse or deliberate misrepresentations,
the differing goals and incentives of the regulator and
licensees, combined with the reliance on subjective judgment
in PRA models, creates ample opportunity for licensees to
shade PRA results in a favorable direction.

In addition to the difficult policy questions raised by the
subjectivity of PRAs, there are also some technical issues. In
particular, although analysts should ideally have good
mechanistic reasons for their selection of distributional forms,
PRA practitioners have sometimes treated the subjectivity of
their inputs somewhat cavalierly [34]. Momentous guidance
exists regarding the elicitation of subjective prior distributions
from experts [35]. Similarly, the practice of pre-posterior
analysis [36] can help to prevent the selection of unreasonable
prior distributions. However, this guidance is complex and
expensive to apply and is therefore sometimes ignored in
practice [31]. Consequently, Bier [31] concluded that it
makes sense to develop less resource-intensive methods of
choosing prior distributions for use in PRA.

2) Human errors andhuman performance
Human error has been a causal factor in many large

industrial accidents, including those at Three Mile Island [35]
and Chernobyl [37], as well as others. Human errors are
conventionally divided into two groups [33]: (1) errors of
omission-neglecting to perform one or more steps of a well-
defined procedure; and (2) errors ofcommission-deliberately
undertaking an action not specified in procedures, with
undesirable consequences. Errors of omission are relatively
straightforward to model, since such errors can be explicitly
enumerated based on a thorough understanding of the
procedures to be performed by plant personnel at any given
point in time. However, errors of commission have
historically been considered difficult or impossible to analyze
due to the infinite variety of actions that a person could
conceivably undertake.

Recently, the majority of errors of commission have been
recognized as "'rational actions based on the operators'
understanding and perceptions of the plant status," [38] and
fall into a few reasonably well-defined categories. In
particular, people are unlikely to undertake actions that do not
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seem reasonable to them at the time, so most errors of
commission are likely to reflect factors such as short-cuts,
competing goals and incentives, and misdiagnoses [39].
While these causal mechanisms cannot be analyzed as easily
as errors of omission, the recognition that most errors of
commission do in fact have a rational basis makes them more
amenable to analysis than was previously thought, and there
have been several pilot studies incorporating errors of
commission into PRAs [38].

Another issue that has been of concern to PRA
practitioners is the effect of management and organizational
(M&O) factors on risk, which is broader than just the
influence of such factors on human error. At least for the
commercial nuclear power plants (NPPs) in the U.S.,
corporate culture may have a stronger influence on risk than
does the design of the plant itself. For instance, some of the
worst mistakes at American NPPs have been blamed on a
series of relatively minor foul-ups that plague poorly managed
plants. Moreover, badly run plants also shut down more
frequently, produce more contaminated waste, expose workers
to more radiation, and produce less electricity [40].

V. SUMMARY
This paper presents reviews of power system infrastructure

security and PRA methods and the challenges to the
acceptance of PRA. PRA has been performed for naturally-
occurring risks and for evaluating the safety of nuclear power
plants, but not extensively applied for the type of risks
imposed by other sources discussed in this paper. Therefore,
we propose utilizing the PRA technique to address risks
caused by those newborn threats in electric power systems.
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