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METHOD, SYSTEM AND DEVICE FOR MANAGING CONGESTION IN
NETWORK SERVICES

DESCRIPTION

TECHNICAL FIELD OF THE INVENTION

The present invention relates to telecommunications services and more
particularly to a method, a system and a device for managing congestion (overload)
conditions, at application level, experienced in network services provided through a

telecommunication network.

BACKGROUND OF THE INVENTION

The amount of services provided at application level through
telecommunications networks (network or networked services) increase every day,
offering to final users (or network nodes) every kind possible of functions or
application. The network services are growing increasingly in popularity and in
capabilities, so congestion in network services is becoming a recurring problem. It
can show up at many levels in a network stack, from congestion at the packet level

to application bottlenecks delaying services.

At the packet level, network congestion is simply produced when a routing
node or a link gets traffic exceeding its capacity. In the worst case it can get to
network collapse (the troubled section gets into a deadlock and becomes incapable
of routing packets). At this low level, TCP (Transmission Control Protocol)
congestion control already establishes mechanisms through which clients adjust
their transmission so as to control throughput and avoid congestion. Nevertheless,
even with such mechanisms in place, congestion can still occur if there are spikes in
the number of clients trying to send traffic. Active queue management provides an
alternative at the routing level: for example an overloaded network node can use
techniques such as Random Early Detection and variants, which monitor queue size

or load information to drop packets when needed.
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Some published patents, disclosing congestion solutions are for example:

Patent US 8762567 B2: It describes a method through which a processor
controls congestion by establishing an acceptance fraction of messages
(dropping the messages falling out of that ratia). The acceptance fraction is
determined by the arrival rate, in a non-specified manner. It uses a
nommalized processor capacity to foresee congestion.

Patent US 7187651 B1: It proposes a system at the network level that stores
a set of load factors and associates to each one of them a packet rejection
ratio, which is applied when the load factor is achieved. The mechanism
appears to be pre-defined and fixed. It can differentiate between packets for
message initialization and packets for established communications, so as to
preferably drop packets for new calls.

Patent US 7266612 B1: It proposes a mechanism to control network
overioad at TCP packet layer combining the invention with the use of QoS
(quality of service) standards. The goal of this invention is to control traffic at
a network level and not at the application level. It uses multiple thresholds for

different kinds of traffic

However, the existing congestion solutions present different drawbacks.
Low-level solutions (for example, at the network packet layer) can only work in a
blind manner, since they cannot evaluate the content of the message. Therefore
their discard policy will hurt clients indiscriminately. Some of them may establish
different priority classes, to keep a higher throughput for high priority packets, but
this is still rather blind, since the semantics of the data are kept outside of the
competence of the congestion control mechanism. Moreover, since they lack
information on the processing service producing the messages, the congestion
detection can only be made by analyzing at the network level parameters such as
probability of network packet loss or packet queue length. Finally, the only measure
those solutions can take is to drop network packets to avoid congestion, thereby
affecting the service carrying those packets in an unknown, but possible harmful,

way.
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Higher level solutions, working at the application level, have a better
behavior, as they can identify message communications and discern the type of
service they represent; therefore, they could potentially take a more informed
decision to both (a) identify congestion and (b) take countermeasures. However,
existing solutions identify congestion mostly by tracking source rates, instead of
monitoring processing capacity. And the countermeasure is to drop messages and,
since the measure will harm the service, it is delayed until they are absolutely

necessary (when the service is already overloaded).

The proposed embodiments of the invention stated below will overcome at
least some of the drawbacks of the prior art sclutions, providing a high level
congestion solution which instead of dropping messages, it returns whenever
possible, a suboptimal but still useful response (that requires low computing power
and which is previously generated) and, furthermore, it actively detects the trend

towards congestion and provides mitigation (but not harmful) measures in advance.

SUMMARY OF THE INVENTION

The problems found in prior art techniques are generally solved or
circumvented, and technical advantages are generally achieved, by the disclosed
embodiments which provide a method, system and device for managing congestion

in network services at application level.

Some information systems (e.g. web services) may have a highly variable
workload. The traditional solution to this problem is to build information systems that
can be scaled horizontally. However, the workload may increase unexpectedly
beyond system capacity at a given moment and, if the received workload is too high,
a system crash may happen. The same apply to other network services which may

have a highly variable workload.

The present invention solves this problem in a different way to the traditional
one. The invention presents an intermediary system (node), between a remote
system (the client device or node, that is, the entity to which the service is provided)

and a data processing system (generally speaking, the server or group of servers
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providing the network service) aiming to generate fast, valid and complete
responses even when the data processing system is overloaded (congested). Thus,

it is able to maintain the respensiveness of the remote system in any workload
situation.

The invention is partially based on the following premise: In high workload
situations it is better to generate a response containing not completely accurate
data, than to generate accurate data causing a progressive degradation of the
system. The present invention pre-lcads a generic response message for all users
(clients), previously retrieved frem the server and when the server is approaching
high load situations, the service requests will not be dropped but they will be
responded using said generic response (so the requests will not be processed by
the server and, therefore, the high load situation of the server is not degraded). The
generic response will be valid for all users (or at least for most of them), but
somehow suboptimal with respect to the one they could receive if following the
standard route (through a fully functional server). This generic response is updated
periodically.

The proposed invention includes two simultaneous mechanisms to control

the server overload and to generate generic responses instead of the regular ones:

An absolute threshold time to limit the response time. Any request from the client to
the server is monitored and an internal counter accumulates the spent time since
the request was received. If a configurable threshold is exceeded, the current

processing is aborted and a generic response is returned.

An early congestion detection to foresee server overloads. The average response
time of the server is continuously computed (as a running average), and when it
starts to grow high, a share of requests is not forwarded to (and consequently not
processed by) the server and, instead a regular response, a generic one (not
specific for said user) is returned. The share of requests not forwarded to the server
(but answered with a generic response) is dependent on the monitored response
time with a stepwise function; the objective is to keep the server at full load (near

saturation) but without overloading it.
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In a first aspect, it is proposed a method for managing congestion in a
network service provided by a group of servers (one or more servers), the method
being characterized by comprising the following steps performed in a first network

node (overload manager) in communication with the group of servers:

a) Receiving a service request from a service client device through a first
telecommunication network;
b) After receiving the service request, determining whether there is an overload
condition in the group of servers;
c) Deciding if activating a contingency mechanism based at least on the
determination;
d) If the contingency mechanism is activated for said service request, not sending
the service request to the group of servers:
e) If the contingency mechanism has not been activated (in step c):
e1) Sending the service request to the group of servers;
e2) If a service response resulting from processing the service request by the
group of servers, is received from the group of servers before a first period of
time has lapsed (since the service request was sent to the group of servers),
sending said service response to the client device and if not (the service
response does not arrive before the first period of time expires), activating
the contingency mechanism for said service request:;
f) If the contingency mechanism is activated (in steps c) or e2)) for said service
request, getting from a database, a generic response, not resulting from processing
by the group of servers the service request, and sending said generic response to
the client device (terminal).

If the first network node does not receive a service response from the group of
servers before the first period of time has lapsed, the network node may send a

message to the group of servers to abort the processing of the service request.

The step c) of deciding if activating a contingency mechanism, may comprise:
- if it is determined that there is no overload condition in the group of servers, not
activating the contingency mechanism;
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- if it is determined that there is an overload condition, the contingency mechanism
is activated not for all the service requests but only for some of them. In order to do
so, for example, a probability of activating the contingency mechanism for said
service request is calculated and the contingency mechanism is activated
depending on said probability. Said probability may be calculated based on design
parameters and the values of the request execution time for the previous M service
requests previously received in the first network node, where M is a design

parameter.

The determination of the overload condition in the group of servers may be based
on the values of a request execution time for the preceding M service requests
received in the first network node, where M is a design parameter (for example, an
average of all the values, a median, a variance or any other statistic parameter

pased on said values).

The determination whether there is an early overload condition in the group of
servers may comprise:

- calculate the average of the values of the request execution time for the previous
M requests received in the first network node, where M is a design parameter;

- if said calculated average is above a first threshold, determining that there is an

early overload condition in the group of servers.

If the contingency mechanism is activated, a (hypothetical) request execution time
may be estimated for said service request and stored in a database in the first
network node (for example for using for early overload condition detection for future

service requests).

If the contingency mechanism is not activated for said service request, a request
execution time (time spent by the group of servers in processing the request and
sending the response to the first network node) may be calculated as the time
lapsed from the service request is sent to the group of servers until the service
response is received by the first netwerk node and said request execution time is
stored in a database in the first network node (for example for using for early

overload condition detection for future service requests).
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The first network node may be co-located with the group of servers or may be not
co-located with the group of servers. In this latter case, it communicates with the
group of servers through the first telecommunications networks or through a
different telecommunications network. The group of servers may be a data

processing group of servers.

In an embodiment, the service request and the service response (and the generic

service response) are network application layer (or level) messages.

The client device is one may one of the following group: a mobile telephone, a
laptop, a personal computer, an smart phone, an smart TV, a television set, a IPTV

TV set, a tablet or any other electronic device.

In an embodiment, the step e1) of sending the service request to the group of
servers comprises:

- Decomposing the service request into several sub-requests (also called individual
requests),

- Sending the first sub-request to the group of servers and

- Sending each of the rest of sub-requests to the group of servers when a partial
response resulting from processing by the group of servers the preceding sub-
request, is received (that is, each sub-request is sent to the group of serves is only
sent when the response to the previous sub-request has been received from the
group of servers);

and the step e2) comprises:

- If all the partial service responses resulting from processing by the group of
servers each sub-request, are received from the group of servers before the first
period of time has lapsed, composing a service response based on all the partial
responses received and sending said service response to the client node and if not,

activating the contingency mechanism.

The network service may be an information service (the provided service
consist on information included in the service response). In this case, the service

response resulting from processing the service request by the group of servers,
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includes information selected based on the service request content and/or the client
profile and the generic response consist on information not selected based on the
service request content and/or the client profile (it may be even selected before
receiving the service request) For example, the service may be a content
recommendation service or a news service and the service response consist on
recommended content or news selected based at least on the client profile and/or
the content of the request. And the generic response may consist on recommended

content or in news valid for all the clients (not selected for an specific client)

The generic service response may be pre-stored in a database (e.g. in a
cache memory of the first network node); that is, the generic response may be
stored before the service request has arrived to the first network node. Or the
generic response may be based in generic data received by the first network node
from the group of servers, before the service request has arrived to the first network
node; the generic response is not a specific response generated for said service
request and/or client profile, but it is independent on the profile of the client
requesting the service (or in other words, the generic response may be valid for all

the service clients).

In a second aspect, it is provided a network node for managing congestion of

a network service, the network node being characterized by comprising:

- Receiving means for receiving a service request from a service client device
through a first telecommunication network;
- Means for determining whether there is an overload condition and deciding if
activating a contingency mechanism based at least on the determination;
- Means far, if the contingency mechanism is activated for said service request, not
sending the service request to a group of servers providing the network service and
for, if the contingency mechanism is not activated:
- Sending the service request to the group of servers providing the network
service;
- If a service response resulting from processing the service request by the

group of servers, is received from the group of servers before a first period of
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time has lapsed, sending said service response to the client device and if

not, activating the contingency mechanism for said service request;

- Means for, if the contingency mechanism is activated for said service request,
getting from a database a pre-stored generic response, not resulting from
processing by the group of servers the service request, and sending said generic

response to the client device.

In a third aspect, it is provided a system for managing congestion of a

network service, the system being characterized by comprising:

- A group of servers configured for providing the network service by receiving client
service requests, processing the requests and generating service responses based
at least in the content of the client service requests:
- A network node comprising:
- Receiving means for receiving a service request from a service client
device through a first telecommunication network;
- Means for determining whether there is an overload condition in the group
of servers and deciding if activating a contingency mechanism based at least
on the determination;
- Means for, if the contingency mechanism is activated for said service
request, not sending the service request to the group of servers;
- Means for, if the contingency mechanism is not activated:
- Sending the service request to the group of servers:
- If a service response resulting from processing the service request
by the group of servers is received from the group of servers before a
first period of time has lapsed, sending said service response to the
client device and if not, activating the contingency mechanism for said
service request;
- Means for, if the contingency mechanism is activated for said service
request, getting from a database a pre-stored generic response, not resulting
from processing by the group of servers the service request, and sending
said generic response to the client device.
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In an embodiment the above stated means may be a processor in the

network node configured to perform the above state actions.

According to another aspect of the invention, a computer program product is
provided, comprising computer—executable instructions for performing any of the
method previously disclosed, when the program is run on a computer and a digital
data storage medium is also provided encoding a machine-executable program of
instructions to perform any of the methods disclosed.

Consequently, according to the invention, a method, system. device,
computer program and storage medium according to the independent claims are
provided. Favorable embodiments are defined in the dependent claims. These and
other aspects of the invention will be apparent from and elucidated with reference to

the embodiments described hereinafter.

The proposed invention provides, among others, the following advantages:

It is a light solution to control saturation in a server or server farm
ensuring a fast response to clients. This means that, although it
is an intermediary which stands between a client and a server,
the processing is not complex.

¢ |t reduces the amount of required nodes in a server farm to be
able to support an abnormal workload received sporadically. It
means than the server farm may be dimensioned for a typical
workload, but not for an exceptional workload.

e The absolute threshold time ensures a maximum time to execute
(process) a request in the server side. This means that the client
will get a valid and complete response at a maximum time.

e The early congestion detection is done over the application layer
of the network protocol. It means that the requests from the client
to the server are not rejected at the TCP layer, therefore the
remote system does not notice any exceptional situation.

« The early congestion detection is an automatic adaptive

mechanism. Its goal is to keep the server at full load (near
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saturation) but without overloading it. Additionally, the early
congestion detection ensures that at least a minimum rate of
requests goes to the server to monitor its state continuously.

e The server remains fully functional even when approaching full
capacity. In other words, it can keep the server at high load
without overloading it.

e The generic response is updated time-to-time to avoid obsolete
responses and they are stored in a fast access memory to
ensure that the generic response is returned immediately even

when a high workload is received.

DESCRIPTION OF THE DRAWINGS

To complete the description that is being made and with the object of
assisting in a better understanding of the characteristics of the invention, in
accordance with a preferred example of practical embodiments thereof,
accompanying said description as an integral part thereof, is a set of drawings
wherein, by way of illustration and not restrictively, the following has been

represented:

Figure 1: It shows a schematic block diagram of the proposed system

according to one embodiment of the invention.

Figure 2: It shows a flow diagram of the control of service congestion

(overload) according to an embodiment of the invention.

Figure 3: It shows a flow diagram of the checking of DPS overload according

to an embodiment of the invention.

Figure 4: It shows a flow diagram of the monitoring of the execution

(processing) time according to an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION
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The present invention may be embodied in other specific devices, system
and/cr methods. The described embodiments are to be considered in all respects as
only illustrative and not restrictive. In particular, the scope of the invention is
indicated by the appended claims rather than by the description and figures herein.
All changes that come within the meaning and range of equivalency of the claims
are to be embraced within their scope. In the following description, for purposes of
explanation, numerous specific details are set forth in order to provide a thorough
understanding of the present inventicn. It will be apparent, however, to one skilled in
the art that the present invention may be practiced without these specific details. In
other instances, well-known structures and devices are shown in block diagram form

in order to avoid unnecessarily obscuring the present invention.

The present invention proposes a method, system and device capable of
managing congestion (server(s) overload) in a network service (a data processing
service, a web service or any other type of network service). In this context, a
network service is a service provided at the network application layer. It is often
implemented using a client-server architecture based on network application layer
protocols (peer-to-peer architectures can also be used). The network services can
provide data storage, manipulation, information customization, presentation,
communication or other many application-level capabilities. Each service is usually
provided by a server (generally speaking a group of servers running on one or more
computers) and accessed via a telecommunications network by client devices. The
network service may be provided by an application or a coordinated set of
applications running on the servers and communicating high-level messages

between them and to the client applications through the network.

Figure 1 shows a block diagram of the proposed system according to one
embodiment of the invention. The system proposed by the present invention,
presents an intermediary system or node (called Congestion or Overload Manager
200) connected to one or more server(s) providing the network service. Generally
speaking, these servers will be in charge of performing the data processing
necessary to response the service request (and generating the service response to
be sent to the service requesting client), that's why this server(s) (providing the

service) is (are) called Data Processing Server(s) or more general, Data Processing
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Server Farm (DPS, 100) which is the group of one or more servers providing the
service. The Manager can be connected to a single server farm or to a set of
different server farms. Each farm can be composed of an undefined number of
nodes (N nodes (110) in figure 1, where N>=1), which will be in charge of the final
processing (computing) process and will be responsible of providing the application-
level responses that the client to which the service is provided (the remote system in

figure 1) expects.

In an embodiment, the result of the network service is a response message
sent by the service provider to the service client (the service response). For
example, the service may be an information service (e.g. a recommendation service,
a news service...) in which the client requests an information, the data processing
server (or servers) process the request and obtains, selects and prepare the
information (according to the content of the request and/or the client profile) and the
service result is a response message sent to the client with the requested
information. But this is only an example, generally speaking the present invention
can be applied to any type of network services, which gives a response to the client

requesting the service.

The overload manager is also connected tc a client device, called remote
system (300), that will be the device (terminal or generally speaking, a node) that
makes the original (service/information) high-level request (application level request)
and to which the service is provided. Depending of the service provided, the remote
system can be for example, a communication terminal subscribed to the service or

other network node to which the service is provided.

The remote system will be connected to the overload manager through a
telecommunications networks. The overload manager may be co-located with the
server for fast access to the farm nodes or may be located in a location distant to
the server and being connected to the server through the same or a different
telecommunications network. Usually, in this latter case (the overload manager is
not co-located with the server), the speed and delay of the link between the overload
manager and the server are enough to keep swift communication between them.

The telecommunications network can be a wired network, a wireless network, a
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mobile communications network (LTE, 3G, 4G, GSM...) or any other type of
telecommunication network. The provided service can belong to the same operator
owning the telecommunication network or to another operator. The overload
manager can be located in a network node of the telecommunications network or in

a network node belonging to another network.

The remote system (client device) may be a mobile telephone, a laptop, a
computer system, an smart phone, an smart TV, an IPTV (Internet Protocol
Television) TV set, a tablet or any other electronic device capable of communicating

through a telecommunications network.

The congestion or overload manager (200) represents the core of the
system. More than one overload manager can be used (for example, one for each
service provided by the network or one for every service farm or, if the number of
clients of a service is very high, there can be several managers for the same
service, one for each group of clients). Each overload manager (200) performs
different functions; for simplicity and clearness, the overload manager can be seen
as a node with different functional elements or modules, each one in charge of at
least one function (in an embodiment, the manager will include a processor
configured to perform some or all the functions). In the embodiment shown in figure
1, the overload manager is composed by the following modules (this is only an
example and some of the modules are optional and, consequently, not essential for

the invention):

Response Manager (RM) (210): In charge of receiving the original request
from the client (remote system). If the contingency mechanism is activated (by the
Early Congestion Manager or by the Time Monitor) the generic response will be
delivered to the remote system. If not, the request will be sent to the Data
Processing Server Farm, DPS; the DPS will generate a suitable response specific

for said request and the RM will send the response message to the client.

Time Monitor (TM) (220}): It takes care of ensuring a maximum threshold in
response time {(absolute threshold time); it monitors global processing time of the

request (the time spent by the DPS in processing the request and generating a
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response, called also request execution time, execution time or response time) and
if it detects that the operation is reaching a threshold (that is, a certain time
threshold has lapsed and the response has not been yet generated by the DPS), it

aborts processing and activate the contingency mechanism.

Early Congestion Manager (ECM) (230): It applies the Early Congestion
Detection by monitoring the ongoing response times and whenever the ongoing
response time (for example, an average of the responses time for the last M
requests, where M is a design parameter) grows at a risky pattern, it activates the
contingency mechanism that starts non forwarding requests to the server (at a

dynamic rate) to keep the data processing servers just below congestion.

Generic Loader (GL) (240): Periodically (the period may be application- and
data-dependent) requests from the data processing server a generic response or set
of generic responses (or generally speaking, generic data to compose a generic
response) valid as a fallback mechanism (in cantingency situations) for the range of

possible requests that the system can receive.

Data Processing Agent (DPA) (250): In some services or for some specific
requests, a single remote system request message is decomposed (in this module)
into a number of single operations to be sent to data-processing servers. The final
(also called global) response will be created by composing together the single
responses to the different single operations in which the request has been
decomposed. Also it is possible that a remote system request message corresponds
to a unique request message to the data processing servers (so there is no

decomposition/composition process).

Generic Response Database (GRDB) (260): Database in charge of storing
generic responses. These responses are previously calculated by the Generic

Loader.

Contingency Database (CDB) (270): Database in charge of storing execution
times and configuration parameters required by the Early Congestion Manager to

calculate if the contingency mechanism must be activated.
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Cache Manager (CM) (280): Its purpose is to keep the generic response in a
local and fast memory (cache memory) to improve performance (the access to the

generic response is faster) when the contingency mechanism is activated.

Now the detailed operation of the present invention (that is, the different
steps performed or, in other words the data processing flow), according to different
embodiments of the invention, is going to be explained.

When the overload manager detects a congestion situation in the service
server(s) (for example in the data processing servers) a contingency mechanism is
activated to generate a response to the remote system using generic data, in crder
to return a fast response. The whole data processing flow may be divided into two

different and uncoupled processes:

Preloading of generic data: The precondition to make the system work
consists of loading generic data, which will be used to generate a response
when the contingency mechanism goes into action.

Controlling server congestion: When a new request message arrives to
the overload manager from the remote system, it must be managed to
control overload in the DPS and to activate or not the contingency
mechanism (that is, to determine if a congestion situation is happening or is
close to happen). This process is divided in three sub-processes:

Early congestion management: An early congestion checking is done

in order to detect if the data processing servers are (or are closed to
be) overloaded. When a congestion situation is detected, some
requests (not all) are responded using the contingency mechanism.

Request execution time monitoring: If the remote system request is

not responded with generic data, it is sent to the DPS and the spent
time is controlled to ensure that it does not exceed a specific
threshold. When this happens (the timeout is consumed), the request
is responded using the contingency mechanism.

Delivering of generic response: When an early congestion situation is

detected or the request execution timeout is consumed, the overload
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manager activates the contingency mechanism, composing (if it is not
already composed) and delivering the response to the remote system

based on generic data.

Preloading of generic data

The generic loader (GL) is the responsible to get generic data from the DPS
and to store them into the generic response database (GRDB). Said generic data
will be used to build the generic response message (that will be sent to the client
requesting the service when the contingency mechanism is activated). In order to
have an updated generic response, the generic data loader is executed periodically
(the execution interval is application and service (data) dependent). Each time it is
executed, a request to a data processing server is done to get generic, but valid,
results to be returned when the contingency mechanism goes into action. The
returned data should be generic enough to meet the expectations of most of the
system clients but it will be not generated taking into account an specific client
profile or request. For example, if it is a TV recommendation system, the generic
response can be a general guide of the available TV programs or a list of the most
viewed TV programs, which is not customized for a specific client so it is valid for all
the clients (subscribed users). The retrieved data from the DPS must be stored in
the GRDB in the appropriate format to be able to generate a generic response

message as fast as possible.

Controlling service congestion

Figure 2 shows a flow activity diagram of the process to control the server(s)
congestion in an embodiment of the invention. This process is divided in three sub-

processes:

1) Early congestion management: The main goal of this sub-process is to
detect congestions (i.e. overload) in the data processing servers. This sub-process
is carried out by the Early Congestion Manager (ECM) using the data stored in the
Contingency DB (CDB). It is responsible for the following tasks:

Check data processing servers overload: After the RM receives (211) a

remote system request (a service request message), the ECM checks if the
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DPS is overloaded {212) and if the contingency mechanism must be
activated (213). These decisions may be based on the registered execution
times (stored in the CDB) for the latest processed requests and on some
configuration parameters. A specific method should be used to take this
decision. For example, if the response time averaged for the last M requests
is more than a certain threshold, it is determined that the DPS is overloaded
and, consequently the contingency mechanism must be activated. This is
only an example, another examples will be explained later. Generally
speaking any known decision method can be used to take this decision. If
the contingency mechanism is not activated, the request is sent to the DPS
for processing (214) by the DPA.

Estimate request execution time (also called processing time): When the
contingency mechanism goes into action, it is not possible to know exactly
how much time would have been consumed by the DPS processing the
request to prepare the response, so it must be estimated (215). Later some
examples of how to estimate this execution time will be explained.

Register request execution time: Each time a remote system request is
processed by the overload manager, the estimated or real execution time of
the request is stored (216, 218) in the CDB. These measurements are used
to determine if the DPS are congested (overloaded) in future service

requests.

2) Execution time monitoring (217): If the contingency mechanism has not
been activated, the request is sent to the DPS for processing (214). The main goal
of this sub-process is to control the time consumed by a request to the DPS. If this
time exceeds a given time limit (that is, a certain time limit lapsed since the request
has been sent to the DPS, without the overload manager receiving a response from
the servers) the request to the DPS is aborted and the contingency mechanism is
applied, performing the actions of estimating (215) and storing (216) the execution
time and geiting (221) and delivering (222) the generic response. Thereby, long
waits to generate a response to the remote system requests are avoided. This sub-
process is carried out by the Time Monitor (TM), in collaboration with the Data

Processing Agent (DPA) and the Response Manager (RM).
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3) Delivering of generic response: At the end of the processing of the request
of remote system a final response must be generated. If the whole process is
executed successfully (that is, the contingency mechanism is not activated), the real
execution time is stored (218) (in the CDB) and the response generated by the DPS
is routed through the DPS to the RM and the service response (a service response
message) is sent to the remote system (219) through the telecommunications
network.

But, if the whole process is not executed successfully (i.e the contingency
mechanism is activated because of early congestion detection or because the
request execution time exceeds the threshold), the response manager must execute
this mechanism to return a generic response. It must be pointed out, that if early
congestion is detected, the contingency mechanism is not activated for all incoming
requests but usually only to some of them (the rate of incoming requests for which
the contingency mechanism is applied may be updated for each incoming request
and it will depend on a configuration parameter) The delivery of the generic

response may comprise the following steps:

The RM calls the Cache Manager (CM) to get the generic response.

If the CM contains the generic response and this data is valid, the CM
returns the generic response to the RM.

If the CM does not contain the generic response or the cached data is not
valid, the CM gets the generic response from the GRDB, caches it and
returns the generic response to the RM.

Once the RM gets the generic response (221), it is delivered to the remote

system (222) through the telecommunications network.

The CM is used to improve performance when the contingency mechanism
is executed. Because the contingency mechanism is activated when the system is
overloaded, it is necessary to minimize the resources used to generate the generic
response. Therefore, the CM stores the cached data in a fast store, local to the RM,
to avoid doing network connections to the GRDB which usually is hosted in a
dedicated node within the Overload Manager, which may not be local to the RM (for

example, the GRDB may be hosted in another node within the same set of nodes).
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However, the cached data will not always be valid. After a period of time or when the
cached data have been used a number of times, it is invalidated and it must be

regenerated by getting again the generic response from the GRDB.

But the presence of the cache manager is not mandatory. In an alternative
embodiment, there is no cache manager, so the generic response is always
requested and obtained directly by the RM from the GRDB.

Now, embodiments that materialize some of the specific procedures
mentioned in the control of service congestion process previously disclosed, will be

explained. They are applicable to any network services.

Estimating the expected execution time (also called response time) for the

data processing servers: As explained before, the present invention needs to
estimate the execution time (time spent in processing the request and generating a
response) for the data processing server(s) when the contingency mechanism is
activated (actually, , as the DPS does not give a response to the request, it can be
said that what it is estimated is an hypothetical execution time, that is, an estimation
of how much time would have been consumed by the DPS in processing the request
and prepare the response). This estimation is made in order to trigger the different
phases of the congestion detection mechanism for future requests. The simplest
measure is to use the time of the last execution (that is, the execution time of the
previous request). However this is unreliable (glitches and transitory phenomena
may produce occasional hiccups in processing time that are not relevant in
congestion terms), therefore embodiments will tend to perform some kind of
averaging over the last R executed requests, so as to smooth down short-term
irregularities. Some embodiments may also choose additional variants:

Use a running median instead of the mean value, as a way to remove

uninteresting outliers from the computation and retain the true underlying

congestion status.

In case an execution is aborted due to exceeding the threshold in the Time

Control module, the estimated time (added to the averaging window) would

be the time so far plus a random increment which depends on the number of
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recently aborted requests (to estimate the eventual final time including the

effect of congested servers).

The above are only some examples of how to estimate the execution time, other

variants and known estimation methods could be used.

Checking data processing servers overload (for the early congestion

detection): A specific procedure should be applied io decide if the DPS (the Data
Processing Server or Server Farm) are overloaded and if the contingency

mechanism must be activated (a generic response must be sent to the requesting

client). Here, as an example, a procedure which could be used for this purpose is

going to be explained according to an embodiment of the invention. In this

embodiment, the main data points and parameters required by the method to take

the decision are:

The current average execution time of the last requests.

The threshold for the average execution time from which the DPS are
considered as overloaded.

The current probability/rate to not forwarding the request to the DPS (that is,
the current rate for activating the contingency mechanism and using generic
data for the request response).

The maximum rate of request responded with generic data (not forwarded to
the DPS), to ensure that at least some requests are sent to the DPS in order
to measure if the DPS are still overloaded or not.

This early congestion detection/management may use, for example, the

following configuration parameters to operate (usually these parameters are

properly selected and customized for each specific application, for example using

performance tests, in order to optimize the system operation and results):

OVERLOAD_MNG_ENABLE (boolean): Flag to determine if the early
congestion detection is enabled or disabled. If it is disabled, all requests are
sent to the DPS.

OVERLOAD_MNG_QUEUE_SIZE (integer): Number of requests execution

time values used to calculate the average execution time of DPS

“
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OVERLOAD_MNG_THRESHOLD (integer): Time (e.g in milliseconds) from
which, if the average DPS execution time exceeds it, the DPS are
considered as overloaded.

OVERLOAD_MNG_STEP (integer): Time (e.g in milliseconds) per step to
increase the rate of requests responded with generic data.
OVERLOAD_MNG_RATE_STEP (float): Rate of requests to be responded
with generic data (or in other words, the rate of requests for which the
contingency mechanism is going to be activated) per step.
OVERLOAD_MNG_RATE_MAX (float): Maximum rate of requests to be
responded with generic data. It must be less than one to ensure that some
requests are send to the DPS when it is considered as overloaded, in order
to measure the execution time and to know if the DPS are still overloaded or

not.

In addition, two variables may be used:

time_queue: Itis a LIFO (Last In First Out) queue to maintain the execution
time of the last requests. Every time a request execution time measurement
(a real measurement if the last request has been successfully processed by
the DPS, or an estimation) is appended to the queue, other element is
removed from the queue from the opposite side, to keep a maximum number
of request execution time measurements in the queue. The queue size is set
to the OVERLOAD_MNG_QUEUE_SIZE parameter value.

average_time: It is the average request execution time along the last
reguests. It is calculated using all measuremient in the time_queue. As an
accuracy measure, in an embodiment, if the queue is filled with less than, for
example, the half of its size (but other values can be used), the average time
is not calculated and the overload (congestion) control is considered as
disable. This is only an example, alternative embodiments could use the

median or other summary statistic instead of the mathematical average.

Each time a new request arrives to the overload manager from the remote

system (client), the DPS updates the average_time and checks if this value exceeds
a configured threshold (OVERLOAD_MNG_THRESHOLD). If this happens, it
means that the DPS is considered overloaded (congested). Then, the overload
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manager must decide if the current request is not sent to the DPS and a generic
response is sent to the remote system (i.e the contingency mechanism is activated).
This decision is based on a probability. This probability may be calculated, for
example, depending on how many steps the threshold is surpassed. Each step is an

amount of time (milliseconds) and each step has associated a probability.

In an exemplary embodiment, the following configuration parameter values

are selected (this is only an example, many other values can be used):

OVERLOAD_MNG_THRESHOLD = 300 ms
OVERLOAD_MNG_STEP =50 ms
OVERLOAD_MNG_RATE_STEP = 0.2 (20%)

If the average time is, for example, 360 ms, the probability to response with generic
data (to activate the contingency mechanism) the current request may be calculated

das!

num_steps = int((360ms - 300ms + 50ms) / 50ms) = 2
probability (current rate) = num_steps * 0.2 = 0.4 (40%)

This probability cannot be greater than the OVERLOAD MNG_ RATE_MAX
value, and, in any case, the maximum limit for this value is for example, 0.9. The
probability to activate the contingency mechanism for the current request in his case
will be 0.4 The calculated probability is compared, for example, with a random
number in the range [0, 1) to finally decide if the current request is not sent to the
DPS and the contingency mechanism is activated to produce a generic response for
the current requests.

In another exemplary embodiment, the following configuration parameter
values may be selected:

OVERLOAD_MNG_THRESHOLD = 300 ms
OVERLOAD_MNG_STEP =30 ms
OVERLOAD_MNG_RATE_STEP = 0.3 (30%)
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If the average time is the same as before, 360 ms, the probability to activate
the contingency mechanism for the current request is as follows:
num_steps = int((360ms - 300ms + 30ms) / 30ms) = 3
probability = num_steps * 0.3 = 0.9 (90%)

The probability of activating the contingency mechanism for an incoming
request in his case will be 0.9. That is, with the same threshold and the same
average time as in the previous example, the probability of activating the
contingency mechanism is much higher. This is because some of the configuration
parameters (OVERLOAD_MNG_STEP, OVERLOAD_MNG RATE _STEP) have
been selected so that the system is much more sensitive to any increase in the
average execution time (there are more probabilities to activate the contingency
mechanism). In other words, depending of the specific situation (application) to
which the present invention is applied, a more or less sensitive (strict) congestion
detection can be used depending on the value selected for the configuration

parameters.

To summarize and clarify the above explained process, figure 3 is going to
be used. Figure 3 shows a flow activity diagram of the process to check the DPS
overload (for early congestion detection) according to the above explained

embodiment of the invention.

When a new request (a request message) arrives to the overload manager
from the remote system (client), the first step is to check (311) if the early
congestion  detection is  activated (for example, checking that
OVERLOAD_MNG_ENABLE parameter is True). If it is not activated, all the
requests are sent to the DPS for processing (316) and the procedure is finished
(319). If it is activated, then it is checked (312) if the time queue (storing the
execution time of the last requests) has enough values to give an acceptable
average (in this case half of the values). If not, the early congestion is considered
disabled, all the requests are sent to the DPS for processing {316). If it has enough
values, the current average execution time of the last requests (in this case, the
values stored in the queue) is computed (313). Then it is checked (314) if the

current average execution time exceeds a configured threshold (e.g.
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OVERLOAD_MNG_THRESHOLD). If it does not exceed the threshold, then the
request is sent to the DPS for processing (316). If the threshold is exceeded, then,
the current rate of requests to be responded with generic response is calculated
(315), or in other words, the rate to be applied to the current request is calculated. In
this specific example, to calculate said rate, the following operations are performed:
num_steps = int((average time- OVERLOAD_MNG_THRESHOLD +
OVERLOAD_MNG_STEP) OVERLOAD_MNG_STEP

probability = num_steps * OVERLOAD_MNG_RATE_STEP

current rate=min (probability, OVERLOAD _MNG_RATE_MAX)

Finally, the calculated current rate is compared, for example, with a random
number (317) to finally decide if the current request is sent to the DPS (316) or the
contingency mechanism is activated (318) to produce and sent to the client a

generic response for the current requests.

The above are only some examples of how to ckeck DPS overload, other

variants and known methods could be used.

Execution time monitoring: A specific procedure should be used to control

(monitor) the time consumed by the DPS when processing a request (request
execution time or only execution time). As previously explained, if a given timeout is
exceeded the contingency mechanism must be activated. Here, as an example, a
procedure which could be used for this purpose (monitoring the execution time) is
going to be explained according to an embodiment of the invention. This procedure
generally applies when each request from the remote system must be decomposed
into several (sub) requests sent to the DPS to get several pieces of data (one for
each sub-request) that the Data Processing Agent (DPA) must combine to generate
the final response. If this is not the case (the request is not decomposed into several
(sub) requests), the same procedure may apply but with the particular condition that
there is only a single sub-request.

This procedure may use, for example, the following configuration parameter
to operate (usually this parameter is properly selected and customized for each
specific application, for example using performance tests, in order to optimized the

system operation and results):
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* REQUEST_TIMEOUT (integer): It is used to set the maximum time (e.g. in
milliseconds) to process completely a request from the remote system and to
generate a final response (that is, the maximum execution time). If this
timeout is exceeded while the DPS processing is in progress, the
contingency mechanism is activated and the final response is created using
the generic data. If the REQUEST_TIMEOUT parameter is set to zero or nul,
no time limit is applied when processing request to the DPS.

In addition, one variable may be used:

e pending_timeout (integer): It is used to control the remaining time to execute
the pending (sub) requests to the DPS. It is initialized to the
REQUEST_TIMEOUT value, and every time an individual request to the
DPS is executed the consumed time is measured and the pending_timeout

is decreased by this value.

To explain this procedure figure 4 is going to be used. Figure 4 shiows a flow
activity diagram of the method to monitor the request execution time accerding to an
embodiment of the invention.

As explained before, the DPA (Data Processing Agent) decomposes a
request from the remote system into a number of single operations (called sub-
requests or individual requests). It performs a loop to send individual requests to the
DPS to get pieces of data to compose the final respanse to the original request. In
order to monitor the execution time, initially, the pending_timeout is set to the
REQUEST_TIMEQUT value (411). This is the total time available to execute all loop
iterations (that is, to process all the individual requests in order to generzte the final
response). The pending_timeout is updated at the end of each loop iteration by
subtracting the consumed time by the individual request to the DPS. Therefore, for

each iteration it is known the remaining time to execute all pending work.

First, it is checked (412) whether all the individual requests have been
processed or not (in other words, if another loop must start or not). If all the

individual requests have been processed (there are no pending request), the final
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response is composed (418) with all the partial responses (the responses to each
individual requests) and the procedure finishes (420). If there are pending individual
requests to be processed then, then another loop starts to process another
individual request. At the beginning of each loop iteration, it is checked (413, 414) if
the remaining time to execute all pending work (pending time out) is less or equals
to zero. If it is less or equals to zero (the timeout has been exceeded), then the
normal process in the DPA is aborted (no more individual requests are sent to the
DPS) and the final response is generated by the contingency mechanism (419), that

is, the generic response is sent to the remote system.

If not (the pending time is more than 0 and consequently, the timeout has not
been exceeded), the DPA sends the next individual request to the DPS to get a
piece of data (a partial response) from the DPS (415). The pending_timeout is used
as the maximum time available for the current individual request. If this time is
consumed before the response to the individual DPS request is received, the normal
process in the DPA is aborted and the final response is generated by the
contingency mechanism (419). If not, the time consumed by the DPS to process (to
generate the partial response for) the current individual request is calculated (416),
the pending time out is updated (417) by subtracting the calculated consumed time
from the previous value of the pending time and it is checked (412) whether all the
individual requests have been processed or not (that is, it is checked if another loop

must start or not).

As mentioned in the Background of the Invention section, there are many
established procedures for congestion control in networked services. However most
of them deal at a very low level (e.g. at the network layer), discarding packets
whenever they detect an overload situation. Some of them contain specific policies
for fair redistribution of the effects, but in any case the procedure is necessarily
rather blind. In contrast, the present invention solves the problem at the application
level, hence it is aware of the nuances of the service is providing and can improve
its contingency behavior. The present invention can be applied to many kind of
network services, but it is particularly suitable for services that require intensive

processing at the server level, and in which it is possible to prepare a suboptimal
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(but still valid) more generic response to be delivered to the requesting agent in
case of overload. An especially applicable target area is the one in which the system
offers personalized services (i.e. delivers data adapted for each specific user),
possibly costly to obtain, but can also return a (slightly less optimal) un-personalized
(un-customized for an specific client) version of the data. Examples of services
where the present invention could be applied and would be very useful, are
recommendation systems (services) and news personalization services. These are
only two (non-limitative) examples where the present invention is useful. It will be
understood that the present invention can be applied to many other types of

services.

Recommendation Services:

In this case the data processing servers (the servers providing the service)
are recommendation engines. They get requests from the client applications (routed
through the overload manager) to provide recommendation lists for users. A
recommendation list typically consists of a ranked list of items, personalized for each
user according to its user profile. A number of different algorithms for
recommendation engines exist (Collaborative Filtering, Content-Based,
Social/Graph Based, efc.). The process through which a recommendation is
produced can be intensive in terms of computational needs, moreover the
recommendation usually it needs to be composed in near-real time (to provide fast
response to a user navigating the client application). And it can change at short
notice (as the user profile is being continuously updated, to take advantage of the
feedback generated by live actions); this limits the usefulness of caching
recommendations. As a result, the recommendation engines must be adequately
dimensioned to provide enough computational power to deliver fast
recommendations, and in traffic peaks (many clients connecting to the
recommendation system) bottlenecks and congestion may happen. This makes it a
perfect environment for the overload (congestion) management mechanism this
inventicn implements.

In this application scenario, the embodiment of the present invention may

present, among others, the following features:
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A number of recommendation engines are connected to a overload

manager, which receives the requests and routes them to one of the
engines, balancing the load.

e The recommendation engine can also produce non-personalize generic
ranked lists (e.g. by using top-rated, or popular content), this will be used as
a fallback recommendation mechanism (generic response). The loader for
generic content (GL) uses this engine mode to pre-fetch results suitable for
all the users.

» The overload manager monitors engine response time; if necessary the Time
Monitor (RM) aborts the request and delivers fallback recommendations.

o Likewise, if the early congestion detection resolves a potentially dangerous
situation, it triggers the contingency mechanism and starts delivering fallback

recommendations to a random subset of requests.

Personalized News Service:

In this embodiment, similarly to the recommendation case, a personalized
result is delivered for each user connecting to the system. News are selected
according to the user profile and/or user request, and a news page is composed by
taking those selected news items and formatting them as needed. The process is
also intensive in data processing, since it combines a content filtering phase and a
rendering of content. In a normal situation it will produce content specially adapted
to the user, but in critical cases, it could resolve to pre-generated sets of news
items. In this application scenario, the embodiment of the present invention may
present the following features:

» Personalized news engines act as the data processing servers. They are
connected to user profiles for each of the platform users.

e A set of results is pre-generated (e.g. for a few number of different client
characteristics) and updated periodically to keep it fresh. This is the fallback
content (generic response) used by the overload control mechanism in case

it resolves the need to cut on processing demands on the news engines.

A person of skill in the art would readily recognize that steps of various
above-described methods can be performed by programmed computers. Herein,

some embodiments are also intended to cover program storage devices, e.g., digital
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data storage media, which are machine or computer readable and encode machine-
executable or computer-execuiable programs of instructions, wherein said
instructions perform some or all of the steps of said above-described methods. The
program storage devices may be, e.g., digital memories, magnetic storage media
such as a magnetic disks and magnetic tapes, hard drives, or optically readable
digital data storage media. The embodiments are also intended to cover computers

programmed to perform said steps of the above-described methods.

Even though many of the presented embodiments are referred to network
services, the present invention is not limited to this kind of services but it can be

applied to other services provided through telecommunications networks.

The description and drawings merely illustrate the principles of the invention.

Although the present invention has been described with reference to specific
embodiments, it should be understcod by those skilled in the art that the foregoing
and various other changes, omissions and additions in the form and detail thereof
may be made therein without departing from the scope of the invention as defined

by the following claims.

Furthermore, all examples recited herein are principally intended expressly to
be only for pedagogical purposes to aid the reader in understanding the principles of
the invention and the concepts contributed by the inventor(s) to furthering the art,
and are to be construed as being without limitation to such specifically recited
examples and conditions. Moreover, all statements herein reciting principles,
aspects, and embodiments of the invention, as well as specific examples thereof,

are intended to encompass equivalents thereof.

It shouid be appreciated by those skilled in the art that any block diagrams
herein represent conceptual views cf illustrative circuitry embodying the principles of
the invention. Similarly, it will be appreciated that any flow charts, flow diagrams,
state transition diagrams, pseudo code, and the like represent various processes

which may be substantially represented in computer readable medium and so
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executed by a computer or processor, whether or not such computer or processor is

explicitly shown.
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CLAIMS

5 A method for managing congestion in a network service provided by a group
of servers (100), the method being characterized by comprising the following steps
performed in a first network node (200) in communication with the group of servers

(100):

a) Receiving (211) a service request from a service client device (300) through a
first telecommunication network;
b) After receiving the service request, determining (212) whether there is an
overload condition in the group of servers (100);
c¢) Deciding (213) if activating a contingency mechanism based at least on the
determination;
d) If the contingency mechanism is activated for said service request, not sending
the service request to the group of servers (100);
e) If the contingency mechanism is not activated:
e1) Sending (214) the service request to the group of servers (100);
e2) If a service response resulting from processing the service request by the
group of servers, is received from the group of servers before a first period of
time has lapsed, sending said service response to the client device (300) and
if not, activating the contingency mechanism for said service request;
f) If in steps ¢) or e2) the contingency mechanism is activated for said service
request, getting (221) from a database a pre-stored generic response, not resulting
from processing by the group of servers the service request, and sending (222) said

generic response to the client device.

2. A method according to any of the previous claims, where in step e), if the first
network node (200) does not receive a service response from the group of servers
before the first period of time has lapsed, it further sends a message to the group of

servers to abort the processing of the service request.

3. A method according to any of the previous claims, where the step of deciding

(213) if activating a contingency mechanism, comprises:
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- if it is determined that there is no overload condition, not activating the contingency
mechanism;

- if it is determined that there is an overload condition, calculating a probability of
activating the contingency mechanism for said service request and activating the

contingency mechanism based on said probability.

4. A method according to claim 3 where said probability is calculated based on
design parameters and the values of the request execution time for the previous M
service requests received in the first network node, where M is a design parameter.

5. A method according to any of the previous claims, where the determination of the
overload condition in the group of servers (100) is based on the values of a request
execution time for the preceding M service requests received in the first network

node, where M is a design parameter.

6. A methcd according to any of the previous claims, where if the contingency
mechanism is activated, a raquest execution time is estimated for said service
request (215) and is stored (216) in a database (270) in the first network node (100).

7. A method according to any of the previous claims, where if the contingency
mechanism is not activated for said service request, a request execution time is
calculated as the time lapsed from the service request is sent to the group of servers
until the service response is received by the first network node and said request
execution time is stored (218) in a database (270) in the first network node (200).

8. A method according to any of the previous claims, where the first network node is
not co-located with the group of servers and it communicates with the group of

servers through the first telecommunications networks.

9. A method according to any of the previous claims where the service request and

the service response are network application layer messages.

10. A method according to any of the previcus claims where the client device is one

of the following group: a mobile telephone, a laptop, a personal computer, an smart
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phone, an smart TV, a television set, a IPTV TV set, a tablet or any other electronic

device.

11. A method according to any of the previous claims where the step e1) of sending
the service request (214) to the group of servers comprises:

- Decomposing the service request into several sub-requests,

- Sending the first sub-request to the group of servers and

- Sending each of the rest of sub-requests to the group of servers when a partial
response resulting from processing by the group of servers the preceding sub-
request, is received;

and the step e2) comprises:

- If all the partial service responses resulting from processing by the group of
servers each sub-request, are received from the group of servers before the first
period of time has lapsed, composing the service response based on all the partial
responses received and sending said service response to the client node and if not,

activating the contingency mechanism.

12. A method according to any of the previous claims where the network service is
an information service, the service response resulting from processing the service
request by the group of servers, includes information selected based on the service
request content and/or the client profile and the generic response consist on

information selected before receiving the service request.

13. A network node (200) for managing congestion of a network service, the network

node being characterized by comprising:

- Receiving means for receiving (211) a service request from a service client device
(300) through a first telecommunication network;

- Means for determining whether there is an overload condition (212) and deciding
(213) if activating a contingency mechanism based at least on the determination;

- Means for, if the contingency mechanism is activated for said service request, not
sending the service request to a group of servers (100) providing the network
service;

- Means for, if the contingency mechanism is not activated:
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- Sending (214) the service request to the group of servers (100) providing
the network service;
- If a service response resulting from processing the service request by the
group of servers, is received from the group of servers before a first period of
time has lapsed, sending said service response to the client device (300) and
if not, activating the contingency mechanism for said service request;
- Means for, if the contingency mechanism is activated for said service request,
getting (221) from a database a pre-stored generic response, not resulting from
processing by the group of servers the service request, and sending (222) said

generic response ta the client device.

14. System for managing congestion of a network service, the system being

characterized by comprising:

- A group of servers (100) configured for providing the network service by receiving
client service requests, processing the requests and generating service responses
based at least in the content of the client service requests;
- A network node (200) comprising:
- Receiving means for receiving (211) a service request from a service client
device (300) through a first telecommunication network;
- Means for determining whether there is an overload condition in the group
of servers (100) and deciding (213) if activating a contingency mechanism
based at least on the determination;
- Means for, if the contingency mechanism is activated for said service
request, not sending the service request to the group of servers (100);
- Means for, if the contingency mechanism is not activated:
- Sending (214) the service request to the group' of servers (100);
- If a service response resulting from processing the service request
by the group of servers is received from the group of servers before a
first period of time has lapsed, sending said service response to the
client device (300) and if not, activating the contingency mechanism
for said service request;
- Means for, if the contingency mechanism is activated for said service

request, getting (221) from a database a pre-stored generic response, not
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resulting from processing by the group of servers the service request, and

sending (222) said generic response to the client device.

15. A digital data storage medium storing a computer program comprising
computer—executable instructions for performing the method according to any of the

claims 1-12, when the program is run on a computer.
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ABSTRACT

A method, system and device for managing congestion/overload conditions
at application level, experienced in a network service provided through a
telecommunications network, allowing to provide fast, valid and complete service
responses to the service client even when the service servers are overloaded. The
congestion management is provided by an intermediary node communicated with
the client device and with the server or servers providing the network service. In
order to control server(s) overload, this node uses a double congestion mechanism,

an early congestion detection mechanism and a response time limit mechanism.
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