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METHOD AND SYSTEM FOR GENERATING AN ADVANCED STORAGE KEY IN 

A MOBILE DEVICE WITHOUT SECURE ELEMENTS 

 

RELATED APPLICATIONS 

[0001]    This application claims the benefit, under 35 U.S.C. 119(e), of prior-filed 

Provisional Patent Application Nos. 61/910,819 filed December 2, 2013; 61/951,842 

filed March 12, 2014; 61/955,716 filed March 19, 2014; 61/979,132 filed April 14, 

2014; and 61/980,784 filed April 17, 2014; 61/979,122 filed April 14, 2014; 

61/996,665 filed May 14, 2014; and, in particular, Provisional Patent Application No. 

61/979,113 filed April 14, 2014, each herein incorporated by reference in their 

entirety. 

FIELD 

[0002]    The present disclosure relates to the generation of an advanced storage 

key for use in a mobile device without a requiring secure element, and more 

specifically the use of multiple values to build an advanced storage key in a mobile 

device without a secure element for use in the secure storage of data in the mobile 

device. 

BACKGROUND 

[0003]    Advances in mobile and communication technologies have created 

tremendous opportunities, one of which is providing the user of a mobile computing 

device with the ability to initiate and pay for payment transactions using their mobile 

device.  One such approach to enable such actions on a mobile device has been the 

use of near field communication (NFC) technology to securely transmit payment 

details from the mobile device to a nearby contactless point of sale (POS) terminal.  

In order to achieve this, mobile phones with secure element hardware, such as a 

secure element (SE) chip, are used to securely store the payment credentials.  A 

secure element is a special that may be included in some NFC-enabled devices that 

is a temper-resistant platform that may securely host applications and their 

confidential data. 
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[0004]    However, not all mobile devices have secure elements.  In addition, some 

financial institutions may not have access to secure elements on mobile devices, 

even if the mobile device is equipped with such an element.  As a result, many 

consumers with mobile devices that possess the required hardware for conducting 

contactless or other types of remote payment transactions may be unable to actually 

utilize this capability.  Because of such difficulties, there is a need for a technical 

solution to enable mobile computing devices to initiate and conduct payment 

transactions without the use of secure elements. 

[0005]    Some methods and systems for conducting payment transactions using 

mobile devices lacking secure elements, or without the use of secure elements in 

mobile devices equipped with them, can be found in U.S. Patent Application No. 

13/827,042, entitled “Systems and Methods for Processing Mobile Payments by 

Provisioning Credentials to Mobile Devices Without Secure Elements,” by Mehdi 

Collinge et al., filed on March 14, 2013, which is herein incorporated by reference in 

its entirety.  While such methods and systems can be suitable for conducting 

payment transactions via a mobile device without using a secure element, many 

consumers, merchants, and financial institutions may be wary of participating in such 

transactions due to a desire for even greater security. 

[0006]    As a result, there is a need for technical solutions to provide even more 

security for the receipt and storage of payment credentials in a mobile device lacking 

a secure element, as well as providing increased security for in the transmission of 

payment credentials to a point of sale from the mobile device during conducting of a 

financial transaction.  Increased security in these processes can result in increased 

peace of mind for all entities involved, which can result in an increase in the use of 

mobile devices for contactless or remote payment transactions, which can provide a 

vast number of benefits to consumers over traditional payment methods. 

SUMMARY 

[0007]    The present disclosure provides a description of systems and methods for 

building advanced storage keys. 

[0008]    A method for building an advanced storage key includes: storing, in a 

memory of a mobile communication device, at least (i) device information associated 

with the mobile communication device, (ii) program code associated with a first 

application program, wherein the program code includes at least an instance 
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identifier, and (iii) program code associated with a second application program, 

wherein the program code includes a first key; generating, by a processing device, a 

device fingerprint associated with the mobile communication device based on the 

stored device information via execution of the program code associated with the first 

application program; generating, by the processing device, a random value via 

execution of the program code associated with the first application program; building, 

by the processing device, a diversifier value based on at least the generated device 

fingerprint, the generated random value, and the instance identifier included in the 

program code associated with the first application program; and decrypting, by the 

processing device, the built diversifier value using the first key stored in the program 

code associated with the second application program via execution of the program 

code associated with the second application program to obtain a storage key. 

[0009]    A system for building an advanced storage key includes a memory of a 

mobile communication device and a processing device.  The memory of a mobile 

communication device is configured to store at least: device information associated 

with the mobile communication device; program code associated with a first 

application program, wherein the program code includes at least an instance 

identifier; and program code associated with a second application program, wherein 

the program code includes a first key.  The processing device is configured to: 

generate a device fingerprint associated with the mobile communication device 

based on the stored device information via execution of the program code 

associated with the first application program; generate a random value via execution 

of the program code associated with the first application program; build a diversifier 

value based on at least the generated device fingerprint, the generated random 

value, and the instance identifier included in the program code associated with the 

first application program; and decrypt the built diversifier value using the first key 

stored in the program code associated with the second application program via 

execution of the program code associated with the second application program to 

obtain a storage key. 

 

BRIEF DESCRIPTION OF THE DRAWING FIGURES 
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[0010]    The scope of the present disclosure is best understood from the following 

detailed description of exemplary embodiments when read in conjunction with the 

accompanying drawings.  Included in the drawings are the following figures: 

[0011]    FIG. 1 is a block diagram illustrating a high level system architecture for 

processing payment transactions with advanced security in the provisioning and 

storage of payment credentials in accordance with exemplary embodiments. 

[0012]    FIG. 2 is a block diagram illustrating the mobile device of FIG. 1 for the 

processing payment transactions without a secure element and the secure receipt 

and storage of payment credentials in accordance with exemplary embodiments. 

[0013]    FIG. 3 is a block diagram illustrating the card database of the mobile device 

of FIG. 2 for storing payment credentials in accordance with exemplary 

embodiments. 

[0014]    FIG. 4 is a block diagram illustrating the memory of the mobile device of 

FIG. 2 for storing data used in the generation of advanced storage keys and 

generating of application cryptograms in accordance with exemplary embodiments. 

[0015]    FIG. 5 is a block diagram illustrating the transaction management server of 

FIG. 1 for the processing of payment transactions with a mobile device without a 

secure element in accordance with exemplary embodiments. 

[0016]    FIG. 6 is a block diagram illustrating the account database of the 

processing server of FIG. 5 for the storage of payment credentials and account 

details in accordance with exemplary embodiments. 

[0017]    FIG. 7 is a flow diagram illustrating a process for the transmitting and 

validation of dual application cryptograms for the processing of payment transactions 

involving a mobile device lacking a secure element in accordance with exemplary 

embodiments. 

[0018]    FIG. 8 is a flow diagram illustrating an alternative process for the 

transmitting and validation of dual application cryptograms for the processing of 

payment transactions involving a mobile device lacking a secure element in 

accordance with exemplary embodiments 

[0019]    FIG. 9 is a flow diagram illustrating a process for creating, transmitting, and 

validating a remote notification service or other data message provisioned to a 

mobile device lacking a secure element in accordance with exemplary embodiments. 
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[0020]    FIGS. 10A and 10B are a flow diagram illustrating a process for the 

creation, transmission, and validation of a message returned by a mobile device 

lacking a secure element in accordance with exemplary embodiments. 

[0021]    FIG. 11 is a flow diagram illustrating a process for validating a remote 

notification service message using the mobile device of FIG. 2 in accordance with 

exemplary embodiments. 

[0022]    FIG. 12 is a diagram illustrating the generation of an advanced storage key 

using the mobile device of FIG. 2 in accordance with exemplary embodiments. 

[0023]    FIGS. 13 and 14 are flow charts illustrating exemplary methods for 

generated payment credentials in a payment transaction in accordance with 

exemplary embodiments. 

[0024]    FIG. 15 is a flow chart illustrating an exemplary method for receiving and 

processing a remote notification service message in accordance with exemplary 

embodiments. 

[0025]    FIG. 16 is a flow chart illustrating an exemplary method for building an 

advanced storage key in accordance with exemplary embodiments. 

[0026]    FIG. 17 is a block diagram illustrating a computer system architecture in 

accordance with exemplary embodiments. 

[0027]    Further areas of applicability of the present disclosure will become apparent 

from the detailed description provided hereinafter.  It should be understood that the 

detailed description of exemplary embodiments are intended for illustration purposes 

only and are, therefore, not intended to necessarily limit the scope of the disclosure. 

DETAILED DESCRIPTION 

Glossary of Terms 

[0028]    Payment Network – A system or network used for the transfer of money via 

the use of cash-substitutes.  Payment networks may use a variety of different 

protocols and procedures in order to process the transfer of money for various types 

of transactions.  Transactions that may be performed via a payment network may 

include product or service purchases, credit purchases, debit transactions, fund 

transfers, account withdrawals, etc.  Payment networks may be configured to 

perform transactions via cash-substitutes, which may include payment cards, letters 

of credit, checks, transaction accounts, etc.  Examples of networks or systems 

configured to perform as payment networks include those operated by MasterCard®, 
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VISA®, Discover®, American Express®, PayPal®, etc.  Use of the term “payment 

network” herein may refer to both the payment network as an entity, and the physical 

payment network, such as the equipment, hardware, and software comprising the 

payment network. 

[0029]    Transaction Account – A financial account that may be used to fund a 

transaction, such as a checking account, savings account, credit account, virtual 

payment account, etc.  A transaction account may be associated with a consumer, 

which may be any suitable type of entity associated with a payment account, which 

may include a person, family, company, corporation, governmental entity, etc.  In 

some instances, a transaction account may be virtual, such as those accounts 

operated by PayPal®, etc. 

[0030]    Payment Card – A card or data associated with a transaction account that 

may be provided to a merchant in order to fund a financial transaction via the 

associated transaction account.  Payment cards may include credit cards, debit 

cards, charge cards, stored-value cards, prepaid cards, fleet cards, virtual payment 

numbers, virtual card numbers, controlled payment numbers, etc.  A payment card 

may be a physical card that may be provided to a merchant, or may be data 

representing the associated transaction account (e.g., as stored in a communication 

device, such as a smart phone or computer).  For example, in some instances, data 

including a payment account number may be considered a payment card for the 

processing of a transaction funded by the associated transaction account.  In some 

instances, a check may be considered a payment card where applicable. 

[0031]    Payment Transaction – A transaction between two entities in which money 

or other financial benefit is exchanged from one entity to the other.  The payment 

transaction may be a transfer of funds, for the purchase of goods or services, for the 

repayment of debt, or for any other exchange of financial benefit as will be apparent 

to persons having skill in the relevant art.  In some instances, payment transaction 

may refer to transactions funded via a payment card and/or payment account, such 

as credit card transactions.  Such payment transactions may be processed via an 

issuer, payment network, and acquirer.  The process for processing such a payment 

transaction may include at least one of authorization, batching, clearing, settlement, 

and funding.  Authorization may include the furnishing of payment details by the 

consumer to a merchant, the submitting of transaction details (e.g., including the 
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payment details) from the merchant to their acquirer, and the verification of payment 

details with the issuer of the consumer’s payment account used to fund the 

transaction.  Batching may refer to the storing of an authorized transaction in a batch 

with other authorized transactions for distribution to an acquirer.  Clearing may 

include the sending of batched transactions from the acquirer to a payment network 

for processing.  Settlement may include the debiting of the issuer by the payment 

network for transactions involving beneficiaries of the issuer.  In some instances, the 

issuer may pay the acquirer via the payment network.  In other instances, the issuer 

may pay the acquirer directly.  Funding may include payment to the merchant from 

the acquirer for the payment transactions that have been cleared and settled.  It will 

be apparent to persons having skill in the relevant art that the order and/or 

categorization of the steps discussed above performed as part of payment 

transaction processing. 

[0032]    Point of Sale - A computing device or computing system configured to 

receive interaction with a user (e.g., a consumer, employee, etc.) for entering in 

transaction data, payment data, and/or other suitable types of data for the purchase 

of and/or payment for goods and/or services.  The point of sale may be a physical 

device (e.g., a cash register, kiosk, desktop computer, smart phone, tablet computer, 

etc.) in a physical location that a customer visits as part of the transaction, such as in 

a “brick and mortar” store, or may be virtual in e-commerce environments, such as 

online retailers receiving communications from customers over a network such as 

the Internet.  In instances where the point of sale may be virtual, the computing 

device operated by the user to initiate the transaction or the computing system that 

receives data as a result of the transaction may be considered the point of sale, as 

applicable. 

System for Processing Payment Transactions Using a Mobile Device Without Secure 

Elements 

[0033]    FIG. 1 illustrates a system 100 for the processing of payment transactions 

using a mobile device without requiring the use of secure elements, which can 

include the secure provisioning of payment credentials to a mobile device, secured 

storage thereof, and use in generating multiple application cryptograms for use in 

validating and processing the payment transaction. 
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[0034]    The system 100 may include a transaction management server 102.  The 

transaction management server 102, discussed in more detail below, may be one or 

more computing devices specifically programmed to perform the functions discussed 

herein for provisioning payment credentials to a mobile device 104 using securely 

transmitted remote notification message, and for validating payment credentials 

produced by the mobile device 104 as part of a payment transaction.  While it is 

illustrated and discussed herein that the transaction management server 102 

performs a variety of functions, it will be apparent to persons having skill in the 

relevant art that the transaction management server 102 may be comprised of 

multiple computing devices, servers, and/or computing networks configured to 

perform the functions discussed herein.  The mobile device 104, discussed in more 

detail below, may be any type of mobile computing device suitable for performing the 

functions discussed herein, which may include a cellular phone, smart phone, smart 

watch, other wearable or embedded computing device, tablet computer, laptop 

computer etc.  In some embodiments, the mobile device 104 may lack a secure 

element.  In other embodiments, the mobile device 104 may include a secure 

element, but such an element may not be used in conjunction with the methods and 

systems discussed herein, or may be used in conjunction with the methods and 

systems discussed herein, such as to provide additional security. 

[0035]    The mobile device 104 may communicate with the transaction management 

server 104 using multiple communication channels, such as utilizing dual channel 

communication.  Dual channel communication may include using two channels of 

communication in the transmitting and receiving of data, such as for verification and 

authentication, to ensure greater security in the transmission of data.  The mobile 

device 104 may include a mobile payment application (MPA) configured to be 

executed by the mobile device 104 for performing the functions of the mobile device 

104 discussed herein.  The MPA, discussed in more detail below, may be installed 

on the mobile device 104 and may be activated using an activation code provided by 

the transaction management server 102 using methods and systems that will be 

apparent to persons having skill in the relevant art, such that the mobile device 104 

and transaction management server 102 may securely transmit and receiving 

communications across one or more communication channels using shared data. 
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[0036]    The system 100 may also include an issuer 106.  The issuer 106 may be a 

financial institution, such as an issuing bank, that issues a payment card or payment 

credentials to a consumer 108 associated with a transaction account.  The issuer 

106 may provide payment details associated with the transaction account and/or 

payment card to the transaction management server 102.  The payment details may 

include, for example, a transaction account number, account holder name, expiration 

date, security code, etc.  The transaction management server 102 may store the 

data in an account database, discussed in more detail below.  The transaction 

management server 102 may also provision the payment credentials to the mobile 

device 104.  As used herein, the term “payment credentials” may refer to any data 

used by the mobile device 104 and/or transaction management server 102 in the 

transmission and validation of payment information used in a payment transaction 

using the methods and systems discussed herein, including, but not limited to, 

payment details, payment credentials, single use keys, session keys, application 

cryptograms, card master keys, etc. 

[0037]    In some embodiments, the payment credentials may be provisioned to the 

mobile device 104 via a remote notification service message.  As discussed in more 

detail below, the remote notification service (RNS) message may be a secure 

message that is transmitted to the mobile device 104 and subsequently validated by 

the mobile device 104 such that the data contained therein may be secure from other 

devices and users.  The MPA of the mobile device 104 may verify the authenticity of 

the received RNS message and may decrypt it to obtain the data included therein.  

The mobile device 104 may then perform any necessary functions, based on the 

data (e.g., such as by executing instructions included in the data), and, if applicable, 

may generate a return message to be sent back to the transaction management 

server 102.  In some instances, the return message may be validated by the 

transaction management server 102. 

[0038]    In some instances, the validation of RNS messages in the mobile device 

104, or the validation of return messages at the transaction management server 102, 

may utilize at least message counters and authentication code.  The use of both 

counters and authentication codes may ensure that only the mobile device 104 that 

is intended may be able to validate and decrypt the data included in the RNS 

message.  In addition, if the rules and/or algorithms used in the generation of the 
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authentication code are included in the MPA, then only a mobile device 104 that also 

includes a specific instance of the application program may be able to validate the 

RNS message, resulting in additionally increased security.  In instances where the 

RNS message may include payment credentials, this may ensure that the payment 

credentials are available only on the appropriate mobile device 104, and only if the 

MPA used to access them is a proper and authorized application. 

[0039]    Payment credentials provisioned to the mobile device 104 may be securely 

stored in storage in the mobile device 104, such as a card database, discussed in 

more detail below.  In some embodiments, the mobile device 104 may be configured 

to generate an advanced storage key for use in securely storing data, such as the 

payment credentials, in a database or memory in the mobile device 104.  The 

generating of an advanced storage key, as discussed in more detail below, may 

utilize unique device information, unique MPA information, and randomly generated 

information in order to identify a secure storage key that can be used to securely 

store data in the mobile device 104.  As a result, the payment credentials or other 

sensitive data may be securely stored in the mobile device 104 without the use of a 

secure element, which can result in the mobile device 104 being capable of initiating 

and conducting payment transaction’s without the use of a secure element, 

increasing availability to issuers 106 and consumers 108, while maintaining a high 

level of security. 

[0040]    Once the mobile device 104 has payment credentials for a transaction 

account received, validated, and stored securely therein, a consumer 108 may take 

the mobile device 104 to a point of sale 110 at a merchant to conduct a payment 

transaction.  The consumer 108 may select goods or services for purchase, may 

initiate a payment transaction for the purchase thereof with a merchant, and may use 

the mobile device 104 to convey the payment credentials for use in funding the 

payment transaction.  The conveyance of payment credentials to the point of sale 

110 may include the transmission of two or more application cryptograms.  The use 

of two or more application cryptograms may result in a higher level of security for 

transactions processed using the methods and systems discussed herein than is 

available in traditional contactless and remote transactions, including transactions 

conducted using a mobile device 104 having a secure element. 
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[0041]    The application cryptograms may each be generated by the mobile device 

104 using separate session keys and additional data, discussed in more detail 

below.  The application cryptograms, generated using data stored in the mobile 

device 104, such as in storage secured via the advanced storage key and 

associated with the MPA, may ensure that the application cryptograms authenticate 

the mobile device 104 and the specific instance of the MPA.  In some instances, one 

of the cryptograms and/or session keys used to generate the cryptograms may use 

information provided by the consumer 108, such as a personal identification number 

(PIN).  Use of the PIN or other consumer authentication information may enable for a 

cryptogram to authenticate both the consumer 108 and the mobile device 104. In 

such an instance, the cryptograms generated by the mobile device 104 may include 

one that authenticates the mobile device 104, and a second that authenticates both 

the mobile device 104 and the consumer 108. 

[0042]    The cryptograms may be received by the point of sale 110 as part of the 

conducting of the payment transaction, such as via near field communication.  The 

application cryptograms may accompany additional payment information, such as 

may be required in the context of any suitable type of payment transaction, such as a 

contactless transaction, a remote transaction, a secure remote payment transaction, 

a magnetic stripe transaction, and an M/Chip EMV transaction, and may be 

transmitted to the point of sale 110 using any suitable method in accordance therein 

as will be apparent to persons having skill in the relevant art.  The cryptograms may 

be transmitted to an acquirer 112, which may be a financial institution, such as an 

acquiring bank, associated with the merchant.  The acquirer 112 may, for instance, 

issue a transaction account to the merchant that is used to receive payment of funds 

from the consumer 108 for the payment transaction.  The acquirer 112 may submit 

the cryptograms and additional transaction details to a payment network 114 using 

methods and systems that will be apparent to persons having skill in the relevant art.  

For instance, the transaction details and application cryptograms may be included in 

an authorization request submitted to the payment network 114 on the payment rails. 

[0043]    In some embodiments, both application cryptograms may be included in a 

single transaction message.  For example, the mobile device 104 and/or point of sale 

110 may include both application cryptograms in legacy data fields of a traditional 

transaction message in order to transmit both application cryptograms using existing 
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payment systems and hardware.  In some instances, the transaction management 

server 102 may be configured to use Track 2 data for validation of the application 

cryptograms, such as in a magnetic stripe transaction.  In such instances, if the 

transaction message include Track 1 data, the transaction management server 102 

may be configured to convert Track 1 data into Track 2 data, which may also include 

converting modified Track 1 or Track 2 data into unmodified (e.g., original, 

reconstructed, etc.) Track 1 or Track 2 data, respectively.  By performing these 

functions, and by including the application cryptograms in legacy data fields, the 

transaction management server 102 may be configured to process and validate 

remote and contactless payment transactions using a mobile device 104 with a 

higher level of security, without requiring the use of a secure element on the mobile 

device 104, and without modification to legacy payment systems. 

[0044]    The payment network 114 may process the payment transaction using 

methods and systems that will be apparent to persons having skill in the relevant art.  

As part of the processing, the payment network 114 may transmit the application 

cryptograms to the issuer 106 for verification.  In some embodiments, the verification 

may be performed by the payment network 114.  The issuer 106 or payment network 

114 may communicate with the transaction management server 102.  In some 

embodiments, the application cryptograms may be transmitted to the transaction 

management server 102, and may be verified via the generation of validating 

application cryptograms using the transaction management server 102, which may 

be generated using the locally stored payment credentials.  In other embodiments, 

the issuer 106 or payment network 114 may request application cryptograms from 

the transaction management server 102, which may generate them and return the 

cryptograms to the issuer 106 or payment network 114 for validation against the 

cryptograms produced by the mobile device 104. 

[0045]    Because the transaction management server 102 possesses the payment 

credentials and other data used by the mobile device 104 to generate the application 

cryptograms, validation of the payment credentials produced by the mobile device 

104 to fund the payment transaction may be performed via comparison of the 

application cryptograms generated by the mobile device 104 and those generated by 

the transaction management server 102.  In some embodiments, the transaction 

management server 102 may be a part of the payment network 114 or issuer 106.  In 



- 13 - 

 

 

instances where the transaction management server 102 may be part of the 

payment network 114, the validation may be performed prior to contacting the issuer 

106 as part of the traditional processing of the payment transaction (e.g., for 

approval of funding the transaction using the consumer’s 108 transaction account 

with the issuer 106). 

[0046]    By using multiple application cryptograms, the security of the payment 

transactions can be increased.  In addition, in instances where each cryptogram may 

authenticate separate data, such as instances where one cryptogram authenticates 

the mobile device 104 and the other authenticates both the mobile device 104 and 

the consumer 108 (e.g., via the consumer’s PIN), it may also provide the issuer 106 

with additional data and considerations for use in deciding to approve or deny a 

transaction.  For example, if both cryptograms are incorrect (e.g., the cryptograms 

generated by the mobile device 104 do not match those generated by the transaction 

management server 102), the transaction may be denied.  If one cryptogram is 

correct and the other incorrect, the transaction may be denied for security reasons, 

or may be approved, such as based on a decision of the issuer 106.  For example, 

the issuer 106 may approve a transaction where consumer  authentication fails but 

mobile device authentication passes, as other available data may indicate that an 

authorized user, but not the consumer 108, is using the mobile device 104 for the 

transaction.   

[0047]    As a result, the use of both cryptograms may provide for valuable data that 

can be used by payment networks 114 and issuers 106 in the processing of payment 

transactions.  In addition, the use of two or more cryptograms may provide for 

increased security than in traditional contactless or remote payment methods, which 

may result in less fraud and more acceptance for consumers 108, issuers 106, and 

merchants.  In instances where the use of two or more application cryptograms are 

generated from payment credentials that have been provisioned securely using RNS 

messaging methods and systems discussed herein, and stored securely via 

advanced storage keys generated using methods and systems discussed herein, the 

overall security of the system 100 can be vastly increased over traditional systems 

for contactless payments and transaction processing.  As a result, the system 100 

may provide for increased security in several aspects of data transmission, storage, 

and processing than provided for in traditional contactless payment systems and for 
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other types of remote payment transactions and payment transactions in general that 

may use the methods and systems discussed herein. 

Mobile Device 

[0048]    FIG. 2 illustrates an embodiment of the mobile device 104 of the system 

100.  It will be apparent to persons having skill in the relevant art that the 

embodiment of the mobile device 104 illustrated in FIG. 2 is provided as illustration 

only and may not be exhaustive to all possible configurations of the mobile device 

104 suitable for performing the functions as discussed herein.  For example, the 

computer system 1700 illustrated in FIG. 17 and discussed in more detail below may 

be a suitable configuration of the mobile device 104. 

[0049]    The mobile device 104 may include a receiving unit 202.  The receiving unit 

202 may be configured to receive data over one or more networks via one or more 

network protocols.  The receiving unit 202 may receive, for instance, program data 

for one or more application programs to be installed on and executed by the mobile 

device 104, such as a mobile payment application (MPA) discussed in more detail 

below.  The receiving unit 202 may also receive remote notification service (RNS) 

messages, such as messages transmitted by the transaction management server 

102 including RNS messages that include payment credentials.  The receiving unit 

202 may also receive additional data suitable for performing the traditional functions 

of a mobile device 104, such as telephone communications, cellular 

communications, etc.  In some instances, the mobile device 104 may include a 

plurality of receiving units 202, such as separate receiving units 202 each configured 

to communicate with one or more separate networks via suitable protocols.  For 

example, the mobile device 104 may include a first receiving unit 202 for receiving 

data for NFC transactions, and a second receiving unit 202 for receiving 

communications over a mobile communication network. 

[0050]    The mobile device 104 may also include an input unit 214.  The input unit 

214 may be configured to communicate with one or more input devices that are 

internally or externally connected to the mobile device 104 for receiving input from 

the consumer 108, such as a keyboard, mouse, click wheel, scroll wheel, touch 

screen, microphone, camera, receiver, etc.  The input unit 214 may receive input 

from the consumer 108, which may be processed by a processing unit 204. 
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[0051]    The processing unit 204 may be configured to perform the functions of the 

mobile device 104 discussed herein.  The processing unit 204 may execute program 

code stored in the mobile device, such as for the MPA, and may be configured to 

perform a plurality of functions associated with each application program, in addition 

to other functions of the mobile device 104.  The processing unit 204 may receive 

input from the consumer 108 via the input unit 214 and perform functions 

accordingly, such as by executing application programs, performing functions in 

programs, receiving data, transmitting data, displaying data, etc., as will be apparent 

to persons having skill in the relevant art.  For example, the processing unit 204 may 

be configured to validate RNS messages, generate advanced storage keys, and 

generate application cryptograms, as discussed in more detail below. 

[0052]    The mobile device 104 may also include a display unit 210.  The display 

unit 210 may be configured to communicate with one or more display devices that 

are internally or externally connected to the mobile device 104 for displaying data, 

such as data transmitted to the display unit 210 for display by the processing unit 

204.  Display devices may include liquid crystal displays, light-emitting diode 

displays, thin film transistor displays, touch screen displays, etc.   

[0053]    The mobile device 104 may also include a transmitting unit 206.  The 

transmitting unit 206 may be configured to transmit data over one or more networks 

via one or more network protocols.  The transmitting unit 206 may transmit RNS 

response messages to the transaction management server 102.  The transmitting 

unit 206 may also be configured to transmit application cryptograms and/or payment 

credentials, such as to a point of sale 110, for use in a payment transaction.  The 

transmitting unit 206 may be further configured to perform additional functions of the 

mobile device 104 as will be apparent to persons having skill in the relevant art, such 

as the traditional functions of a mobile communication device for transmitting cellular 

communications, etc.  In some instances, the mobile device 104 may include a 

plurality of transmitting units 206, which may be separately configured to 

communicate with one or more separate networks, such as a transmitting unit 206 

configured to transmit payment credentials and payment cryptograms via NFC and 

another transmitting unit 206 configured to transmit data over a mobile 

communication network. 
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[0054]    The mobile device 104 may also include a card database 208.  The card 

database 208, discussed in more detail below, may be data storage on the mobile 

device 104 that is configured to store data associated with one or more transaction 

accounts and/or payment cards.  The card database 208 may store payment 

credentials associated with the transaction account, such as provisioned to the 

mobile device 104 by the transaction management server 102 in a secure RNS 

message, and additional data that may be used in the generation of application 

cryptograms, as discussed in more detail below.  In some instances, the card 

database 208 may be stored as part of the mobile payment application. 

[0055]    The mobile device 104 may further include a memory 212.  The memory 

212, discussed in more detail below, may be configured to store data for the mobile 

device 104 suitable for performing the functions of the mobile device 104 discussed 

herein.  For example, the memory 212 may store data suitable for the generation of 

advanced storage keys for the encrypting of additional data in the mobile device 104, 

such as the card database 208, as discussed in more detail below.  The memory 212 

may also be configured to store program code for application programs executed by 

the processing unit 204, such as an operating system, program code for receiving 

data via the input unit 214 and displaying data via the display unit 210, rules and/or 

algorithms for performing functions discussed herein, etc.  The memory 212 may 

also store data suitable for performing the traditional functions of a mobile device 

104, such as rules and/or algorithms for transmitting and receiving cellular 

communications via a mobile network.  Additional data stored in the memory 212 will 

be apparent to persons having skill in the relevant art. 

Mobile Device Card Database 

[0056]    FIG. 3 illustrates an embodiment of the card database 208 of the mobile 

device 104 for storing payment credentials and other data associated with 

transaction accounts for use in funding payment transactions conducted with the 

mobile device 108. 

[0057]    The card database 208 may include one or more payment profiles 302, 

illustrated in FIG. 3 as payment profiles 302a, 302b, and 302c.  Each payment profile 

302 may be associated with a transaction account that may be used to fund a 

payment transaction and may include at least payment credentials 304, one or more 
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single use keys 306, a first session key 308, a second session key 310, and an 

application transaction counter 312. 

[0058]    The payment credentials 304 may include data associated with the related 

transaction account that is used for identification and validation by the payment 

network 114 and/or issuer 106 in the processing of a payment transaction using the 

related transaction account.  The payment credentials 304 may include, for example, 

a transaction account number, security code, expiration date, cardholder name, 

authorized user name, tracking data, card layout description data, digit counts, 

bitmaps, etc. 

[0059]    Single use keys 306 may be payment tokens valid for a single payment 

transaction that may be used by the processing unit 204 of the mobile device 104 to 

generate one or more of the application cryptograms used in the payment 

transaction.  In some embodiments, a single use key 306 may include one or more 

of the other data elements included in the payment profile 302.  For example, each 

single use key 306 may include a distinct application transaction counter 312, which 

may not be included separately in the payment profile 302.  Different configurations 

of the data stored in the payment profile 302 for use in performing the functions 

disclosed herein will be apparent to persons having skill in the relevant art.  In some 

instances, the single use key 306 may include, or may be comprised of, a key used 

to generate the one or more application cryptograms.  In some embodiments, the 

first session key 308 and second session key 310 may be included in a single use 

key 306 provisioned to the mobile device 104 and/or generated using data included 

in the single use key 306. 

[0060]    The first session key 308 and second session key 310 may be additional 

keys that are used by the processing unit 204 in the generation of the application 

cryptograms transmitted to the point of sale 110 as part of the conducting of a 

payment transaction using the mobile device 104.  In some embodiments, the first 

session key 308 may be used in the generation of a first application cryptogram by 

the processing unit 204, such as using program code, rules, or algorithms stored in 

the memory 212 of the mobile device 104.  The second session key 310 may be 

used in the generation of a second application cryptogram.   

[0061]    In some embodiments, the second session key 310 may be generated by 

the processing unit 204.  In such an embodiment, the second session key 310 may 
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be generated using a single use key 306 and user authentication data, such as a 

PIN provided by the consumer 108 (e.g., via the input unit 214).  In such an 

embodiment, the second session key 310 may not be stored in the payment profile 

302, and may instead be generated, used, and discarded as part of the payment 

transaction process.  The second application cryptogram may therefore, when 

generated from the second session key 310 that is generated using the single use 

key 306 and the consumer PIN, serve to authenticate both the mobile device 104 

and the consumer 108. 

[0062]    The personal identification number (PIN), may be a number supplied by the 

consumer 108 (e.g., during registration of the MPA on the mobile device 104 or 

registration of the transaction account with the issuer 106 and/or transaction 

management server 102) that may be used to authenticate the consumer 108.  

When conducting a payment transaction, the consumer 108 or other user of the 

mobile device 104 may supply a PIN via the input unit 214.  In some embodiments, if 

the supplied PIN is incorrect (e.g., does not match the PIN supplied by the consumer 

108 during registration), then the processing unit 204 may continue to generate the 

second session key 310 and subsequently generate the second application 

cryptogram.  If the supplied PIN is incorrect, then the second application cryptogram 

will thereby be incorrect, which will result in a failed validation of the second 

application cryptogram by the transaction management server 102, issuer 106, 

and/or payment network 114, which may provide the issuer 106 with an opportunity 

to decline the transaction accordingly, or still approve the transaction. 

Mobile Device Memory 

[0063]    FIG. 4 illustrates an embodiment of the memory 212 of the mobile device 

104 for storing application programs and other data to be used in the secured 

storage of data on the mobile device 104 and for the conducting of payment 

transactions using the mobile device 104.  In an exemplary embodiment, the 

memory 212 may not be a secure element. 

[0064]    The memory 212 may include device information 402.  The device 

information 402 may include one or more pieces of data associated with the mobile 

device 104 that may, in some instances, be unique to the mobile device 104.  For 

example, the device information 402 may include a media access control address, a 

reference number, a serial number, an identification number, etc.  Additional 
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information that may be considered device information 402 of a mobile device 104 

will be apparent to persons having skill in the relevant art. 

[0065]    The memory 212 may also include a mobile payment application (MPA) 

404.  The MPA 404 may be an application program configured to perform the 

functions of the mobile device 104 discussed herein, such as the receipt and storage 

of payment credentials, validation of RNS messages, and generation of application 

cryptograms for use in conducting payment transactions.  Additional features of the 

MPA 404 may include traditional features of a digital wallet or other similar 

application program, as will be apparent to persons having skill in the relevant art. 

[0066]    The MPA 404 may include program code 406.  The program code 406 may 

be code, executed by the processing unit 204 of the mobile device 104, that causes 

the processing unit 204 and other components of the mobile device 104 to perform 

the functions of the MPA 404 as discussed herein.  For example, the program code 

406 may include code suitable for generating application cryptograms, validating 

RNS messages, etc.  The program code 406 may also include program code 

suitable for generating a random value, which may be used in the generation of an 

advanced storage key.  The random value may be a random or pseudo-random 

number, which may be generated using methods and systems that will be apparent 

to persons having skill in the relevant art. 

[0067]    The MPA 404 may also include an instance identifier 408.  The instance 

identifier 408 may be a value unique to the specific MPA 404, which may be used in 

the generation of the advanced storage key used to secure data in the mobile device 

104, such as the card database 208.  By having the instance identifier 408 unique to 

the MPA 404, multiple MPAs 404 may be installed on the mobile device 104, without 

any one MPA 404 being able to access data that is securely stored by any other 

MPA 404, which can thereby ensure that payment profiles 302 for specific 

transaction accounts are not accessible by other programs.  The instance identifier 

408 may be a number, alphanumeric value, hexadecimal value, or any suitable value 

that may be unique to an MPA 404. 

[0068]    As discussed in more detail below, the processing unit 204 of the mobile 

device 104 may be configured to generate a diversifier value using the device 

information 402, the random value generated using the program code 406 of the 

MPA 404, and the instance identifier 408 stored in the MPA 404.  The diversifier 
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value may be used by a cryptography application 410 also stored in the memory 

212.  The cryptography application 410 may be an application program configured to 

perform white box cryptography and/or any other suitable cryptographic function that 

will be apparent to persons having skill in the relevant art. 

[0069]    The cryptography application 410 may include program code 412.  The 

program code 412 may be executed by the processing unit 204 of the mobile device 

104 to enable the processing unit 204 and other components of the mobile device 

104 to perform the cryptographic functions of the cryptography application 410 

discussed herein.  The functions may include the generation of an advanced storage 

key.  The advanced storage key may be generated using the diversifier value 

generated by the mobile payment application 404 and an encryption key 414 

included in the cryptography application 410.  In some embodiments, the diversifier 

key may be decrypted using the encryption key 414 to obtain the advanced storage 

key. 

[0070]    The cryptography application 410 may also be configured to encrypt 

storage in the mobile device 104 using the advanced storage key.  In some 

embodiments, the encryption may be performed using one or more white box 

cryptography techniques.  The encrypted storage may be the card database 208 

and/or any other suitable storage in the mobile device 104, such as data stored in 

the MPA 404.  In some embodiments, the cryptography application 410 may be 

included as part of the MPA 404.  The advanced storage key may be stored in the 

cryptography application 410 or MPA 404, or, in some instances, may be re-

generated by the MPA 404 and cryptography application 410 when needed. 

[0071]    The memory 212 may also include any additional data stored in the mobile 

device 104 suitable for performing the functions discussed herein, as well as any 

additional functions of mobile devices.  For instance, the memory 212 may include 

program code for an operating system, code, rules, or algorithms for receiving and 

transmitting mobile communications, such as telephone calls, etc. 

[0072]    In some embodiments, the mobile device 104 may also be configured to 

receive data already encrypted using the advanced storage key, which may be 

stored in encrypted local storage in the mobile device 104, such as in the memory 

212, the card database 208, or other suitable storage.  In such an embodiment, the 

mobile device 104 may be configured to transmit the generated random value to the 
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transaction management server 102 or other trusted entity, which may generate the 

advanced storage key using the same methods and systems using the generated 

random value, and may encrypt data that is provisioned to the mobile device 104.  

The mobile device 104 may thus receive data already encrypted using the advanced 

storage key, for local storage in the mobile device 104. 

Transaction Management Server 

[0073]    FIG. 5 illustrates an embodiment of the transaction management server 102 

of the system 100.  It will be apparent to persons having skill in the relevant art that 

the embodiment of the transaction management server 102 illustrated in FIG. 5 is 

provided as illustration only and may not be exhaustive to all possible configurations 

of the transaction management server 102 suitable for performing the functions as 

discussed herein.  For example, the computer system 1700 illustrated in FIG. 17 and 

discussed in more detail below may be a suitable configuration of the transaction 

management server 102. 

[0074]    The transaction management server 102 may include a receiving unit 502.  

The receiving unit 502 may be configured to receive data over one or more networks 

via one or more network protocols.  The receiving unit 502 may receive data from the 

mobile device 104, such as receipt or return messages, confirmation messages, 

transaction notifications, etc., payment network 114, issuer 106, or other suitable 

entity.  The receiving unit 502 may receive transaction notifications or cryptogram 

requests, such as to initiate the generation of application cryptograms for use in 

validation of payment credentials in a payment transaction.  The receiving unit 502 

may also receive transaction account data, such as from the issuer 106, for use in 

generating payment credentials for provisioning to the mobile device 104. 

[0075]    The transaction management server 102 may also include a processing unit 

504.  The processing unit 504 may be configured to perform the functions of the 

transaction management server 102 discussed herein, as will be apparent to 

persons having skill in the relevant art.  The processing unit 504 may thus be 

configured to generate and encrypt RNS messages and data included therein, 

validate return messages from the mobile device 104, generate payment credentials, 

generate application cryptograms, validate application cryptograms, etc., as 

discussed in more detail below. 
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[0076]    The transaction management server 102 may further include a transmitting 

unit 506.  The transmitting unit 506 may be configured to transmit data over one or 

more networks via one or more network protocols.  The transmitting unit 506 may 

transmit RNS messages, payment credentials, application cryptograms, validation 

notifications, and other data that will be apparent to persons having skill in the 

relevant art.  The transmitting unit 506 may be configured to transmit data to the 

mobile device 104, such as via a mobile communication network or the Internet, the 

payment network 114, the issuer 106, and any other suitable entity. 

[0077]    The transaction management server 102 may also include an account 

database 508.  The account database 508, discussed in more detail below, may be 

configured to store account information for a plurality of transaction accounts.  The 

account information may include data and keys used for the generation of application 

cryptograms used in validation of payment credentials received during payment 

transactions conducted using the mobile device 104.  The account database 508 

may also be configured to store transaction data for payment transactions conducted 

involving the mobile device 104 and other data, such as data associated with the 

consumer 108 or other authorized users of the related transaction account. 

[0078]    The transaction management server 102 may also include a memory 510.  

The memory 510 may configured to store additional data for use by the transaction 

management server 102 in performing the functions disclosed herein.  For example, 

the memory 510 may store rules or algorithms for the validation of application 

cryptograms, rules or algorithms for the generation of validation notifications, 

algorithms for the generation of session keys and application cryptograms, 

encryption keys for the encryption and decryption of data and RNS messages, etc.  

Additional data that may be stored in the memory 510 will be apparent to persons 

having skill in the relevant art. 
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Transaction Management Server Account Database 

[0079]    FIG. 6 illustrates an embodiment of the account database 508 of the 

transaction management server 102 for storing data related to transaction accounts 

for use in validating payment credentials and other transaction data provided in the 

conducting of payment transactions including the mobile device 104. 

[0080]    The account database 508 may include a plurality of account profiles 602, 

illustrated in FIG. 6 as account profiles 602a, 602b, and 602c.  Each account profile 

602 may include one or more single use keys 604, a first session key 606, a second 

session key 608, an application transaction counter 610, and a first card master key 

612.  In some embodiments, an account profile 602 may further include a second 

card master key 612. 

[0081]    Each account profile 602 may correspond to a payment profile 302 

provisioned to a mobile device 104.  As such, the single use keys 604 stored in an 

account profile 602 may correspond to the single use keys 306 stored in the 

corresponding payment profile 302 related to the same transaction account.  The 

data may be similar such that, when an application cryptogram is generated by the 

transaction management server 102 or the mobile device 104, the application 

cryptograms should match if the data is accurate and has not been tampered with, 

which may enable validation of payment credentials presented by the mobile device 

104. 

[0082]    In some embodiments, an account profile 602 may include a personal 

identification number (PIN) that corresponds to the PIN 314 stored in the 

corresponding payment profile 302.  In such an embodiment, the PIN 314 may be 

provided to the receiving unit 202 transaction management server 102 in a secure 

message, such as a receipt message provided by the mobile device 104 discussed 

in more detail below.  In other embodiments, a card master key may be used in 

place of the PIN, such as the first card master key 612.  In such an embodiment, the 

processing unit 504 of the transaction management server 102 may be configured to 

generate a second session key 608 based on the second card master key 614 that 

corresponds to the second session key 310 generated by the mobile device 104 

using the single use key 306 and the PIN 314.  In some instances, the second 

session key 608 may also be based on the corresponding single use key 604.  In 

such embodiments, algorithms for the generation of session keys and/or application 
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cryptograms may ensure that the cryptograms generated by the mobile device 104 

and the transaction management server 102 correspond based on data used therein. 

[0083]    The first session key 606 may be used by the processing unit 504 of the 

transaction management server 102 to generate a first application cryptogram, and 

the second session key 608 may be used to generate a second application 

cryptogram.  In some embodiments, the application transaction counter 610 may be 

used in the generation of one or more of the session keys and/or application 

cryptograms.  The application transaction counter 610 may be a value corresponding 

to the payment transaction to be conducted that is incremented or otherwise 

modified during each transaction.  The application transaction counter 610 may 

correspond to the application transaction counter 312 stored in the corresponding 

payment profile 302 in the mobile device 104, such that its use may ensure that only 

a valid MPA 404 may possess the correct application transaction counter 312 to 

generate valid session keys and/or application cryptograms.  Additional techniques 

to further enhance the security of the session key and/or application cryptogram 

generation may be used, such as unpredictable numbers and other techniques that 

will be apparent to persons having skill in the relevant art. 

Processing of Payment Transactions Using the Mobile Device 

[0084]    FIG. 7 illustrates a process for the processing of payment transactions 

conducted using the mobile device 104 without a secure element and using the 

generation and validation of two or more application cryptograms. 

[0085]    In step 702, the transaction management server 102 may provision (e.g., 

via the transmitting unit 506) payment credentials 304 and other account data to the 

mobile device 104, such as via an RNS message discussed in more detail below.  In 

step 704, the receiving unit 202 of the mobile device 104 may receive the payment 

credentials 304 and other account data.  In step 706, the processing unit 204 of the 

mobile device 104 may store the data in a payment profile 302 in the card database 

208.  The account data may include the payment credentials 304, one or more single 

use keys 308, and any other suitable data, such as one or more of the session keys 

308 and 310. 

[0086]    In step 708, the processing unit 204 may generate two application 

cryptograms for use in conducting a payment transaction.  In some embodiments, 

step 708 may be initiated by the consumer 108, such as by indicating via the input 



- 25 - 

 

 

unit 214, by placing the mobile device 104 near the point of sale 110 to initiate the 

transaction via near field communication, or other suitable method.  Generation of 

the application cryptograms may include generating a first application cryptogram 

using the first session key 308 stored in the payment profile 302.  The second 

application cryptogram may be generated using a second session key 310, which 

may be generated using a single use key 306 and a PIN 314.  In some instances, 

the consumer 108 may enter a PIN into the mobile device 104 (e.g., via the input unit 

214) prior to step 708 or during the initiation of step 708.  In some embodiments, one 

or both of the application cryptograms may also be generated using the application 

transaction counter 312. 

[0087]    Once the application cryptograms have been generated, they, along with 

the payment credentials 304, may be transmitted to the issuer 106 via the point of 

sale 110, acquirer 112, and payment network 114.  The payment credentials 304 

and application cryptograms may be received by the issuer 106 in step 710.  In step 

712, the transmitting unit 206 of the mobile device 104 may transmit a transaction 

notification to the transaction management server 102.  In step 714, the receiving 

unit 502 of the transaction management server 102 may receive the transaction 

notification.  The transaction notification may notify the transaction management 

server 102 that the mobile device 104 has initiated a payment transaction using the 

payment profile 302.  In some instances, the transaction notification may include 

identification information. 

[0088]    In step 716, the processing unit 504 of the transaction management server 

102 may identify an account profile 602 corresponding to the payment profile 302 

and may generate two application cryptograms using the data contained therein.  

The first application cryptogram may be generated using the first session key 606, 

which may be generated using the first card master key 612.  The second application 

cryptogram may be generated using the second session key 608.  In some 

embodiments, one or both of the application cryptograms and/or session keys may 

be further based on the single use keys 604, application transaction counter 610, or 

any other suitable data. 

[0089]    In step 718, the transmitting unit 506 of the transaction management server 

102 may transmit the generated application cryptograms to the issuer 106, which 

may receive the cryptograms in step 718.  In step 720, the issuer 106 may validate 
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the application cryptograms provided by the mobile device 104 accompanying the 

payment credentials 304.  Validation of the application cryptograms may include 

comparing the mobile device 104 supplied cryptograms with the application 

cryptograms generated and supplied by the transaction management server 102.  

Once validation is performed, then, in step 722, the issuer 106 may process the 

transaction accordingly.  Transaction processing may include approval of the 

payment transaction, such as if one or both of the cryptograms are validated, or 

denial of the payment transaction, such as if one or both of the cryptograms are 

determined to be invalid. 

[0090]    In step 724, a transaction notification may be transmitted by the issuer 106, 

or other entity (e.g., the payment network 114, acquirer 112, etc.) as part of the 

processing of the payment transaction.  The transaction notification may be 

transmitted to the transaction management server 102 and received by the receiving 

unit 502, in step 726.  The transaction notification may also be received by the 

receiving unit 202 of the mobile device 104, in step 728.  The transaction notification 

may be an indication of approval or denial of the payment transaction.  The 

processing units 204 and 504 of the mobile device 104 and transaction management 

server 102, respectively, may each perform one or more functions as a result of the 

received transaction notification.  For instance, if the transaction was approved and 

processed successfully, the application transaction counters 310 and 610 in the 

respective profiles may be updated accordingly. 

[0091]    FIG. 8 illustrates an alternative process for processing a payment 

transaction using the mobile device 104. 

[0092]    In step 802, the payment credentials 304 and other account data may be 

transmitted to the mobile device 104 by the transmitting unit 506 of the transaction 

management server 102.  In step 804, the receiving unit 202 of the mobile device 

104 may receive the payment credentials 304 and other account data, which may be 

stored in a payment profile 302 in step 806.  In step 808, the processing unit 204 of 

the mobile device 104 may generate the two application cryptograms, as discussed 

above, and may transmit the cryptograms, payment credentials 304, and other 

suitable data to the issuer 106 (e.g., via the point of sale 110). 

[0093]    In step 810, the issuer 106 may receive the application cryptograms and 

any other suitable data that may be used by the issuer 106 to validate the 
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transaction data and/or process approval or denial of the transaction.  In step 812, 

the issuer 106 may submit a request for validation cryptograms to the transaction 

management server 102.  In some embodiments, the request may include the 

payment credentials 304 or other data suitable for use by the transaction 

management server 102 in identifying the account profile 602 to be used to generate 

the validation cryptograms.  In one embodiment, the request may further include the 

two application cryptograms generated by the mobile device 104 for validation. 

[0094]    In step 814, the receiving unit 502 of the transaction management server 

102 may receive the cryptogram request.  In step 816, the processing unit 504 of the 

transaction management server 102 may generate the two application cryptograms 

to be used for validation, as discussed above.  In embodiments where the 

cryptogram request also includes the two application cryptograms generated by the 

mobile device 104, step 816 may also include the validation of the two cryptograms 

by the processing unit 504 using the two newly generated application cryptograms.  

The validation cryptograms, or the validation result in applicable embodiments, may 

be transmitted by the transmitting unit 506 to the issuer 106.  In step 818, the issuer 

106 may receive the validation cryptograms and/or the validation result. 

[0095]    In step 820, the issuer 106 may validate the application cryptograms 

provided by the mobile device 104 using the application cryptograms generated by 

the transaction management server 102.  In embodiments where the transaction 

management server 102 provides a validation result to the issuer 106, step 820 may 

include identifying the result of the validation of each of the two application 

cryptograms.  In step 822, the issuer 106 may process the payment transaction 

accordingly based on the result of the validation.  In step 824, transaction 

notifications may be transmitted to the transaction management server 102 and the 

mobile device 104, received by the respective receiving units 502 and 202 in steps 

826 and 828, respectively. 

Remote Notification Service and Data Messaging 

[0096]    FIG. 9 illustrates a process for the transmission and validation of remote 

notification service (RNS) messages and other data messages transmitted from the 

transaction management server 102 to the mobile device 104.  RNS messages may 

be transmitted via a remote notification service, such as one that utilizes a mobile 

communication network associated with the mobile device 104.  RNS messages may 
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be used to provision payment credentials 304 and other account data to the mobile 

device 104, such as the account data used in the processing of payment 

transactions, as discussed above, and other information that may be used in the 

establishing of a secure connection between the mobile device 104 and the 

transaction management server 102. 

[0097]    In step 902, the processing unit 504 of the transaction management server 

102 may generate a message.  In instances where mutual authentication is being 

established with the mobile device 104, the message may include information 

suitable for establishing the mutual authentication, such as a session identifier.  In 

other instances, such as when mutual authentication has been established between 

the transaction management server 102 and mobile device 104 using the process 

illustrated in FIG. 9 and discussed herein, the generated message may include 

payment credentials 304 and account data, may include one or more commands to 

be executed by the MPA 404 of the mobile device 104 (e.g., the removal of single 

use keys 306 or payment credentials 304, etc.), may be notifications to be presented 

to the consumer 108 (e.g., account balances, payment notifications, etc.), or include 

other suitable data.     

[0098]    In step 904, the processing unit 504 may encrypt the generated message.  

The message may be encrypted using a private key of a private/public key pair, 

where the mobile device 104 may possess a corresponding public key.  In some 

instances, the message may be encrypted using an encryption key associated with 

the mobile device 104 or the MPA 404, such as the encryption key 414.  In step 906, 

the processing unit 504 may generate a message authentication code.  The 

message authentication code may be generated using the encrypted message and 

may be a key that is generated using one or more specially configured rules and/or 

algorithms.  For instance, the message authentication code may be generated using 

one or more encryption and obfuscation methods, such as padding.  In some 

embodiments, the message authentication code may be generated using the 

encryption key. 

[0099]    In step 908, the transmitting unit 506 of the transaction management server 

102 may transmit a combined data message to the mobile device 104.  In 

embodiments where the mutual authentication may be being performed, the 

combined data message may be a remote notification service message transmitted 
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to the mobile device 104 via the remote notification service.  The combined data 

message may be received by the receiving unit 202 of the mobile device 104 in step 

910, and may include the message authentication code and the encrypted message.  

In some instances, the combined data message may also include an additional 

identifier, such as one generated using methods known to the MPA 404 for 

verification thereof.  In some cases, such as when mutual authentication has already 

been performed, the combined data message may also include a message counter..   

[0100]    In step 912, the processing unit 204 may generate a reference 

authentication code.  The reference authentication code may be generated using the 

received encrypted message and may be generated using the same rules and 

algorithms as the transaction management server 102 used to generate the 

message authentication code, such that the generated reference authentication code 

would correspond to the message authentication code, if the message authentication 

code is generated by a trustworthy source (e.g., the transaction management server 

102).  In embodiments where the message authentication code may be generated 

using the encryption key, the processing unit 204 may generate the reference 

authentication code using the encryption key 414 stored in the memory 212 or other 

suitable encryption key.   

[0101]    In step 914, the processing unit 204 may validate the message 

authentication code included in the received combined data message by comparing 

it against the generated reference authentication code.  If both the message counter 

and message authentication code are validated, then the combined data message 

may be determined to be trustworthy (e.g., genuine) as coming from the transaction 

management server 102.  In instances where the combined data message may 

include a message identifier, the processing unit 204 may also validate the message 

identifier by generating a message identifier using a process known by the MPA 404 

for generation and comparison thereof.  In embodiments where the combined data 

message may include a message counter, the processing unit 204 may validate the 

message counter included in the received combined data message with a reference 

counter stored in the mobile device 104, such as in the MPA 404 or in a payment 

profile 502.. 

[0102]    In step 916, the processing unit 204 may decrypt the encrypted message 

included in the received combined data message.  The encrypted message may be 
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decrypted using a key, such as one stored in the memory 212 (e.g., in the 

cryptography application 410 or MPA 404) or stored in a local encrypted database 

(e.g., encrypted using an advanced storage key), or other suitable method of 

decryption.  In step 918, the processing unit 204 may perform one or more 

appropriate actions based on the data decrypted from the encrypted message.  In 

the example illustrated in FIG. 9, the mobile device 104 may perform mutual 

authentication with the transaction management server 102, such as using the 

session identifier included in the encrypted message and decrypted by the 

processing unit 204.  In step 920, the transaction management server 102 may 

receive the session identifier and perform any additional actions necessary for 

mutual authentication with the mobile device 104.  In instances where mutual 

authentication has already been performed, the message may include other 

information suitable for performing the functions disclosed herein, such as payment 

credentials 404, single use keys 406, program instructions for the MPA 404, etc. 

[0103]    In some embodiments, the mobile device 104 may be configured (e.g., via 

the MPA 404) to generate and submit a return message to the transaction 

management server 102.  In some instances, the return message may include data 

generated in response to the actions performed as instructed in the decrypted 

message, as discussed above.  For example, a return message may indicate valid 

receipt and storage of payment credentials 304 or single use keys 306.  In other 

instances, the return message may be a notification of receipt and validation of the 

combined data message.  In instances where mutual authentication is first being 

performed, the return message may include the session identifier used to perform 

the mutual authentication. 

[0104]    FIGS. 10A and 10B illustrate a process for the generation and transmission 

of a return message by the mobile device 104 and validation thereof by the 

transaction management server 102. 

[0105]    In step 1002, the processing unit 204 of the mobile device 104 may 

generate a receipt message.  The receipt message may be generated based on 

program code 406 stored in the MPA 404, and may be further based on actions 

performed as indicated in a decrypted combined data message received from the 

transaction management server 102.  For instance, the receipt message may include 

a notification of successful receipt and storage of payment credentials 304.  In step 
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1004, the processing unit 204 may increment a receipt counter.  The receipt counter 

may be a counter indicative of the number of receipt messages transmitted to the 

transaction management server 102.  The receipt counter may be stored in the 

memory 212, such as in the MPA 404, or in a database encrypted using the 

advanced storage key.  It will be apparent to persons having skill in the relevant art 

that step 1004 may be an optional step, and may only be used in instances where a 

counter is used for validation of a data message. 

[0106]    In step 1006, the processing unit 204 may encrypt the receipt message.  

The receipt message may be encrypted using the encryption key 414 stored in the 

cryptography application 410, or may be otherwise stored in the MPA 404 or a locally 

encrypted database.  The encryption key used to encrypt the receipt message may 

be a private key as part of a key pair, with the transaction management server 102 

possessing a corresponding public key.  In step 1008, the processing unit 204 may 

generate a receipt authentication code based on the encrypted receipt message.  In 

some embodiments, the receipt authentication code may be generated using the 

same rules, algorithms, and/or processes as used to generate the reference 

authentication code illustrated in step 912 of FIG. 9, discussed above. 

[0107]    In step 1010, the transmitting unit 206 of the mobile device 104 may 

transmit a receipt notification message to the transaction management server 102.  

The receipt notification message may be received by the receiving unit 502 of the 

transaction management server 102 and may include at least the receipt 

authentication code, the encrypted receipt message, and the receipt counter.  In 

some embodiments, the receipt notification message may be transmitted to the 

transaction management server 102 using a mobile communication network, such as 

a cellular network, associated with the mobile device 104. 

[0108]    In step 1014, the processing unit 504 of the transaction management server 

102 may increment a confirmation counter.  The confirmation counter may be 

indicative of the number of messages received from the mobile device 104, used for 

validation of messages received from the mobile device 104.  The confirmation 

counter may be stored in the memory 510 of the transaction management server 102 

or other suitable data storage.  For instance, in some embodiments, the confirmation 

counter may be stored in an account profile 602 associated with the mobile device 

104.  In one example, each account profile 602 may include a confirmation counter 



- 32 - 

 

 

(e.g., and/or a message counter) to be used for messages transmitted to/from the 

transaction management server 102 and mobile device 104 related to the 

corresponding transaction account.  It will be apparent to persons having skill in the 

relevant art that step 1014 may be an optional step and may not be performed in 

instances where a counter may not be used for validation of return messages. 

[0109]    In step 1016, the processing unit 504 may generate a confirmation 

authentication code.  The confirmation authentication code may be generated based 

on the encrypted receipt message included in the receipt notification message, and 

may be generated using the same rules, algorithms, and/or processes used to 

generate the message authentication code.  In step 1018, the processing unit 504 

may validate the receipt counter included in the receipt notification message by 

comparing it to the confirmation counter.  In step 1020, the processing unit 504 may 

validate the receipt authentication code by comparing it to the message 

authentication code, to ensure that the message originated from an authorized 

mobile device 104. 

[0110]    Once the counter (e.g., if applicable) and authentication code have been 

validated, then, in step 1022, the processing unit 504 may decrypt the encrypted 

message included in the received receipt notification message.  The encrypted 

message may be decrypted using a stored encryption key or other suitable method 

of decryption.  The encrypted message may be decrypted to obtain the receipt 

message generated by the mobile device 104.  In step 1024, the processing unit 504 

may perform any appropriate actions as necessary based on the data included in the 

receipt message.  For example, if the receipt message includes an indication of 

successful receipt and storage of single use keys 306, the processing unit 204 may 

activate corresponding single use keys 604 in a corresponding account profile 602. 

Validation of Data Messages 

[0111]    FIG. 11 illustrates a process 1100 for the validation of data messages 

received by the mobile device 104 from the transaction management server 102. 

[0112]    In step 1102, the processing unit 204 of the mobile device 104 may store 

encryption keys, authentication generation keys, and rules and/or algorithms for the 

use and application thereof in local storage, such as the memory 212 or locally 

encrypted storage encrypted using an advanced storage key.  In step 1104, the 

receiving unit 202 of the mobile device 104 may receive a data message from the 
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transaction management server 102.  In some embodiments, the data message may 

be received from the transaction management server 102 following the establishing 

of mutual authentication between the two devices, such as using the process 

illustrated in FIG. 9 and discussed above.  The data message may include at least a 

message counter, a message authentication code, and an encrypted message. 

[0113]    In step 1106, the processing unit 204 may increment a reference counter.  

The reference counter may be stored in the memory 212 or other local storage, and 

may be used to indicate the number of messages received from the transaction 

management server 102.  In some instances, the reference counter may be 

incremented using an algorithm, such that the reference counter may not be 

incremented using consecutive numbers, but via an algorithm known to the mobile 

device 104 (e.g., via the MPA 404) and the transaction management server 102. 

[0114]    In step 1108, the processing unit 204 may validate the message counter 

included in the received data message.  Validation of the message counter may 

include comparison of the message counter to the value of reference counter after 

being incremented.  Failed validation may indicate that the source of the data 

message is not the transaction management server 102 or is otherwise not 

trustworthy.  If the validation fails, then, in step 1110, the processing unit 204 may 

perform one or more appropriate actions associated with a failed data message 

receipt and/or validation.  For example, the processing unit 204 may discard the data 

message, may notify the transaction management server 102, may lock the 

associated payment profile 302, or other action that will be apparent to persons 

having skill in the relevant art. 

[0115]    If the validation of the message counter passes, then the process 1100 may 

proceed to step 1112, where the encrypted message may be padded.  Padding of 

the encrypted message may include the addition of values to the encrypted message 

or data associated thereof.  Padding may be used to heighten the security of the 

message validation process, as it may be another function that must be performed 

by the mobile device 104 and transaction management server 102 known to each 

other that would need to be replicated by an unauthorized entity in order to transmit 

or receive a data message successfully without authorization.  It will be apparent to 

persons having skill in the relevant art that step 1112 may be an optional step.  In 

some embodiments, step 1112 may be applied in some instances of the process 
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1110.  For example, the encrypted message may be padded at certain increments of 

the reference counter. 

[0116]    In step 1114, the processing unit 204 may generate a reference 

authentication code.  The reference authentication code may be generated based on 

the encrypted message (e.g., as padded, if applicable) using one or more rules or 

algorithms, such as stored in step 1102.  In some embodiments, the reference 

authentication code may be a key or may be a value generated by application of a 

key to the encrypted message.  In step 1116, the processing unit 204 may validate 

the message authentication code received in the RNS message.  Validation of the 

message authentication code may include comparison of the code to the generated 

reference authentication code, as another method of identification if the received 

data message originated from an authorized source (e.g., the transaction 

management server 102). 

[0117]    If the validation of the message authentication code fails, the process 1100 

may proceed to step 1110 where the failure processing is performed.  If the 

validation of the message authentication code passes, then, in step 1118, the 

encrypted message included in the received data message may be decrypted by the 

processing unit 204.  The message may be decrypted using one or more 

encryption/decryption keys, rules, and/or algorithms, such as stored in the mobile 

device 104 in step 1102.  For example, the encryption key 414 stored in the 

cryptography application 410 of the memory 212 may be used to decrypt the 

encrypted message.  In step 1120, the processing unit 204 may perform one or more 

actions as appropriate based on the content of the decrypted message.  For 

example, if the decrypted message includes single use keys 306, the single use keys 

306 may be stored in the appropriate payment profile 302 of the card database 208, 

which may thereby be encrypted using the advanced storage key. 

Advanced Storage Key 

[0118]    FIG. 12 illustrates the generation and use of the advanced storage key by 

the mobile device 104 for the secure storage of data in the mobile device 104, such 

as payment profiles 302 and other data that may be securely stored and accessed in 

the mobile device 104 without the use of secure elements. 

[0119]    The device information 402 stored in the memory 212 of the mobile device 

104 may include three or more pieces of device information 1202, illustrated in FIG. 
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12 as device information 1202a, 1202b, and 1202c.  Each piece of device 

information 1202 may be associated with the mobile device 104.  In some instances, 

each piece of device information 1202 may be unique to the mobile device 104.  In 

other instances, one or more of the pieces of device information 1202 may not be 

unique to the mobile device 104 (e.g., a model number), but the three pieces of 

device information 1202 when taken together may be unique to the mobile device 

104 (e.g., a unique combination).  The pieces of device information 1202 may be 

data that will not change during the lifespan of the mobile device 104. 

[0120]    The processing unit 204 of the mobile device 104 may generate a mobile 

device fingerprint 1204 based on the three pieces of device information 1202a, 

1202b, and 1202c.  The mobile device fingerprint 1204 may be a value unique to the 

mobile device 104, and may be generated using one or more rules or algorithms 

stored in the memory 212, such as included in the program code 406 of the MPA 

404.  The mobile device fingerprint 1204 may be, for example, a numerical value, a 

hexadecimal value, a character string, etc. 

[0121]    The processing unit 204 may also be configured to generate a diversifier 

value 1208 using the mobile device fingerprint 1204.  The diversifier value may be 

generated by combining the mobile device fingerprint 1204 with the instance 

identifier 408 of the MPA 404 as well as a random value 1206.  The random value 

1206 may be a random or pseudo-random number generated by the processing unit 

204.  In some instances, the random value 1206 may be generated pursuant to one 

or more rules or algorithms stored in the memory 212.  The combination of the 

mobile device fingerprint 1204, instance identifier 408, and random value 1206 may 

also be performed using one or more rules or algorithms, such as stored in the 

program code 406 of the MPA 404.  Use of the instance identifier 408 to generate 

the diversifier value may result in the ability to securely store data associated with an 

instance of the MPA 404 such that multiple installations of the MPA 404 may be 

unable to access data stored by other instances of the MPA 404. 

[0122]    The processing unit 204 may then generate an advanced storage key 1210 

via application of the encryption key 414 stored in the cryptography application 410 

to the diversifier value 1208.  In some instances, the advanced storage key 1210 

may be generated by decryption of the diversifier value 1208 using the encryption 

key 414.  In other instances, the advanced storage key 1210 may be a value 
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resultant from the encryption of the diversifier value 1208 using the encryption key 

414.  In some embodiments, the advanced storage key 1210 may be generated as 

the result of performing white box cryptography using the encryption key 414 and the 

diversifier value 1208.   

[0123]    Once the advanced storage key 1210 has been generated, the processing 

unit 204 may use the advanced storage key 1210 to encrypt a local database 1210.  

The local database 1210 may be comprised of, for example, the card database 208, 

one or more payment profiles 302, part of the memory 212, or other suitable data 

source.  In some instances, the local database 1210 may be a part of another 

database in the mobile device 104, such as the card database 208.  For example, 

the card database 208 may include a plurality of local databases 1212, such as a 

separate local database 1212 for each instance of the MPA 404 for storing payment 

profiles 302 associated thereof.  The resulting encrypted local database 1214 may 

thereby securely store data that is inaccessible by any other application program 

internal or external the mobile device 104 except the specific instance of the MPA 

404 that includes the instance identifier 408.  Accordingly, the encrypted local 

database 1214 may be ideal to store payment credentials 304, single use keys 306, 

and other account data, and may provide for secure storage of sensitive account 

information without the use of secure elements. 

[0124]    In some embodiments, the storage key may also be used by the transaction 

management server 102 to provide encrypted data to the mobile device 104 for 

storage in the encrypted local database 1214.  For example, the transmitting unit 206 

of the mobile device 104 may transmit the generated random value 1206 to the 

transaction management server 102.  In some instances, the instance identifier 408 

may also be transmitted to the transaction management server 102, or it may be 

previously possessed by the transaction management server 102, such as during 

registration of the MPA 404.  The transaction management server 102 may then 

generate the advanced storage key 1210 itself, encrypt data to be provisioned to the 

mobile device 104, such as payment credentials 304, single use keys 306, etc. using 

the advanced storage key 1210, and then transmit the encrypted data to the mobile 

device 104.  The mobile device 104 may then store the already encrypted data in the 

encrypted local database 1214. 
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First Exemplary Method for Generating Payment Credentials in a Payment 

Transaction 

[0125]    FIG. 13 illustrates a method 1300 for the generating of payment credentials 

in a payment transaction, including the use of two application cryptograms for the 

secure use of payment credentials in a mobile device 104 without a secure element. 

[0126]    In step 1302, at least a single use key (e.g., single use key 306) may be 

stored in a memory (e.g., a payment profile 302) associated with a transaction 

account.   In some embodiments, the memory 302 may be a non-Secure Element 

memory in a mobile communication device (e.g., the mobile device 104).  In step 

1304, a personal identification number (PIN) may be received by a receiving device 

(e.g., the receiving unit 202 and/or input unit 214). 

[0127]    In step 1306, a first session key (e.g., first session key 308) may be 

identified by a processing device (e.g., the processing unit 204).  In step 1308, a 

second session key (e.g., second session key 310) may be generated by the 

processing device 204 based on at least the stored single use key 306 and the 

received PIN. 

[0128]    In step 1310, a first application cryptogram may be generated by the 

processing device 204 based on at least the first session key 308.  In step 1312, a 

second application cryptogram may be generated by the processing device 204 

based on at least the second session key 310. 

[0129]    In step 1314, at least the first application cryptogram and the second 

application cryptogram may be transmitted by a transmitting device (e.g., the 

transmitting unit 206) for use in a payment transaction.  In some embodiments, the 

first application cryptogram and the second application cryptogram may be 

transmitted to a point of sale device (e.g., the point of sale 110).  In one embodiment, 

the method 1300 may further include storing, in the memory 302, a card master key 

associated with the transaction account, wherein identifying the first session key 308 

includes generating, by the processing device 204, the first session key 308 based 

on at least the stored card master key. 

[0130]    In some embodiments, the method 1300 may also include storing, in the 

memory 302, an application transaction counter (e.g., the application transaction 

counter 312), wherein identifying the first session key 308 includes generating, by 

the processing device 204, the first session key 308 based on at least the stored 



- 38 - 

 

 

application transaction counter 312.  In one embodiment, the method 1300 may 

further include validating, by the processing device 204, the received PIN prior to 

generating the second session key 310.  In a further embodiment, the processing 

device 204 may be configured to generate an invalid second session key 310 if 

validation of the received PIN fails. 

Second Exemplary Method for Generating Payment Credentials in a Payment 

Transaction 

[0131]    FIG. 14 illustrates a method 1400 for the generating of payment credentials 

in a payment transaction, including the use of two application cryptograms validation 

of payment credentials generated by a mobile device 104 without the use of a secure 

element. 

[0132]    In step 1402, at least a card master key (e.g., first card master key 612) 

may be stored in a memory (e.g., account profile 602) associated with a transaction 

account.  In step 1404, a first session key (e.g., first session key 606) may be 

generated by a processing device (e.g., the processing device 504) based on at 

least the stored card master key 612.  In step 1406, a second session key (e.g., 

second session key 608) may be generated by the processing device 504. 

[0133]    In step 1408, a first application cryptogram may be generated by the 

processing device 504 based on at least the first session key 606.  In step 1410, a 

second application cryptogram may be generated by the processing device 504 

based on at least the second session key 608.  In step 1412, at least the first 

application cryptogram and the second application cryptogram may be transmitted 

by a transmitting device (e.g., the transmitting unit 506) for use in a payment 

transaction. 

[0134]    In one embodiment, the method 1400 may further include storing, in the 

memory 602, a transaction account sequence number associated with the 

transaction account, wherein the first session key is further based on the stored 

transaction account sequence number.  In some embodiments, the method 1400 

may also include storing, in the memory 602, a second card master key (e.g., the 

second card master key 614) associated with the transaction account, wherein the 

second session key 608 is based on at least the stored second card master key 614. 

[0135]    In one embodiment, the method 1400 may further include: receiving, by a 

receiving device (e.g., the receiving unit 502), a first corresponding application 
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cryptogram and a second corresponding application cryptogram; validating, by the 

processing device, (i) the received first corresponding application cryptogram based 

on the generated first application cryptogram, and (ii) the received second 

corresponding application cryptogram based on the generated second application 

cryptogram; and transmitting, by the transmitting device 506, a result of the 

validation for use in the payment transaction.  In a further embodiment, the first 

corresponding application cryptogram and the second corresponding application 

cryptogram may be received from a point of sale device (e.g., the point of sale 110).  

In another further embodiment, the result of the validation may be transmitted to a 

financial institution (e.g., the issuer 106) associated with the transaction account. 

Exemplary Method for Processing a Data Message 

[0136]    FIG. 15 illustrates a method 1500 for processing a data message, such as a 

remote notification message received via a remote notification service, including the 

receipt and validation thereof by a mobile device 104 without using a secure 

element. 

[0137]    In step 1502, at least an encryption key may be stored in a memory (e.g., 

the memory 212).  In some embodiments, the memory 212 may be non-Secure 

Element memory in a mobile communication device (e.g., the mobile device 104).  In 

step 1504, a data message may be received by a receiving device (e.g., the 

receiving unit 202), wherein the data message may include at least an encrypted 

message and a message authentication code, where the message authentication 

code is generated using at least a portion of the encrypted message.  In some 

embodiments, the data message may be an remote notification service message 

received via a remote notification service. 

[0138]    In step 1506, a reference authentication code may be generated by a 

processing device (e.g., the processing unit 204) using at least a portion of the 

encrypted message included in the received data message.  In one embodiment, the 

memory 212 may further include one or more authentication code generation rules, 

and the reference authentication code may be generated based on application of the 

stored one or more authentication code generation rules to the portion of the 

encryption message included in the received data message.  In step 1508, the 

received data message may be validated by the processing device 204 based on a 

check of the message authentication code included in the received data message 
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against the generated reference authentication code.  In some embodiments, the 

memory may further include a reference counter, the received data message may 

further include a message counter, and the received data message may be further 

validated by the processing device 204 based on a check of the message counter 

included in the received data message against the stored reference counter. 

[0139]    In step 1510, the encrypted message included in the data message may be 

decrypted by the processing device 204 using the stored encryption key to obtain a 

decrypted message.  In one embodiment, the decrypted message may include at 

least one of: a digitized card profile (e.g., payment credentials 304) and a single use 

key (e.g., the single use key 306) for use in a payment transaction.  In some 

embodiments, the method 1500 may also include checking, by the processing device 

204, a data format of the decrypted message based on one or more data formatting 

rules.  

[0140]    In one embodiment, the method 1500 may further include transmitting, by a 

transmitting device (e.g., the transmitting unit 206), a receipt notification in response 

to the received data message.  In a further embodiment, the method 1500 may even 

further include: performing, by the processing device 204, one or more actions based 

on the decrypted message; generating, by the processing device 204, a return 

message as a result of or based on the performed one or more actions; encrypting, 

by the processing device 204, the generated return message using the stored 

encryption key to obtain an encrypted return message; and generating, by the 

processing device 204, a return authentication code using at least a portion of the 

encrypted return message, wherein the transmitted receipt notification includes the 

encrypted return message, and the return authentication code.  In an even further 

embodiment, the memory 212 may further include a return counter, and the 

transmitted receipt notification may further include the return counter. 

[0141]    In some embodiments, the method 1500 may also include padding, by the 

processing device 204, the encrypted message included in the received data 

message using a padding key, wherein the portion of the encrypted message used 

to generate the reference authentication code is the padded encrypted message.  In 

a further embodiment, the padding key may be the encryption key.  In another further 

embodiment, the memory 212 may further include an authentication code padding 

algorithm, and padding the encrypted message using the padding key may include 
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padding the encrypted message based on application of the padding key to the 

authentication code padding algorithm. 

Exemplary Method for Building an Advanced Storage Key 

[0142]    FIG. 16 illustrates a method 600 for building an advanced storage key for 

the secure encryption and storage of local data in a mobile device 104 without using 

a secure element. 

[0143]    In step 1602, at least device information (e.g., device information 402) 

associated with a mobile communication device (e.g., the mobile device 104), 

program code (e.g., program code 406) associated with a first application program 

(e.g., the mobile payment application 404), and program code (e.g., program code 

412) associated with a second application program (e.g., the cryptography 

application 410) may be stored in a memory (e.g., the memory 212) of the mobile 

communication device 104, wherein the program code 406 associated with the first 

application program 404 includes at least an instance identifier (e.g., instance 

identifier 408) and the program code 412 associated with the second application 

program 410 includes at least a first key (e.g., the encryption key 414).   

[0144]    In some embodiments, the device information 402 may include one or more 

unique identifier associated with the mobile communication device 104.  In one 

embodiment, the instance identifier 408 may be unique to an instance of the first 

application program 404.  In some embodiments, the second application program 

410 may be configured to perform white box cryptography using the first key.  In one 

embodiment, the first key may be a dynamic key.  In some embodiments, the 

program code 412 associated with the second application program 410 may be 

included in the program code 406 associated with the first application program 404.  

In further embodiments, the second application program 410 may be an executable 

function of the first application program 404. 

[0145]    In step 1604, a device fingerprint (e.g., mobile device fingerprint 1204) 

associated with the mobile communication device 104 may be generated by a 

processing device (e.g., the processing unit 204) based on the stored device 

information 402 via execution of the program code 406 associated with the first 

application program 404.  In step 1606, a random value (e.g., random value 1206) 

may be generated by the processing device 204 via execution of the program code 
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406 associated with the first application program 404.  In some embodiments, the 

random value 1206 may be a random or pseudo-random number. 

[0146]    In step 1608, a diversifier value (e.g., diversifier value 1208) may be built by 

the processing device 204 based on at least the generated device fingerprint 1204, 

the generated random value 1206, and the instance identifier 408 included in the 

program code 406 associated with the first application program 404.  In step 1610, 

the built diversifier value 1208 may be decrypted by the processing device 204 using 

the first key stored in the program code 412 associated with the second application 

program 410 via execution of the program code 412 associated with the second 

application program 410 to obtain a storage key (e.g., advanced storage key 1210). 

[0147]    In some embodiments, the method 1600 may further include: storing, in a 

local database (e.g., the local database 1212) of the mobile communication device 

104, protected data; and encrypting, by the processing device 204, the protected 

data stored in the local database 1212 using the storage key 1210.  In one 

embodiment, the method 1600 may also include: storing, in the memory 212, 

program data associated with the first application program 404; and storing, in the 

program data associated with the first application program 404, the generated 

random value 1206. 

[0148]    In one embodiment, the method 1600 may also include: transmitting, by a 

transmitting device (e.g., the transmitting unit 206) at least the random value 1206; 

receiving, by a receiving device (e.g., the receiving unit 202), one or more encrypted 

parameters, wherein the one or more encrypted parameters are each encrypted 

using the storage key 1210; and storing, in a local database 1212 of the mobile 

communication device 104, the received one or more encrypted parameters.  In a 

further embodiment, the storage key 1210 may be transmitted to a third party (e.g., 

the transaction management server 102) and the one or more encrypted parameters 

may be received from the third party 102.  In some further embodiments, the 

instance identifier 408 may also be transmitted by the transmitting device 206. 

Computer System Architecture 

[0149]    FIG. 17 illustrates a computer system 1700 in which embodiments of the 

present disclosure, or portions thereof, may be implemented as computer-readable 

code.  For example, the transaction management server 102 and mobile device 104 

of FIG. 1 may be implemented in the computer system 1700 using hardware, 
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software, firmware, non-transitory computer readable media having instructions 

stored thereon, or a combination thereof and may be implemented in one or more 

computer systems or other processing systems.  Hardware, software, or any 

combination thereof may embody modules and components used to implement the 

methods of FIGS. 7, 8, 9A, 9B, 10A, 10B, 11, and 13-16. 

[0150]    If programmable logic is used, such logic may execute on a commercially 

available processing platform or a special purpose device.  A person having ordinary 

skill in the art may appreciate that embodiments of the disclosed subject matter can 

be practiced with various computer system configurations, including multi-core 

multiprocessor systems, minicomputers, mainframe computers, computers linked or 

clustered with distributed functions, as well as pervasive or miniature computers that 

may be embedded into virtually any device.  For instance, at least one processor 

device and a memory may be used to implement the above described embodiments.  

[0151]    A processor unit or device as discussed herein may be a single processor, 

a plurality of processors, or combinations thereof. Processor devices may have one 

or more processor “cores.”  The terms “computer program medium,” “non-transitory 

computer readable medium,” and “computer usable medium” as discussed herein 

are used to generally refer to tangible media such as a removable storage unit 1718, 

a removable storage unit 1722, and a hard disk installed in hard disk drive 1712. 

[0152]    Various embodiments of the present disclosure are described in terms of 

this example computer system 1700.  After reading this description, it will become 

apparent to a person skilled in the relevant art how to implement the present 

disclosure using other computer systems and/or computer architectures.  Although 

operations may be described as a sequential process, some of the operations may in 

fact be performed in parallel, concurrently, and/or in a distributed environment, and 

with program code stored locally or remotely for access by single or multi-processor 

machines.  In addition, in some embodiments the order of operations may be 

rearranged without departing from the spirit of the disclosed subject matter. 

[0153]    Processor device 1704 may be a special purpose or a general purpose 

processor device.  The processor device 1704 may be connected to a 

communications infrastructure 1706, such as a bus, message queue, network, multi-

core message-passing scheme, etc.  The network may be any network suitable for 

performing the functions as disclosed herein and may include a local area network 
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(LAN), a wide area network (WAN), a wireless network (e.g., WiFi), a mobile 

communication network, a satellite network, the Internet, fiber optic, coaxial cable, 

infrared, radio frequency (RF), or any combination thereof.  Other suitable network 

types and configurations will be apparent to persons having skill in the relevant art.  

The computer system 1700 may also include a main memory 1708 (e.g., random 

access memory, read-only memory, etc.), and may also include a secondary 

memory 1710.  The secondary memory 1710 may include the hard disk drive 1712 

and a removable storage drive 1714, such as a floppy disk drive, a magnetic tape 

drive, an optical disk drive, a flash memory, etc. 

[0154]    The removable storage drive 1714 may read from and/or write to the 

removable storage unit 1718 in a well-known manner.  The removable storage unit 

1718 may include a removable storage media that may be read by and written to by 

the removable storage drive 1714.  For example, if the removable storage drive 1714 

is a floppy disk drive or universal serial bus port, the removable storage unit 1718 

may be a floppy disk or portable flash drive, respectively.  In one embodiment, the 

removable storage unit 1718 may be non-transitory computer readable recording 

media. 

[0155]    In some embodiments, the secondary memory 1710 may include alternative 

means for allowing computer programs or other instructions to be loaded into the 

computer system 1700, for example, the removable storage unit 1722 and an 

interface 1720.  Examples of such means may include a program cartridge and 

cartridge interface (e.g., as found in video game systems), a removable memory chip 

(e.g., EEPROM, PROM, etc.) and associated socket, and other removable storage 

units 1722 and interfaces 1720 as will be apparent to persons having skill in the 

relevant art. 

[0156]    Data stored in the computer system 1700 (e.g., in the main memory 1708 

and/or the secondary memory 1710) may be stored on any type of suitable computer 

readable media, such as optical storage (e.g., a compact disc, digital versatile disc, 

Blu-ray disc, etc.) or magnetic tape storage (e.g., a hard disk drive).  The data may 

be configured in any type of suitable database configuration, such as a relational 

database, a structured query language (SQL) database, a distributed database, an 

object database, etc.  Suitable configurations and storage types will be apparent to 

persons having skill in the relevant art.   
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[0157]    The computer system 1700 may also include a communications interface 

1724. The communications interface 1724 may be configured to allow software and 

data to be transferred between the computer system 1700 and external devices.  

Exemplary communications interfaces 1724 may include a modem, a network 

interface (e.g., an Ethernet card), a communications port, a PCMCIA slot and card, 

etc.  Software and data transferred via the communications interface 1724 may be in 

the form of signals, which may be electronic, electromagnetic, optical, or other 

signals as will be apparent to persons having skill in the relevant art.  The signals 

may travel via a communications path 1726, which may be configured to carry the 

signals and may be implemented using wire, cable, fiber optics, a phone line, a 

cellular phone link, a radio frequency link, etc. 

[0158]    The computer system 1700 may further include a display interface 1702.  

The display interface 1702 may be configured to allow data to be transferred 

between the computer system 1700 and external display 1730.  Exemplary display 

interfaces 1702 may include high-definition multimedia interface (HDMI), digital 

visual interface (DVI), video graphics array (VGA), etc.  The display 1730 may be 

any suitable type of display for displaying data transmitted via the display interface 

1702 of the computer system 1700, including a cathode ray tube (CRT) display, 

liquid crystal display (LCD), light-emitting diode (LED) display, capacitive touch 

display, thin-film transistor (TFT) display, etc. 

[0159]    Computer program medium and computer usable medium may refer to 

memories, such as the main memory 1708 and secondary memory 1710, which may 

be memory semiconductors (e.g., DRAMs, etc.).  These computer program products 

may be means for providing software to the computer system 1700.  Computer 

programs (e.g., computer control logic) may be stored in the main memory 1708 

and/or the secondary memory 1710.  Computer programs may also be received via 

the communications interface 1724.  Such computer programs, when executed, may 

enable computer system 1700 to implement the present methods as discussed 

herein.  In particular, the computer programs, when executed, may enable processor 

device 1704 to implement the methods illustrated by FIGS. 7, 8, 9A, 9B, 10A, 10B, 

11, and 13-16, as discussed herein.  Accordingly, such computer programs may 

represent controllers of the computer system 1700.  Where the present disclosure is 

implemented using software, the software may be stored in a computer program 



- 46 - 

 

 

product and loaded into the computer system 1700 using the removable storage 

drive 1714, interface 1720, and hard disk drive 1712, or communications interface 

1724. 

[0160]    Techniques consistent with the present disclosure provide, among other 

features, systems and methods for processing payment transactions using a mobile 

device without using a secure element, including the transmission and validation of 

remote notification service messages and secure storage of data using an advanced 

storage key.  While various exemplary embodiments of the disclosed system and 

method have been described above it should be understood that they have been 

presented for purposes of example only, not limitations.  It is not exhaustive and 

does not limit the disclosure to the precise form disclosed.  Modifications and 

variations are possible in light of the above teachings or may be acquired from 

practicing of the disclosure, without departing from the breadth or scope.   
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WHAT IS CLAIMED IS: 

1. A method for building an advanced storage key, comprising: 

storing, in a memory of a mobile communication device, at least  

 device information associated with the mobile communication device, 

 program code associated with a first application program, wherein the 

program code includes at least an instance identifier, and 

 program code associated with a second application program, wherein 

the program code includes a first key; 

generating, by a processing device, a device fingerprint associated with the 

mobile communication device based on the stored device information via execution 

of the program code associated with the first application program; 

generating, by the processing device, a random value via execution of the 

program code associated with the first application program; 

building, by the processing device, a diversifier value based on at least the 

generated device fingerprint, the generated random value, and the instance identifier 

included in the program code associated with the first application program; and 

decrypting, by the processing device, the built diversifier value using the first 

key stored in the program code associated with the second application program via 

execution of the program code associated with the second application program to 

obtain a storage key. 

 

2. The method of claim 1, further comprising: 

storing, in a local database of the mobile communication device, protected 

data; and 

encrypting, by the processing device, the protected data stored in the local 

database using the storage key. 

 

3. The method of claim 1, wherein the device information includes one or 

more unique identifiers associated with the mobile communication device. 

 

4. The method of claim 1, wherein the random value is a random or 

pseudo-random number. 
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5. The method of claim 1, wherein the instance identifier is unique to an 

instance of the first application program. 

 

6. The method of claim 1, wherein the second application program is 

configured to perform white box cryptography using the first key . 

 

7. The method of claim 1, wherein the first key is a dynamic key. 

 

8. The method of claim 1, further comprising: 

storing, in the memory, program data associated with the first application 

program; and 

storing, in the program data associated with the first application program, the 

generated random value.  

 

9. The method of claim 1, wherein the program code associated with the 

second application program is included in the program code associated with the first 

application program. 

 

10. The method of claim 9, wherein the second application program is an 

executable function of the first application program. 

 

11. The method of claim 1, further comprising: 

transmitting, by a transmitting device, at least the generated random value; 

receiving, by a receiving device, one or more encrypted parameters, wherein 

the one or more encrypted parameters are each encrypted using the storage key; 

and 

storing, in a local database of the mobile communication device, the received 

one or more encrypted parameters. 

 

12. The method of claim 11, wherein transmitting at least the generated 

random value further includes transmitting the instance identifier. 

 

13. A system for building an advanced storage key, comprising: 
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a memory of a mobile communication device configured to store at least  

 device information associated with the mobile communication device, 

 program code associated with a first application program, wherein the 

program code includes at least an instance identifier, and 

 program code associated with a second application program, wherein 

the program code includes a first key; and 

a processing device configured to 

 generate a device fingerprint associated with the mobile 

communication device based on the stored device information via execution of the 

program code associated with the first application program, 

 generate a random value via execution of the program code associated 

with the first application program, 

 build a diversifier value based on at least the generated device 

fingerprint, the generated random value, and the instance identifier included in the 

program code associated with the first application program, and 

 decrypt the built diversifier value using the first key stored in the 

program code associated with the second application program via execution of the 

program code associated with the second application program to obtain a storage 

key. 

 

14. The system of claim 13, further comprising: 

a local database of the mobile communication device configured to store 

protected data, wherein 

the processing device is further configured to encrypt the protected data 

stored in the local database using the storage key. 

 

15. The system of claim 13, wherein the device information includes one or 

more unique identifiers associated with the mobile communication device. 

 

16. The system of claim 13, wherein the random value is a random or 

pseudo-random number. 
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17. The system of claim 13, wherein the instance identifier is unique to an 

instance of the first application program. 

 

18. The system of claim 13, wherein the second application program is 

configured to perform white box cryptography using the first key . 

 

19. The system of claim 13, wherein the first key is a dynamic key. 

 

20. The system of claim 13, wherein 

the memory is further configured to store program data associated with the 

first application program, and 

the processing device is further configured to store, in the program data 

associated with the first application program, the generated random value. 

 

21. The system of claim 13, wherein the program code associated with the 

second application program is included in the program code associated with the first 

application program. 

 

22. The system of claim 21, wherein the second application program is an 

executable function of the first application program. 

 

23. The system of claim 13, further comprising: 

a transmitting device configured to transmit the generated random value; and 

a receiving device configured to receive one or more encrypted parameters, 

wherein the one or more encrypted parameters are each encrypted using the 

storage key, wherein 

the processing device is further configured to store, in a local database of the 

mobile communication device, the received one or more encrypted parameters. 

 

24. The system of claim 23, wherein transmitting the generated random 

value further includes transmitting the instance identifier. 
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ABSTRACT OF THE DISCLOSURE 

A method for building an advanced storage key includes: storing, in a memory of a 

mobile device, at least (i) device information associated with the mobile device, (ii) 

program code associated with a first program, the code including an instance 

identifier, and (iii) program code associated with a second program, the code 

including a first key; generating a device fingerprint associated with the mobile 

device based on the device information via execution of the code associated with the 

first program; generating a random value via execution of the code associated with 

the first program; building a diversifier value based on the generated device 

fingerprint, the generated random value, and the instance identifier included in the 

code associated with the first program; and decrypting the built diversifier value 

using the first key stored in the code associated with the second program via 

execution of the code associated with the second program to obtain a storage key. 

 


