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(57) Abstract: A method for building an advanced storage key includes: storing, in a memory of a mobile device, at least (i) device
information associated with the mobile device, (ii) program code associated with a first program, the code including an instance
identifier, and (iii) program code associated with a second program, the code including a first key; generating a device fingerprint as -
sociated with the mobile device based on the device information via execution of the code associated with the first program; generat -
ing a random value via execution of the code associated with the first program; building a diversifier value based on the generated
device fingerprint, the generated random value, and the instance identifier included in the code associated with the first program; and
decrypting the built diversifier value using the first key stored in the code associated with the second program via execution of the
code associated with the second program to obtain a storage key,
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RELATED APPLICATIONS

[0001] This application claims the benefit, under 35 U.S.C. 119(e), of prior-filed
Provisional Patent Application Nos. 61/910,819 filed December 2, 2013; 61/951,842
filed March 12, 2014; 61/955,716 filed March 19, 2014; 61/979,132 filed April 14,
2014; and 61/980,784 filed April 17, 2014; 61/979,122 filed April 14, 2014,
61/996,665 filed May 14, 2014, and, in particular, Provisional Patent Application No.
61/979,113 filed April 14, 2014, each herein incorporated by reference in their

entirety.
FIELD

[0002] The present disclosure relates to the generation of an advanced storage
key for use in a mobile device without a requiring secure element, and more
specifically the use of multiple values to build an advanced storage key in a mobile
device without a secure element for use in the secure storage of data in the mobile

device.
BACKGROUND

[0003] Advances in mobile and communication technologies have created
tremendous opportunities, one of which is providing the user of a mobile computing
device with the ability to initiate and pay for payment transactions using their mobile
device. One such approach to enable such actions on a mobile device has been the
use of near field communication (NFC) technology to securely transmit payment
details from the mobile device to a nearby contactless point of sale (POS) terminal.
In order to achieve this, mobile phones with secure element hardware, such as a
secure element (SE) chip, are used to securely store the payment credentials. A
secure element is a special that may be included in some NFC-enabled devices that
is a temper-resistant platform that may securely host applications and their

confidential data.



