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Welcome to EPOQUE Rebuild under the Production
Environment

[EPODOC: SS 16] (natural and language and processing and certification)
Resultsin EPODOC 1

[SS17] .v

[EPODOC: SS 17] ..fi pantenw

Unknown database/cluster. Use the command ..FI (CL) in order to check the name of the databases/clusters
available. ERROR(-50416)

[SS 17] ..fi patenw

Database: PATENW

[PATENW: SS 1] 16
No Search Statement exists for this database. Perform first a query. ERROR(-100813)
[SS 1] (natural w language) and processing and certific+
Resultsin  PATENW 3.247
[SS2] /IC GO6F21/57
Resultsin  PATENW 8.229
[SS3] 2and1
Resultsin  PATENW 12

[SS4] ..v
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Tl - DEVICE BASED AUTOMATED THREAT DETECTION AND RESPONSE

AB - A device may include one or more processors. The device may communicate with a set

of user devices operating a set of mobile applications to obtain data regarding a set of
malicious attacks associated with the set of user devices. The device may store the data
regarding the set of malicious attacks via a data structure for analysis. The device may
process the stored data to identify one or more vulnerabilities associated with the set
of user devices or the set of mobile applications. The device may generate a security
tool user interface that includes information identifying the one or more vulnerabilities
associated with the set of user devices or the set of mobile applications. The device may
cause the security tool user interface to be provided for display via a client device
based on generating the security tool user interface.
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Tl - VERIFICATION THAT PARTICULAR
INFORMATION IS TRANSFERRED
BY AN APPLICATION
AB - The technology includes a

method to test what information
an application transfers to an
external computing device. A
user's consent is explicitly
obtained before the application
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transfers certain types of
information, such as sensitive
information. When a
determination is made that an
application is transferring
sensitive information, a prompt
for consent from a user may be
provided that is accurate and
detailed. In pre-production
environments, technology can be
used to detect whether this
sensitive information is being
transferred, and to validate
whether a prompt for consent is
necessary or unnecessary. To
determine this, shimming is used
to intercept application calls to
APIs that return sensitive
information. Requested sensitive
information may be substituted
with recorded or forged
information from those APIs to
produce a sentinel or canary.
Similarly, network traffic of the
application may be analyzed by
another shim to determine when
the substitute information is
present.
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MODEL-DRIVEN SECURITY SYSTEM
AND METHOD FOR OPERATING
THE SAME

- A system and method for

managing implementation of
policies in an information
technologies system receives
into a processor at least one
policy function stored in at least
one memory, receives into the
processor a policy input
indicating a high-level policy for
the IT system, the policy input
being compliant with the at least
one policy function, based on the
received policy input,
automatically or semi-
automatically generates via the
processor a rule and/or
configuration by replacing at
least one policy function in the
policy input with the at received
least one policy function, the
generated rule and/or
configuration being compliant
with the received policy input or
replacing at least one value or
value placeholder in the policy
input with a corresponding
value, and distributes the rule
and/or configuration to the at
least one memory of the IT
system or another at least one
memory to thereby enable
implementation of the policies.

© PATENW /EPO

- US9465942 B1 20161011

- US201414459037 20140813; US201313858448 20130408

- US201414459037 20140813

- *;Rep

|| STSE (B1)

US8621237 B1 20131231 [] (BAILEY DANIEL V [US], et al);
US2008034425 A1 20080207 [] (OVERCASH KEVIN [US], et al);

US2008120305 A1 20080522 [] (SIMA CALEB [US], et al);
US2013340076 A1 20131219 [] (CECCHETTI ADAM [US], et al)

- GO6F21/125 ; GO6F21/577 ; GO6F21/75



cal
CCA
PA
Tl
AB

5/12

PN
PR
AP
DT
cT

Ccl

CCA
PA

Tl

AB

- GO6F21/57

- GO6F2221/033
- AMAZON TECH INC [US]

- Dictionary generation for identifying coded credentials

- Techniques are described for identifying security credentials or other sensitive

information by creating a dictionary of data elements included in documents such as
source code files, object code files, or other types of files. The data elements may be
identified for inclusion in the dictionary based on parsing the documents for delimiter
characters, and based on the context of the data elements within the documents. The
data elements may also be identified through an entropy-based analysis to detect
portions of the documents exhibiting a high degree of entropy compared to a baseline
entropy for the documents. The dictionary may be used in a dictionary attack against

various systems to determine whether any of the data elements included in the

dictionary enable access the systems. The data elements that enable access may be

designated as sensitive information hard-coded into the documents.
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- COMPUTING SYSTEM FOR
PRIVACY-AWARE SHARING
MANAGEMENTAND METHOD OF
OPERATION THEREOF

- A computing system includes a
control unit configured to
determine a usage context
including a capability of a

device, a usage time and a device

location associated with the

device, and a user context of one
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or more users with access to the
device; analyze a privacy risk
level of a resource based on a
resource content included in the
resource, a metadata concerning
the resource, a collective input
regarding the resource, and the
usage context; and generate one
or more options for sharing the
resource with the device based
on the privacy risk level and the
usage context.
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SYSTEM AND METHOD FOR
DETERMINING DESCRIPTION-TO-
PERMISSION FIDELITY IN MOBILE
APPLICATIONS

A system and method are
described to automatically
assess description-to-
permission fidelity of
applications. The system and
method can employ techniques
in natural language processing
and a learning-based algorithm
to relate description with
permissions.
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(A1)

AUTOMATED ANDADAPTIVE
MODEL-DRIVEN SECURITY SYSTEM
AND METHOD FOR OPERATING
THE SAME

(B2)

Automated and adaptive model-
driven security system and
method for operating the same

(A1 B2)

A system and method for
managing implementation of
policies in an information
technologies system receives at
least one policy function, at
least one refinement template
and at least one available policy
function from the at least one
memory, receives a policy input
indicating a high-level policy for
the IT system where the policy
input is compliant with the at
least one policy function and is
received in a format that is not
machine-enforceable at an
enforcement entity of the IT
system, based on the received
policy input, automatically or
semi-automatically generates a
machine-enforceable rule and/or
configuration by filling the at
least one refinement template,
where the machine-enforceable
rule and/or configuration
includes the at least one
available policy function and
being compliant with the
received policy input, and
distributes the machine-
enforceable rule and/or
configuration to the at least one
memory of the IT system or
another at least one memory to
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thereby enable implementation
of the policies.
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STANFORD RES INST INT [US]
(A1)

POLYMORPHIC COMPUTING
ARCHITECTURES

(B2)

Polymorphic computing
architectures

(A1)

Polymorphic computing
architectures can support and
control separate, independently
executable domains and other
components on a computing
platform. In some embodiments,
the architectures may control the
different domains and/or
components according to
different purposes. In some
embodiments, the architectures
can control domains and/or
components to enforce a desired
“purpose” of a
domain/component while
simultaneously denying a
corresponding “anti-purpose.”
(B2)

Polymorphic computing
architectures can support and
control separate, independently
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executable domains and other
components on a computing
platform. In some embodiments,
the architectures may control the
different domains and/or
components according to
different purposes. In some
embodiments, the architectures
can control domains and/or
components to enforce a desired
“purpose” of a
domain/component while
simultaneously denying a
corresponding “anti-purpose”.
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FLEXIBLE POLICY ARBITRATION
CONTROL SUITE
- (B2)
Flexible policy arbitration
control suite

- (A1 B2)
A policy arbitration system
manages the fundamental
communications and isolation
between executable components
and shared system resources of
a computing device, and controls
the use of the shared resources
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by the executable components.
Some versions of the policy
arbitration system operate on a
virtualized mobile computing
device to dynamically compile
and implement policy rules that
are issued periodically by
multiple different independent
execution environments that are

running on the computing device.

Semi-dynamic policy changes
allow for context enabled policy
changes that enforce the desired
system and component
“purpose” while simultaneously
denying the “anti-purpose”.
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CONTROLLING ENTERPRISE
ACCESS BY MOBILE DEVICES

(B2)

Controlling enterprise access by
mobile devices

(A1B2)

A system comprising at least one
component running on at least
one server and receiving
vulnerability data and, for each
device of a plurality of devices,
device data that includes data of
at least one device component.
The system includes a trust score
corresponding to each device of
the plurality of devices and
representing a level of security
applied to the device. The trust
score is generated using a
severity of the vulnerability data.
The system includes an access
control component coupled to
the at least one component and
controlling access of the
plurality of devices to an
enterprise using the trust score.
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