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Search [SP]: 1. a system for providing a multiple secure link (msl) architecture, comprising: a msl virtual private network (vpn) component that

2: includes first logic that, when executed by a processor, causes the system to perform the following: create a first vpn tunnel between a client
workstation and a first owner gateway send an outbound datagram from the client workstation to the first owner gateway receive an inbound
datagram from the first owner gateway to the client workstation, wherein the inbound datagram includes a source internet protocol (ip)
address and a destination ip address that is set to a vpn owner private ip address and send the inbound datagram with the destination ip
address and a msl twin network address translator (nat) that includes second logic that, when executed by the processor, causes the system
to perform at least the following: receive the inbound datagram from msl vpn record a new vpn owner private ip address from the source ip
address in the inbound datagram assign a new unique private ip (upip) address for the inbound datagram and the client workstation and
send the inbound datagram to the client workstation, wherein the system additionally creates a second vpn tunnel between the client
workstation and a second owner gateway while the first vpn tunnel is being utilized. 2. the system of claim 1, wherein the first logic further
causes the system to perform the following: encrypt the outbound datagram and transfer the outbound datagram to the first owner gateway
and receive the inbound datagram in an encrypted form from the first owner gateway and decrypt the inbound datagram. 3. the system of
claim 1, wherein the second logic further causes the system to map a upip address in the outbound datagram to a private ip address. 4. the
system of claim 1, further comprising a msl vpn user interface component that includes third logic that, when executed by the processor,
causes the system to provide a user interface for establishing the first vpn tunnel to the client workstation. 5. the system of claim 1, further
comprising a msl management component that includes fourth logic that, when executed by the processor, causes the system to create the
first vpn tunnel. 6. the system of claim 1, wherein the second logic further causes the system to forward the inbound datagram to a
commercial off the shelf (cots) clear text process component for processing the inbound datagram. 7. the system of claim 1, wherein the
msl twin nat and the msl vpn reside on the client workstation and wherein the client workstation further includes a msl vpn user interface
component and a msl management component. 8. the system of claim 1, further comprising an msl server, wherein the msl vpn and the
msl twin nat reside on the msl server that is remote from the client workstation, wherein the system further comprises includes an msl vpn
user interface component, a first msl vpn component, and a first msl management component that reside on the client workstation, and
wherein the system further comprises a commercial off the shelf (cots) clear text process component, a cots vpn component, and a second
msl management component that reside on the msl server. 9. the system of claim 1, further comprising an msl gateway router that includes
the msl vpn and the msl twin nat, wherein the system further comprises a first cots vpn component, a msl management component that
reside on the client workstation, and wherein the system further comprises a second cots vpn component and an msl server management
component that reside on the msl gateway router. 10. the system of claim 1, further comprising a msl appliance and a msl server, wherein
the msl vpn component and the msl twin nat reside on the msl server, wherein the system further comprises a first cots vpn component and
a msl vpn user interface component that reside on the client workstation, wherein the system further comprises a first msl server
management component, a second cots vpn component, a third cots vpn component, and a cots clear text process client component that
reside on the msl appliance, and wherein the system further comprises a second msl server management component, a fourth cots vpn
component, and a second cots clear text process client that reside on the msl server. 11. the system of claim 1, further comprising a msl
network operations center (noc), wherein the msl twin nat and the msl vpn component reside on the noc, wherein the system further
comprises a cots vpn client, a msl vpn user interface component, and a msl management component that reside on the client workstation,
and wherein the system further comprises a cots vpn component, a cots clear text process component, a session manager component, and
a login manager component that reside on the msl noc. 12. a method for providing a multiple secure link (msl) architecture, comprising:
creating a first vpn tunnel between a client workstation and a first owner gateway sending an outbound datagram from the client workstation
to the first owner gateway receiving an inbound datagram from the first owner gateway to the client workstation, wherein the inbound
datagram includes a source internet protocol (ip) address and a destination ip address that is set to a vpn owner private ip address
recording a new vpn owner private ip address from the source ip address in the inbound datagram assigning a new unique private ip (upip)
address for the inbound datagram and the client workstation and sending the inbound datagram to the client workstation, wherein the
system additionally creates a second vpn tunnel between the client workstation and a second owner gateway while the first vpn tunnel is
being utilized. 13. the method of claim 12, further comprising: encrypting the outbound datagram and transfer the outbound datagram to
the first owner gateway and receiving the inbound datagram in an encrypted form from the first owner gateway and decrypt the inbound
datagram. 14. the method of claim 12, further comprising mapping a upip address in the outbound datagram to a private ip address. 15.
the method of claim 12, further comprising providing a user interface for establishing the vpn tunnel to the client workstation. 16. the
method of claim 12, further comprising creating the first vpn tunnel. 17. the method of claim 12, further comprising forwarding the inbound
datagram to a commercial off the shelf (cots) clear text process component for processing the inbound datagram. 18. a non-transitory
computer-readable medium for providing a multiple secure link (msl) architecture that includes logic that, when executed by a computing
device, causes the computing device to perform at least the following: create a first vpn tunnel between a client workstation and a first owner
gateway send an outbound datagram from the client workstation to the first owner gateway receive an inbound datagram from the first
owner gateway to the client workstation, wherein the inbound datagram includes a source internet protocol (ip) address and a destination ip
address that is set to a vpn owner private ip address record a new vpn owner private ip address from the source ip address in the inbound
datagram assign a new unique private ip (upip) address for the inbound datagram and the client workstation and send the inbound
datagram to the client workstation, wherein the system additionally creates a second vpn tunnel between the client workstation and a second
owner gateway while the first vpn tunnel is being utilized. 19. the non-transitory computer-readable medium of claim 18, wherein the logic
further causes the computing device to preform at least the following: encrypt the outbound datagram and transfer the outbound datagram
to the first owner gateway and receive the inbound datagram in an encrypted form from the first owner gateway and decrypt the inbound
datagram. (Results 30)
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1) Family number: 30127971 (US2003005103A)
Title: CUMULATIVE STATUS OF ARITHMETIC OPERATIONS

Abstract: Source: US2003005103A The present invention relates to a general-purpose programmable packet-processing
platform for accelerating network infrastructure applications which have been structured so as to separate the stages of
classification and action. Network packet classification, execution of actions upon those packets, management of buffer flow,
encryption services, and management of Network Interface Controllers are accelerated through the use of a multiplicity of
specialized modules. A language interface is defined for specifying both stateless and stateful classification of packets and to
associate actions with classification results in order to efficiently utilize these specialized modules.
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2) Family number: 33435995 (US2006225130A)
Title: SECURE LOGIN CREDENTIALS FOR SUBSTANTIALLY ANONYMOUS USERS

Abstract: Source: US2006225130A Methods and apparatus for secure communications. The techniques feature receiving
over the first connection a login credential for the server, generated by the server without the use of any information
identifying a computer user. The techniques further feature establishing a second secure connection with the server using a
secure protocol and the login credential provided by the server.
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Family:

Publication number Publication date Application number Application date

US2006225130 AA 20061005 US20050096432 20050331
US7661128 BB 20100209 US20050096432 20050331
Priority:
US20050096432 20050331
Probable Assignee: GOOGLE LLC
Assignee(s): (std): CHEN KAI ; GOOGLE INC ; SHEN SHIOUPYN
Assignee(s): GOOGLE LLC
Inventor(s): (std): SHEN SHIOUPYN ; CHEN KAI
Agent(s): FISH AND RICHARDSON PC

3) Family number: 41020841 (US2008005791A)

Title: METHOD AND APPARATUS FOR SUPPORTING A VIRTUAL PRIVATE NETWORK ARCHITECTURE ON A PARTITIONED
PLATFORM

Abstract: Source: US2008005791A A computer system includes a service partition, not directly accessible to a user, having
a security agent to inspect data entering and exiting the computer system on a virtual private network (VPN) tunnel, and a
service partition VPN unit to communicate with a VPN gateway. The computer system also includes a user partition,
accessible to a user, having a user partition VPN unit to initiate construction of the VPN tunnel with the VPN gateway. Other
embodiments are described and claimed.

Classifications:

International (1pc 8-9): GO6F15/16 GO6F9/00 (Advanced/Invention);

GO06F15/16 (Core/Invention)

CPC: G06F21/562 H04L63/0272

European: G06F21/56B H04L29/06S2C H04L63/02C

US: 370/351 726/15 726/15P
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Family:

Publication number Publication date Application number Application date

US2008005791 AA 20080103 US20060479609 20060630
US8281387 BB 20121002 US20060479609 20060630
Priority:

US20060479609 20060630
Probable Assignee: INTEL CORP

Assignee(s): (std): INTEL CORP ; KHOSRAVI HORMUZD M ; SOOD KAPIL ; YOON JEONG ; WALKER JESSE ; GREWAL
KARANVIR ; GUPTA AJAY

Inventor(s): (std) GREWAL KARANVIR ; GUPTA AJAY ; KHOSRAVI HORMUZD M ; SOOD KAPIL ; WALKER JESSE ; YOON
JEONG

Agent(s): LAWRENCE CHO, C/O INTELLEVATE; LAWRENCE CHO C O INTELLEVATE; L

4) Family number: 49729006 (US2011249079A)
Title: TRANSITIONING BETWEEN CIRCUIT SWITCHED CALLS AND VIDEO CALLS

Abstract: Source: US2011249079A Transitioning between an audio only circuit switched call and a video call. A client device,
which is currently connected to one or more other client devices through an established audio only circuit switched call,
receives input from a user to transition from the audio only circuit switched call to the video call. A video call invitation
message is transmitted to the other client devices. The client device receives a video call accept message from the other
client devices and begins transmitting video captured by its front facing camera to the other client devices. Responsive to
receiving at least a video frame from each of the one or more other client devices, the client device transitions from the
audio only circuit switched call to the video call. After transitioning to the video call, the circuit switched call is dropped.
Classifications:

International (apc 8-9): A63F13/30 A63F13/34 A63F13/795

GO06F13/00 GO6F15/16 GO6F9/46 GO6F9/48 H04L12/28 H04L12/417

H04L12/50 HO4L12/58 H04L12/66 H04L12/70 H04L12/701

H04L12/749 H04L29/06 H04L29/08 H04L29/12 HO4M11/00 HO4M3/56

H04M7/00 H04M7/12 HO4N7/14 HO4N7/15 H04W4/00 H04W4/12

H04W4/14 HO4W8/26 HO4W80/10 H0O4W92/18 (Advanced/Invention);

H04L29/08 (Advanced/Non-invention)

CPC: H04L67/104 HO4L61/256 H04L51/04 HO4L51/28 H04L67/26

H04L29/06197 H04L29/06326 H04L29/06333 H04L29/06353

H04L29/06367 H04L29/06414 H04L29/06442 H04L65/1069

H04L65/1073 HO4W4/14 H0O4M7/0039 H04M2201/50 H04L65/1083

H04L65/1089 H04L65/403 H04L65/4061 H04M7/0057 H04L51/34

H04L65/1006 A63F13/34 A63F13/795 A63F2300/406 A63F2300/408

A63F2300/5566 H04L29/125 H04L29/12509 H04L61/2564

H04L61/2567

European: A63F13/12 H04L29/06M2H2 H04L29/06M2S1

H04L29/06M2S2 H04L29/06M2S4 H04L29/06M2S4M2 H04L29/08N25

H04L29/08N9P H04L29/12A4A8A H04L29/12A4A8B H04L51/28

H04L61/25A8A H04L61/25A8B H04M7/00D18 K63F300/40M
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Title: MULTI-SERVICE VPN NETWORK CLIENT FOR MOBILE DEVICE

Abstract: Source: US2012002813A An integrated, multi-service network client for cellular mobile devices is described. The
multi-service network client can be deployed as a single software package on cellular mobile network devices to provide
integrated services including secure enterprise virtual private network (VPN) connectivity, acceleration, security management
including monitored and enforced endpoint compliance, and collaboration services. Once installed on the cellular mobile
device, the multi-service client integrates with an operating system of the device to provide a single entry point for user
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authentication for secure enterprise connectivity, endpoint security services including endpoint compliance with respect to
anti-virus and spyware software, and comprehensive integrity checks. That is, the multi-service client provides a common
user interface to the integrated services, and provides a VPN handler that interfaces with the operating system to provide
an entry point for network traffic to which the integrated services can be seamlessly applied.
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