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TI - Transmission method for hidden data communication, particularly via radio communication, involves encrypting message with encryption 
key in initial encrypted message, where web message is encoded in frequency variation pattern with web key

AB - The transmission method involves encrypting a message (N1) with an encryption key (KS1) in an initial encrypted message. The message is 
divided into data packets (D)​, where an identification number is added to the data packets. Another message (N2) is encrypted with another 
encryption key (KS2) for generating a web message. The web message is encoded in a frequency variation pattern (F1) with a web key (SS1) . 
The frequency variation of the frequency variation pattern is assigned to the data packets of the former encrypted message for generating a 
broadcast message. Independent claims are included for the following: (1) a receiving method for hidden data communication, particularly 
via radio communication; (2) a transmission device for hidden data communication; and (3) a receiving device for hidden data 
communication.
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TI - ENGINEERING MACHINERY AND METHOD, APPARATUS AND SYSTEM FOR CONTROLLING 
MECHANICAL ARM OF ENGINEERING MACHINERY

AB - Engineering machinery and a method, an apparatus and a system for controlling a 
mechanical arm of engineering machinery, used for solving the problem in the prior 
art that using a remote controller to operate a mechanical arm of the engineering 
machinery is relatively inconvenient. The method comprises: taking a reference 
benchmark direction (O1X1) as a starting edge and a remote operation direction 
(O1A1) as an ending edge, acquiring the size of an angle (ß1) formed in a 
predetermined rotational positive direction; determining a mechanical arm control 



direction which forms the size of the angle (ß1) with respect to the reference 
benchmark direction (O1X1) in the rotational positive direction, and then transmitting 
a control message to control the mechanical arm according to this direction. Using 
this method means that the direction of travel of the distributing points of a 
mechanical arm of the engineering machinery can be kept spatially consistent with the 
remote operation direction and, in this way, with an operator in any position and 
having provided any operation direction, the distributing points of the mechanical 
arm will all move according to the operation direction, thereby realizing direct 
operation of the mechanical arm, bringing convenience to the operator.
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TI - (A B)
SM3 password hash algorithm and method for determining variable characters therein

AB - (A)
The invention relates to an SM3 password hash algorithm and a method for determining variable characters therein. The variable characters 
are A to H. The method comprises the following steps: step a: setting n=0, determining a constant Tn and message extension characters W0 to 
W67 and W0' to W63', and setting the initial values of A to H and P and Q as A-1, B-1, C-1, D-1, E-1, F-1, G-1, H-1, P-1=D-1+W'0 and Q-1=H-
1+W0; step b: performing iterative computation according to iterative formulae to determine the nth iterative values of SS1, SS2, TT1, TT2, P, Q 
and the variable characters, wherein the iterative formulae are shown in the description; and step c: determining whether n is more than 63 
after 1 is added to n automatically, if so, outputting final iterative values of A to H, otherwise, performing the iterative computation again. 
According to the invention, the amount of serial addition computation of critical paths during iteration of variable characters can be reduced.
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TI - (A)
ACTIVITY MONITORING SYSTEM, MONITORING PROCESSOR OF THE SAME, AND PROGRAM

AB - (A)
PROBLEM TO BE SOLVED: To permit the activity of a person to be monitored during staying at home to be concentratedly monitored and its 
appropriateness to be confirmed at a center side. 

- SOLUTION: The activity monitoring system collects the numbers of steps per day of patients which are measured by activity sensors SS1 to 
SSm mounted on the patients by an activity processing server SV through a communication network NW. The activity processing server SV 
compares the numbers of steps per day of the patients with preset reference upper limit and reference lower limit values of the number of 
steps and decides whether or not the collected numbers of steps of the patients are within an appropriate range under the control of a 
collation processing block 332 and transmits a warning message to operation terminals of physicians in charge when the numbers are out of 
the appropriate range. The activity processing server SV prepares perusal screen data for the patients and medical workers in response to 
requests for perusal from the operation terminals TMn for the patients and the operation terminals TM1 for the medical workers and 
transmits the data to the operation terminals TMn and TM1 of requestors. 
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TI - METHOD AND APPARATUS FOR TRACING PACKETS

AB - A system and method for performing source path isolation in a network. The system 
comprises an intrusion detection system (IDS)​, a source path isolation server (SS1) 
and at least one router configured to operate as a source path isolation router (SR1) 
operating within an autonomous system. When IDS detects a malicious packet, 
a message is sent to SS1. SS1 in turn generates a query message (QM) containing at 
least a portion of the malicious packet. Then, QM is sent to participating routers 
located one hop away. SR1 uses the query message to determine if it has observed the 
malicious packet by comparing it with locally stored information about packets 
having passed through SR1. SR1 sends a reply to SS1, and SS1 uses the reply to identify 
the ingress point into the network of the malicious packet.
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AB - A system and method for performing source path isolation in a network. The system 
comprises an intrusion detection system (IDS)​, a source path isolation server (SS1) 
and at least one router configured to operate as a source path isolation router (SR1) 
operating within an autonomous system. When IDS detects a malicious packet, 
a message is sent to SS1. SS1 in turn generates a query message (QM) containing at 
least a portion of the malicious packet. Then, QM is sent to participating routers 
located one hop away. SR1 uses the query message to determine if it has observed the 
malicious packet by comparing it with locally stored information about packets 
having passed through SR1. SR1 sends a reply to SS1, and SS1 uses the reply to identify 
the ingress point into the network of the malicious packet.
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TI - Data delivery system

AB - A method and system for supplying client nodes (C1 to C4) with data streams with 
different content, whereby a plurality of client nodes (C1 to C4) are supplied with data 
streams of different content. Data sets with the different content are stored in two or 
more data server nodes (SS1 to SS4)​, which can be connected by means of a first 
communication network (KN2) with the plurality of client nodes (C1 to C4)​. These data 
server nodes ( SS1 to SS4) are also continuously monitored by a central server node 
(AS)​, which thereby receives status data on the utilization of capacity and the content 
of the data sets stored in the data server nodes (SS1 to SS4)​. To request a data stream 
with a specified content, a client node (C1) sends a request message to the central 
server node (AS)​. The central server node (AS) dynamically assigns to the requesting 
client node (C1)​, by means of an evaluation of the status data, one of the data server 
nodes ( SS1)​, in which a data set with the specified content is stored. The assigned data 
server node ( SS1) then sends the requested data stream to the requesting client node 
(C1) .
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TI - METHOD AND SYSTEM FOR IPV6 NEIGHBOR DISCOVERY METHOD FOR POINT-TO-POINT ORIENTED BROADBAND WIRELESS NETWORK

AB - A method and a system for supporting IPv6 neighbor discovery in a point-to-point oriented broadband wireless access network are provided 
to use an IPv6 neighbor discovery message without difficulty when an IPv6 network is configured by common network prefix information, 
thereby removing the necessity of modification of existing IPv6 neighbor discovery. A method for supporting IPv6 neighbor discovery in a 
point-to-point oriented broadband wireless access network comprises the followings steps of: enabling an access router(AR) of the 
broadband wireless access network to receive a message from a terminal existing within the broadband wireless access network(5)​; enabling 
the access router(AR) to detect whether the received message is a neighbor discovery message or not; and enabling the access router(AR) to 
relay the detected neighbor discovery message to terminals(SS1,SS2) existing within the broadband wireless access network(8)​.
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TI - (A)
METHOD OF AUTOMATICALLY INFORMING A STATE OF PROCESSING A VOICE INFORMATION TO AN OPERATOR

AB - (A)
PURPOSE: A method of automatically informing a state of processing a voice information to an operator is provided. CONSTITUTION: A 
method of automatically informing a state of processing a voice information to an operator includes the steps of: periodically searching a 
system state in a system operating part (SS1)​; retrieving an operator calling number from a hard disk by a data operating part when the 
system state is varied (SS2)​; outputting a prompt message of asking the operator to input a password (SS3)​; determining whether an inputted 
number by the operator is identical with the password (SS4)​; and translating a system state data into a voice signal in a port interface when 
the inputted number by the operator is identical with the password and outputting the voice signal to the operator (SS5)​. According to the 
method, since the operator can obtain the system state information by the voice at a remote area, the system is efficiently supervised.
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HOUSEHOLD EQUIPMENT MONITORING CONTROL SYSTEM

AB - (A)
PROBLEM TO BE SOLVED: To enable flexibly and rapidly responding to change in market needs or improvement in function of household 
equipment, and enable a user to examine his/her own house for abnormalities from an outside location. 

- SOLUTION: In this system, each of a plurality of sub-systems SS1-SS3 performs control and monitoring of household equipment, and these 
sub-systems SS1-SS3 constitute a home network using a general purpose communication protocol. Since the sub-systems SS1-SS3 can be 
linked through the home network, this system can flexibly and rapidly respond to a change in market needs or improvement in function of 
household equipment, compared with a conventional system in which all pieces of household equipment are connected to one master device. 
Further, the user can examine his/her own house for abnormalities from an outside location by periodically transmitting a message showing 
that no abnormality occurs to a preliminarily registered mail address of a cellular phone MP from a center device SV. 
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TI - POLLING SYSTEM

AB - PROBLEM TO BE SOLVED: To provide a polling system capable of providing an interesting service to a user in a polling system for polling an 
artist to be made to appear in a TV commercial message or the like. 

- SOLUTION: When a transmitting request of a polling page is made from a cellular phone to a server (SK1)​, polling page data showing the 
polling page are transmitted (SS1)​, and the polling page is displayed on a monitor. When a user selects an artist desired to appear on the CM 
from artists listed in the polling page (SK2)​, polling points necessary for polling are subtracted from valid points of the user to transfer the 
valid points to polling storage points in the server (SS2)​. One is added to the poll (36) of the polled artist to update the poll in a database 
(SS3)​. When an artist to appear on is decided, the points required for polling are returned to a user who does not poll for the artist 
determined to appear on. 
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TI - SECURITY MANAGEMENT DEVICES

AB - PURPOSE:To cope with an infringement of security that a wrong intruder from one system wrongfully accesses another system in open 
systems. CONSTITUTION:At least one or more security audit server (SO) is provided in open distributed network systems (SS1, SS2, SS3...) and 
this SO always extracts and analyzes security messages (M1, etc.) which are transmitted from work stations (WS11, etc.) connected to 
networks and are related to the infringement of security and collects and accumulates the results. In the case of the message which may have 
an influence upon systems, a security report related to this message is generated. All security reports are synthetically analyzed to diagnose 
the weak points of systems, and the proper change of the security policy is requested to actual systems.
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TI - (A)
METHOD AND APPARATUS FOR OPTIMIZATION OF TRANSMISSION POWER OF COMMUNICATION APPARATUS

AB - (A)
PURPOSE: To reduce the occurrence of undesirable interference by making a divided duplex frequency channel communication system 
transmit certain basic system information, timing information, etc., as a standard idling beacon message at every frame from a primary 
station and a paging message at every 16 frames to a secondary station during an idling period, but not transmit the standard idling 
beacon message during such a long idling period as the nighttime, etc., because the message can become a source of interference. 
CONSTITUTION: Primary stations PS-PS4 invite in-range secondary stations SS1-SS6 which participate in transmission in a low-duty cycle link 
mode in which paging messages and low-duty cycle link reconfirming messages are sent at relatively long intervals for transmission in 
accordance with a certain condition decided by the primary stations PS1-PS4. In the low-duty cycle link mode, the secondary stations are 
controlled to act at desired intervals. When the ambient environment increases, however, a system is inverted into a standard idling state.
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TI - KEY MANAGEMENT METHOD AND SYSTEM

AB - PROBLEM TO BE SOLVED: To limit decoding of a cryptogram within a predetermined range in the case that an executive organization executes 
decoding of the cryptogram. SOLUTION: System secret lets Ss1 , Ss2 , and user secret information Si1 , Si2 are registered to key management 
organization devices 3, 4, in the case of cypher communication, a caller user 1 prepares Kd=g<kab> D (modn) by using a master key Kab and 
data time information D, enciphers a key Ks for enciphering message by the Kd to prepare data LEAF, a receiver side user 2 prepares the Kd by 
the same method as that of the user 1 and the LEAF are decoded by the Kd to obtain the key Ks. In the case of deciding by an organization 5, 
the organizations 3, 4 use the Kab, D and random numbers R1 , R2 to prepare keys K1 , K2 and to provide to the organization 5, the 
organization 5 generates a key K*=K1 .K2 from the keys K1 , K2 to send the key to the organization 3, 4, where the preparation for eliminating 
R1 , R2 respectively from the K* is conducted and K1 ', K2 ', are sent to the organization 5, the organization 5 prepares the Kd from the K1 ', K2 
' to decode the LEAF with the Kd and to obtain the Ks.
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TI - ROAMING IN TELECOMMUNICATIONS SYSTEMS

AB - A telecommunications system, such as a wide area digital paging system, comprises a 
plurality of geographically separated primary stations (PS1, PS2, PS3)​, each defining a 
coverage area (CAR1, CAR2, CAR3)​, controlled by a system controller (10) to operate as 
a large area network. Subscriber units (SS1, SS2) are able to roam from coverage area 
to coverage area. In order for a roaming subscriber unit (SS1, SS2) to know which 
channel it should tune to, the primary stations (PS1, PS2, PS3) from time to time 
transmit a system wide announce channels message giving details of the channels 
available. The subscriber units have means for selecting one of the available channels.
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TI - DATA PROCESSING INPUT-OUTPUT SYSTEMS

AB - 1345188 Data processing systems PLESSEY TELECOMMUNICATIONS RESEARCH Ltd 23 
March 1972 [5 April 1971] 8804/71 Heading G4A Messages consisting of a serial bit 
stream of data and address fields of variable total length are supplied from peripheral 
devices PA-PN, PIA-PIN, PX, PY to a central processing unit via an I/O arrangement PAU 
which includes a pair of shift registers AREG, DREG driven in common by the bits of a 
received message and arranged so that at the end of the message the information in 
AREG is most significant bit (left) justified while that in DREG is least significant bit 
(right) justified to facilitate separation of the data and address fields. In the 
embodiment shown, peripheral devices PX, PY are connected to PAU directly by a 
primary switch rank PS requiring say 6 address bits whereas devices PA-PN, PIA-PIN 
are connected to PAU by PS and a secondary switch rank SS1, SSX requiring a further 4 
address bits say. The length of data word supplied depends on the type of peripheral 
device and may range from 1 bit to more than one word length for the CPU. Timing and 
status lines T, A, D control the transfer of messages, shift in AREG being inhibited after 
the last message bit so that the address is in the left-hand stages and shift in DREG 
being inhibited after a full word count of timing pulses so that the data is in the 
righthand stages. A control word CW in a CPU I/O program selects a particular I/O 
arrangement PAU and the contents of AREG and DREG are transferred to CPU registers. 
CW also contains a primary table base address PTB and a primary field size indicator 
PFS which is used to select the primary switch address field from the appropriate 
register to provide an offset down the table selected by PTB. This location in the table 
defines (i) the base address of a secondary switch table or (ii) a peripheral identity 
code PIC and data field size indicator DFS (for peripherals PX, PY)​. In case (i) a field 
size indicator obtained from the selected location in the primary table selects the 
appropriate secondary address bits from the register to define an offset down the 
selected secondary switch table where the appropriate PIC and DFS are to be found. 
DFS is used to gate the data field of the message from the second of the two CPU 
registers.
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EXCHANGE SYSTEMS

AB - 1294791 Automatic exchange systems SIEMENS AG 19 April 1971 [17 Dec 1970] 
24632/71 Heading H4K In a computer controlled exchange employing a plurality of 
equipment groups each of which includes a sectionalized switching network and an 
interface unit for communicating over a duplicated bus system with a pair of data 
processors, the latter contain a memory map' indicating the free/busy status of every 
equipment in the exchange, and the equipment groups each have sets of carrier 
frequency terminals connected thereto and contain a monitoring device which in the 
event of a fault on any carrier channel of a set causes, via the interface, all the 
members of this set to be marked busy in the map. As can be appreciated from the 
drawings the equipment groups AF1 . . . AFn are connectible via respective interfaces 
AS1 . . . ASn and duplicated data buses U1 to duplicated buffers SS1, SS2 from which 
data is read-out to either central control ZS1, ZS2 on demand by the latter. The controls 
incorporate respective programme stores PS1, PS2 and a plurality of stores ZJS which 
contain inter alia the memory maps. Data between a group and its interface is 
transmitted in parallel mode and a transmission may be initiated by either an 
individual equipment within a group or by the interface (on central controls orders)​. In 
a bus U1 data is sent in serial mode upon application from either end and 
each message contains a first word indicating message length, one or two words 
indicating the individual equipments' identity and up to four words in respect of 
information. Each equipment group contains a modulating/demodulating carrier 
terminal unit TE whose carrier frequency channels are terminated directly or indirectly 
via carrier frequency line circuits RS on the switching network. The channels are 
monitored for faults by device PA which has access to the interface and hence to 
central control over parallel data bus U11 in the same way as any other individual 
equipment of the group. The address of the monitoring device is sufficient to allow 
central control artificially busy the network terminals having access to the carrier 
channels. When the fault is cleared the monitoring device reapplies to central control 
for cancellation of the busy markings.
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AB - 720,863. Type-printing telegraphy. CREED & CO., Ltd. March 31, 1953, No. 8875/53. 
Class 40 (3)​. An arrangement for detecting a combination of elements, all of one kind, 
in a perforated tape passing through a transmitter comprises a relay operated by the 
occurrence of an element of another kind, a locking circuit for the relay, means for 
opening the locking circuit during the start ele. ment of a signal combination and 
means operative during the stop element following the signal combination for 
recognizing the condition of said relay. The arrangement is used to control the 
switching over from an automatic numbering transmitter to a message transmitter by 
the letter-shift (all-mark) combination, in a modification, by an allspace combination, 
which can be regarded as the feeding of blank tape. When a message is to be sent from 
the transmitter, Fig. 2, the operation of a key TOA energizes relay AA - which locks up 
over 3 contacts aa1, d1 and c1. Additionally, a relay BA - is operated and remains 
operated by 4 contacts 4, 5 held closed when key TOA is released by a pecker P2 
engaging the tape. The closure of contacts aa3, ba2, Fig. 1, energize clutch magnet CM1 
of the automatic transmitter. During the signal combinations other than letter-shift, 
relay HS/1 is operated and locks up over hs1 and contact SS1 which is closed except 
during the period of the start element. When the latter-shift combination occurs, relay 
HS/1 is not operated and the closure of contacts ss2 during the stop element energizes 
relay C/3 which at contact c3 opens the circuit of magnet CM1 and at contact c1 opens 
the circuit AA C of - which releases. When - releases, the 3 3 closure of contact c1 
operates the magnet CM2 of the message transmitter which sends signals from contact 
TC2 to the line L until the end of the tape allows contacts 4, 5 to open, breaking the 
circuit of relay BA/4 which at contacts ba3 opens the circuit of the clutch magnet CM2. 
If tape is inserted in the transmitter, Fig. 3, whilst that of Fig. 2 is in operation, relay 



AB/3 is operated and held, but BB/4 cannot operate until BA/4, Fig. 2, is released. 
When BB/4 operates, the message number transmitter operates via contacts ab3, bb2, 
and when relay C/3 is operated, the all-mark combination relay AB/3 is released and 
the message in the transmitter, Fig. 3, is sent when relay C/3 releases and contact c2 
closes. If the tape bearing the message numbers breaks or becomes exhausted, 
contacts TON, Fig. 1, open, relay D/3 releases, and by the closure of contact d3 a bell B 
is sounded. Also at contacts d1, d2, the circuits of magnets CM2, CM3 are opened. In a 
modification, Fig. 4, the switching over to a message transmitter is effected by blank 
tape, i.e. an allspacing combination. If a mark element occurs relay HS/1 is operated 
over constant SS1 closed except during the period at the beginning of the start element 
and locks up over contact hs1 and contacts SS3 which are open solely during the 
middle of the start element. If, however, the combination is all-spacing, relay HS/1 
does not operate and, as in the previous arrangement, relay C/3 is separated when 
contacts SS2 are closed during the period of the stop element and effects the switching-
in of a transmitter prepared by the insertion of a tape bearing the message to be 
transmitted. Specification 291,854, [Class 40 (iii)​]​, is referred to.
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AB - A method for operating a RF communication system in which a frequency band is used, 
for message transmission from a base station (BS) to a subscriber station (SS1,SS2) , in 
which a first signalling message (HEADER1) is sent in a first time period by using a first 
transmission procedure (MODUS 1) and in a second time period a second 
signalling message (HEADER 2) is sent by using a second RF transmission procedure 
(MODUS 2)​. The first and second signalling messages (HEADER1;2) contain information 
concerning the assignment of RF resources to the subscriber stations : An independent 
claim is included for a base station (BS) for communication with a subscriber station (SS1,
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NOKIA SIEMENS NETWORKS GMBH [DE]

TI - (A2 A3)
Intelligent network services

AB - (A2)
The network has a service control point (SCP) for controlling and performing 
intelligent services and service switching devi (SS1,SS2) which support predefined 
service elements in accordance with a predefined user protocol for switching service 
componen of intelligent services. The service control point responds to a service 
initialising message from a service switching device related to an incoming 
connection to a network subscriber by checking whether an intelligent service to be 
activated by the inco call for the user exceeds the capacity of the first service switch; if 
so the connection is routed to a switch with the required capacity. An Independent 
claim is also included for a method of routing an incoming communications 
connection in a telecommunications network.
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CIT ALCATEL [FR]

TI - (A2 A3)
Control-server for assisting in the charging of services

AB - (A2)
Method for payment for online goods and especially services, whereby a server 
request message is generated and a number of response messages received from a 
service provider servers (SS1-4) via a control server (CC1-2)​. The control server 
provides means for authentication of the service user (SU1-3) and determines whether 
a payment is due for a particular service. If a service is billable and a user is 
authenticated, then the control server makes a payment request to the service user. <??
>An Independent claim is made for a control server for controlling and supporting 
payments for services provided online, especially over the Internet.

TXT - payment for on-line services like, software, data, news
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ALCATEL LUCENT [FR]

TI - (A1 B1)
Device for the generation of integrity messages signalling nominal, degraded or inactive surveillance stations for satellite navigation systems

AB - (A1)
The device (DG) has a processing module (MT) generating integrity message with primary data representative of active i.e. nominal/degraded, 
terrestrial/spatial satellite surveillance stations (SS1-SS4)​. The module generates an integrity alert message with primary data representative 
of each station that is degraded/inactive so that a navigation receiver (R) determines integrity information relative to navigation messages 
transmitted by a satellite navigation system (SA1) to which it is tuned by considering the stations that are actually active and corresponding 
to integrity degradation rules.
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NORTEL NETWORKS LTD [CA]

TI - (A2 A3)
Services in a telecommunication network

- (B1)
Method and device for supplementary services in a telecommunication network

AB - (A2)
The present invention provides an enhanced protocol converter which may be 
configured as a network element (210)​, e.g. a digital switch (210)​, a node of the system 
or a digital private exchange. The network element is for use in a telecommunications 
network which supports at least one supplementary service (SS1, SS2, SS3) and which 
includes a node, a message associated with a supplementary service (SS2) being 
transmittable within the network including an information element in a first format 
which is incompatible with the node, and a message associated with a supplementary 
service (SS3) being transmittable within the network including an information element 
in a second format compatible with the node. The network element (210) examines the 
messages and determines if the format of an information element therein is 
compatible with the next node. If it is, the message is transmitted transparently. If not, 
the format is changed to the appropriate format for the next node and for the relevant 
supplementary service. <IMAGE>
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