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112 Documents

Publication numbers Title Current assignees
US20040123151 Al Authentication system and method based upon random AUTHERNATIVE
partial pattern recognition
W02009110363 Al Authentication method and input device SHARP
JP3986551 B1 Authenticating system, method, and program BRAINS
W0200369490 Al User verification method and user verification system PASSLOGY
WO0200610058 A2 Online data encryption and decryption ORACLE INTERNATIONAL
US20030120925 Al System and method for wireless two factor authentication QUALCOMM
W0200766542 Al Authentication system and authentication method HITACHI
JP2007141002 A Personal authentication method, personal authentication FUJITSU
program, and personal authentication device
W0200794369 Al Distributed authentication system and distributed NEC
authentication method
GB200614902 DO Method and apparatus for verifying a person's identity or GRIDLOCKTS
entittement using one-time transaction codes
JP2008015914 A Authentication method, authentication system, authentication SONY
device and authentication program
GB200030061 DO User authentication apparatus which uses biometrics and NEC
user authentication method for use with user authentication
apparatus
US20070234063 Al System, method and program for off-line user authentication CSE
CN101256628 A Biometric authentication method and biometric authentication FUJITSU
apparatus
JP2008225831 A Thin client system, server used for the same, client terminal, HITACHI INFORMATION &
security card, and data communication method CONTROL SOLUTIONS
JP2001325227 A User authentication system, user terminal and object device MITSUBISHI ELECTRIC
used therefor, user authentication method and recording SYSTEMWARE

medium having program for executing user authentication
processing recorded thereon

JP2007280039 A User authentication system and method DAI NIPPON PRINTING

W0200996234 Al Communication terminal, server device, authentication SHARP
method, and authentication system

W09636148 Al Positive identification system and method IMAGE DATA

W02006101169 Al Authentication system IHC

WO0200850765 Al Individual authentication system IHC

W0200690476 Al Wireless authentication method and wireless authentication FUJINOMAKI RYUJIN
system

WO0200766385 Al Personal authentication system, method of personal BRAINS, ...



©Questel - FAMPAT Page 2 2018/06/29
Publication numbers Title Current assignees

authentication and program for executing personal

authentication
US20070240230 Al User-browser interaction analysis authentication system IBM
JP09319875 A Signature authentication system CASIO COMPUTER
JP2000187647 A Method for certifying user of network system and method for FUJI ELECTRIC

setting use environment of network computer and access
method of server connected with network and network
computer and recording medium with program

W02004107193 Al Apparatus authentication system WILLCOM
WQ09852115 Al Generalized user identification and authentication system ORACLE INTERNATIONAL
JP2004240637 A Password authentication system TOUKEI COMP
W02003102795 Al Network multi-access method and electronic device having MITSUI BUSSAN
biological information authentication function for network
multi-access
W09636934 Al Tokenless identification system YOUR TECHNOLOGY, ...
W0200265287 Al Data processing method and its apparatus SONY
JP2009140412 A Communication apparatus, access control method, program, RICOH
and computer readable recording medium
W0200401562 A2 Systems and methods for storage of user information and for STEVENS LAWRENCE A, ...
verifying user identity
W0200586012 Al Electronic terminal device protection system GLOBAL FRIENDSHIP
US20060190731 A1 Secure device authentication SONY, ...
EP-862104 A2 Authentication system using network CASIO COMPUTER
JP2010165054 A Electronic apparatus, electronic system, authentication CASIO COMPUTER
control method, and program
W0200529216 A2 The method of safe certification service SOLMAZE
W09641447 Al System for detecting unauthorized account access E-COMM, ...
JP2003143124 A System, method and program for transmission and reception NEC
of telegraphic message
JP2001103233 A Information input-output device, information input-output RICOH
system, mobile communication terminal, and input-output
control unit
CN101631038 A Control of website usage via online storage of restricted SYMANTEC

authentication credentials

JP2008204118 A Personal identification information acquisition method and SHINANO KENSHI
personal identification information acquisition system

US20060190264 Al User verification with a multimodal web-based interface NUANCE
COMMUNICATIONS

GB201009714 DO Camera applications in a handheld device INTEL
US20020108121 Al
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WO02008153096 Al

CA2962648 Al

BR0010899 Al
JP2007140743 A

WQ0200375217 Al

W09960485 Al

US20020016913 Al

W0200144940 Al

W0200662066 Al

US20050008148 Al
BR0010862 Al
JP2005149326 A

CN1862487 A

JP2006287843 A
W0200576201 A1

FR2893733 Al

WG02004100007 Al

W0200301837 Al

Service platform suite management system

Financial trading system

Transactional services

Method and system for providing a copy of a printed page

Connection setting system for terminal equipment, customer
authentication device, customer database, connection setting
method for terminal equipment, customer authentication
method, customer authentication program and connection
setting program for terminal equipment

Authentication system, authentication method, authentication
medium manufacturing device, and authentication terminal
device

Authentication card system with a remote certification
authority

Entity authentication in electronic communications by
providing verification status of device

Dual network system and method for online authentication or
authorization

Authentication system, authentication method, and
authentication information generation program

Mouse performance identification
Method and system for online payments
Authentication system and authentication method

Screen protection method and apparatus based on human
face identification

Authentication processing method and device

Personal authentication method, personal authentication
system, and optical information recording medium

Method for authenticating sequential data and equipment
therefor

Inter-apparatus authentication system andinter-apparatus
authentication method, communication device, and computer
program

AUTHENTICATION APPARATUS AND METHOD FOR
AUTHENTICATING CELLULAR TELEPHONE ACCESSING
INFORMATION RECORDING APPARATUS&comma;
NETWORK SYSTEM&comma; AND COMPUTER
PROGRAM

OPENTV

UNIVERSAL
ENTERTAINMENT

MASTERCARD MOBILE
TRANSACTIONS
SOLUTIONS

LIVESCRIBE

NIPPON TELEGRAPH &
TELEPHONE

SONY

YASUKURA YUKATA

FUNDSXPRESS FINANCIAL
NETWORK, ...

AUTHENTIFY

NEC

JACOBSON DOV
SILVERBROOK RESEARCH
CANON

VIMICRO

FUJITSU
TDK

GROUPE ECOLES
TELECOMM

SONY

SUMITOMO HEAVY
INDUSTRIES
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W02004100457 Al Inter-device authentication system, inter-device SONY
authentication method, communication device, and computer

program

GB200204620 DO Authentication arrangement and method for use with MASTERCARD
financial transactions INTERNATIONAL

KR20040100020 A Method and device for issuing record medium for EF TECHNOLOGY

authentication, and method and device for authentication
utilizing the record medium

EP-990968 Al Methods and systems for providing data and telephony SIEMENS INFORMATION &
security COMMUNICATIONS
NETWORKS
JP2001243196 A Personal authentification system using mobile telephone and FUJITSU
ic card
W0200538661 Al Terminal authentication apparatus and method PANASONIC
CN1913430 A System and method for securely providing location FUJITSU
information
GB9721224 DO User authentication system for authenticating an authorized SAMSUNG ELECTRONICS
user of an ic card
W02003100682 Al Information processing system SONY
JP2005031730 A Authentication method SONY
US20060013402 Al Method of delivering direct proof private keys to devices INTEL
using an on-line service
JP2002318785 A Device and method for authentication OSAKA GAS
WO09627155 A2 Systems and methods for secure transaction management INTERTRUST
and electronic rights protection TECHNOLOGIES
JP2001357013 A Method for providing contents for many specified persons, SONY

processor and system for reading contents for many
specified persons

US20060101525 Al User management method, and computer program having YAMAHA
user authorization management function

US20040073797 Al Localized network authentication and security using tamper- KOOLSPAN
resistant keys

JP2008259080 A Electronic signature supporting apparatus and electronic LEGAL
signature supporting method

US20020111914 Al Method for specifying product delivery destinations HITACHI

CN1828480 A Output system, device management apparatus and program, SEIKO EPSON
and output method

GB201000953 DO Removable security modules and related methods FISHER ROSEMOUNT

SYSTEMS
JP2000357122 A Web page renewing notifying method, recording medium, NEC

and web page renewing notification system



©Questel - FAMPAT Page 5 2018/06/29
Publication numbers Title Current assignees

WQ0200317157 Al
US20040167806 Al
W0200921070 Al

JP2009288993 A

AU200071843 A

JP2008123461 A

WG0200859610 Al

US20060023921 Al

WO0200723939 Al

W02010128202 Al

JP2007328381 A

JP2003122722 A

US20040239648 Al

W0200801823 Al

WG0200372903 A2

WQ02007148407 Al

WQO9707448 A2
BR200504855 Al

GB200414415 DO
JP2006196933 A

Identification information issuing system
System and method for viewing virtual slides

System and method for authentication, data transfer, and
protection against phishing

Financial transaction system and financial transaction
method, and biological information registration system,
biological information registration method, biological
information transmission device and program

System and method of associating devices to secure
commercial transactions performed over the internet

Identity verification device, identity verification system and
identity verification method

Information processing system, information processing
device and information processing method

Authentication apparatus, verification method and verification
apparatus

Signal source device

Method and apparatus of providing personalized virtual
environment

Authentication system and method in internet banking

Generation/storage system of complex infinite one-time
password by using file synchronization, and authentication
system thereof

An in-curcuit security system and methods for controlling
access to and use of sensitive data

Computer data management method, program, and
recording medium

A persistent and reliable session securely traversing network
components using an encapsulating protocol

Communication program, communication server, mobile
communication terminal, and communication method

Conditional access method and device

System and method for distribution of provisioning packets

Improvements relating to secure telecommunications

Remote control system for controlling house electric
appliance/information equipment by using mobile phone as
remote control reception terminal and utilizing trcs apparatus
(communication control apparatus) installed on local side

CODE COM
LEICA BIOSYSTEMS
MORGAMON

OKI ELECTRIC INDUSTRY

IBM

BANK OF TOKYO
MITSUBISHI

SONY INTERACTIVE
ENTERTAINMENT

SANYO ELECTRIC

PANASONIC
INTELLECTUAL PROPERTY
MANAGEMENT

NOKIA, ...

IDS

WARES HOUSER

APPLE

SCIENCE PARK

CITRIX SYSTEMS

FUJITSU

CORNEL SIRBU

MICROSOFT TECHNOLOGY
LICENSING

AMTEUS SECURE COMM
OKAZAKI KENGO
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and remote operation controller

US20070073696 Al Online data verification of listing data GOOGLE
WO0200883391 A2 Multi-services application gateway KIP PROD P1
W0200165386 Al Individual certification method using bar code EIGHTING
CN101930536 A Biological information generation device, biological HITACHI OMRON
authentication device, biological information generation TERMINAL SOLUTIONS

method and biological authentication method

W0200276013 Al Data access management system and management method SONY
using access control ticket

US20080320561 Al Method and system for determining a host machine by a RED HAT
virtual machine
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An interactive client-server authentication system and method are based on Random Partial Pattern Recognition algorithm
(RPPR).In RPPR, an ordered set of data fields is stored for a client (1010) to be authenticated in secure memory.An
authentication server (1030) presents a clue to the client via a communication medium (1020), such positions in the
ordered set of a random subset of data fields from the ordered set.The client enters input data in multiple fields according
to the clue, and the server accepts the input data from the client via a data communication medium.The input data
corresponds to the field contents for the data fields at the identified positions of the random subset of data fields.The server
then determines whether the input data matches the field contents of corresponding data fields in a random subset.
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Abstract

(EP2251811)

The invention relates to an authentication method and an input device in which a password which a user has inputted in

person can be easily reproduced, and it is unlikely for a password leak to occur even when peeped at.An authentication

password includes position identification information disposed in an arbitrary position in an input section of an input

device.Position identification information corresponding to a first indicated position of an input trajectory inputted from the

input section is acquired.Based on the input trajectory, trajectory information representing repetitions of the trajectory from

the first indicated position and movement information representing a movement direction with respect to the first indicated

position are calculated.The acquired position identification information, and the calculated trajectory information and

movement information are compared with preset setting information, and whether they correspond to the setting

information is determined, thereby the authentication is carried out.
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An authenticating system and method having a high resistance against analysis/extraction of a registered password (pass

element).Pass element blocks (BP1-BP5) each composed of a combination of a single pass element selected from pre-

registered pass elements and bait elements and bait element blocks (from BD2-1 to BD5-BP255) the number of which is

equal to the number of the pass element blocks are prepared.Association is given between a pass element and a pass

element block and between a bait element and a bait element block, and a tree structure the first block is the pass element

block (BP1) shown in Fig. 9 is made.The first pass element block (BP1) shown in the tree structure is used as the first

selection screen, and authentication procedure is started.When only the pass elements are selected from the pass element

blocks (BP2-BP5) shown the subsequent selection screens, authentication is given.When a bait element is selected from

the selection screen, the bait element blocks are displayed on the subsequent screens, and authentication eventually fails.
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Abstract

(EP2557508)

A method of registering a password derivation pattern for deriving a password to be used in user verification, the method
comprising: upon control of a server, generating a presentation pattern in which a predetermined character is assigned to
each element in a predetermined pattern; presenting the generated presentation pattern to a user in order to cause the
user to input a character assigned to a specific element in the generated presentation pattern; repeating the generating and
the presenting until the password derivation pattern is specified based on the inputted character, and registering the
specified password derivation pattern.
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Abstract

(EP2442212)

Systems and methods for providing encryption and decryption of data transmitted on a computer implemented network,

preferably user authentication identifier data, such as a password, at the point of entry into the user's computer.The

systems and methods enable an end user to mentally select a marker from one of the randomly arranged elements on a

first portion of a graphical image.A second portion of the graphical image includes an arrangement of possible elements of

any individual authentication identifier sequence, and is positioned adjacent to the first portion.The systems and methods

prompt a user to enter each element of the identifier by moving the selected marker and the first portion as necessary to

substantially align the selected marker with a chosen element of the authentication identifier appearing on the outer portion;

According to one embodiment, the image portions are concentric wheels.According to another embodiment, the image

portions are arranged in adjacent rows.
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Abstract

(EP1481535)

A hand-held token can be operated to generate an acoustic or other wireless signal representing a digital signature

produced from the private key of a public key pair (44), with the public key being confidential in that it is known only to

authorized entities, such as bank computers.The signal from the token can be received by, e.g., a receiver at a bank ATM

(46) that also requires a PIN for account access.The user enters the PIN into the ATM (48), and the ATM (52) encrypts the

signal from the token with the PIN and sends it on to the bank computer (54) over a link that need not be secure, since

even if the PIN is guessed there is no way to verify that it is the correct PIN without also knowing the confidential public key

held by the bank computer.
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Abstract
(EP1898333)

The security of an authentication system using a one-time password is increased, a shift from an authentication system
using a fixed password is simplified, and a range of use is increased.An authentication system wherein a one-time
password is synchronized with time, or an authentication system wherein a one-time password is synchronized with the
number of online service authentication requests, is provided.When a one-time password client 9 downloads a one-time
password for online service authentication from a one-time password server 2, current time information or a current value
of the number of online service authentication requests is made to coincide between the client and server, and an online
service authentication request is authenticated as long as the downloaded one-time password for online service
authentication is valid.The one-time password may also be synchronized with service usage details contained in the online
service authentication request.
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Personal authentication method, personal authentication program, and personal authentication device
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Abstract

(JP4765575)
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PROBLEM TO BE SOLVED: To provide a personal authentication method for eliminating the risk of leakage of

authentication information by peeping input of the information, brute force attack, and spoofing.

SOLUTION: The personal authentication method comprises: a step for defining a visual line movement as a dynamic visual

line pattern including the movement speed index and the movement position time-sequential data, and storing, keeping,

and registering it as a reference dynamic visual line pattern, in association with a user; a step for acquiring the dynamic

visual line pattern of the user to be authenticated as an authentication target dynamic visual line pattern; and a step for

collating the authentication target dynamic visual line pattern with the reference dynamic visual line pattern so as to

evaluate a pattern matching degree.
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Abstract
(EP1988485)

[Subject] In a distributed authentication system, it a terminal including a plurality of communication devices changes a

communication device to another communication device during using a service, the service under use can be used in

succession, and the number of times for execution by the user can reduced. [Solving Means] An authentication-information

management unit (5) registers authentication information of the user authenticated by each authentication unit (4), and

allows sharing of said authentication information.A session-information management device (24) of a service providing unit

(2) manages session information including a session identifier of a session established between the same and the terminal

unit (3).More specifically, the service providing unit 2 performs individualized management of sessions established between

the same and the terminal unit (3).The session-information management device (24) achieves a continuous provision of the

service by authorization of provision of the service to the terminal unit (3) based on the individualized management of said

session information.
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A method for verifying a person's identity is of the general type which comprises storing a personal pattern of a pre-

determined number of locations on a grid in association with personal identification data, and subsequently using the
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pattern in a verification process.According to the invention, the subsequent verification process comprises the steps of : (a)
presenting to the person a challenge grid of locations occupied by a pseudo-random set of symbols, and challenging the
person to identify a response set of symbols occupying locations in the challenge grid corresponding to the stored personal
pattern; (b) receiving from the person the response set; (c) generating from the challenge grid and the stored pattern a
verification set of symbols occupying locations in the challenge grid corresponding to the stored personal pattern; (d)
comparing the response set of symbols with the verification set of symbols; and (e) verifying the identity of the person if the
response set is the same as the verification set.
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Abstract

(JP2008015914)

PROBLEM TO BE SOLVED: To provide an authentication method convenient for an authentication object while
maintaining the security of authentication processing.

SOLUTION: In the authentication method for authenticating a member of a group by use of registration information
registering a plurality of pieces of display information 701 to be displayed to a user and sharing information commonly
associable by each member of the group according to the display information 701, a predetermined number of pieces of
registration information are selected from a plurality of pieces of registered registration information, display information 701
contained in the selected registration information is displayed on an authentication screen 700, it is determined whether
user input information inputted through a predetermined input means by the user by association from the displayed display
information is identical with the sharing information contained in the selected registration information or not, and when the
identity is determined, the user is determined to be a member of the group.
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Abstract

(US6980669)

A user authentication apparatus is disclosed by which, even where biometrics input data of some user such as a fingerprint

are low in quality and are not suitable for verification, the security of the entire system can be augmented without giving rise

to increase of the cost by introduction of significant additional hardware.When a fingerprint verifying characteristic

extraction section discriminates that the quality of an image of a fingerprint is insufficient or when authentication based on

an inputted fingerprint by a user verification result determination section results in failure, a request to input a fingerprint is

issued from a fingerprint inputting request section to the user.When necessary fingerprint inputting is performed from a

fingerprint inputting section, substitute authentication by a substitute authentication section is permitted.A result of the

substitute authentication by the substitute authentication section is displayed on a service permission or rejection display

section.The image inputted from a fingerprint inputting section or the fingerprint inputting section is stored into a substitute

authentication means user information storage section.
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Disclosed is an off-line user authentication system, which is designed to present a presentation pattern to a user subject to

authentication, and apply a one-time-password derivation rule serving as a password to certain pattern elements included

in the presentation pattern at specific positions so as to create a one-time password.An off-line authentication client pre-

stores a plurality of pattern element sequences each adapted to form a presentation pattern, and a plurality of verification

codes created by applying a one-time-password derivation rule to the respective presentation patterns and subjecting the

obtained results to a one-way function algorithm.A presentation pattern is created using one selected from the stored

pattern element sequences, and presented to a user.A one-time password entered from the user is verified based on a

corresponding verification code to perform user authentication.The present invention provides an off-line matrix

authentication scheme with enhanced security.
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Abstract
(EP2339498)

According to the present invention, a method of biometric authentication comprises, storing information corresponding to a

plurality of users in association with first reference biometric data and second reference biometric data, the users being

divided into first and second groups, the quality of the first reference biometric data of each of the users in the first group

being not less than a predetermined level, the quality of the first reference biometric data of each of the users in the second

group being less than the predetermined level, obtaining first biometric data of a user by inputting first biometric information

of the user, providing first authentication, obtaining second biometric data of a user by inputting second biometric

information of the user when the first authentication indicates presumed matching of the first biometric data with the first

biometric reference data of one of the users in the second group and providing second authentication.The present

invention achieving high-speed and high-compatibility rate biometric authentication, even if the user is incompatible with the
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Abstract

(JP4904180)

PROBLEM TO BE SOLVED: To reduce authentication information to be used for card authentication stored in an IC chip
equipped with tamper resistance; to reduce the costs of a security card; and to safely communicate user data stored in a
server by making it difficult for a third person to impersonate a user even when the authentication information stored in the
security card or the server is read.

SOLUTION: A server includes: a card authentication information compounding means for compounding a card side
authentication information tally with a server side card authentication information tally; a server side authentication
information generation means for collating the compounded card authentication information with preliminarily stored card
authentication information; and a server side biological information tally transmission means for transmitting the server side
biological information tally on the basis of the collation result.A security card includes: a biological authentication
information compounding means for compounding the card authentication information with the card side biological
authentication information tally; a card side authentication information generation means for generating the card side
authentication information by collating the compounded biological authentication information with preliminarily stored
biological authentication information; and a card side authentication information transmission means for transmitting the
generated card side authentication information generated on the basis of the collation result.
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Title

(JP2001325227)

User authentication system, user terminal and object device used therefor, user authentication method and recording
medium having program for executing user authentication processing recorded thereon
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JP2001325227 A 2001-11-22 JP2001325227 N & o g8
JP3563012 B2 2004-09-08 JP3563012 KN & o B
Abstract
(JP3563012)

PROBLEM TO BE SOLVED: To provide a user authentication system and a user authentication method for strengthening
security by preventing user authentication from being performed just by the information even when traffic on a network is
monitored and the information is stolen.SOLUTION: This user terminal 1 and a server 2 respectively hold the same
prescribed logic for generating key information in logic storage means 1c and 2c, the user terminal 1 and the server 2

separately prepare new key information by the logic based on the key information used in the authentication of a previous

time and a use permission is recognized for a user in the case that the separately prepared new key information
matches.Thus, even when a third person monitors the traffic on the network and steals the information, unauthorized

access can not be performed just by the information and the security is strengthened.

Inventors
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User authentication system and method
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Abstract
(JP4882463)

PROBLEM TO BE SOLVED: To provide a user authentication system capable of preventing the acquisition of passwords
by phishing, and enabling a password to be set for every application that a user uses.
SOLUTION: A server 2 stores image information 261 for each user, and reference image information, i.e., some image in
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the image information 261, and a reference password in association with information specifying an application.Prior to user
authentication using the password, a client 1 is made to display the image information 261.The server 2 causes the user to
designate a part of the image information 261 displayed in the client 1, acquires the image designated by the user as
authentication image information, and collates the reference image information of the application used by the user with the
authentication image information.Then the server 2 performs user authentication using the reference password of the
application used by the user, only if the collation of the authentication image information is successful.

COPYRIGHT: (C)2008,JPO&INPIT
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(W0O200996234)

Communication terminal, server device, authentication method, and authentication system
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120A COMMUNICATION TERMINAL
120B COMMUNICATION TERMINAL
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110 INTRA-COMPANY MANAGEMENT SERVER
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Publication data including kind & date
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JP2009181150 A 2009-08-13 JP2009181150 E E-'? i I:sbl
Abstract

(W0200996234)

An authentication system (100) capable of performing personal authentication control with less burden on the user to
securely obtain information managed in a server by using communication terminals such as portable telephones provided
with a communication function and a telephone conversation function.The authentication system (100) includes a
telephone line network management server (122) for connecting or disconnecting the line between a certain device and
another device connected to a public line network in response to a request of the certain device connected thereto, an
intra-company management server (110) for performing personal authentication to the user on the public line network and
providing service for returning the results of the authentication in accordance with the results of the authentication
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processing and the data corresponding to the request, and the communication terminals (120A, 120B, 120C) for

establishing and managing a session for receiving the service of the intra-company management server (110).

Inventors
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Abstract
(EP-824815)

The system comprises a point of identity verification terminal having a means for inputting data (4, 4', 4") presented by a

particular individual, at least one database storage and retrieval site having stored therein a plurality of digital image data

unique to persons to be identified, and a means for exchanging data between the point of verification terminal and the

database site.The database site comprises a means for validating that a point of verification terminal seeking to exchange

data with the site is authorized to do so.The system then transmits the image data to the point of verification terminal where

it is displayed on a display means (16).The system incorporates a means for verifying (5) that an identifier present at the

point of verification has adequately verified that the digital image displayed on the display means matches physical

information provided by the person to be identified at the point of verification terminal.
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[PROBLEMS] To provide an authentication system improving authentication accuracy of existence of a registered person

and easily find an unauthorized act to improve the security in a system by performing authentication using coincidence/non-

coincidence of biometrics information and temporal/spatial authentication when performing individual authentication via a

network by using electronic information which is easily tampered, easily leaks out, and is easily stolen. [MEANS FOR

SOLVING PROBLEMS] An authentication server (1) includes a database for managing individual information on a

registered person to be authenticated.Moreover, the authentication server (1) is connected to a plurality of management

servers (2) via a communication network and correlates the individual information transmitted from an individual information

input device (3) via the management server (2) with the individual information in the database, thereby authenticating the

existence of the registered person.
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Abstract

(W0200850765)

When performing individual authentication via a network by using electronic information which can easily be tampered,
leak, or be stolen, it is possible to provide an authentication system increasing an authentication accuracy and the
improving the in-system safety by performing match/not-match authentication using biometrics and temporally/spatially
continuous authentication across the registered person existence history and the information providing terminal.The
authentication server includes a database for managing individual information on a registered person to be an
authentication object.The authentication server is connected to a plurality of managing terminals via a communication line
network.The individual information and the spatial information transmitted from the individual information input via the
managing terminal are correlated with the individual information and the spatial information in the database, thereby
performing authentication of existence of the registered person.
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Abstract
(W0O200690476)

A first communication device authenticates an approaching second communication device by an identifier and request an
authentication station to authenticate the first communication device and the second communication device.If the
authentication station authenticates that the both devices are authorized, the authentication station returns a release
permission signal to the first communication device.After this, the first communication device acquires a piece of fingerprint
information divided and stored in advance from the second communication device and request the authentication station to
authentication the fingerprint information together with a piece stored in the first communication device.If the authentication
station authenticates that the fingerprint information received is correct by searching its DB, it transmits an identification
signal to the first communication device and a device to be controlled.After this, the device to be controlled performs a
predetermined control according to a command from the first communication device.
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(W0200766385)

A personal authentication system is provided to effectively prevent a third party from inferring a password element from
representation of an element selection group into which a password element and a scramble element are
mixed.Preparations and memorization are made in advance for a plurality of mixed element groups into which deeply
familiar passwords to users and a plurality of scramble elements are mixed.Element selection groups shuffled at random
with elements of the mixed element groups at authentication are represented.Users select the most familiar element from
each represented selection group.Authentication or rejection is judged from comparison of the selected element with the
password element.
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Abstract

(W02007115864)

Systems, methods and media for authenticating a user based on user-browser interaction are disclosed.Embodiments of a
method may include, during an e-commerce session with a user, receiving a request for an action from the user and
determining whether the requested action requires additional authentication.Embodiments may also include requesting
analysis of user-browser interaction for the session, receiving a pattern matching score for the session, and performing an
action based on the pattern matching score and the requested action.The pattern matching score may provide an indication
of a comparison between the user's interaction with a browser during the session and a user-browser interaction profile for
the user.The performed action may include completing an e-commerce transaction, accessing or modifying information,
changing a password, requesting additional information, denying the requested action, or other action.Further
embodiments may provide for authenticating the user with a first-level authentication.

Inventors

O'CONNELL BRIAN MARSHALL

WALKER KEITH RAYMOND

Latest standardized assignees - inventors removed

IBM

Family 25/112 - FAMPAT - ©Questel
Title

(JP09319875)

Signature authentication system
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Abstract
(JP09319875)

PROBLEM TO BE SOLVED: To safely and accurately identify a user, without leaking the warrantable signature to others in
the signature authentication system which is used to confirm the validity of the user at the time of use of a credit card or the
like.SOLUTION: The signature of the card user is inputted by a pen input device 222 of a card authentication terminal 12,
the inputted signature is transmitted to a central processing unit 11 through a communication network 14.In the central
processing unit 11, it is collated with the signature of the card owner, which has been read in advanced by a signature
reader 212 and is stored in a signature memory 213 at the time of card registration, on a display device 214, and the
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signature authentication result based on the collation processing is returned to the card authentication terminal 12.Thus,
the signature of the owner himself is not forged, even if he card itself is stolen, and he is safely and accurately identified.
Inventors
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Method for certifying user of network system and method for setting use environment of network computer and access
method of server connected with network and network computer and recording medium with program
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JP2000187647 A 2000-07-04 JP2000187647
Abstract

(JP2000187647)

PROBLEM TO BE SOLVED: To improve the security of a network system.SOLUTION: In this method for certifying the user
of a network system, a certification card 15 is inserted into a network computer client 11, and a password A is inputted so

el
R
=
£

that the user can be certified.Then, the user inputs a different password B, and the inputted password B and the user name
read from the certification card 15 are transmitted to a server 13 designated by the server name recorded in the certification
card 15.The server 13 obtains a password corresponding to the user name from a data base 14, and judges whether or not
the obtained password is made coincident with the password B inputted by the user, and applies the permission of log-in.
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Apparatus authentication system
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Abstract
(W02004107193)

An apparatus authentication system comprises a terminal, a data communication device connected to the terminal, and a

service provider.The terminal encrypts stored apparatus information, generates authentication information, and sends user

information on the data communication device and the encrypted apparatus information.The service provider decrypts the

encrypted apparatus information by means of an apparatus authentication server, uses the decrypted apparatus

information to check if the terminal is one that matches a service content provided by the service provider and, according to

this authentication result, controls whether or not user information is to be sent to a user authentication server.
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The invention features a method for providing a user access to a secure application.The invention stores in an encrypted

form the authentication information necessary to satisfy the authentication requirements of the secure application.When the

user requests access to the secure application, the user is presented at his or her display with a request for
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authentication.The user must manipulate at least a portion of the symbol to respond properly to the authentication
request.The user's manipulation(s) of the symbol(s) generate a CodeKey used to decrypt the encrypted stored
authentication information into a result.After the result is created, it is provided to the secure application.If the result
support's the secure application’'s authentication requirements (i.e., if the CodeKey has properly decrypted the encrypted
stored authentication information), the user will be granted access to the secure application.The invention therefore
provides a simple, secure and effective method for a user to gain access to a multitude of secure applications without
having to recall a series of complicated passwords.
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Abstract

(JP2004240637)

PROBLEM TO BE SOLVED: To easily and speedily issue a password of high security and to reliably authenticate an
individual without investing on new facilities and operations.

SOLUTION: An authentication system is provided with: a portable telephone set 1 which is connected to the Internet 10,
inputs user ID and inquires a one time password for log-in of an authentication server 5; an authentication server 5 for
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collating whether the portable telephone number and user ID are registered in an authentication database 6 and
transmitting the one time password to a portable screen 14 only when they match; and a terminal such as a personal
computer 2 and PDA 3 for starting an authentication system log-in screen via the Internet 10 and inputting user ID and the
one time password for log-in which is obtained by using the user ID and the portable telephone set 1.

COPYRIGHT: (C)2004,JPO&NCIPI
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Abstract

(W0O2003102795)

A network multi-access system (1) includes a multi-access token (10) having a memory (11) containing personal
information, ID number for accessing service sites, password, or the like and a biological information recognition sensor
(12), and a control server (50) which can communicate with a PC (20) where the token (10) is mounted.When the token
(10) is mounted on the PC (20), it is automatically recognized.After performing authentication according to biological
information such as a fingerprint, data is received from the control server (50) and a personal menu for multi-access
appears on the PC screen.By selecting a menu, multi-access is automatically established and a desired service site (40)
can be read.Thus, it is possible to realize multi-access to various service sites with a high security and simple operation.
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Abstract

(EP-912959)

A tokenless identification system and method are principally based on a correlative comparison of a unique biometrics

sample, such as a finger print or voice recording, gathered directly from the person of an unknown user, with an

authenticated biometrics sample of the same type obtained and stored previously (1).It can be networked to act as a full or

partial intermediary between other independent computer systems (3), or maybe the sole computer systems carrying out all

necessary executions.
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Abstract

(EP1361511)

In accordance with a plurality of processing requests, a SAM chip generates IC card entity data including job execution

order data showing an order of execution of a plurality of jobs forming processing in accordance with a processing request

and status data showing a state of progress of execution of said plurality of jobs for each of said processing

requests.Further, the SAM chip selects one entity data from said plurality of entity data, selects and executes the job to be

executed next based on the status data and processing order data of said selected entity data, and updates the status data

in accordance with execution of said job. <IMAGE>
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Abstract
(JP2009140412)

PROBLEM TO BE SOLVED: To provide a communication apparatus which can enhance secrecy without degrading its
operability.

SOLUTION: A user can previously set a reception condition such as the kind of a communication line and a reception time
period, and a user having access right with respect to document data which is received based on the reception
condition.When access is performed to the document data which is received based on the reception condition set on a
reception document access right setup screen, the user is determined based on the login name and a password which are
input on an authentication screen.The user is compared with a user accessible to the reception document data, so as to
determine whether coincidence is obtained or not.When the coincidence is obtained, access can be performed to the user.
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Systems and methods for storage of user information and for verifying user identity
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Abstract

(EP1502169)

2018/06/29

Systems and methods are provided for maintaining user profile information and allowing for biometric verification of the
user's identity. The user stores or links to personal, financial, etc. information in a web page.The user can limit the types of
information that is available to others.The information can be downloaded to a portable device.The information can be used
for financial transactions, where the financial information is transmitted to a web site, an ATM, credit card machine, etc. for
financial approval.The information can also be used to find other users with similar interest.The user stores selected
characteristics that they would like to find in other users, which are compared with other user's profiles.Matching users are
aided in locating one another, where they may then prove their identity to each other by biometrically verifying that they are
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the owner of the user profile.
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There is provided an electronic terminal device protection system as follows.When participating in a service, an

authentication ID and a hardware address of the terminal device used for the service are registered in a communication

center.The communication center makes the terminal device download the e-tally of the authentication ID and e-tally

information of the hardware address accompanying the application software.When using the service, the e-tally of the

hardware address and the tally of the authentication ID which have been acquired according to the e-tally information by

the terminal device are sent to the communication center.The communication center correlates the authentication ID
received with the authentication ID stored and correlates the tally of the hardware address with the tally of the hardware
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address stored, thereby authenticating the terminal device to be connected.
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Abstract

(EP1851898)

A method for authenticating a client device into a network consistent with certain embodiments involves at a server device,

generating a multi-digit random secret number; displaying the random secret number on a server display coupled to the

server device; positioning the client device in close enough physical proximity to the server device to permit observation of

the displayed random secret number; at the client device, sequentially entering each digit of the random secret number by

actuation of a switch coupled to the client device a number of times equivalent to each digit of the random secret number;

and upon correct entry of the random secret number at the client device, completing an authentication and key exchange

process using the random secret number in an encryption and decryption process carried out at the server device and the

client device.This abstract is not to be considered limiting, since other embodiments may deviate from the features

described in this abstract.
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(EP-862104)

A communication terminal (1) stores an assigned telephone number and a number unique to the terminal.When on-line
registration is to be conducted with respect to a server (2), a registration screen is automatically created.On the registration
screen, predetermined information is already described as entry matters required for registration by using the above
described numbers.By inputting a password to this screen, the user can complete on-line registration simply.When the
server (2) provides service, the server requests the user to input the user name and the password.As for the
communication terminal (1), the server has beforehand the telephone number, information unique to the terminal, and the
like in the database.In response to a communication request from the communication terminal (1), the server (2) conducts
authentication by using the telephone number as the user name and the terminal number as the password. <IMAGE>
Inventors

MORIYA KOJI

MORIKAWA SHIGENORI

Latest standardized assignees - inventors removed

CASIO COMPUTER

Family 38/112 - FAMPAT - ©Questel

Title

(JP2010165054)

Electronic apparatus, electronic system, authentication control method, and program
Images



©Questel - FAMPAT Page 63 2018/06/29

[ZE 1
10
¥ 32
27 §
HE %407 ki "3
3 iL: {
GF T g g
=L R S
S REAE =t N o4
15 | e
| e
r,J-M
*[:; eyaRm | |
- 1
o2 o7
i/ N !
CPu o T AAAEY
A
F I
% | 28
|
B | Ly 7oA
Publication data including kind & date
JP2010165054 A 2010-07-29 JP2010165054 E {f? il @
Abstract
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PROBLEM TO BE SOLVED: To reliably notify a regular user that unauthorized access has been made.
SOLUTION: There are provided a program memory 28 storing a password in advance; an operation unit 29 for inputting a
password; and a CPU 26 which determines matching between a password input from the operation unit 29 with a password
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stored in the program memory 28, updates and records a frequency of a case where the password input from the operation
unit 29 is determined to discord with a password stored in a storage means in the program memory 28, and if the password
input from the operation unit 29 matches a correct password stored in the program memory 28, causes frequency
information on unauthorized input recorded in the program memory 28 to be displayed on a display unit 31.
COPYRIGHT: (C)2010,JPO&INPIT
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Abstract

(EP1678626)

The present invention relates to safe authentication.According to the present invention, a security access service method

includes an authentication step by the input of text, an access location tracking step, an authentication step by the input of

coordinates, and an access history report step.
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Abstract

(EP1023794)

A method and system for detecting unauthorized account access are disclosed.The central computer (100) is coupled
through a communication path (101) to a local computer system (110).The local computer system (110) is coupled through
a communication system (120) and then through a communication path (131) to user appliances (130).The individual
telephone connection (131) may be either land line telephone connections or cellular telephone connections.
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JP2003143124 A 2003-05-16 JP2003143124 E

Abstract

(JP2003143124)

o rn =L LN L ————— - -

F m B

™

PROBLEM TO BE SOLVED: To provide an e-mail transmission and reception system which realizes the secure
transmission and reception of a telegraphic message and the reliable authentication of an opposite party also on the
Internet where the telegraphic message is easy to tap or alter.SOLUTION: This telegraphic message transmission and
reception system is provided with a client and common key generation means for hash-converting an inputted
authentication password for generating a common key, a client/MD generation means for hash-converting the contents of
an inputted request plaintext for generating a message digest, and a client/telegraphic message ciphering means which
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obtains the generated common key and the message digest, attaches the message digest to the request plaintext and
ciphers it by using the common key to generate a request cipher sentence.

Inventors

ABE HIDEYA

Latest standardized assignees - inventors removed

NEC

Family 42/112 - FAMPAT - ©Questel

Title

(US7721327)

Information input-output device, information input-output system, mobile communication terminal, and input-output control
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Abstract
(US7721327)

An information input-output system comprises a mobile communication terminal, and a host computer that performs
communications with the terminal over a radio transmission line and has a database relating to services that can be
provided to the user of the terminal.This system also comprises an input-output gateway server that verifies whether the
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user is a subscriber who can be provided with a variety of services, and an input-output control unit that receives data from
the database over an established line and then outputs the data.
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Abstract
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A client communicates with a website usage server via a network to gain access to an account on a website.The client
requests an indication of whether user access to the account on the website is permitted.The website usage server
determines whether website usage is permitted based at least in part on a website usage policy associated with the
website and the user.The website usage server provides restricted authentication credentials to the website responsive to
determining that access to the account is permitted.
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PROBLEM TO BE SOLVED: To provide a personal identification information acquisition method and a personal
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identification information acquisition system that can accurately use a movement locus of a mouse as personal
identification information.

SOLUTION: A mouse movement locus represented by a mouse movement signal input as the mouse 35 is moved is
calculated as changes with time on polar coordinates in terms of a distance r from an origin O set at a predetermined point
and an angle 6 between a segment produced by the distance r from the origin and a predetermined coordinate axis X
passing the origin O, and the changes with time on the polar coordinates are stored as information identifying each
individual user.
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Abstract

(EP2273414)

The invention relates to a method of enrolling a user for purposes of authentication, the method comprising sending from a
server, to a remote computing device, a multimodal markup language document that, when rendered by the remote
computing device, queries the user for a user identifier and prompts the user to read an enrollment script; receiving at the
server from the remote computing device the user identifier and audio obtained from the user reading the enrollment script;
creating a voice print for the user from the audio; associating the voice print with the received user identifier; and storing the
voice print and the user identifier.
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Determine circumstances of operation of mobile device
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Abstract

(EP3220180)

A hand held device containing at least one camera can perform various functions.In some embodiments, digitized images

taken with two or more camera lenses having different fixed focal lengths may be combined to emulate a high-resolution

optical zoom, and may also permit the device to perform 3D applications.In other embodiments, a device containing a

camera may perform as a bar code reader, and may wirelessly transmit and/or visually present a bar code to other

devices.Movable optics may permit the same camera to focus on either distant objects or on a close-up bar code.
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Abstract

(EP3023927)

The present invention provides a method and apparatus for managing the presentation and regulation of E-Commerce,

content and service providers access in an interactive television environment comprising interactions between a server, a

client, and a service provider.Components are provided for managing and completing a purchase or delivery of an item

offered by a service provider.A purchase transaction uses client information comprising partial client information from the

client and a list of purchased items.Upon receiving partial information from the client, the server retrieves corresponding
additional related information within its database and transmits this retrieved data from the server, along with the list of
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purchased items to complete the transaction.Business Agents are provided for logging the transaction, creating an
electronic receipt, logging patches, logging error events, and viewer logging.The invention further comprises a method for
measuring audience behavior and response to particular events or programs and advertisement; and a method for adaptive
delivery of advertisements to a client.Advertisements are scheduled according to an agreement and manifested into
campaign rules and desired run times.A profile of a viewer that resides on the client device is used as the criteria for
section of a particular advertisement from a broadcast and for polling of audience viewing habits.The present invention
further monitors the integrity and connectivity of the interactive television network and service providers.

Inventors

ALAO RACHAD

DELPUCH ALAIN

DUREAU VINCENT

HENRARD JOSE

HUNTINGTON MATTHEW

LAM WAIMAN

FISHWICK NICHOLAS

BENSON ADAM

KOUSSARI-AMIN VAHID

Latest standardized assignees - inventors removed

OPENTV

Family 48/112 - FAMPAT - ©Questel
Title

(W0O2008153096)

Financial trading system

Images



©Questel - FAMPAT

Page 87

2018/06/29

o

P

ey
®»

{
\\,

o

B8

A RO

‘ MOBILE COMMUMICATION
- NETWORK

TERMINAL

COMMEMICATION

TRANSACTION SCREEN WEB SERVER

e DY

stmmMiGAT.EGN ?@%E@

o
3

BAGKBONE SERVER (FINANCIAL INSTITUTION!

Publication data including kind & date

W02008153096 Al 2008-12-18
TW200917146 A 2009-04-16
CN101711397 A 2010-05-19
US2010191626 Al 2010-07-29
JPW0O2008153096 Al 2010-08-26
JP5437798 B2 2014-03-12
TWI502533 B 2015-10-01

W02008153096 N @& o [
TW200917146 N & o B
CN101711397 N & @ [
US20100191626 N @& o [
JP2008153096W N & o B
JP5437798 N & @ [
TWI502533 LN @& o [

N & m 8


https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9530165&ekey=1173&xpn=WO2008153096&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=%252BbPtt7zpNfurkMFM3HSOSbmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCAHt34hwY1G+90P/F2Pwh1EkaV0SMUACwOllNWWvacaWhEyjmCehg6RkLDQo2aR1zpS0llBJ/BQPQ==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=%252BbPtt7zpNfurkMFM3HSOSbmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2008153096&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9530165&ekey=1173&xpn=WO2008153096&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=g6DGi%252BIl5Jx7xewdVIk5UJNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=r31XI0RJw0baQqJgAxLq/Ffn1HwLNiulWeUrB63Jy+vtNjR6EE3+kEUEMbufsQ83ejK4O80oWQs=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=g6DGi%252BIl5Jx7xewdVIk5UJNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://tiponet.tipo.gov.tw/S090/UC090-C06/InquiryPatentCaseCensorInfo.do
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9530165&ekey=1173&xpn=TW200917146&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=trA%252FCTmd7jtzEmVgzGTJjpNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=tO7C931onjkEj8yuHWBOYlfn1HwLNiulWeUrB63Jy+vtNjR6EE3+kEUEMbufsQ83ejK4O80oWQs=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=trA%252FCTmd7jtzEmVgzGTJjpNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://211.157.104.77:8080/sipo_EN/search/tabSearch.do?method=init
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9530165&ekey=1173&xpn=CN101711397&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Z1aqZNCbl%252FNKFzmnRCcllcRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcMfp8q7BmIVXF90CpEah8ymJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Z1aqZNCbl%252FNKFzmnRCcllcRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9530165&ekey=1173&xpn=US20100191626&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=KPF9L6NIMZMWIkfpzERNF8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=N5221X+da38Ht34hwY1G+8c4U/iAiSZ0JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=KPF9L6NIMZMWIkfpzERNF8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9530165&ekey=1173&xpn=JP2008153096W&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=E2oZ%252Fw4SR34bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=uPJJ7ecdTygCA7Ouc4S3bjeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=E2oZ%252Fw4SR34bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9530165&ekey=1173&xpn=JP5437798&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=qnBCHyaSUTeeccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=SRn4CfcojrinQiMsr50AOhSD15Cy+Wd/66kX6Irr/smw0ZQBgTMhTqbSv2TRd50XuY1Zd5ppSP8=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=qnBCHyaSUTeeccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://tiponet.tipo.gov.tw/S090/UC090-C06/InquiryPatentCaseCensorInfo.do
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9530165&ekey=1173&xpn=TWI502533&kind=B
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=vM7ii8RXv/jc2EeEcoP4nzeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=jHWh0U%252FhUWLjCoOEB2EWlnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9530165&ekey=1173&xpn=US9530165&kind=B2

©Questel - FAMPAT Page 88 2018/06/29

US9530165 B2 2016-12-27 US9530165

Abstract

(W02008153096)

A trading technique enabling quick and easy trading without need to enter a second personal identification number or a
one-time password.A financial trading system comprises an ATM processing proxy server connected to a mission critical
server for settling the account of the user through communication means capable of concealing the communication
contents and a trading screen Web server connected to the ATM processing proxy server and connectable to a
communication terminal used by the user.The trading screen Web server transmits trading screen data for prompting the
user to enter trading required item to the communication terminal, receives the trading required item entered in response to
the trading screen data from the communication terminal, and transmits the trading required item data to the ATM
processing proxy server.The ATM processing proxy server transmits the trading required item data to the mission critical
server and a message requesting the mission critical server to perform the trading processing specified by the user.
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Regster an electronic transaction device with a transaction service provider

i

Register a plurality of accounts corresponding to a plurality of service institutions
with the transaction service provider

!

Recstve from the electronie transaction device at the transaction service provuder
transaction data for at least one of a plurahity of transactions conducted through
the plurality of service institgtion aceounts held by a user at a plurality of servige
institutions, wherein at least one of the transactions is conducted via the electron-
1 transaction device, and wherein the transaction servics provider maniains a
chient database that includes user confidential information, ransaction miorme-
tion, and service institution acogunt information for a plurality of users.

!

Couple a plurality of service mstifutions to the transaction service provider server
over a network, the plurality of service institutions corresponding o at least the
one of the plurality of service institution avoounts held by a user, wherein service
mnstitution information that 18 accessible by the transaction service provider server
from a database that inchudes servies or product information for at least a portion
of the plurality of coupled service instifutions.

|

Retnieve over the network transaction data from each of the plurality of coupled
service nstitutions for accounds held by the user at each coupled service matitu-
fon.

|

Store the recetved transaction data from the pluralty of service nstitations w the
databasze of client information with the fransaction service provider server.
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Methods and systems are provided for supporting electronic transactions, including transactions that are provided with per-

user, per-device and per-domain security across domains of multiple service providers.
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CA2371545 Al 2000-11-30 CA2371545
CA2371541 Al 2000-11-30 CA2371541 N & o B
CA2371513 Al 2000-11-30 CA2371513 LN & o 8
AU4728000 A 2000-12-12 AU200047280 N & o g
AU4730100 A 2000-12-12 AU200047301 N & o B
AU4731200 A 2000-12-12 AU200047312 LN & o 8
AU4730800 A 2000-12-12 AU200047308 N & o g
AU4729800 A 2000-12-12 AU200047298 N & o B
AU4726700 A 2000-12-12 AU200047267 LN & o 8
AU4727100 A 2000-12-12 AU200047271 N & o B
AU4726300 A 2000-12-12 AU200047263 N & o B
AU4728100 A 2000-12-12 AU200047281 LN & o 8
AU4727200 A 2000-12-12 AU200047272 N & o B
AU4727500 A 2000-12-12 AU200047275 N & o B
AU4726800 A 2000-12-12 AU200047268 LN & o 8
AU4727000 A 2000-12-12 AU200047270 N & o B
AU4725900 A 2000-12-12 AU200047259 N & o B
AU4726200 A 2000-12-12 AU200047262 LN & o 8
AU4729400 A 2000-12-12  AU200047294 N & o B
AU4729300 A 2000-12-12 AU200047293 N & o B
AU4727900 A 2000-12-12 AU200047279 LN & o 8
AU4730200 A 2000-12-12 AU200047302 N & o g
AU4726000 A 2000-12-12 AU200047260 N & o B
AUA4726400 A 2000-12-12 AU200047264 LN & o 8
AU4730000 A 2000-12-12 AU200047300 N & o g
AU4729500 A 2000-12-12 AU200047295 N & o B
AU4726100 A 2000-12-12 AU200047261 LN & o 8
US6290349 Bl 2001-09-18 US6290349 N & o g
BR0010807 A 2002-04-30 BR200010807 N & o B
BRPI0010807 Al 2002-04-30 BR200010807 LN & o 8
BR0010801 A 2002-05-07 BR200010801 N & o g
BRPI0010801 Al 2002-05-07 BRPI0010801 N & o B
BR0010793 A 2002-05-07 BR200010793 LN & o 8
BRPI0010793 Al 2002-05-07 BRPI0010793 N & o g
BR0010887 A 2002-05-21 BR200010887 N & o B
BR0010796 A 2002-05-21 BR200010796 LN & o 8
BRPI0010796 Al 2002-05-21 BRPI0010796 N & o g
BR0010903 A 2002-05-28 BR200010903 N & o B
BRPI0010903 Al 2002-05-28 BRPI0010903 LN & o 8
BR0010859 A 2002-05-28 BR200010859 N & o g
BRPI0010859 Al 2002-05-28 BRPI0010859 N & o B
BR0010841 A 2002-05-28 BR200010841 LN & o 8
BRPI0010841 Al 2002-05-28 BRPI0010841 N & o B
BR0010840 A 2002-05-28 BR200010840 N & o B
BRPI0010840 Al 2002-05-28 BRPI0010840 LN & o 8
BR0010805 A 2002-05-28 BR200010805 N & o g
BRPI0010805 Al 2002-05-28 BR200010805 N & o B
BR0010803 A 2002-05-28 BR200010803 E & m &
o M |%
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MXPA01012057 A 2003-06-30 MX2001PA012057
BR0010852 A 2003-07-01 BR200010852 N & o B
BRPI0010852 Al 2003-07-01 BRPI0010852 LN & o 8
MXPA01012148 A 2003-07-28 MX2001PA012148 Ly & 4
MXPA01012145 A 2003-07-28 MX2001PA012145 K & B
MXPA01012139 A 2003-07-28 MX2001PA012139 K & B
MXPA01012138 A 2003-07-28 MX2001PA012138 Ly & 4
MXPA01012136 A 2003-07-28 MX2001PA012136 K & B
MXPA01012137 A 2003-07-28 MX2001PA012137 K & B
MXPA01012134 A 2003-07-28 MX2001PA012134 Ly & 4
MXPA01012132 A 2003-07-28 MX2001PA012132 K & B
MXPA01012131 A 2003-07-28 MX2001PA012131 K & B
MXPA01012130 A 2003-07-28 MX2001PA012130 Ly & 4
MXPA01012129 A 2003-07-28 MX2001PA012129 K & B
MXPA01012119 A 2003-07-28 MX2001PA012119 K & B
MXPA01012117 A 2003-07-28 MX2001PA012117 Ly & 4
MXPA01012115 A 2003-07-28 MX2001PA012115 K & B
MXPA01012058 A 2003-07-28 MX2001PA012058 K & B
MXPA01012056 A 2003-07-28 MX2001PA012056 Ly & [
MXPA01012054 A 2003-07-28 MX2001PA012054 K & B
EP1224528 A4 2003-08-06 EP1224528 LN & o 8
MXPA01012121 A 2003-08-20 MX2001PA012121 Ly & 4
MXPA01012114 A 2003-08-20 MX2001PA012114 K & B
MXPA01012055 A 2003-08-20 MX2001PA012055 K & B
EP1220753 A4 2003-08-27 EP1220753 N & o B
EP1240581 A4 2003-09-17 EP1240581 N & o B
JP2003532938 A 2003-11-05 JP2003532938 LN & o 8
US6681045 Bl 2004-01-20 US6681045 N & o g
BR0010791 A 2004-03-09 BR200010791 N & o B
BRPI0010791 Al 2004-03-09 BRPI0010791 LN & o 8
US6714678 B2 2004-03-30 US6714678 N & o B
US6718061 B2 2004-04-06 US6718061 N & o B
AU772595 B2 2004-04-29 AU-772595 LN & o 8
CN1149467 C 20040512 CN1149467C N & o B
AUT73745 B2 2004-06-03 AU-773745 N & o B
AU773936 B2 2004-06-10 AU-773936 LN & o 8
AU773916 B2 2004-06-10 AU-773916 N & o B
EP1222804 A4 2004-06-16 EP1222804 N & o B
EP1222612 A4 2004-06-16 EP1222612 LN & o 8
EP1222611 A4 2004-06-16 EP1222611 N & o B
EP1214680 A4 2004-06-16 EP1214680 N & o B
AU774231 B2 2004-06-17 AU-774231 LN & o 8
AUT74078 B2 2004-06-17 AU-774078 N & o B
CN1154914 C  2004-06-23 CN1154914C N & o B
EP1228459 A4 2004-06-30 EP1228459 LN & o 8
US6760119 Bl 2004-07-06 US6760119 N & o g
CN1158182 C  2004-07-21 CN1158182C N & o B
EP1222610 A4 2004-07-28 EP1222610 E & m &
o M |%
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Abstract
(EP1240620)

A method for providing a copy of a page from a printed document, the document including coded data indicative of an

identity of the document and of a plurality of reference points on the document, the method including: receiving, in a

computer system, indicating data from a sensing device operated by a user, the indicating data regarding the identity of the

document and a position of the sensing device relative to the document, the sensing device, when placed in an operative

position relative to the document, sensing the indicating data using at least some of the coded data; and identifying, in the

computer system and from the indicating data, a request for a copy of the page of the document.
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Connection setting system for terminal equipment, customer authentication device, customer database, connection setting

method for terminal equipment, customer authentication method, customer authentication program and connection setting

program for terminal equipment
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Abstract

(JP4785501)

PROBLEM TO BE SOLVED: To easily and safely perform connection setting and authentication of terminal equipment

when connecting the terminal equipment to a network.
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SOLUTION: In this connection setting system, when connection setting information necessary to connect a PC 13 to the
network is required from the PC 13 via a communication line, a customer authentication device 3 detects a line ID allocated
to the communication line, collates the detected line ID and a previously stored line ID to authenticate the line ID,
designates a service provider name corresponding to the authenticated line ID, and transmits the line ID to a customer DB
41 for a designated service provider.The customer DB 41 receives the line ID from the customer authentication device 3,
reads the connection setting information corresponding to the received line ID from the previously stored connection setting
information, and transmits it so as to use it for the connection setting of the PC 13.
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Abstract

(EP1482443)

A stereogram creation unit (20) creates a holographic stereogram (HL), based on image data (LI).A printing unit (30) prints
the image data as a two-dimensional photograph (PIC).A manufacturing unit (60) manufactures an authentication card CC
by unifying a recording member (RM), the two-dimensional photograph and the holographic stereogram.Independent
claims are also included for the following: (1) authentication method; (2) authentication medium manufacturing device; and
(3) authentication terminal device.
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Abstract

(EP1085424)

Biological individuality data for use in distinguishing the individuality of a user (8) are picked up, and a user authentication

card (7) with at least part of the biological individuality data recorded thereon is issued.The contents of the record in the
user authentication card (7) are read out by an authentication-card reader (41), and compared with biological individuality
data input by the user through an identity acquisition device.Such personal authentication is directly executed at an
authentication access terminal (4).The system also includes certification authorities (2), (3), each of which records part of
the biological individuality data so that the certification authorities can additionally authenticate personal identification in
response to inquiry from the authentication access terminal (4), thus improving the reliability. The authentication IC card
used in the system is provided with a CPU, an authentication file storing identity information, and an application file
classified into files according to the depth of authentication. <IMAGE>
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Abstract

(EP1323089)

A current verification status of a device (256)is identified out of a plurality of predefined verification data input (250) into the
device (256) and data prestored within the device.(254) The indicator (272) reveals neither the prestored data nor the
verification data.One of the predefined verification statuses is representative of the verification data being the same as the
prestored data, and another verification status is representative of the verification data being different from the prestored
data.An identified verification status is used by one entity in determining risk regarding an electronic communication from
another entity, especially where the electronic communication comprises a request.The prestored data is for a Secret or a
biometric characteristic of the first entity.
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An authentication or authorization system to facilitate electronic transactions uses simultaneous or substantially

simultaneous communications on two different networks to verify a user's identity.When a user logs (V) onto a site, via the

internet, a telephone number (46), either pre-stored or obtained in real time from the visitor (V), where the visitor (V) can be

called essentially immediately is used to set up, via the switched telephone network (44) another communication

link.Where the user (V) has multiple communication links available, the telephone call is automatically placed via the

authentication or authorization software (38) simultaneously while the user (V) is on-line.In the event that the user (V) has

only a single communication link, that individual will have to log off temporarily for purposes of receiving the telephone call

(46).Confirmatory information is provided via the internet to the user.The automatically placed telephone call (46) requests

that the user (V) feed back this confirmatory information for verification purposes.The telephone number which is being
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called is adjacent to the user's internet terminal. The user's response, via the telephone network (46), can be compared to
the originally transmitted confirmatory information to determine whether the authentication or authorization process should
go forward.
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Abstract

(EP1821459)

An authentication system according to the present invention includes an AAA server configured to be connected to the
mobile network; a terminal device configured to be connected to the mobile network and be authenticated by the AAA
server; and a PC configured to be connected to the terminal device through a short distance radio communication
network.The PC transmits an identification data for identifying the PC itself to the terminal device through the short distance
radio communication network.The terminal device authenticates the PC to access the mobile network on the basis of the
identification data, and transmits an authentication data for accessing the mobile network to the AAA server.The AAA
server performs an authentication that the PC accesses to the mobile network by using the authentication data.The
authenticated PC accesses the mobile network through the Internet.
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Abstract

(EP1735942)

Methods and system for facilitating authentication of users of a mouse device. (item 19) Different individual have different

ways of manipulating a mouse (item 13) to enter mouse-clicks requested via an on-screen image or other software

programs. (item 15) An individual's characteristic way of manipulating the mouse is determined and stored and later

retrieved to facilitae verification of a user's identification. (item 133)
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Abstract
(EP1242969)

Methods and systems are disclosed which relate to online payments via interface surfaces printed with information and

coded data.The coded data, encoded visibly or invisibly, may be queried by an appropriate sensing device.The sensing

device communicates with a computer system.Together, the interface surfaces, sensing device and computer system are

capable of effecting payment transactions over a network.
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Abstract
(JP2005149326)

PROBLEM TO BE SOLVED: To provide an authentication system which can prevent the leakage of a password in
password input on a keyboard and the access of a third person to the system and authenticate a user with higher security,
and to provide an authentication method therefor.

SOLUTION: A plurality of images being images for authentication which the user is requested to select are displayed on
the screen of a display part 105.An eye detection part 111 detects the line of sight of the user gazing at one of the images
displayed on the screen are detected, and selects the image which the user gazes at on the basis of the line of sight of the
user.A user authentication part 113 collates the selected image with information registered in a database 102 as
authentication information and authenticates the user.
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The present invention discloses a screen protection method based on human face authentication and its equipment.Said

method includes the following steps: (1), playing back background video file as background of current screen protection

image; (2), separating video image trapped by video trapping equipment into several video flows; (3), making the described

several video flows and described background video undergo the process of synthesis and making display; and (4), making
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human face identification in video image trapped by described video trapping equipment, comparing the identified human
face with basic model stored in data base and making authentication, when said authentication meets condition, unlocking
and making screen protection.
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PROBLEM TO BE SOLVED: To provide authentication techniques in which security is improved so as to hold out against a
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brute force attack.

SOLUTION: In an authentication processing method for authenticating a user by processing inputted information by means
of a computer, the computer generates a key for first information to be used for authenticating the user, calculates a first
hash value using this key and third information (e.g., random number), stores the first hash value into a storage section,
generates image information using the third information, encrypts the image information and stores it into the storage
section.When authenticating the user, the computer generates a key from the first information inputted from an input
device, uses the key to decrypt the image information stored in the storage section, and displays the image on a
display.The user inputs from the input device second information recognized from the displayed image.The computer uses
the inputted second information and the key to calculate a second hash value.The computer then collates first hash value
stored in the storage section with the second hash value to perform the authentication.
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Abstract
(W0200576201)

A personal authentication system (10) for authenticating a user based on biometric information.A hologram is formed on a
holographic recording section (13) of an optical information recording medium (12) through interference between an object
light and a reference light subjected to spatial light modulation with encrypted authentication information for recording
based on the biometric information on the user obtained by means of a biological information sensor (14).At the time of
authentication, an information processor (16) processes biometric information acquired directly from the user into encrypted
authentication information for correlation, and a spatial light modulator (20) modulates a reference light for reproducing a
hologram with the encrypted authentication information for correlation in order to detect the authenticity of the reproduced
image, thus preventing leakage of authentication information.
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Abstract

(WO200760360)

The invention concerns a method for authenticating a user in a computer infrastructure capable of comprising at least two
devices for acquiring user-specific sequential data, said acquiring devices having different characteristics, said method
including the following steps: b) permitting acquisition by means of one of the acquisition devices, of sequential data
specific to an action of a user to be authenticated; c) standardizing for a set of parameters describing the action, the values
of said parameters derived from said sequential data; d) supplying the standardized values in input of at least one HMM-
type statistic model trained from reference standardized values from at least one known user and determining an
authenticating score representing a possible correspondence between the user to be authenticated and the known user; €)
generating at least one authenticating information concerning the user to be identified after comparing the authenticating
score to a decision threshold.
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Abstract

(EP1536344)

In view of the fact that devices connected on a home network are located in home, that is, at close range and therefore a
user can physically access the devices within a relatively short period of time, identifying whether or not a home server for
distributing the contents and a client terminal using the contents are connected to the same home network based on
whether or not they can share access to the same physical medium within a short period of time.The authenticity of devices
connected on a home network connected to an external network via a router is authenticated. <IMAGE>
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When an access request is made by a cellular telephone&comma; an authentication server receives a user ID from the

cellular telephone&period; If the user ID is valid&comma,; a telephone number of a CTI apparatus is reported&comma; so

that the cellular telephone calls the number&period; When the telephone number is valid&comma; the authentication server

creates a session key so as to distinguish the number from other numbers&period; The session key is embedded in the

connection URL whose browsing has been requested by the cellular telephone and sent to the cellular telephone&period;

When the connection URL for identification is selected by the cellular telephone and returned to the authentication

server&comma; the authentication server decides whether the session key embedded in the connection URL for

identification is valid&period; If valid&comma; the authentication server decides that the access request is valid&period;
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Abstract

(EP1523133)

In view of the connection of a home network to an external network via a home router, using a mechanism that access from
the same network is provided with a source MAC address whereas a source is rewritten to a MAC address of the router in
the case of external access via the router, whether or not access is made from the home network is automatically identified
by comparing a MAC address of a device on the other side of communication with a MAC address of the home router.It is
capable of suitably managing so that a client terminal uses the contents legitimately acquired on a home server within the
scope of private use allowed by the copyright law. <IMAGE>
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EP2309465 B1 2013-09-04 EP2309465

IN260119 B 2014-04-04 IN-260119 E C? g @
US8909557 B2 2014-12-09 US8909557 E t‘.'«'? g @
Abstract

(EP2309465)

An authentication arrangement for use in a network payment system for transacting a sale of merchandise over a network
using an Integrated Circuit Card is described, the arrangement comprising: a merchant server in communication with said
network, said merchant server having at least a first item of merchandise for sale; a client terminal in communication with
said network, said client terminal having an output device for reviewing said first item for sale, and an input device for
initiating a purchase transaction to purchase said first item for sale, said client terminal being arranged to build a purchase
message using information relating to a merchant identifier and financial transaction information obtained from said
merchant server; a card reader for communicating with said Integrated Circuit Card, said client terminal having means to
generate a challenge message, said challenge message being generated from the information relating to the merchant
identifier and an account number, means for receiving the challenge message at the card reader and for generating a value
from the challenge message; said Integrated Circuit Card having means for generating a cryptographic message from at
least a part of said value, the card reader having means to generate an authentication token from at least a part of the
cryptographic message, and said client terminal having means for transmitting at least part of the authentication token in a
message for transmission via the network.
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Method and device for issuing record medium for authentication, and method and device for authentication utilizing the
record medium
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Abstract
(JP2004348688)

PROBLEM TO BE SOLVED: To prevent the leakage of information through computer hacking and an illegal use.

SOLUTION: An issuing device comprises a user interface, the reader/writer of the record medium, the reader of living body

information, a processor, a memory, an encoder, a display, and a communication interface.An authentication device utilizes

the record medium issued by the issuing device for authenticating whether the owner of the record medium is the same as

a registrant.The authentication device comprises a user interface, the reader of the record medium, the reader of living

body information, a processor, a memory, a decoder, a display, and a communication interface.
COPYRIGHT: (C)2005,JPO&NCIPI
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Methods and systems for providing data and telephony security
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Abstract

(EP-990969)

A method and system for providing security for a computing device include resolving conflicts between a password-
protected screen saver and communication notification capabilities by selectively enabling access to specific
communications when the computing device is in a locked mode.The screen saver of the computing device is configured to
switch the device from a normal operative mode to a locked mode in response to detection of a preset condition, such as
the expiration of an idle-time timer.The computing device then remains in the locked mode until a preset authorization
condition is recognized, e.g., entering a password.However, with the computing device in the locked mode, a subset of
communication access capabilities is enabled.Specifically, notification of incoming communications is enabled.Preferably,
connectivity for select types of outgoing calls is also enabled, e.g., connectivity for emergency calls.In the preferred emb
odiment, the conflicts are resolved by integrating the screen saver with communication access capabilities in a single
software package.Also in the preferred embodiment, the communication access capabilities are provided by a telephony
over LAN application and a switch to the locked mode is disabled during communication sessions involving the computing
device.In other embodiments, while in a locked mode, incoming calls may be preconfigured by the user to selectively break
through security features based on caller identification information.
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Personal authentification system using mobile telephone and ic card
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Publication data including kind & date
JP2001243196 A 2001-09-07 JP2001243196 E 5? g @
Abstract
(JP2001243196)

PROBLEM TO BE SOLVED: To provide a personal authentication system using an IC card, that system is able to executes
a personal authentication without using any IC card reader provided by a personal computer.SOLUTION: This system
comprises an AP(application) authentication process authenticating an AP server 40 by a client system 50, an AP server-
authentication server authentication process authenticating mutually between the AP server 40 and an authentication
server 30, an IC card - authentication server mutual authentication process authenticating mutually between the IC card 20
and the authentication server 30 through a telephone line by inserting the card to the IC 20 card reader 12, a disposable
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authentication key issue process issuing by the server 30 in the case of success of the mutual authentication between the
card 20 and the server 30, a disposable authentication key informing process informing the issued disposable
authentication key to a user through the telephone line of a mobile telephone 10, then the disposable key is used by the
user as the personal authentication key for onetime transaction.
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Abstract

(EP1677205)

In a client/server system that authenticates according to a terminal ID, a terminal authentication apparatus is provided that
is capable of authenticating a terminal device correctly even if the method of generating a terminal ID has been changed
from the old version to a new one, and thus useful as an authentication apparatus for a net TV, mobile phone, on-line
network for ATMs, and the like.The apparatus transmits two terminal IDs generated with the generation methods in both old
and new versions.With this method, the server authenticates from these two terminal IDs according to the ID fields of the
old and new versions, and additionally updates the ID in the old version to a new one.
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Abstract
(EP1753196)

An authentication technology for facilitating simple inputting of authentication information and ensuring security is
provided.An authentication device (102) connected to a transmitting terminal (101) and a receiving terminal (103) via a
communication line, receives a message (M1) from the transmitting terminal, receives authentication information (C1) from
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the transmitting terminal, registers the message (m1) in association with the authentication information (C1), receives a
request to acquire the message (M1) from the receiving terminal, determines, based on authentication information (E1)
received from the receiving terminal and the registered authentication information (C1), whether to transmit the message
(M1) to the receiving terminal, and, if authentication is successful, transmits the message to the receiving terminal.
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Abstract

(US6067621)

An user authentication system for authenticating a user using an IC card in conjunction with a portable terminal used to
generate a one-time password and a server used to generate a corresponding one-time password for user
authentication.The IC card contains a secret key for generating a one-time password and predetermined random
numbers.The portable terminal contains a card receiver for receiving the IC card, a random number memory for reading
and storing, and then deleting the random numbers of the IC card, a first password generator for generating a one-time
password by the secret key of the IC card and the random number, a first random number changer for changing the
random number stored in the random number memory into a predetermined value and storing the changed value in the
random number storing portion, and a display for displaying the processed results of the terminal and the server.The server
includes a secret key memory for storing a secret key and a random number, a second password generator for generating
a one-time password, a second random number changer for storing a random number value identical to the random
number value of the terminal, a password receiver for receiving the one-time password of the terminal, a password verifier
for verifying the password to authenticate the user.As a result, it is possible to raise the security level by using a one-time
password in which a different password is used each time a user is authenticated, and to save costs by generating a one-
time password for various services with a single terminal.
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Abstract

(EP2278545)

This invention relates to an information processing system, an information processing method for use with the system, an

information providing system, and information providing method for use with the system, an information processing

apparatus, an information processing method for use with the apparatus, a doll, an object, a program storage medium, and

a program for authenticating users reliably.A user acquires beforehand a doll called Pochara the Good Friend incorporating

an IC chip that stores a user ID for authenticating the user.When the user mounts the doll on a platform 23 connected to a

personal computer 22, the user ID is read from the IC chip by a reader housed in the platform 23 and transmitted over the

Internet 1 to a Pochara service server 9.The server 9 has a Pochara database 10 holding personal information about users

of the service.The transmitted user ID is checked against the personal information in the database for authentication.This

invention applies advantageously to servers offering services through networks.
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Abstract
(JP2005031730)

PROBLEM TO BE SOLVED: To provide an authentication method that is advantageous for both a system and a user in
easily confirming their legitimacy mutually.

SOLUTION: When the user is authenticated by the system 10, first subsidiary data Al corresponding to an identification
data ID is specified by the system, and first and second original data O1, O2 are restored on the basis of the specified first

subsidiary data A1 and second subsidiary data A2 stored in a terminal 12.An image of a password PW and an image of

image data for visual recognition are displayed according to the restored first and second original data O1, O2.When the
password PW shown by the image of the password PW is input to the terminal 12, a password sent from the terminal to the

system is compared with the password PW registered in the PW system 10 to perform authentication.
COPYRIGHT: (C)2005,JPO&NCIPI
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Abstract
(WO200623151)

Delivering a Direct Proof private key to a device installed in a client computer system in the field may be accomplished in a

secure manner without requiring significant non-volatile storage in the device.A unique pseudo-random value is generated

and stored in the device at manufacturing time.The pseudo-random value is used to generate a symmetric key for

encrypting a data structure holding a Direct Proof private key and a private key digest associated with the device.The

resulting encrypted data structure is stored on a protected on-liner server accessible by the client computer system.When

the device is initialized on the client computer system, the system checks if a localized encrypted data structure is present

in the system.If not, the system obtains the associated encrypted data structure from the protected on-line server using a
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secure protocol.The device decrypts the encrypted data structure using a symmetric key regenerated from its stored
pseudo-random value to obtain the Direct Proof private key.If the private key is valid, it may be used for subsequent
authentication processing by the device in the client computer system.
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Abstract
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PROBLEM TO BE SOLVED: To provide an authentication device which enables a user to easily decide the danger of
password illegal use and eliminates the need for the user to change the password by one self. SOLUTION: In this
authentication system, a 1st communication part 101 of a center system 100 receives a telephone call from a telephone set
201 of a user system 200 through a telephone line 300.A telephone number confirmation part 102 of the center system 100
confirms that the terminating telephone call corresponds to the telephone number of a registered user.Once that is
confirmed, a password management part 103 sends the password which is updated at short time intervals to the telephone
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set 201.The user inputs the password obtained from the telephone set 201 to a local system 202 of the user system 200
and sends it to a 2nd communication part 104 through an Internet line 400.A password management part 103 of the center
system 100 authenticates the received password and allows access.
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Abstract

(EP2110732)

A secure component-based operating process is disclosed, which is to be carried out in a protected processing
environment 503 that is resistant to tampering by users of the equipment on which the protected processing environment is
operated.The process comprises retrieving at least one component, retrieving a record that specifies a component
assembly 690, checking the component and/or the record for validity, assembling the component assembly in accordance
with the record using the component, and performing a process based at least in part on the component assembly, which
process includes executing the component in the protected processing environment.The component assembly provides
functions needed for a user to perform a task on an object 300, and the assembly of the component assembly is based at
least in part on context parameters relating to the object or user.
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Method for providing contents for many specified persons, processor and system for reading contents for many specified
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Publication data including kind & date
JP2001357013 A 2001-12-26 JP2001357013 E 5? m @
Abstract
(JP2001357013)

PROBLEM TO BE SOLVED: To provide a reading system capable of sharing the merits for saving time and
cost.SOLUTION: An ID for authentication is added to each of home pages or Web pages and when each of pages is
accessed, first of all, collating processing with this ID for authentication is performed.Only in the case of coincidence,
contents are transmitted to the contents user site of the home page or Web page.Thus, contents can be provided only to
many specified users on a transaction destination site.On the side of the transaction destination site, confirming processing
of the ID is performed by collating a transferred ID code with an ID for authentication preserved on the side of the
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transaction destination site.When it is judged that the transferred ID code is wrong or when the existence of the ID code
can not be confirmed in such confirming processing, an error picture is displayed.When it is judged that the transferred 1D
code is right, the information of specified contents displayed on the selected Web page are transferred to the side of a
WWW browser and these contents are displayed.
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User management method, and computer program having user authorization management function
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Abstract

(US7810164)

Information entered by a user at the time of logging on is also used in a check to be performed in response to a request for

use/edit of a program or data related to an additional function.Authentication information of the user using a

program or

data related to the additional function is included in advance in the program or data, so that, when the user has made a

request for using/edit the program or data, it is checked whether or not the user is a user authorized to use the additional

function, using the information entered by the user at the time of logging on and the authentication information.

To perform

user management for creating an account of a user using an apparatus or software and setting authorization of a user in

using the apparatus or software, a plurality of users have parent-child relationships with a highest-position, root user at the

top.Each user as a parent is allowed to add a child user, and each parent user is allowed to set authorization of a user

lower in hierarchical position than the child user.The parent-child relationships of the users are displayed on a display.Each

of the users can give any settable user authorization equal to or lower than its own user authorization.
Inventors
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Localized network authentication and security using tamper-resistant keys
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Abstract

(US9294915)

The invention provides a secure Wi-Fi communications method and system.In an embodiment of the invention, unique

physical keys, or tokens, are installed at an access point and each client device of the network.Each key comprises a

unique serial number and a common network send cryptographic key and a common network receive cryptographic key

used only during the authentication phase by all components on the LAN.Each client key further includes a secret

cryptographic key unique to each client device.During authentication, two random numbers are generated per

communications session and are known by both sides of the wireless channel.Only the random numbers are sent across

the wireless channel and in each case these numbers are encrypted.A transposed cryptographic key is derived from the

unique secret cryptographic key using the random numbers generated during authentication.Thus, both sides of the

wireless channel know the transposed cryptographic key without it ever being transmitted between the two.
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Abstract
(JP2008259080)

PROBLEM TO BE SOLVED: To provide an electronic signature supporting apparatus and electronic signature supporting
method for enabling a humber of users to put their electronic signatures at a low cost and further at ease and to be
participated in an online procedure.

SOLUTION: The present invention relates to the electronic signature supporting apparatus including a server computer 2
and a communication device 3 for performing communication via a communication line 1, wherein a storage device of the
server computer 2 registers identification information 7 of contracted users, the server computer 2 receives user
identification information from a client computer 8 via the communication device 1 and performs user confirmation by
comparing the received user identification information with the user identification information 7 registered in the storage
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device 4.In the case that the user is authenticated, menu screen display information 6 of electronic signature support is
transmitted from the communication device 3 to the client computer 8, and the use of an electronic procedure file
conversion program 17 and an electronic signature program 18 stored in a storage device 10 of the client computer 8 is
allowed.

COPYRIGHT: (C)2009,JPO&INPIT
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Abstract

(US20020111914)

US20020111914 R & o B
JP2003160231 B & o B
JP3832324 R & o B

The present invention discloses a technology for providing a method in on-line shopping and the like that allows products to
be delivered efficiently and with no delivery errors to intermediary establishments, e.g., convenience stores, where
packages can be picked up at a location other than a user's home address.A computer is set up to mediate delivery and
receives a user selection via a network regarding whether a product is to be shipped to the user's home or to another site.If

another site is selected, a map of the area showing potential destinations is displayed, and the recipient makes a selection
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from the map.Special offers available when the package is picked up at a site are also displayed.When the recipient
specifies a delivery destination, a coupon containing a recipient authentication certificate and special offers is issued.At
manned intermediary establishments, the recipient authentication certification information provided by the recipient is
compared with information sent from the computer and the package is handed over to the recipient if the two match.At
unmanned locker facilities, an evaluation is made as to whether the pick-up is within the reserved period.If the period has
been exceeded, an additional fee is charged.Recipient authentication is then performed, and the box is opened if this is

successful.
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Abstract

(EP1698967)

An output system has a network device for performing an output depending upon output data, wherein the network device
is allowed to perform an outputting upon obtaining an authentication.The output system includes an output data storage
section, an output data saving section, an authentication information acquiring section that acquires authentication
information, a usability determining section that determines a usability of the output data depending on authentication
information, a power control section for controlling a power to the network device, an output data transmitting section that
sends, to the network device, output data which the usability determining section determined usable of among the output
data of the output data storage section, and a power-save switchover section that switches over between an operating
status and a power-save status.
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Abstract

(EP2211244)

Example removable security modules for use with process control devices and related methods are disclosed.An example

removable security module includes a body configured to be removably coupled to the process control device and a

memory disposed in the body with a shared secret stored in the memory.The example removable security module also

includes a processing unit disposed in the body, coupled to the memory and configured to read information from the

process control device, compare the information to the shared secret and authenticate the process control device based on

the comparison.
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Abstract

(JP2000357122)

PROBLEM TO BE SOLVED: To provide a WWW renewing notification system which enables a user to confirm the renewal
of a homepage timely and information showing that a homepage is renewed with less trouble and without any telephone
charge when using the Internet through dial-up connection.SOLUTION: The method for notifying a client terminal 300 of the
renewal of a web page includes a registration stage where a monitor server 200 which monitors the renewal of a registered
web page is installed on the Internet 100 and the telephone number of the monitor server is registered on the client
terminal, an origination stage where the client terminal is called through a telephone line once the monitor server detects
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the renewal of the web page, and an authentication stage where the client terminal obtains the telephone number of a
caller by using calling telephone number display service and compares the telephone number with the registered telephone
number of the monitor server to authenticate the monitor server.
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B2 2010-09-15 JP4543364

Abstract

(EP1426888)

When image data of a bar code displayed on a cellular phone and read by a vending machine or the like are sent to a
server apparatus, the server apparatus converts the received bar cord to a numerical value in accordance with a
predetermined method.The server apparatus divides the bar code value by a divisor A to obtain a remainder a, and divides
the bar code value by a divisor B to obtain a remainder b.The least common multiple for the numeric value A and the
numeric value B is greater than the difference between the maximum value and the minimum value that the bar code value
assumes.The server apparatus refers pointers registered in a storage position corresponding to the remainder a in the first
table (111) and pointers registered in a storage position corresponding to the remainder b in the second table (112).The
server apparatus authenticates the user when the same user information in a user database (107) can be accessed from
both the first table (111) and the second table (112). <IMAGE>
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(EP1597695)

Virtual slide image data and corresponding information are stored in a data storage area on a virtual slide image server.A
client viewer requests image data at a particular resolution.The image server obtains corresponding image data from the
data storage area at a resolution nearest to the requested resolution.The image data is then sent to the client viewer.The
client viewer receives the image data and scales the image data to the requested resolution prior to displaying the image
data.
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Abstract

(EP2179532)

Methods and systems for secure electronic data communication over public communication networks.A secure data

communication component may be utilized to implement a communication protocol.New versions of the data

communication component may be generated, with each version containing a different communication protocol.Source

code of the data communication component may be modified using a polymorph engine to create a functionally-equivalent

component having a different code structure.An anti-phishing component may intercept a link in an electronic

communication activated by a user, analyze the link and the electronic communication, determine a phishing risk to the

user posed by the link, and direct the user to a location indicated by the link or redirect the user to a valid location.A server

authentication component may detect and prevent DNS attacks, injections, and defacing activities.
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Abstract
(JP2009288993)

PROBLEM TO BE SOLVED: To improve the convenience of a user by allowing the user to register biological information in
a host device without going to a financial counter.

SOLUTION: A biological information transmitter 10 is equipped with a biological information reading part 14 which reads
the biological information of the user and a card information reading part 13 for acquiring the recording biological
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information recorded in an IC card, and the biological information transmitter 10 acquires the recording biological
information recorded in the IC card, and performs identity verification by using the acquired recording biological information
and the biological information read from the user, then transmits the recorded biological information acquired from the IC
card to a host device 20 through a communication line 30.Then, the host device 20 registers the transmitted recorded

biological information in a biological authentication information database 241 in a storage part 24.
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System and method of associating devices to secure commercial transactions performed over the internet

Images

120 110
/

130
/

NETWORK

121/

122

O /160

Signature
USER request
100 received
Show

12:35

EXIT

Publication data including kind & date

JL SMART-CARD

155

135

0000
0000
0000

N a @

140

150
|-

2018/06/29


https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=KEOCA52E&key=US20030191721&ekey=1339&xpn=EP1161055&kind=A2
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=OseQCaeVQ7wEXou9OjD9TVfn1HwLNiulWeUrB63Jy+vtNjR6EE3+kEUEMbufsQ83ejK4O80oWQs=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=KHdT4qnspftKxgrI%252BK%252BoRpNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://pericles.ipaustralia.gov.au/ols/auspat/quickSearch.do?queryString=2000071843
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=KEOCA52E&key=US20030191721&ekey=1339&xpn=AU200071843&kind=A

©Questel - FAMPAT Page 180 2018/06/29
AU7184300 A 2001-08-30 AU200071843

KR20010085380 A 2001-09-07 KR20010085380 E G? g @
JP2001325469 A 2001-11-22 JP2001325469 E t‘.'«'? g @
EP1161055 A2 2001-12-05 EP1161055 E C? g @
US2003191721 Al 2003-10-09 US20030191721 E G? g @
EP1161055 A3 2004-01-07 EP1161055 E t‘.'«'? g @
AU777912 B2 2004-11-04 AU-777912 E C? i ngl
EP1161055 Bl 2006-05-03 EP1161055 E Cp g @
DE60119221 D1 2006-06-08 DE60119221 E t‘.'«'? g @
AT325493 T 2006-06-15 ATE325493 E C? ngl
Abstract

(EP1161055)

The invention discloses how to associate communications devices so as to carry out secure transactions over an untrusted

network i.e., the Internet.The communications devices are assumed to be independently capable of communicating with an

electronic commercial-like site managing a directory of legitimate users which all possess a token e.g., a chip-card.Then,

whenever one user desires to carry out a secure transaction it first prepares it from a communications device featuring

convenient interfaces e.g., a personal computer with large display and keyboard.When done, signature of the secure
transaction must be obtained from another communications device through which the legitimate user is reachable and

which is enabled with the token it possesses.When called from the commercial-like site the second communications device

can thus, check, sign and transmit back to the commercial-like site the signed secure transaction where its final processing

can go on.Therefore, the invention combines built-in features of standard communications devices to conveniently carry

through elaborated secure transactions that would otherwise require added features such as large displays and keyboards

to wireless mobile devices or chip-card reader to personal computers. <IMAGE>
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Abstract

(JP4911595)

PROBLEM TO BE SOLVED: To provide an identity verification device capable of issuing a verification key which is used
for auxiliary identity verification of a user and is variable for each transaction, by a method with user's convenience taken
into consideration in a transaction processing system of Internet banking or the like.

SOLUTION: A verification key for identity verification in a predetermined transaction request through the Internet is
generated from transaction history information 22 and transmitted to an ATM 40 when the ATM 40 is used.The user
receives the verification key from the ATM 40, and when the user logs in Internet banking from a PC 50 and makes a
transaction requiring high security, such as transfer, the user transmits the verification key to a net banking server.The
verification key is used as an auxiliary identity verification means during making these transactions, and the user can safely
acquire a variable verification key without performing a special operation because the user receives a new verification key
each time when the user uses an ATM.
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Abstract

(EP2053508)

In an information processing system (100) in Fig. 1 , mobile terminal devices (10a, 10b), a server (12), a software providing
PC (14), arithmetic operation capability providing PC's (16a, 16b) are connected with a network (8), respectively.The
arithmetic operation capability providing PC's (16a, 16b) register themselves as available PC's at the server (12) during
such a period that an owner does not carry out ordinary processing.The mobile terminal device (10a) acquires, by inquiring
the server (12), an address of the arithmetic operation capability providing PC (16a) that the mobile terminal device (10a)
can ask to carry out deputy processing, and asks to do it.When necessary, the software providing PC (14) transfers
software to the arithmetic operation capability providing PC (16a), and the arithmetic operation capability providing PC
(16a) carries out the deputy processing as requested and transmits its result to the mobile terminal device (10a).In the
execution of the deputy processing, management devices (18a, 18c, 18d) and the like carry out mutual authenticating,
encrypting, decoding and the like.
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An input unit inputs respectively a plurality of partial images corresponding to a user to be authenticated.An extraction unit

extracts feature points of a fingerprint respectively from the plurality of partial images inputted.A generation unit synthesizes

the feature points extracted respectively from the plurality of partial images and then generates feature point information for

authentication.An acquisition unit acquires reference feature point information.A rotation unit performs phase rotation on

the generated authentication feature point information so that a directional component, namely, a phase component,

contained in the generated authentication feature point information approaches that contained in the acquired reference

feature point information.An authentication unit authenticates the authentication feature point information whose phase has

been rotated, based on the reference feature point information.
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Abstract
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A DVD player (100) of a signal source device generates a video signal and an audio signal, and outputs the signals to a

plasma display unit (200) of a signal sink device.The DVD player (100) outputs the video signal and the audio signal to the

plasma display unit (200) via a transmission line in conformity with an HDMI standard after elapsing a predetermined

waiting time, which is set to be longer than a time required for an initial start setting process by the plasma display unit

(200), after completion of equipment authentication with the plasma display unit (200).
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Abstract

(EP2427833)

An approach is provided for providing a personalized virtual environment for a visitor of a service community.A comparison

is made of identification information of the visitor with contact entries of a plurality of registered users of a service

community (301 ).Additionally, an identification is made of content of one or more of the plurality of registered users having

a contact entry that matches the identification information of the visitor to provide a personalized virtual environment of the
visitor in the service community (303).
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PROBLEM TO BE SOLVED: To improve security while securing the convenience of a customer in the settlement

processing of Internet banking.
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SOLUTION: The issue request of a one-time password is made from a picture after log-in, and the notification destination
of the issued one-time password is selected from portable mail, a portable telephone(voice) and a fixed-line telephone so
as to be designated.

COPYRIGHT: (C)2008,JPO&INPIT
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Generation/storage system of complex infinite one-time password by using file synchronization, and authentication system
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Abstract
(JP2003122722)

PROBLEM TO BE SOLVED: To provide a generation and storage system of a password, which can inexpensively and
surely prevent the password of a user from being illicitly decoded or used by a third party.SOLUTION: The contents of a file
such as an image and a document stored in a computer 10, etc., on the user's side and information such as a name and
size of the file accompanying the file are transmitted from the computer 10 on the user's side to a server computer 14 in
place of the password, the server computer 14 generates, stores a value to be an origin for generating the password based
on the file contents and information accompanying the file which are transmitted from the user's side and deletes the file
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contents and the information accompanying the file which are transmitted from the user's side.In addition, this system is
constituted so that a program for synchronizing the user's side with the server's side and for deriving the same value by its
file information by every authentication is installed on the user's side.

Inventors

SAKATA RYOICHI

Latest standardized assignees - inventors removed

WARES HOUSER

Family 99/112 - FAMPAT - ©Questel

Title

(EP1629624)

An in-curcuit security system and methods for controlling access to and use of sensitive data
Images



©Questel - FAMPAT

Page 191

2018/06/29

Determine access
rights for match

Create fingerprint
image
§02

A4

Calculate the
location of the
finger touch
603

Icon at the finger
touch location?

504

Finger present?

Publication data including kind & date

US2004239648
CA2857208
W02004109454
W02004109455
CA2724292
CA2527836

Al
Al
A2
A2
Al
Al

Function No
associated with
icon?
605
unction require:
fingerprint N
authentication? 0
606
Fingerprint
matches a stored dh No
fingerprint?
607 No
Allow access to A
function? No
609
Yes
A y
Authorize access .
to function Quit
m ﬁll
2004-12-02 US20040239648 N & o B
2004-12-16 CA2857208 E -f:? m @
2004-12-16  WO2004109454 N @& o [
2004-12-16 WO2004109455 N & o B
2004-12-16 CA2724292 E -f:? m @
2004-12-16  CA2527836 E ¢ @ [
M |


https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=EP1629624&kind=A2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=7ueHsRTtxO0SME585A9988RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcNDV5xS7dWXvbxtUVS6odf4JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=7ueHsRTtxO0SME585A9988RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20040239648&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=XRN%252FuGl1ej4bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=pp4wa/l5+Yc+87+DRJMC/KCa4vFyxJplNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=XRN%252FuGl1ej4bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2857208/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2857208&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DXNwMMj%252Fy4APmRvQ73AJNrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCAJa82G42Z6GOiQLCGMC3a3kaV0SMUACwOllNWWvacaWhEyjmCehg6RkLDQo2aR1zpS0llBJ/BQPQ==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DXNwMMj%252Fy4APmRvQ73AJNrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2004109454&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=WO2004109454&kind=A2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DXNwMMj%252Fy4BqbEdpsGvZdrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCDQddBvVlVmXOiQLCGMC3a3kaV0SMUACwOllNWWvacaWhEyjmCehg6RkLDQo2aR1zpS0llBJ/BQPQ==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DXNwMMj%252Fy4BqbEdpsGvZdrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2004109455&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=WO2004109455&kind=A2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=GKgB3ivWTVSseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=26GZiGNzcoWtqRdyysSkTKCa4vFyxJplNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=GKgB3ivWTVSseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2724292/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2724292&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=H7Ec%252B1UaS4PWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=b1waN+70GqxU1jwMbXsNpKCa4vFyxJplNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=H7Ec%252B1UaS4PWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2527836/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2527836&kind=A1
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=b1waN+70GqySKfG23Rg9jKCa4vFyxJplNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zYQUeGCdSlw1zTc2PWcWRHfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2527829/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2527829&kind=A1

©Questel - FAMPAT Page 192 2018/06/29
CA2527829 Al 2004-12-16 CA2527829
W02005001611 A2 2005-01-06 WO200501611 N & o B
CA2737868 Al 2005-01-06 CA2737868 LN & o 8
CA2527826 Al 2005-01-06 CA2527826 N & o B
W02004109454 A3 2005-01-27 WO2004109454 N & o B
W02004109455 A3 2005-02-03 WO2004109455 N & @ (B
W02004109455 A8 2005-03-31 WO2004109455 N & o B
US2005081040 Al 2005-04-14 US20050081040 N & o B
US2005093834 Al 2005-05-05 US20050093834 LN & o 8
W02005001611 A3 2005-06-16 \WO200501611 N & o B
US2005160042 Al 2005-07-21 US20050160042 N & o B
EP1629624 A2 2006-03-01 EP1629624 LN & o 8
EP1629460 A2 2006-03-01 EP1629460 N & o B
EP1629408 A2 2006-03-01 EP1629408 N & o B
JP2006528815 A 2006-12-21 JP2006528815 LN & o 8
JP2007503797 A 2007-02-22 JP2007503797 N & o g
JP2007516507 A 2007-06-21 JP2007516507 N & o B
US7420546 B2 2008-09-02 US7420546 LN & o 8
US2008317302 Al 2008-12-25 US20080317302 N & o g
EP1629624 A4 2009-02-25 EP1629624 N & o B
EP1629408 A4 2009-02-25 EP1629408 LN & o 8
US7525537 B2 2009-04-28 US7525537 N & o g
US2009213087 Al 2009-08-27 US20090213087 N & o B
US7587611 B2 2009-09-08 US7587611 LN & o 8
US2010005314 Al 2010-01-07 US20100005314 N & o g
EP1629460 A4 2010-03-24 EP1629460 N & o B
US7688314 B2 2010-03-30 US7688314 LN & o 8
US2010182125 Al 2010-07-22 US20100182125 N & o B
US7783892 B2 2010-08-24 US7783892 N & o B
JP2010250837 A 2010-11-04 JP2010250837 LN & o 8
US2010318803 Al 2010-12-16 US20100318803 N & o g
USRE42038 E1 2011-01-18 USRE42038 N & o B
CA2527836 C  2011-02-15 CA2527836 LN & o 8
JP2011040082 A 2011-02-24 JP2011040082 N & o g
JP4680918 B2 2011-05-11 JP4680918 N & o B
CA2527826 C 2011-07-26 CA2527826 LN & o 8
US8327152 B2 2012-12-04 US8327152 N & o B
EP1629624 Bl 2013-03-20 EP1629624 N & o B
US2013111575 Al 2013-05-02 US20130111575 LN & o 8
DK 1629624 T3 2013-06-24 DK1629624T N & o B
JP5227381 B2 2013-07-03 JP5227381 N & o B
US8495382 B2 2013-07-23 US8495382 LN & o 8
JP5248548 B2 2013-07-31 JP5248548 N & o g
US2013305056 Al 2013-11-14 US20130305056 N & o B
JP2013257885 A 2013-12-26 JP2013257885 LN & o 8
US8788813 B2 2014-07-22 US8788813 N & o g
CA2724292 C  2014-09-30 CA2724292 N & o B
US2014298371 Al 2014-10-02 US20140298371 E F m [
& M |4


https://permalink.orbit.com/RenderStaticFirstPage?XPN=zYQUeGCdSlw1zTc2PWcWRHfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://permalink.orbit.com/RenderStaticFirstPage?XPN=9lcBGnr6QE2vh%252F1L9khED5NXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCCvBXbPKyM2uzDR69BJSnbKbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=9lcBGnr6QE2vh%252F1L9khED5NXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2005001611&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=WO200501611&kind=A2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zkaxvPPGSC0bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=26GZiGNzcoXKqvw0emhYlKCa4vFyxJplNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zkaxvPPGSC0bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2737868/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2737868&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zYQUeGCdSlzWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=b1waN+70GqxsvJoJDDXZfaCa4vFyxJplNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zYQUeGCdSlzWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2527826/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2527826&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DXNwMMj%252Fy4APmRvQ73AJNrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCAJa82G42Z6GANwwKC8dCjRkaV0SMUACwOllNWWvacaWhEyjmCehg6RkLDQo2aR1zpS0llBJ/BQPQ==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DXNwMMj%252Fy4APmRvQ73AJNrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2004109454&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=WO2004109454&kind=A3
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DXNwMMj%252Fy4BqbEdpsGvZdrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCDQddBvVlVmXANwwKC8dCjRkaV0SMUACwOllNWWvacaWhEyjmCehg6RkLDQo2aR1zpS0llBJ/BQPQ==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DXNwMMj%252Fy4BqbEdpsGvZdrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2004109455&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=WO2004109455&kind=A3
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DXNwMMj%252Fy4BqbEdpsGvZdrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCDQddBvVlVmXEubL3Qg1VpxkaV0SMUACwOllNWWvacaWhEyjmCehg6RkLDQo2aR1zpS0llBJ/BQPQ==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DXNwMMj%252Fy4BqbEdpsGvZdrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2004109455&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=WO2004109455&kind=A8
https://permalink.orbit.com/RenderStaticFirstPage?XPN=jb7Djz0sQYad5tAYl%252B9JQ8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcOaJLIsMQKKakGd4JhdgzD3JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=jb7Djz0sQYad5tAYl%252B9JQ8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20050081040&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=jb7Djz0sQYadyoVeqVSVzcRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcMHvFjEQelEhHePXCJGwxO7JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=jb7Djz0sQYadyoVeqVSVzcRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20050093834&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=9lcBGnr6QE2vh%252F1L9khED5NXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCCvBXbPKyM2u4oThEtvX24VbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=9lcBGnr6QE2vh%252F1L9khED5NXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2005001611&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=WO200501611&kind=A3
https://permalink.orbit.com/RenderStaticFirstPage?XPN=36faIq8yfxUWhWoxjeocbcRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcNIpK0t5wetGIDOQ6NLC580JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=36faIq8yfxUWhWoxjeocbcRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20050160042&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=kxYDcNMYloD4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=dUbMc7iGnQ/T4HkVU0q9j28tmrmn8uQzNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=kxYDcNMYloD4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP04753980
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=EP1629624&kind=A2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=swbzqq2BNCLVNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=dUbMc7iGnQ8qOp5rlVMo6m8tmrmn8uQzNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=swbzqq2BNCLVNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP04753978
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=EP1629460&kind=A2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Lj8r3chi4R8bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=dUbMc7iGnQ/QB4dzTnR1x28tmrmn8uQzNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Lj8r3chi4R8bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP04776220
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=EP1629408&kind=A2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=yVsv%252B3hSQLYfcfNyh1f7srmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=N5221X+da381qippHGA1MAMqfaYWomYVbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=yVsv%252B3hSQLYfcfNyh1f7srmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP2006528815&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=ZKcMqmsLJsJZVrGiHGT18rmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=N5221X+da39Gxe6gZTN6HAMqfaYWomYVbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=ZKcMqmsLJsJZVrGiHGT18rmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP2007503797&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=aS0G5aD%252FxbjyeBQdEVnsWbmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=N5221X+da3+H/ruW0Hz18gMqfaYWomYVbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=aS0G5aD%252FxbjyeBQdEVnsWbmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP2007516507&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=SaBFKCq6DnrWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=c4APaocnPHtBnby87rdfvjeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=SaBFKCq6DnrWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US7420546&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=3BFgd7TEuoaX0rQ7TISktsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcN64h3WOLIVPIDOQ6NLC580JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=3BFgd7TEuoaX0rQ7TISktsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20080317302&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=kxYDcNMYloD4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=dUbMc7iGnQ/T4HkVU0q9j3mXtI+wKb3KNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=kxYDcNMYloD4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP04753980
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=EP1629624&kind=A4
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Lj8r3chi4R8bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=dUbMc7iGnQ/QB4dzTnR1x3mXtI+wKb3KNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Lj8r3chi4R8bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP04776220
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=EP1629408&kind=A4
https://permalink.orbit.com/RenderStaticFirstPage?XPN=PiEPT7KqESPdGqGyRhNS9XfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=VIfVF1iwSZ5u7Eb3zKvAWTeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=PiEPT7KqESPdGqGyRhNS9XfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US7525537&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=SPltp6hr%252F4ZCi90ZHV%252BGYMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcPypGV+zl5qDc/J3aSBKS3mJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=SPltp6hr%252F4ZCi90ZHV%252BGYMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20090213087&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=O9ZbP8wA%252Fa8uw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=VIfVF1iwSZ5nFmpnSS20rjeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=O9ZbP8wA%252Fa8uw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US7587611&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=BrTM%252F3T%252F4fXbn2S%252BpbOJw8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcNmuMWiD0UsuXePXCJGwxO7JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=BrTM%252F3T%252F4fXbn2S%252BpbOJw8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20100005314&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=swbzqq2BNCLVNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=dUbMc7iGnQ8qOp5rlVMo6nmXtI+wKb3KNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=swbzqq2BNCLVNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP04753978
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=EP1629460&kind=A4
https://permalink.orbit.com/RenderStaticFirstPage?XPN=BVX%252FDAh7OSn4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=6t5ZSbWrKXHpMO/pK1Ww6jeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=BVX%252FDAh7OSn4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US7688314&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Z1aqZNCbl%252FNJ3fOD9PY%252B6sRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcMQ3OGkFlDDN1q5LJ03xVJIJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Z1aqZNCbl%252FNJ3fOD9PY%252B6sRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20100182125&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=%252Bld3J%252FkmHAuseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=A7Pyey6r8B1cF/xuTxDJcDeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=%252Bld3J%252FkmHAuseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US7783892&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=xH9Si%252BcWEkRIwOHkvLqkUbmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=N5221X+da3/NZBQz7tCRJAMqfaYWomYVbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=xH9Si%252BcWEkRIwOHkvLqkUbmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP2010250837&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=SeeBxBn1MqhyoZYJQTJ0nMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcOGEbALXOzqSU7S5CYuDst7JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=SeeBxBn1MqhyoZYJQTJ0nMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20100318803&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=FcGuSQRKZRYbWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=ScGQfOkfJvzL2+yYuDepSDczjLze+it8NoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=FcGuSQRKZRYbWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=USRE42038&kind=E1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=H7Ec%252B1UaS4PWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=b1waN+70GqxU1jwMbXsNpLuDyfZyby4R66kX6Irr/smw0ZQBgTMhTqbSv2TRd50XuY1Zd5ppSP8=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=H7Ec%252B1UaS4PWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2527836/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2527836&kind=C
https://permalink.orbit.com/RenderStaticFirstPage?XPN=BpfBsBXURfP2a6L2Nd6wl7msLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=N5221X+da3/u6VIsAtN/TAMqfaYWomYVbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=BpfBsBXURfP2a6L2Nd6wl7msLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP2011040082&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=S7EHhkfrghsbWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=3GINZpVCDpQHHGic0PldojeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=S7EHhkfrghsbWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP4680918&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zYQUeGCdSlzWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=b1waN+70GqxsvJoJDDXZfbuDyfZyby4R66kX6Irr/smw0ZQBgTMhTqbSv2TRd50XuY1Zd5ppSP8=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zYQUeGCdSlzWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2527826/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2527826&kind=C
https://permalink.orbit.com/RenderStaticFirstPage?XPN=qbmHItHBBXuseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=JoEdGH/1pziJoDw4FMhRETeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=qbmHItHBBXuseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US8327152&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=kxYDcNMYloD4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=dUbMc7iGnQ/T4HkVU0q9j2kyFX8ClgOuNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=kxYDcNMYloD4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP04753980
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=EP1629624&kind=B1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DqrBvGDnRHUYaAWPKd4i68RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcMuIaC6OQmTtVq5LJ03xVJIJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=DqrBvGDnRHUYaAWPKd4i68RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20130111575&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=W5Df0yAOIsuKb29ORJ3B0zNfFPLuVTJ9KaVWfLIclG0%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=h86Ee1XfSAw3XrTQfbTwL4pMGhwrNMukWeUrB63Jy+vtNjR6EE3+kEUEMbufsQ83ejK4O80oWQs=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=W5Df0yAOIsuKb29ORJ3B0zNfFPLuVTJ9KaVWfLIclG0%3D%26n%3D1&id=0&base=FULLPAT
http://onlineweb.dkpto.dk/pvsonline/Patent?action=1&subAction=
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=DK1629624T&kind=T3
https://permalink.orbit.com/RenderStaticFirstPage?XPN=oQgyOHgX%252BqIuw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=+TFKW92lTdlOR99JiSfehzeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=oQgyOHgX%252BqIuw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP5227381&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Aeg%252FdvDhDFGseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=98kH2U68KThe68YjDVGWjDeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Aeg%252FdvDhDFGseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US8495382&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=8CeB%252B%252F3RO2gbWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=+TFKW92lTdn/8w0rhDfHPDeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=8CeB%252B%252F3RO2gbWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP5248548&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2Vz84ZgYW%252BksrFFPOk4vLMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcN6CPTnmzsdXl90CpEah8ymJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2Vz84ZgYW%252BksrFFPOk4vLMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20130305056&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LLhymyycOaYmH%252BXekIjc%252FbmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=N5221X+da39hnjV87ywA3wMqfaYWomYVbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LLhymyycOaYmH%252BXekIjc%252FbmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP2013257885&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=s4DSYBt9kPKeccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=5gwRdmuHOZpS67BWFqDUyzeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=s4DSYBt9kPKeccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US8788813&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=GKgB3ivWTVSseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=26GZiGNzcoWtqRdyysSkTLuDyfZyby4R66kX6Irr/smw0ZQBgTMhTqbSv2TRd50XuY1Zd5ppSP8=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=GKgB3ivWTVSseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2724292/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2724292&kind=C
https://permalink.orbit.com/RenderStaticFirstPage?XPN=sFQi5jyi74dsKnorl%252BR6ZcRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcP9pk3A/TtOGpByHje3bCdrJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=sFQi5jyi74dsKnorl%252BR6ZcRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20140298371&kind=A1
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=dUbMc7iGnQ/QB4dzTnR1x2kyFX8ClgOuNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=Lj8r3chi4R8bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP04776220
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=EP1629408&kind=B1

©Questel - FAMPAT Page 193 2018/06/29
EP1629408 B1 2015-01-28 EP1629408

JP2015084236 A 2015-04-30 JP2015084236 E C? g @
EP1629460 Bl 2015-05-13 EP1629460 E t‘.'-'? g @
US2015178548 Al 2015-06-25 US20150178548 E f-'? g @
JP5763872 B2 2015-08-12 JP5763872 E C? g @
US9124930 B2 2015-09-01 US9124930 E t‘.'-'? g @
CA2737868 C 2015-11-24 CA2737868 E f-'? i @
US2015347727 Al 2015-12-03 US20150347727 E C? g @
US9319405 B2 2016-04-19 US9319405 E t‘.'-'? g @
UsS9342674 B2 2016-05-17 US9342674 E f-'? i F!bl
CA2527829 C 2016-09-27 CA2527829 E C? g @
US2016308854 Al 2016-10-20 US20160308854 E t‘.'-'? g @
US2017359335 Al 2017-12-14 US20170359335 E f-'? g @
US9923884 B2 2018-03-20 US9923884 E C? g @
JP6306493 B2 2018-04-04 JP6306493 E t‘.'-'? g @
Abstract

(EP1629624)

The invention disclosed herein is an in-circuit security system (100) for electronic devices.The in-circuit security system

(100) incorporates identity credential verification (103), secure data and instruction storage, and secure data transmission

capabilities.It comprises a single semiconductor chip, and is secured using industry-established mechanisms for preventing

information tampering or eavesdropping, such as the addition of oxygen reactive layers.This invention also incorporates

means for establishing security settings, profiles, and responses for the in-circuit security system (100) and enrolled

individuals.The in-circuit security system (100) can be used in a variety of electronic devices, including handheld

computers, secure facility keys, vehicle operation/ignition systems, and digital rights management.

Inventors

JOHNSON BARRY W
TILLACK JONATHAN A
OLVERA KRISTEN R
RUSSEL DAVID R

Latest standardized assignees - inventors removed

APPLE

Family 100/112 - FAMPAT - ©Questel

Title
(WO200801823)

Computer data management method, program, and recording medium

Images


https://permalink.orbit.com/RenderStaticFirstPage?XPN=Lj8r3chi4R8bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://permalink.orbit.com/RenderStaticFirstPage?XPN=pMj26i0gVx3AB45SKEtz%252BLmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=N5221X+da3+CYddew3rzaQMqfaYWomYVbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=pMj26i0gVx3AB45SKEtz%252BLmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP2015084236&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=swbzqq2BNCLVNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=dUbMc7iGnQ8qOp5rlVMo6mkyFX8ClgOuNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=swbzqq2BNCLVNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP04753978
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=EP1629460&kind=B1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=aHg7plYwZ37lT6%252Bivh0%252FAMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcMI9ARma2zRILxtUVS6odf4JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=aHg7plYwZ37lT6%252Bivh0%252FAMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20150178548&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=ZYHfZsaTY4GseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=EjwmR3cYo8WOqm8JHdVChzeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=ZYHfZsaTY4GseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP5763872&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=K%252F88yWzSUv7VNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=0+MKXzS+NAlXp6rh+gDQaDeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=K%252F88yWzSUv7VNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US9124930&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zkaxvPPGSC0bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=26GZiGNzcoXKqvw0emhYlLuDyfZyby4R66kX6Irr/smw0ZQBgTMhTqbSv2TRd50XuY1Zd5ppSP8=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zkaxvPPGSC0bWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2737868/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2737868&kind=C
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LEhCuW2x76WyaPpcjs5lYMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcMoW/ZOGcv7Yc/J3aSBKS3mJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LEhCuW2x76WyaPpcjs5lYMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20150347727&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=EZkGepKC3RvjCoOEB2EWlnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=5q/vjJWJqTXXgd2vxFBLUjeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=EZkGepKC3RvjCoOEB2EWlnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US9319405&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=xRVn3pkyNJf4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=5q/vjJWJqTXJUbNGJg1+hzeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=xRVn3pkyNJf4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US9342674&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zYQUeGCdSlw1zTc2PWcWRHfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=b1waN+70GqySKfG23Rg9jLuDyfZyby4R66kX6Irr/smw0ZQBgTMhTqbSv2TRd50XuY1Zd5ppSP8=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zYQUeGCdSlw1zTc2PWcWRHfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2527829/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=CA2527829&kind=C
https://permalink.orbit.com/RenderStaticFirstPage?XPN=GqcHqPaog4sHW%252BvmOpLU5MRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcNvdq9kV5fSDnePXCJGwxO7JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=GqcHqPaog4sHW%252BvmOpLU5MRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20160308854&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=K%252FGj5BPxYvVhbjKOamxM5MRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcMLurm0M3C/xFq5LJ03xVJIJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=K%252FGj5BPxYvVhbjKOamxM5MRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US20170359335&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zThAEQB2u5b4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=z7higowfyY6g/slFTDlBLDeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=zThAEQB2u5b4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=US9923884&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=t0uc72434DueccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=YqVEcOhbE95OKuoyt/sfPjeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=t0uc72434DueccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7420546&ekey=1180&xpn=JP6306493&kind=B2

©Questel - FAMPAT Page 194 2018/06/29

f——

e
i DR
: B
e ~—
BRI IIAT R

1 SERVER SIDE

3 CONFIDENTIAL, CONFIDENTIAL INFORMATION
AA WRITE IN

8 USB MEMORY

4 (MANAGEMENT PROGRAM)
BB CONFIDENTIAL, USER FILE
CC CORRECTION HISTORY
DD RETURN
EE PROVIDE
10 CLIENT SIDE
FF READ, EDIT, STORE HISTORY
11 CLIENT


https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200801823&ekey=1147&xpn=WO200801823&kind=A1

©Questel - FAMPAT Page 195 2018/06/29

Publication data including kind & date

W02008001823 Al 2008-01-03 W0200801823 E G? g @
JPW02008001823 Al 2009-11-26 JP2008001823W E t'.'«'? g @
JP4681053 B2 2011-05-11 JP4681053 E f:? g @
Abstract

(W0200801823)

[PROBLEMS] To provide a data management program for copying user data provided to a client and monitoring it so that it
will not be used for other than a predetermined purpose. [MEANS FOR SOLVING PROBLEMS] When a USB memory (8)
containing user data (3) is connected to a client computer (12), a management program (4) limits access to an external
storage device and a network (7) and allows access to a specified storage device and a computer.The management
program (4) operates in a kernel mode (15) and has driver ware (50) providing a common interface for communication with
device drivers (35, 36) and an application program (20).The management program (4) acquires data concerning an
execution file and performs control according to a process control list control (150).A history of the user data (3) is stored in
the USB memory (8) or in a computer on the network (7).The history is analyzed to check the use of the user data (3).
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Abstract

(EP1678918)

The invention relates to systems and methods for reestablishing client communications by securely traversing network

components using an encapsulating communication protocol to provide session persistence and reliability.A first protocol

that encapsulates a plurality of secondary protocols is used to communicate over a network to provide session persistence

and a reliable connection between a client and a host service via a first protocol service.A ticket authority generates a first
ticket and a second ticket associated with the client.The first ticket is provided to the client and the client uses the first ticket
to establish a communication session with the first protocol service.The second ticket is provided to the first protocol
service and the first protocol service uses the second ticket to establish a communication session with the host service.
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Abstract
(W02007148407)

A communication system (900) is a system for enabling only a mobile communication terminal (103) to use a compressed
dictionary content (112A) stored in the mobile communication terminal (103).The mobile communication terminal (103)
transmits (901) its terminal identifier (802) to a communication server (101).The communication server (101) encrypts (902)
a compressed parameter (113) by using the received terminal identifier (802) as a master key.The communication server
(101) transmits (903) the encrypted compressed parameter (113A) to the mobile communication terminal (103).The mobile
communication terminal (103) decrypts (904) the encrypted compressed parameter (113A) by using the terminal identifier
(802).By using the decrypted compressed parameter (113), the compressed dictionary content (112A) is decompressed
(905).
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Abstract

(EP-870222)

The invention concerns a conditional access method and device for use in connection with a host electronic equipment,

including a pointer peripheral containing one or more integrated circuit card coupler units, characterised in that said device
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also includes means for acquiring personal information concerning a user, and in that said personal information is locally
compared with information stored in the integrated circuit card (5) without passing through the host equipment.
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Abstract

(EP1815641)

A software provisioning method and apparatus use a provisioning packet delivery mechanism having a database, a
distribution service, and a confirmation service to receive, queue, and confirm delivery of provisioning packet to a
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computer.When the number of unconfirmed delivery requests exceeds a limit the distribution service may remove the
provisioning packet from the database, for example, to limit denial of service attacks.
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Abstract
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A method of carrying out a secure peer-to-peer data communication, such as an e-mail communication, between a first

remote party computer and a second remote party computer over a data communications medium is described.The method


https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=EP1769620&kind=A2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=fitdNAP6ZTUc%252Buy4OEuPaZNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=/de4PfIWQtNxt+sIa3v9w+40VJCBdcQTbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=fitdNAP6ZTUc%252Buy4OEuPaZNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=GB200414415&kind=D0
https://permalink.orbit.com/RenderStaticFirstPage?XPN=goAuxOm4hcfrRrDYNsencJNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCDTH6XaXolGjzDR69BJSnbKbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=goAuxOm4hcfrRrDYNsencJNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2006000802&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=WO200600802&kind=A2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=vxtTmMZ7DkPdGqGyRhNS9XfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=b1waN+70Gqyqs4eLQjJU46Ca4vFyxJplNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=vxtTmMZ7DkPdGqGyRhNS9XfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2572027/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=CA2572027&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=JV3g3mNAq8pzBIfltO3ZSbmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=OseQCaeVQ7w2GNZCGxSKP90P/F2Pwh1EkaV0SMUACwOllNWWvacaWhEyjmCehg6RkLDQo2aR1zpS0llBJ/BQPQ==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=JV3g3mNAq8pzBIfltO3ZSbmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
http://pericles.ipaustralia.gov.au/ols/auspat/quickSearch.do?queryString=2005256849
https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=AU2005256849&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=goAuxOm4hcfrRrDYNsencJNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCDTH6XaXolGj4oThEtvX24VbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=goAuxOm4hcfrRrDYNsencJNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2006000802&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=WO200600802&kind=A3
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LQTWwOY7oQbVNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=si6DySiW6GAWPTU/LM6c2m8tmrmn8uQzNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LQTWwOY7oQbVNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP05755600
https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=EP1769620&kind=A2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LJJ77gaXFIjw%252ByK9iagwvMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=/WizbbSQlgvleuWYOpYgdnePXCJGwxO7kaV0SMUACwOllNWWvacaWhEyjmCehg6RkLDQo2aR1zpS0llBJ/BQPQ==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LJJ77gaXFIjw%252ByK9iagwvMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://ipindiaservices.gov.in/PublicSearch/PublicationSearch/ApplicationStatus
https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=IN2007DN00424&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=ZN0X1ZFt2QtZE1StXH7HCsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=aJxR8iNWnor0vTR0WM/21V90CpEah8ymkaV0SMUACwOllNWWvacaWhEyjmCehg6RkLDQo2aR1zpS0llBJ/BQPQ==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=ZN0X1ZFt2QtZE1StXH7HCsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://link.kipris.or.kr/link/main/KPAXML.jsp?APPLNO=1020077002255
https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=KR20070092196&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=KU5EbUiKXjGoFrlxKuO6EpNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=tO7C931onjmjCMPOcAeQOVfn1HwLNiulWeUrB63Jy+vtNjR6EE3+kEUEMbufsQ83ejK4O80oWQs=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=KU5EbUiKXjGoFrlxKuO6EpNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://211.157.104.77:8080/sipo_EN/search/tabSearch.do?method=init
https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=CN101053239&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=eia5cye9IgjhCadyYFvObLmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=N5221X+da3+Ne+jHilgq7wMqfaYWomYVbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=eia5cye9IgjhCadyYFvObLmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=INBBINPI&userid=KEOCA52E&key=WO200600802&ekey=1102&xpn=JP2008508573&kind=A

©Questel - FAMPAT Page 207 2018/06/29

comprises: receiving the address details and current status of a connection to the data communications medium of each
remote party computer; creating the data communication at the first remote party computer; checking the current
connection status of the second remote party computer; and sending the data communication from the first remote party
computer directly to the second remote party computer without any storage of the data communication en route, only when
the connection status of the second remote party computer indicates that it is currently connected to the data
communication medium.
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Remote control system for controlling house electric appliance/information equipment by using mobile phone as remote
control reception terminal and utilizing trcs apparatus (communication control apparatus) installed on local side and remote
operation controller
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Abstract

(JP2006196933)

PROBLEM TO BE SOLVED: To provide a system capable of remotely, simply, conveniently and securely controlling a
house electric appliance/information apparatus installed locally by using a mobile phone as a remote control reception
terminal.

SOLUTION: When a user dials an access IP telephone number for local control from a mobile phone (remote operation
reception terminal) 100 and operates the house electric appliance/information apparatus 400 on a control menu of the
remote operation reception terminal 100, the remote operation reception terminal 100 is connected to the TRCS apparatus
200 accommodated in an IP network and a WAN side of a broadcast access line 40 via a Web server 21 of a mobile
network 20, receives operation information when the authentication function of the TRCS apparatus passes the access,
and the remote operation reception terminal 100 controls a network use remote controller 300 connected to the LAN side of
the TRCS apparatus to remotely control the house electric appliance/information apparatus 400.
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Abstract

(EP1938226)

A system and method for online verification of data including receiving listing information associated with an entity,
determining whether the listing information corresponds to an entry in a database, generating an identifier based on
whether the listing information corresponds to an entry in a database, outputting the identifier to a user associated with the
entity, initiating contact with the user using the listing information, receiving input from the user, and verifying the listing

information using the input and the identifier.
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Abstract

(W0200885207)

A gateway device is disclosed for deployment at user premises, which offers applications services similar to those of a
server from the premises, albeit managed by a service management center via the network.For each application service,
gateway programming provides application server communication with a client functionality of an endpoint device, for the
respective service, communicated on top of network layer communications within the premises and through the wide area
network.The application service logic in the gateway device also enforces authorization, authentication, configuration, or
use of the service via the endpoint device.Management of the application service is responsive to communications with the
service management center via the wide area network.A gateway device of this type, for example, may offer PC or TV type
user interfaces.The gateway also may establish peer-to-peer communications with other similar devices.
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The present invention proposes a safe and quick individual certification method using a portable terminal.When a portable
terminal (30) sends a request for certification to a certification server (10), the certification server (10) transmits query code
for certification to the portable terminal (30).The portable terminal (30) transmits said query code to the certification server
(10) via a reader (21) or the like and also via a sales management server (23) to be certified.The certification server (10)
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verifies the query code to that generated in the past, and returns a result of verification and personal data required by the
sales management server (23) to the sales management server (23).The query code is displayed on the portable terminal
as bar code on two-dimensional code.
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object of photographing by an optical unit part is exposed to the outside, and a region 304 (shown by hatching) is covered
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with an optical sensor protection cover 103.Then, the portion of the living body (finger S) included in the region 302 is
included in image data.In the same way, as shown in Fig.4(b), when the living body (finger S) is placed at a position B, the
object to the lower portion of the first joint of the finger is photographed.Also, as shown in Fig.4(c), when the living body
(finger S) is placed at a placement position C, the living body to the neighborhood of the second joint of the finger is
photographed.By making different the placing positions of the living body, it is possible to acquire a plurality of image data
different from each other for every placement position from one living body.Therefore, it is possible to generate a plurality of

biological information from one living body.
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HK1062971 Al 2009-10-02 HK1062971

Abstract

(EP1303075)

To provide a data access management system that enables access control management for data files stored in a memory
of a device.The system manages data access processing performed by an access unit for a memory-loaded device, and
issues a service permission ticket (SPT), which serves as an access control ticket in which an access mode to be accepted
for the access unit, such as a reader/writer, is set. The memory-loaded device receives the service permission ticket (SPT)
from the access unit, and performs processing according to the access mode indicated in the service permission ticket
(SPT).The service permission tickets (SPTs) in which access modes to be accepted for the access units are set are
individually issued according to the access units.Accordingly, various modes of access according to the access units can
be executed. <IMAGE>
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Abstract
(US8984504)

A method and system provide information by which a host machine on which a virtual machine is running can be
determined via a messaging channel between the virtual machines running on the host machine and the host machine.The
virtual machine can then determine whether or not it should be executing.In order for the virtual machine to determine
whether it can execute, it will need to know information about the host machine on which it will be running.Similarly, a
virtual machine can determine whether it has been exposed to any viruses or whether a particular update has been run by
knowing the host machines on which it has been run.
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