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Search query (3): [SP]: the accompanying drawings, which are incorporated in and form a part of this specification and in which like numerals
depict like e lements, illustrate embodiments of the present disclosure and, together with the description, serve to explain the principles of the
disclosure. fig. 1 depicts a block diagram of an exemplary computer system suitable for implementing embodiments according to the present
disclosure. fig. 2 is an illustration of a system configured for identifying potential fraudulent activity performed by an agent within a contact center,
and taking preventative action once the activity is identified, in accordance with one embodiment of the present disclosure. fig. 3 is a block
diagram of components of a contact center workstation that is configured for monitoring the activity of a contact center agent in order to identify
potential fraudulent activity performed by the agent, in accordance with one embodiment of the present disclosure. fig. 4 is a flow diagram
illustrating a method for detecting fraudulent activity and taking preventative measures once the potential fraudulent activity is detected, in
accordance with one embodiment of the present disclosure. fig. 5a is a diagram illustrating a contact center floor including a plurality of
workstations, and a video monitor system configured to view each of the workstations, in accordance with one embodiment of the present
disclosure. fig. 5b is a diagram illustrating a typical layout of resources available to a contact center workstation, and a video capture device
configured and oriented to capture a frontal view of an agent attending to the workstation when instructed, such that images of the workstation are
captured when potential fraudulent activity is detected at that workstation, in accordance with one embodiment of the present disclosure. fig. 6 is a
flow diagram illustrating a method for perform ing fraud detection, in accordance with one embodiment of the present disclosure. fig. 7a is a
diagram of a chart illustrating workstations and their locations within a contact center section or floor, wherein the icons representing the
workstations may be augmented to provide information re lated to the status of agents and/or workstations, as well as information providing
notification when potential fraudulent activity is detected at one or more workstations, in accordance with one embodiment of the present
disclosure. figs. 7b-j are diagrams of various symbols providing information re lated to status of agents and/or workstations, as well as information
providing notification when potential fraudulent activity is detected at one or more workstations, in accordance with one embodiment of the present
disclosure.
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[SP]: 1. a method of fraud detection, comprising: monitoring activity of a plurality of agents attending to a plurality of workstations of a
contact centerdetermining that a first agent at a first workstation of said contact center is not on a call at a first timedetermining that said
first agent is accessing a client based resource at said first time, wherein said client based resource is associated with and managed by a
client at a back end server remote from said contact center, wherein said client based resource is accessed by an electronic resource at said
first workstation through a communication network andcollecting electronic evidence of said first contact center workstation, wherein said
electronic evidence is associated with potential fraudulent activity being conducted at said first workstation, wherein said potential fraudulent
activity occurs when a first condition is satisfied when said first agent is not said call at said first time, and when a second condition is
satisfied when said first agent is accessing said client based resource at said first time. 2. the method of cla im 1, wherein said determ ining
that said first agent is accessing a client based resource further comprises: determ ining that said first agent is accessing an unauthorized
application of said client, wherein said unauthorized application becomes authorized for access when said first agent is actively on a call
providing services to a customer of said client. 3. the method of cla im 1, wherein said client based resource comprises a database. 4. the
method of cla im 1, wherein said determ ining that a first agent is not on a call at a first time comprises: determ ining that said first agent is
available to take a call from a customer of said client or another client. 5. the method of cla im 1, wherein said determ ining that a first agent
is not on a call at a first time comprises: determ ining that said first agent is out for lunch. 6. the method of cla im 1, wherein said collecting
electronic evidence comprises: aim ing a camera positioned to view at least one workstation in said call center at said first workstation
andcapturing at least one image of said first workstation, wherein said at least one image comprises a frontal view of said first agent. 7. the
method of cla im 1, wherein said collecting electronic evidence comprises: activating a camera positioned on a display screen of said first
workstation andcapturing at least one image of said first workstation, wherein said at least one image comprises a frontal view of said first
agent. 8. the method of cla im 1, wherein said collecting electronic evidence comprises: capturing at least one image of a desktop of said
first workstation. 9. the method of cla im 1, further comprising: determ ining identifying information for a scheduled agent assigned to said
first workstation at said first time from an employee databasecapturing an image of a positioned agent located at said first workstation in
relation to said first timecross-referencing said image of said positioned agent with said identifying information andauthenticating that said
positioned agent is said scheduled agent. 10. the method of cla im 1, further comprising: determ ining identifying information for a
scheduled agent assigned to said first workstationcapturing an image of a positioned agent located at said first workstationcross-referencing
said image of said positioned agent with said informationauthenticating that said positioned agent is not said scheduled agent. 11. the
method of cla im 1, further comprising: providing notification of said potential fraudulent activity conducted at said first workstation on a
contact center chart, wherein said chart identifies said plurality of workstations, wherein a first icon represents a first workstation in said
chart, wherein said first icon is configured to indicate said potential fraudulent activity is being conducted at said first workstation. 12. a
method of fraud detection, wherein said method comprises: monitoring electronic activity of a plurality of agents attending to a plurality of
workstations of a contact centercollecting said e lectronic activity that is monitored at a centralized locationdetermining that a potential
fraudulent activity is conducted in said contact centerdetermining said potential fraudulent activity occurs at a first workstationproviding an
event notification of said potential fraudulent activity on a contact center chart, wherein said contact center chart indicates locations of each
call workstation and status information for each contact center workstation andcapturing at least one image of said first contact center
workstationwherein said determ ining that a potential fraudulent activity is conducted in said contact center comprises: determ ining that a
first agent at said first workstation of said contact center is not on a call at a first timedetermining that said first agent is accessing a client
based resource at said first time, wherein said resource is associated with and managed by a client at a back end server remote from said
contact center, wherein said client based resource is accessed by an electronic resource at said first workstation through a communication
network andcollecting electronic evidence of said first contact center workstation. 13. the method of cla im 12, wherein said capturing at least
one image comprises: aim ing a camera at said first workstation, wherein said camera is positioned to view at least one workstation at said
contact centercapturing at least one image frame of a frontal view of said first workstation andcapturing a frontal view of said first agent in
said at least one image frame. 14. the method of cla im 13, further comprising: panning said camera in a direction capable of viewing said
first workstationtilting said camera at an angle capable of viewing said first workstation andzooming said camera in on said first workstation.
15. the method of cla im 12, wherein said capturing at least one image comprises: activating a camera positioned on a display screen of
said first contact center workstation andcapturing at least one image of said first workstation, wherein said at least one image comprises a
frontal view of said first agent. 16. the method of cla im 12, further comprising: determ ining an identity of a positioned agent located at said
first workstation by capturing first identifying information of said positioned agentdetermining second identifying information for a scheduled
agent assigned to said first workstation at said first time by accessing a record corresponding to said scheduled agent from an employee
databasecross-referencing said first identifying information of said positioned agent with said second identifying informationauthenticating
that said positioned agent is said scheduled agent when said first identifying information matches said second identifying information,
wherein said event notification comprises first information that said potential fraudulent activity is being conducted by said scheduled agent
anddetermining that said positioned agent is not said scheduled agent when said first identifying information does not match said second
identifying information, wherein said event notification comprises second information that said potential fraudulent activity is being
conducted by a non-scheduled agent to a security center. 17. the method of cla im 16, wherein said cross-referencing said first identifying
information of said positioned agent comprises: capturing a facial image of said positioned agent, wherein said first identifying information
comprises said facial imageaccessing a second image of said scheduled agent in said recordcomparing said second image to said facial
image of said positioned agent andverifying said positioned agent is said scheduled agent when said second image matches said facial
image. 18. the method of cla im 16, wherein said determ ining second identifying information for a scheduled agent comprises: capturing
first biometric information of an agent perform ing a log-in process at said first workstationcross-referencing said biometric information with a
plurality of known biometric information corresponding with said plurality of agentsmatching said first biometric information captured to
second biometric information associated with said scheduled agent. 19. the method of cla im 12, wherein said determ ining that a potential
fraudulent activity is conducted further comprises: determ ining a baseline of transactions/actions by said plurality of agents, wherein said
baseline corresponds to at least a first activityidentifying an outlier condition that is outside of said baseline, wherein said outlier condition
corresponds to said potential fraudulent activity andmatching the outlier condition with a known fraudulent activity. (Results 0)
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[SP]: the accompanying drawings, which are incorporated in and form a part of this specification and in which like numerals depict like
elements, illustrate embodiments of the present disclosure and, together with the description, serve to explain the principles of the
disclosure. fig. 1 depicts a block diagram of an exemplary computer system suitable for implementing embodiments according to the
present disclosure. fig. 2 is an illustration of a system configured for identifying potential fraudulent activity performed by an agent within a
contact center, and taking preventative action once the activity is identified, in accordance with one embodiment of the present disclosure.
fig. 3 is a block diagram of components of a contact center workstation that is configured for monitoring the activity of a contact center
agent in order to identify potential fraudulent activity performed by the agent, in accordance with one embodiment of the present disclosure.
fig. 4 is a flow diagram illustrating a method for detecting fraudulent activity and taking preventative measures once the potential fraudulent
activity is detected, in accordance with one embodiment of the present disclosure. fig. 5a is a diagram illustrating a contact center floor
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including a plurality of workstations, and a video monitor system configured to view each of the workstations, in accordance with one
embodiment of the present disclosure. fig. 5b is a diagram illustrating a typical layout of resources available to a contact center workstation,
and a video capture device configured and oriented to capture a frontal view of an agent attending to the workstation when instructed, such
that images of the workstation are captured when potential fraudulent activity is detected at that workstation, in accordance with one
embodiment of the present disclosure. fig. 6 is a flow diagram illustrating a method for perform ing fraud detection, in accordance with one
embodiment of the present disclosure. fig. 7a is a diagram of a chart illustrating workstations and their locations within a contact center
section or floor, wherein the icons representing the workstations may be augmented to provide information re lated to the status of agents
and/or workstations, as well as information providing notification when potential fraudulent activity is detected at one or more workstations,
in accordance with one embodiment of the present disclosure. figs. 7b-j are diagrams of various symbols providing information re lated to
status of agents and/or workstations, as well as information providing notification when potential fraudulent activity is detected at one or
more workstations, in accordance with one embodiment of the present disclosure. (Results 12)
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Abstract:
A system, method and program product for determining and displaying the status of client application programs executing on a
multiprocessing server. Server process control blocks and synchronization object descriptors are created in the shared memory
of the server. Application program interfaces APIs are linked to the control blocks and descriptors during the execution of the
various multiprocessing application programs. A status utility related to the service process monitor selectively accesses
information from the control blocks and descriptors to determine the status of the individual multiple processes executing on the
server workstation. In a preferred form, the status information is conveyed to and displayed on a video display associated with
the service process monitor. In contrast to operating system monitors which disclose the status of all processes as a whole, the
present server process monitor particularizes the information to the specific client process. Thereby, the information is of a
granularity to identify processes which are hung up on semaphores, message queues, or the like. The information is at the level
used by a system administrator or software developer.
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US2006156297, US2006136750, US2006090084, US2006080531, US2006080530, US2006075260,
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Abstract:
Systems and methods are disclosed for protecting a computer program from unauthorized analysis and modification. Obfuscation
transformations can be applied to the computer program's local structure, control graph, and/or data structure to render the
program more difficult to understand and/or modify. Tamper-resistance mechanisms can be incorporated into the computer
program to detect attempts to tamper with the program's operation. Once an attempt to tamper with the computer program is
detected, the computer program reports it to an external agent, ceases normal operation, and/or reverses any modifications
made by the attempted tampering. The computer program can also be watermarked to facilitate identification of its owner. The
obfuscation, tamper-resistance, and watermarking transformations can be applied to the computer program's source code, object
code, or executable image.

PatBase PDF Export -  Page: 7   05/10/2018



 

PatBase PDF Export -  Page: 8   05/10/2018

http://www.patbase.com/mosget.asp?ID=32177308&FileSave=US2005183072A.PDF


 

3) US2006023865A - AGENT DETECTOR, WITH OPTIONAL AGENT RECOGNITION...

3) Family number: 32586230 (US2006023865A) © PatBase 

Title: AGENT DETECTOR, WITH OPTIONAL AGENT RECOGNITION AND LOG-IN CAPABILITIES, AND OPTIONAL
PORTABLE CALL HISTORY STORAGE

Priority: US20040902639 20040729

Family:  Publication number  Publication date  Application number  Application date   
  US2006023865 AA  20060202  US20040902639  20040729  

  US7680263 BB  20100316  US20040902639  20040729  

 Probable Assignee: RPX CLEARINGHOUSE LLC  

 Assignee(s):(std): BATAI JASON ; GALLETTI GORDON ; NICE PAMELA ; MARTIN PAUL ; MELBOURN JOHN ; LOCKE RANDY ;
NORTEL NETWORKS LTD 

 Assignee(s): ROCKSTAR BIDCO LP ; ROCKSTAR CONSORTIUM US LP ; RPX CLEARINGHOUSE LLC  ; RPX CORP ;
NORTEL NETWORKS LIMITED ; JEFFERIES FINANCE LLC  ; JPMORGAN CHASE BANK NA COLLATERAL
AGENT AS 

 Inventor(s):(std): BARTAL JASON ; BATAI JASON ; GALLETTI GORDON ; LOCKE RANDY ; MARTIN PAUL ; MELBOURN JOHN
; NICE PAMELA 

 Agent(s): STEUBING AND MCGUINESS AND MANARAS LLP; DAVID A 

 International class
(IPC 8-9):

H04M3/00 H04M5/00 (Advanced/Invention);
H04M3/00 H04M5/00 (Core/Invention)

 CPC: H04M3/2218 H04M3/42068 H04M3/42102 H04M3/42365 H04M3/5232 H04M2203/6018

 European class: H04M3/523D T04M203/60B T04M3/22D T04M3/42C1U2 T04M3/42C2U T04M3/42S

 US class: 379/265.04 379/265.040P 379/265.11
 Classification Explorer

 Cited documents: US6965669 BB, US6330325 BA, US6282154 BA, US6278877 BA, US6140921 A, US2003177370 AA,
US2003033252 AA, US2002171546 AA, US2002085701 AA,
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Abstract:
A system for accurately detecting the unavailability of a call center agent that uses one or more agent sensors provided in the
area of the agent's desk or station that are triggered when the agent moves into or out of the physical area in which he or she
can answer calls. The agent sensor may be an external hardware peripheral device which communicates with a call center
software application. The agent sensor operates to notify the call center application when an associated agent leaves their desk,
so that the call center application can make that agent unavailable to receive calls as a result. When the agent returns, another
signal may be sent from the sensor to the call center application indicating that the agent is again available to receive calls. The
information gathered by the call center application from the sensor signals may be used to assist in report generation regarding
call center agents, and to improve call center performance, since calls are not forwarded to agents that have stepped away from
their desk, even for a brief moment.
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Abstract:
A mid-point call management node subject to monitoring through a workstation communicatively coupled thereto, provides call
services (e.g., through extensible markup language (XML), and in particular call control extensible markup language (CCXML)
and/or voice extensible markup language (VXML), instructions) for an inbound call received from an originating network at an
originating point-of-presence (POP) associated with multiple, disparate call centers, the call services being provided in response
to call management application instructions issued according to enterprise-specific strategies for optimizing call handling between
the originating POP and domestic and/or international ones of the disparate call centers communicatively coupled thereto. Call
center information (e.g., call load information) received at the management node from the multiple call centers may be used in
connection with providing the call services. The enterprise-specific strategies may be instantiated as processes for: call routing,
load balancing, work force management, and/or customer relationship management.
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  US2008000473 AA  20080103  US20060617821  20061229  

  US2008059474 AA  20080306  US20070928950  20071030  

  US2008060051 AA  20080306  US20070928716  20071030  

  US2008060080 AA  20080306  US20070928370  20071030  

  US2008065700 AA  20080313  US20070929092  20071030  

  US2008066148 AA  20080313  US20070928493  20071030  

  US2008066149 AA  20080313  US20070929032  20071030  

  US2008066150 AA  20080313  US20070929167  20071030  

  US2008071728 AA  20080320  US20070928875  20071030  

  US2008083014 AA  20080403  US20070928550  20071030  

  US2008091682 AA  20080417  US20070928794  20071030  

  US2008294586 AA  20081127  US20070928589  20071030  

  US2008301760 AA  20081204  US20070928416  20071030  

  US2010223287 AA  20100902  US20100778022  20100511  

  US2010306179 AA  20101202  US20100849256  20100803  

  US2012017000 AA  20120119  US20110987857  20110110  

  US2012017261 AA  20120119  US20110004687  20110111  

  US2012191677 AA  20120726  US20120438753  20120403  

  US2012198516 AA  20120802  US20120442781  20120409  

  US2012233216 AA  20120913  US20120477958  20120522  

  US2012311665 AA  20121206  US20120585665  20120814  

  US2013086261 AA  20130404  US20120686734  20121127  

  US2013263210 AA  20131003  US20130850999  20130326  

  US2013283343 AA  20131024  US20130915323  20130611  

  US2014020054 AA  20140116  US20130035595  20130924  

  US2014090012 AA  20140327  US20130091215  20131126  

  US2014143830 AA  20140522  US20140166604  20140128  

  US2014208381 AA  20140724  US20140248178  20140408  

  US2014310423 AA  20141016  US20140313954  20140624  

  US2014379673 AA  20141225  US20140481513  20140909  

  US2015019762 AA  20150115  US20140503282  20140930  

  US2015033288 AA  20150129  US20140513731  20141014  

  US2015052577 AA  20150219  US20140526360  20141028  

  US2015089584 AA  20150326  US20140557351  20141201  

  US2015178295 AA  20150625  US20150637250  20150303  

  US2015195307 AA  20150709  US20150664687  20150320  

  US2015200970 AA  20150716  US20150624462  20150217  

  US2015324602 AA  20151112  US20150798388  20150713  

  US2016028776 AA  20160128  US20150876689  20151006  

  US2016092694 AA  20160331  US20150956349  20151201  

  US2016154965 AA  20160602  US20160013337  20160202  
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  US2016212014 AA  20160721  US20160083169  20160328  

  US2016224798 AA  20160804  US20160096093  20160411  

  US2016308914 AA  20161020  US20160196974  20160629  

  US2016315971 AA  20161027  US20160199481  20160630  

  US2016315972 AA  20161027  US20160199634  20160630  

  US2016328574 AA  20161110  US20160214370  20160719  

  US2016330247 AA  20161110  US20160214378  20160719  

  US2016342805 AA  20161124  US20160226872  20160802  

  US2017063935 AA  20170302  US20160352522  20161115  

  US2017142125 AA  20170518  US20170421281  20170131  

  US7716240 BB  20100511  US20060615764  20061222  

  US7774363 BB  20100810  US20070928875  20071030  

  US7877409 BB  20110125  US20070928794  20071030  

  US7877781 BB  20110125  US20070928416  20071030  

  US8150816 BB  20120403  US20060615553  20061222  

  US8156566 BB  20120410  US20060615757  20061222  

  US8185548 BB  20120522  US20100778022  20100511  

  US8244745 BB  20120814  US20070929092  20071030  

  US8321437 BB  20121127  US20070928950  20071030  

  US8396890 BB  20130312  US20100849256  20100803  

  US8407345 BB  20130326  US20070928589  20071030  

  US8464314 BB  20130611  US20110004687  20110111  

  US8544058 BB  20130924  US20070929167  20071030  

  US8595788 BB  20131126  US20070928493  20071030  

  US8621549 BB  20131231  US20060383161  20060512  

  US8627490 BB  20140107  US20060383159  20060512  

  US8640191 BB  20140128  US20120442781  20120409  

  US8661003 BB  20140225  US20120438753  20120403  

  US8677499 BB  20140318  US20070928370  20071030  

  US8694523 BB  20140408  US20120585665  20120814  

  US8762412 BB  20140624  US20110987857  20110110  

  US8832048 BB  20140909  US20070928716  20071030  

  US8849858 BB  20140930  US20060615720  20061222  

  US8862551 BB  20141014  US20060615657  20061222  

  US8875218 BB  20141028  US20060615781  20061222  

  US8904478 BB  20141202  US20140166604  20140128  

  US8959580 BB  20150217  US20130091215  20131126  

  US8972449 BB  20150303  US20060615637  20061222  

  US8990886 BB  20150324  US20130035595  20130924  

  US9081981 BB  20150714  US20060615604  20061222  

  US9152774 BB  20151006  US20140248178  20140408  

  US9203868 BB  20151201  US20140557351  20141201  

  US9253216 BB  20160202  US20150664687  20150320  

  US9298895 BB  20160329  US20140313954  20140624  

  US9311503 BB  20160412  US20140513731  20141014  

  US9384358 BB  20160705  US20130915323  20130611  

  US9384360 BB  20160705  US20060615477  20061222  

  US9384363 BB  20160705  US20140526360  20141028  

  US9396351 BB  20160719  US20150637250  20150303  

  US9398051 BB  20160719  US20150624462  20150217  

  US9407662 BB  20160802  US20070929032  20071030  

  US9497219 BB  20161115  US20070928550  20071030  

  US9531595 BB  20161227  US20120477958  20120522  

  US9558193 BB  20170131  US20160096093  20160411  

  US9684795 BB  20170620  US20150956349  20151201  

  US9703978 BB  20170711  US20160013337  20160202  

  US9740703 BB  20170822  US20160199481  20160630  

  US9767302 BB  20170919  US20120686734  20121127  

  US9864752 BB  20180109  US20060615576  20061222  

  US9866594 BB  20180109  US20160214378  20160719  

  US9942271 BB  20180410  US20060383164  20060512  

  US9946717 BB  20180417  US20170421281  20170131  

  US9973533 BB  20180515  US20130850999  20130326  

  WO07120360 A2  20071025  WO2006US62586  20061222  

  WO07120360 A3  20071227  WO2006US62586  20061222  

 Probable Assignee: NEXTLABS INC 

 Assignee(s):(std): BLUE JUNGLE INC ; COHEN OREN ; HARE WILLIAM D ; LIM KENG ; STEPHENSON HUGO ; NEXTLABS INC
; NEXTLAS INC ; BLUE JUNGLE 

 Inventor(s):(std): COHEN OREN ; HARE WILLIAM D ; STEPHENSON HUGO ; LIM KENG 

 Inventor(s): HARE WILLIAM 

 Agent(s): AKA CHAN LLP; WILLIAM DOUGLAS HARE 

 Designated states: AE AG AL AM AT AU AZ BA BB BE BF BG BJ BR BW BY BZ CA CF CG CH CI CM CN CO CR CU CY CZ
DE DK DM DZ EC  EE EG ES FI FR GA GB GD GE GH GM GN GQ GR GT GW HN HR HU ID IE IL IN IS IT
JP KE KG KM KN KP KR KZ LA LC  LK LR LS LT LU LV LY MA MC MD ME MG MK ML MN MR MW MX MY MZ
NA NE NG NI NL NO NZ OM PG PH PL PT RO RS RU SC  SD SE SG SI SK SL SM SN SV SY SZ TD TG TJ
TM TN TR TT TZ UA UG US UZ VC  VN ZA ZM ZW

 International class
(IPC 8-9):

A61K33/00 A61K9/127 A61M16/10 A61M16/14 A61P11/00 G06F11/30 G06F11/34 G06F12/00 G06F12/14
G06F13/00 G06F15/16 G06F15/173 G06F17/00 G06F17/30 G06F21/00 G06F21/12 G06F21/24 G06F21/31
G06F21/51 G06F21/55 G06F21/60 G06F21/62 G06F7/00 G06F7/04 G06F9/46 G06N5/02 G06Q10/00
G06Q10/06 G06Q10/10 G11C7/00 H04L12/24 H04L12/58 H04L29/06 H04L29/08 H04L9/00 H04L9/32
H04N7/16 (Advanced/Invention);
G06F21/00 G06F21/55 G06F21/62 H04L12/24 H04L29/06 H04M3/38 (Advanced/Non-invention);
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A61K33/00 A61K9/127 A61M16/10 A61P11/00 G06F15/16 G06F17/00 G06F17/30 G06F21/00 G06F7/00
G06F9/46 G06N5/00 G06Q10/00 H04L9/00 H04L9/32 (Core/Invention)

 CPC: A61K9/0078 A61K9/1075 A61K9/127 A61K33/00 A61K45/06 G06F17/3089 G06F2216/03 G06Q10/06
H04L63/0263 H04L63/0272 H04L63/102 H04L63/1425 H04L67/22 Y10S707/922 G06Q10/10 G06F21/316
G06F17/30165 G06F11/3006 G06F17/30011 G06F17/30082 G06F2221/032 H04L67/303 H04L67/32
H04L63/104 G06F21/125 G06F21/00 H04L29/06551 H04L63/00 G06F9/468 G06F21/604 H04L41/0893
G06F21/6227 H04L41/0631 H04L41/22 H04M3/38 G06F2221/2101 H04L63/101 G06F11/3438 H04L63/10
G06F21/62 H04L63/205 H04L67/42 H04L51/34 H04L63/20 G06F21/6218 G06F17/30091 H04L63/105
G06F21/51 G06F21/554 G06F21/6281 G06F2221/2141 H04L63/30 H04L2463/101 H04L41/28 H04L63/107

 European class: A61K33/00 A61K45/06 A61K9/00M20B5 A61K9/107D A61K9/127 G06F17/30W7 G06F21/60B
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Abstract:
In an information management system, relevant policies are deployed to targets while policies which are not relevant are not. By
deploying relevant policies, this reduces the amount of space requirements at the target to store the policies and the amount of
data that needs to be sent to the target. Also, execution speed at the target may increase since the target does not need to
evaluate policies that are not relevant.
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Abstract:
An adherence system provides an entity (such as a supervisor) with the ability to define one or more acceptable agent state
"rules" that are then monitored for compliance. A particular "rule" defines a sequence of user-configured or system-defined work
item handling states and, optionally, a particular duration for a given state in the sequence. The rule typically also has associated
therewith one or more user-configured or system-defined "actions" that should occur if the rule (which is sometimes referred to
as a "policy") is triggered. Using state information, the system monitors the various states of a particular agent against one or
more rules. If the agent violates the rule (e.g., by moving in or out of a state out of sequence, by staying within a given state too
long, or the like), a trigger event is initiated to indicate a potential or actual policy violation. The trigger event may then initiate a
given action.
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US2014337753, US2014129916, US2013013370,

Abstract:
Systems and methods for monitoring computer and/or software usage and enhancing functionality of target software applications
are provided. In some aspects, the systems and methods may identify user activity with sufficient depth for meaningful analysis,
even when the target application restricts access to, for example, its user-interface object model or event stream, without
requiring code-level integration with the target application. In other aspects, the systems and methods may enable fast and
convenient assignment of semantic meaning to user-interface elements to enable actionable usage reporting, among other things
In further aspects, the systems and methods may allow convenient definition of a sequence of user-interface actions as a
workflow, which may be analyzed in a variety of manners including, for example, monitoring and analyzing for user utilization
and compliance. In other aspects, the systems and methods may be utilized where the target application restricts external access
to user-interface object models.
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Abstract:
A method of fraud detection is disclosed. The method includes determining that a first agent at a first workstation of a contact
center is not on a call at a first time. The contact center includes a plurality of workstations attended to by a plurality of agents.
The method includes determining that the first agent is accessing a client based resource at the first time, wherein the resource is
associated with a client. The method includes collecting electronic evidence of the first workstation.
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Abstract:
Agents of a contact center process work items for clients of the contact center. Agents may, at some point, experience "burnout."
Detecting early signs, and automatically mitigating the burnout allows agents to maintain interest in their work and avoid
expensive training of new agents and lost experience of burnt-out agents. Agents may be monitored for single events and/or a
pattern of events indicating burnout. Automatic detection and response to the burnout provides agents indicating burnout to have
more interesting, less difficult, or otherwise more favorable working conditions. Feedback monitoring determines if the mitigation
efforts are successful. If not, and an agent is burnt out and likely to quit, measures may be automatically launched to prevent the
burnt-out agent from "infecting" other agents.
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Abstract:
Embodiments disclosed herein provide systems, methods, and computer readable media for facilitating engagement with a
plurality of agents in a contact center. In a particular embodiment, a method provides detecting a log-in/out event for a first
agent of the plurality of agents operating a first agent system of a plurality of agent systems to a communication distribution
system configured to distribute communications with the contact center among the plurality of agent systems. In the
communication distribution system, the method provides determining that the first agent system should communicate with a
second agent system of the plurality of agent systems and initiating a first communication between the first agent system and the
second agent system.
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Abstract:
Detecting fraud in a contact center including receiving an incoming Real-Time Transport Protocol (RTP) media stream associated
with a contact, and determining, based on a real-time biometric analysis of the incoming RTP media stream, that the contact is a
potential fraudulent contact. The incoming RTP media stream comprises at least one of an audio stream or a video stream. At
least one characteristic related to one or more of an audio quality or a video quality of the incoming RTP media stream is altered
without altering any characteristics of an outgoing RTP media stream from the contact center to the potential fraudulent contact,
and an altered incoming RTP media stream associated with the potential fraudulent contact is received. In some embodiments, at
least one subsequent communications session is automatically scheduled and initiated and a subsequent incoming RTP media
stream is received during each subsequent communications session.
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Abstract:
Disclosed are system and method for identifying suspicious user behavior during a user's interaction with various banking
services. One exemplary method comprises: receiving information relating to user's interaction with two or more banking
services from at least two computing devices used by a user for interacting through a user account with each banking service;
receiving an identifier of each computing device; determining a model of user behavior based at least on received information
and identifers; calculating a probability of fraud based at least on the model of user behavior; determining and forming patterns
of suspicious user behavior; and determining whether a current user activity in interacting with at least one banking services is
suspicious based at least upon the patterns.
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