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Abstract

(EP3205073)

Embodiments of the present disclosure help protect network devices from unauthorized access.Among other things,
embodiments of the disclosure allow full access to application servers and other network devices that a client is allowed to
access, while preventing all access (or even knowledge) of network devices the client is not allowed to access.
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Abstract
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Among other things, embodiments of the present disclosure allow multiple virtual private network connections to be created

without the need for administrative privileges, and allow network traffic to be routed using a single virtual adapter instead of

a dedicated virtual adapter for each virtual network connection.
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Abstract

(W02017180168)

A computer-implemented method, including: upon a request from a client device, establishing, by a computer system

implementing a gateway to a private network, a network tunnel between the client device and the gateway; the gateway

further implementing a firewall including firewall rules for selectively blocking and allowing network traffic between the client

device and one or more network devices in the private network; upon a triggering of a firewall rule by a request for access

to the private network by the client device and before applying the firewall rule, checking, by the computer system, if a

corresponding condition is met; and if the condition is not met, then, by the computer system, sending to the client device

an action to be performed by the client device.
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Abstract

(W02017138975)

Systems and methods provide for scaling and management of a gateway.In one embodiment, a method includes: in
response to a request from a client device, establishing, by a computer system implementing a gateway to a private
network, a network tunnel between the client device and the gateway; and after establishing the network tunnel, starting a
separate firewall service with a separate set of firewall rules on the computer system for selectively blocking and allowing
network traffic between the client device and one or more network devices in the private network.
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Abstract
(US9866519)

A method is provided, in one embodiment, which is performed on a client computing device, the method comprising:
connecting the client with a plurality of segments of a private network, wherein the private network comprises a plurality of
name resolving servers; registering the client as primary name resolving server for serving name requests for names in the
private network received from applications on the client; and then forwarding the received name requests simultaneously to
the plurality of name resolving servers.
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Abstract

(EP1494420)

A firewall acts as a transparent gateway to a server within a private network by initiating an unsolicited challenge to a client

to provide authentication credentials.After receiving the client's credentials, the firewall verifies the authentication

credentials and establishes a secure channel for accessing the server.Data destined for the server from the client may be

forwarded through the firewall using the secure channel.The firewall may sign, or otherwise indicate that data forwarded to

the server is from a client that the firewall has authenticated.The firewall also may provide some level of authentication to

the client.While connected to the server, the client may access other servers external to the private network without having

the data associated with the other servers pass through the private network.The firewall reduces configuration information

that a client otherwise must maintain to access various private network servers.
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Abstract

(US9736120)

In one embodiment, a computer implemented method provides a client computing device network access to a private
network by a network traffic manager, and the method includes: obtaining context parameters related to a context of the
client computing device; selecting as a function of the context parameters one or more policies as selected policies,
wherein each policy is associated with one or more network entitlement rules defining network access rules to a networking
device or an application in the private network according to the policy; retrieving the one or more network entitlement rules
associated with the selected policies; and providing the network traffic manager with the one or more network entitlement
rules, thereby providing the client computing device the network access.
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Abstract
(EP1657885)

A method and system for enabling interconnection of VPNs is disclosed.An interconnection device manages an
interconnection process at one or more facilities including, for example, a gateway device.The gateway device has
information relating to a plurality of VPNs, and may facilitate interconnection between devices on at least two of the VPNs
by determining that one device is in fact a member of a first one of the VPNs, and by forwarding connection parameters of
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the first VPN to the second VPN on an as-needed basis.In this way, the gateway allows interconnection without the need
for a completely centralized decision-making process, and does so independently of the type of device and/or VPN(s) being
used.Moreover, the gateway may implement only those VPN parameters needed by both VPNs to communicate with one
another with a desired level of security, thereby simplifying the routing and forwarding processes associated with the actual
communication occurring via the interconnection.The information related to the plurality of VPNs and their respective
member devices may be stored in a mapping table at the gateway, and identification parameters of a device seeking
interconnection and/or associated VPN parameters may be verified by the use of digital certificates.
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Embodiments disclosed herein provide a system, method, and computer program product for providing network access

control for a shared network.One embodiment of a network access controller may intercept a request to access a network

resource from a browser application running on a client device associated with an anonymous user and determine whether
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the network resource is in a set of network destinations in the shared network.If the network resource is in the set of
network destinations, the network access controller may direct the browser application to the network resource.If the
network resource is not in the set of network destinations, the network access controller may redirect the browser
application to a pre-authentication capture destination in the shared network.From the pre-authentication capture
destination the anonymous user is free to visit any of the set of network destinations in the shared network without

authentication.
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System and method for communicating data are disclosed.Method includes facilitating receiving, from a module of a client

computing device, a first message in a universal format.Method includes generating a first encoded message by encoding

the first message into a network-based procedure call interface associated with a server, based on a stored encoding for

the network-based procedure call interface.Method includes facilitating transmitting the first encoded message to a module

of the server.Method includes facilitating receiving, from a module of the server, a second message encoded in the

network-based procedure call interface associated with the server.Method includes generating a second decoded message

by decoding the second message into the universal format, based on the stored encoding for the network-based procedure

call interface.Method includes facilitating transmitting the second decoded message to a module of the client computing

device.
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Abstract

(EP1273156)

Methods and system are provided for enabling a virtual network between a first processor and a second processor using at

least one additional processor separate from the first processor and the second processor.In one embodiment, the at least

one additional processor may determine a first virtual address and a first base address for the first processor such that the

first virtual address is routable through the virtual network and the first base address is routable through a base network

and determine a second virtual address and a second base address for the second processor such that the second virtual

address is routable through the virtual network and the second base address is routable through the base network.The at

least one additional processor may provide the first virtual address and the first base address to the first processor and the

second virtual address and the second base address to the second processor.Moreover, the virtual network may be

enabled over the base network based on the first virtual address, the first base address, the second virtual address, and

the second base address.
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Abstract
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Methods, systems, and media for producing a firewall rule set are provided herein.Exemplary methods may include

receiving a declarative policy associated with a computer network security policy; collecting information from at least one

external system of record; generating a firewall rule set using the declarative policy and information, the firewall rule set

including addresses to or from which network communications are permitted,denied, redirected or logged, the firewall rule
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set being at a lower level of abstraction than the declarative policy; and provisioning the firewall rule set to a plurality of
enforcement points of a distributed firewall, the firewall selectively policing network communications among workloads
using the firewall rule set.
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Abstract

(US8136149)

A security system with methodology providing verified secured individual end points is described.In one embodiment, for
example, a method of the present invention is described for controlling access to a particular application, the method
comprises steps of: defining firewall rules specifying filtering conditions for incoming network traffic, the firewall rules
including an application attribute that allows individual rules to be associated with specific applications, the firewall rules
also including extended attributes that allow specification of additional conditions that a given end point is required to meet;
intercepting incoming network traffic destined for a particular application for which a particular application-specific firewall
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rule has been created; examining the extended attributes for the particular application-specific firewall rule, for determining
what additional conditions the given end point must comply with in order to communicate with the particular application; if
the given end point complies with the additional conditions, allowing the end point to communicate with the particular
application; and otherwise blocking the end point to prevent communication with the particular application.
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Abstract
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Among other things, embodiments of the present disclosure can collect and analyze asset and network data from multiple

sources, and use such data to present a more complete and accurate representation of the network connections between

various systems and software applications and the policies dictating the operation of security controls on a network

compared to conventional systems.
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Methods and systems for processing application-level content of network service protocols are described.According to one

embodiment, a network connection is received at a networking subsystem of a firewall.The connection is characterized by

a source IP address, a destination IP address and a network service protocol.The network service protocol of the network

connection is determined.A matching firewall policy is identified for the connection.When the connection is allowed, it is

redirected to a proxy module that is configured to support the network service protocol.A content processing configuration

scheme identified by the matching firewall policy is retrieved that includes multiple content processing configuration

settings, specifying whether a particular type of content filtering is to be performed, for each of multiple network service

protocols.Application-level content of a packet stream associated with the network connection is reconstructed and filtered

based on the applicable content processing configuration settings.

Inventors


https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US20070118893&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=4YzRV9agfViUhAq%252B70T2UsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcNPel+U8cjWpE7S5CYuDst7JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=4YzRV9agfViUhAq%252B70T2UsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US20070118893&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2tREgyMfUvDdGqGyRhNS9XfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=bx5Q9yNnTn9VMUv+h1PMRBX4n5EyVake66kX6Irr/smw0ZQBgTMhTqbSv2TRd50XuY1Zd5ppSP8=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2tREgyMfUvDdGqGyRhNS9XfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://211.157.104.77:8080/sipo_EN/search/tabSearch.do?method=init
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=CN1972297&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2tREgyMfUvCwUwso3YRjqTNfFPLuVTJ9KaVWfLIclG0%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=bx5Q9yNnTn9VDYVi77hI28/3Oy25Qcl0NoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2tREgyMfUvCwUwso3YRjqTNfFPLuVTJ9KaVWfLIclG0%3D%26n%3D1&id=0&base=FULLPAT
http://211.157.104.77:8080/sipo_EN/search/tabSearch.do?method=init
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=CN1972297B&kind=B
https://permalink.orbit.com/RenderStaticFirstPage?XPN=5iH1agXw9wD4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=/dBlbQIFbTEL28/3NCo3AjeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=5iH1agXw9wD4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US7966654&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=%252F%252FipFgE1V2UCqh5ZbsJGYMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcMCD6fiwdykU190CpEah8ymJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=%252F%252FipFgE1V2UCqh5ZbsJGYMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US20110225646&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=0eHqQ83214suw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=HF4wYPMzHk0YoToVkywNZzeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=0eHqQ83214suw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US8205251&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=FNgBQiBVdFitZxEzGAzwasRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcP+m7DJYpZSS7xtUVS6odf4JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=FNgBQiBVdFitZxEzGAzwasRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US20120254978&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=FoI4yTvmeug1zTc2PWcWRHfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=cdyzbpXjdM3k47IZ//U96DeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=FoI4yTvmeug1zTc2PWcWRHfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US8656479&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wBfwZ2w4rR92HJeIbTci6sRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcOEXM8/UQyL9nePXCJGwxO7JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wBfwZ2w4rR92HJeIbTci6sRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US20140090014&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wBfwZ2w4rR8aRhidnbKtYMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcOEXM8/UQyL9k7S5CYuDst7JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wBfwZ2w4rR8aRhidnbKtYMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US20140090013&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=PXepA%252FNJgMLjCoOEB2EWlnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=vC7zixFdAxoif5nIepiOwjeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=PXepA%252FNJgMLjCoOEB2EWlnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US8813215&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=aTx2qutQklA7jY6UJb%252F09MRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcMKsxLTnS1Rb7xtUVS6odf4JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=aTx2qutQklA7jY6UJb%252F09MRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US20140351918&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LEhCuW2x76XM4vkf%252BTn3zsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcPoVK9EHz1rgEGd4JhdgzD3JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LEhCuW2x76XM4vkf%252BTn3zsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US20150312220&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=%252Bj5TDLTJIFwbWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=BgdXh/Dj5FljmZc4IcNGTDeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=%252Bj5TDLTJIFwbWDK85JFymXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US9729508&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=BOjSC0LQnH3VNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=BgdXh/Dj5FnJOSFuH7oJbzeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=BOjSC0LQnH3VNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7966654&ekey=997&xpn=US9762540&kind=B2

©Questel - FAMPAT Page 32 2018/10/16

CRAWFORD WILLIAM J
Latest standardized assignees - inventors removed
FORTINET

Publication dates
2007-05-24

2007-05-30

2011-02-09

2011-06-21

2011-09-15

2012-06-19

2012-10-04

2014-02-18

2014-03-27

2014-03-27

2014-08-19

2014-11-27

2015-10-29

2017-08-08

2017-09-12

Family 16/50 - FAMPAT - ©Questel

Title

(US9634990)

Distributed firewall security system for cloud computing environments
Images



©Questel - FAMPAT Page 33 2018/10/16

Receive user input including an application profile for an
application, the application profile specifying server
805 \ groups or tiers, computing components, and computing
flows among the server groups and components
810

A 4

Receive user input including a selection of at least one
item in the application profile to include in a cloud
chamber
815

A

Provision virtual machines into the server groups or
tiers, each virtual machine being assigned an IP
address
820

A

Based on the computing flows and IP addresses
assigned to the virtual machines, generate firewall rules
for each virtual machine in the cloud chamber
825

Distribute the firewall rules to each virtual machine in
the cloud chamber

830
Publication data including kind & date
US20140245423 Al 2014-08-28 US20140245423 E t‘.'-'? g @
US9130901 B2 2015-09-08 US9130901 E 4'5? g I:sbl
US20150341318 Al 2015-11-26 US20150341318 E ;_":? g @
US9634990 B2 2017-04-25 US9634990 E t‘.'-'? g @
Abstract

(US9634990)


https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9130901&ekey=1135&xpn=US20140245423&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=sFQi5jyi74fN4E3pQpNvhsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcN2iWVlQMi/L07S5CYuDst7JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=sFQi5jyi74fN4E3pQpNvhsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9130901&ekey=1135&xpn=US20140245423&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=7biVUK8p5a4uw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=0+MKXzS+NAlAc+eg6lLdrTeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=7biVUK8p5a4uw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9130901&ekey=1135&xpn=US9130901&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LEhCuW2x76XmsaNIYT0vsMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcPLpq76uiX17LxtUVS6odf4JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=LEhCuW2x76XmsaNIYT0vsMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9130901&ekey=1135&xpn=US20150341318&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=FbbysxTWTWjVNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=vTrV/OjFPeAfmcFTDbNVvDeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=FbbysxTWTWjVNtz%252BuaPnF3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9130901&ekey=1135&xpn=US9634990&kind=B2

©Questel - FAMPAT Page 34 2018/10/16

An application profile specifies server groups, components, and computing flows among the server groups and
components.Each computing flow may be identified as malicious or not malicious.Firewall rules are generated based on
the computing flows.The firewall rules are distributed to a server group.According to the firewall rules distributed to the
server group, data that is malicious is directed to another server for quarantine.
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There are provided a VPN connection method and a communication system capable of communicating from outside to
inside of a firewall without requiring setting of a firewall or installation of a relay server.In an internal network (2) connected
to an external network (1) via a firewall (3), it is possible to perform communication by an e-mail from the external network
(out of the firewall) (1) to a mail server (21) of the internal network (inside the firewall) (2), a telephone, a radio
communication, or the like not via the firewall (3).Moreover, although access from out of the firewall to the inside of the
firewall by the VPN connection is very difficult, a reverse access can easily be performed.By utilizing this characteristic of
the firewall (3), the internal network (2) can receive an e-mail requesting VPN connection from the external network (1) and
control information from a telephone line, so that the internal network (2) performs call back performing VPN to the
transmission origin of the e-mail or the like.As a result, it is possible to pass through the firewall (3) from the external
network (2).
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Abstract
(US7827278)

A network interface unit is provided for use intermediate a LAN and a public or private network, or a combination of both,

for establishing secure links to a VPN gateway.Login by a LAN client with the network interface unit, addressing,

authentication, and other configuration operations achieved using a web page-based GUI are applied in establishing

tunnels from LAN clients to desired VPN destinations.lllustrative network interface units include a DHCP server and provide

encryption-decryption and encapsulation-decapsulation of data packets for communication with VPN nodes.Configuration

and connection of a client are further enhanced by a built-in DNS server and other functional servers to provide a high

degree of autonomy in establishing connections to a desired VPN gateway via an ISP or other public and/or private

network links to.The interface unit then performs required authentication exchanges, and required encryption key

exchanges.
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Embodiments of the present disclosure can present information on services hosted and used by various assets on a
network, and allow users to control access to such services.In particular, embodiments of the disclosure may be used to
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present one or more services hosted by a network asset, and control access to such services by other network assets
based on user input.
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Abstract
(EP2744175)

The present invention is generally directed towards a remote access architecture for providing peer-to-peer

communications and remote access connectivity.In one embodiment, the remote access architecture of the present

provides a method for establishing a direct connection between peer computing devices via a third computing device, such

as a gateway.; Additionally, the present invention provides the following techniques to optimize peer-to-peer

communications: 1) false acknowledgement of receipt of network packets allowing communications via a lossless protocol

of packets constructed for transmission via a lossy protocol, 2) payload shifting of network packets allowing

communications via a lossless protocol of packets constructed for transmission via a lossy protocol, 3) reduction of packet

fragmentation by adjusting the maximum transmission unit (MTU) parameter, accounting for overhead due to encryption, 4)

application-aware prioritization of client-side network communications, and 5) network disruption shielding for reliable and

persistent network connectivity and access.
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Abstract
(US7590684)

A system providing methodology for access control with cooperative enforcement is described.In one embodiment, for

example, a method is described for authorizing a client to access a service based on compliance with a policy required for

access to the service, the method comprises steps of: specifying a policy required for access to the service; detecting a

request for access to the service from a client; attempting authentication of the client based on credentials presented by the

client; if the client is authenticated based on the credentials, determining whether the client is in compliance with the policy

based, at least in part, on attributes of the client; and if the client is determined to be in compliance with the policy,

providing access to the service.
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Abstract

(EP1956463)

A method and apparatus are provided for network security based on a security status of a device.A security update status

of a device is evaluated; and one or more of a plurality of security policies are selected to apply to the device based on the

security update status.The available security philosophies may include, for example, a "protect the good" philosophy, an

"encourage the busy" philosophy and a "shut off the non-compliant" philosophy.The security update status can evaluate, for

example, a version level of one or more security features installed on the device or can be based on a flag indicating

whether the device satisfies predefined criteria for maintaining one or more computer security protection features up-to-

date.Further disclosed is a communication method for controlling access to a network service, characterized by: controlling

access to one or more network services based on a list of authorized users of said one or more network services; and

broadcasting a message based on said list of authorized users.
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Abstract

(W0O200696875)

A client computer (301) hosts a virtual private network tool (311) to establish a virtual private network connection with a

remote network.Upon startup, the virtual private network tool collects critical network information for the client computer

(405), and sends this critical network information to an address assignment server (319) in the remote network (407).The

address assignment server compares the critical network information with a pool of available addresses (325) in the remote

network (409), and assigns addresses for use by the client computer that do not conflict with the addresses for local

resources.The address assignment server also provides routing information for resources in the remote network to the

virtual private network tool (417).The virtual private network tool will postpone loading this routing information into the

routing tables (315) of the client computer until the client computer requests access to a specific resource in the remote

network.When the client computer requests access to a specific resource in the remote network (601), the virtual private

network tool will only provide the routing table with the routing information for that specific remote resource.
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Abstract

(EP2409472)

The present invention provides a system and method of managing traffic traversing an intermediary based on a result of
end point auditing.An authentication virtual server of an intermediary may determine a result of an end point analysis scan
of a client.Responsive to the determination, the traffic management virtual server can obtain the result from the
authentication virtual server.Further, the traffic management virtual server may apply the result in one or more traffic
management policies to manage network traffic of a connection of the client traversing the intermediary.In some
embodiments, the authentication virtual server may receive one or more expressions evaluated by the client.The one or
more expressions identifies one or more attributes of the client.The traffic management virtual server can also determine a
type of compression or encryption for the connection based on applying the one or more traffic management policies using
the result.
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US7197550 B2 2007-03-27 US7197550

Abstract

(US7197550)

Data is received by a service provider that is indicative of a selected server-side system and a selected client-side system
between which a VPN is to be established.Security settings are then automatically determined for the client-side system
based at least partially on the data.The security settings are preferably public and private keys and/or a Digital
Certificate.VPN configuration details, including the security settings, are then automatically transmitted to the client-side
system.The client side system then uses the configuration details to automatically configure itself to establish a secure VPN
tunnel between the server-side system and itself.VPN configuration details may also be automatically transmitted to a VPN
concentrator within the server-side system.A Virtual Private Network tunnel is subsequently established between the client-
side system and the server-side system, and the tunnel's operation verified.A computer program product for configuring a
VPN system is also provided.
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Abstract

(EP2321928)

A network with authentication implemented using a client health enforcement framework.The framework is adapted to
receive plug-ins on clients that generate health information.Corresponding plug-ins on a server validate that health
information.Based on the results of validation, the server may instruct the client to remediate or may authorize an
underlying access enforcement mechanism to allow access.A client plug-in that generates authentication information
formatted as a statement of health may be incorporated into such a framework.Similarly, on the server, a validator to
determine, based on the authentication information, whether the client should be granted network access can be
incorporated into the framework.Authentication can be simply applied or modified by changing the plug-ins, while relying on
the framework to interface with an enforcement mechanism.Functions of the health enforcement framework can be
leveraged to provide authentication-based functionality.
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Abstract

(W0200681237)

The invention enables a client device that does not support IEEE 802.1X authentication to access at least some resources
provided through a switch that supports 802.1X authentication by using dynamic authentication with different
protocols.When the client device attempts to join a network, the switch monitors for an 802.1X authentication message from
the client device.In one embodiment, if the client fails to send an 802.IX authentication message, respond to an 802.1X
request from the switch, or a predefined failure condition is detected the client may be deemed incapable of supporting
802.1X authentication.In one embodiment, the client may be initially placed on a quarantine VLAN after determination that
the client fails to perform an 802.1X authentication within a backoff time limit.However, the client may still gain access to
resources based on various non-802.1X authentication mechanisms, including name/passwords, digital certificates, or the
like.
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Abstract

(EP2267951)

A method for routing packages from an endpoint (110) to a gateway (120) includes receiving a filtering table from a client
application.An outbound packet is intercepted and transmitted to the client application, responsive to the filtering table.The
client application transmits the outbound packet to a gateway responsive to an application of a policy to the outbound
packet and a routing table.Information about the outbound packet is also transmitted to the client application.The outbound
packet is also transmitted to a port monitored by the client application.The method further includes, by the application:
authentication of the endpoint to the gateway; encrypting the outbound packet; and establishing a secure sockets layer
(SSL) tunnel to the gateway (120).The client application resides on a gateway computing device (120), on a client
computing device (110), or on a peripheral device.
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Systems and methods for controlling network access determine that a client computer on the network is in compliance with
administrator-defined network health policy standards before the client computer is granted access to the network.A packet
exchange mechanism is defined wherein filtering instructions from a server are converted into firewall rules on the client
computer to restrict client access to remediation servers on the network.The client computer obtains update patches from
the remediation servers to become compliant with network health policy standards.
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Techniques are provided for improving security in a single-sign-on context by providing, to a user's client system, two linked

authentication credentials in separate logical communication sessions and requiring that both credentials be presented to a

host system.Only after presentation of both credentials is the user authenticated and permitted to access applications on

the host system.
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Abstract
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A security system monitors the trustworthiness and firewall configurations of a set of clients, where a firewall configuration
comprises a set of firewall rules that control access by an application to network communication functionalities of a
client.Based on the firewall rules used by other clients and the reputation of those clients, the system determines a set of
default firewall rules by selecting one or more rules that are used by the more trustworthy clients.The default firewall rules
are made available to other clients, which may use these default rules.This leverages community knowledge about how
much network access to allow for a particular application.
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Abstract
(EP1902383)

A unified architecture for enabling remote access to a network is provided.The network may comprise, as examples, a
virtual private network (VPN) and/or a peer-to-peer network.In one embodiment, the architecture includes components
installed on a client device/node and a gateway/supernode.Components implemented on the client device may facilitate
access in a manner similar to that of a traditional VPN, while components on the gateway may facilitate access in a manner
similar to an application proxy.Communication between the client device and gateway may occur, as an example, via a
Secure Sockets Layer (SSL) communication protocol.
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A policy device grants access to a client device, without authenticating the client device, when the client device provides a

session identifier to the policy device that was previously granted to the client device by a second policy device upon

authenticating the client device by the second policy device.In one example, a policy device includes a network interface

that receives a session identifier from a client device, wherein the policy device comprises an individually administered

autonomous policy server, and an authorization module that grants the client device access to a network protected by the
policy device based on the session identifier without authenticating the client device by the policy device.In this manner, the

client device need not provide authentication information multiple times within a short time span, and the policy device can

deallocate resources when a session migrates to a second policy device.
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Abstract

(US9009327)

The SSL VPN session failover solution of the appliance and/or client agent described herein provides an environment for
handling IP address assignment and end point re-authorization upon failover.The appliances may be deployed to provide a
session failover environment in which a second appliance is a backup to a first appliance when a failover condition is
detected, such as failure in operation of the first appliance.The backup appliance takes over responsibility for SSL VPN
sessions provided by the first appliance.In the failover environment, the first appliance propagates SSL VPN session
information including user IP address assignment and end point authorization information to the backup appliance.The
backup appliance maintains this information.Upon detection of failover of the first appliance, the backup appliance activates
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the transferred SSL VPN session and maintains the user assigned IP addresses.The backup appliance may also re-
authorize the client for the transferred SSL VPN session.
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Abstract

(EP1492299)

A method for a firewall-aware application to communicate its expectations to a firewall without requiring the firewall to

change its policy or compromise network security.An application API is provided for applications to inform a firewall or

firewalls of the application’'s needs, and a firewall API is provided that informs the firewall or firewalls of the application's

needs.An interception module watches for connect and listen attempts by applications and services to the network stack on

the local computer.The interception module traps these attempts and determines what user is making the attempt, what

application or service is making the attempt, and conducts a firewall policy look-up to determine whether the user and/or

application or service are allowed to connect to the network.If so, the interception module may instruct the host and/or edge

firewall to configure itself for the connection being requested.
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A method and system for mutually authenticating a client and a server is provided in accordance with an aspect of the

present invention.The method commences with transmitting a token from the server to the client.Thereafter, the method

continues with establishing a secure data transfer link between the server and the client.A server certificate is transmitted

to the client during the establishment of the secure data transfer link.The method continues with transmitting a response

packet to the server, which is validated thereby upon receipt.The system includes a client authentication module that

initiates the secure data transfer link and transmits the response packet, and a server authentication module that transmits

the token and validates the response packet.
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Abstract

(EP1678918)

The invention relates to systems and methods for reestablishing client communications by securely traversing network

components using an encapsulating communication protocol to provide session persistence and reliability.A first protocol

that encapsulates a plurality of secondary protocols is used to communicate over a network to provide session persistence

and a reliable connection between a client and a host service via a first protocol service.A ticket authority generates a first
ticket and a second ticket associated with the client.The first ticket is provided to the client and the client uses the first ticket
to establish a communication session with the first protocol service.The second ticket is provided to the first protocol
service and the first protocol service uses the second ticket to establish a communication session with the host service.
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Abstract

(US9407608)

An appliance and method for authorizing a level of access of a client to a virtual private network connection, based on a
client-side attribute includes the step of establishing, by an appliance, a control connection with a client upon receiving a
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client request to establish a virtual private network connection with a network.The appliance transmits, via the control
connection, a request to the client to evaluate at least one clause of a security string, the at least one clause including an
expression associated with a client-side attribute.The client transmits, via the control connection, a response to the
appliance comprising a result of evaluating the at least one clause by the client.The appliance assigns the client to an
authorization group based on the result of evaluation of the at least one clause.
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Abstract

(US8249081)

A method of provisioning resources, which includes hosting at least one resource at a first site.A secure connection is
established between the first site and a second site, and a listing of available resources is exported to the second site.The
second site publishes the listing of available resources to at least one client and at least one resource from the first site to
second site is provisioned by providing the at least one client with an IP address of the at least one resource.

Inventors

CHANG ARTHUR

HSU NAI-TING

WU MICHAEL

YEN LEEMAY

ZHAO LINGYAN

Latest standardized assignees - inventors removed

ARRAY NETWORKS

Publication dates

2008-04-03

2008-05-21

2012-08-21

2013-03-20

Family 40/50 - FAMPAT - ©Questel
Title

(US9509746)

Provisioning remote access points
Images

100 110 160

300
fzao 320 f

) ) )
120 130 130 350~ 440
200 Y / r 450

430~
00—~
410~ Lm
420 L450
Publication data including kind & date
US20100313262 Al 2010-12-09 US20100313262 E -“.'-'? i @
US20140082060 Al 2014-03-20 US20140082060 E f:? g @
US9509746 B2 2016-11-29 US9509746 B t‘.'«'? g @
US20170078277 Al 2017-03-16 US20170078277 E -“.'-'? i @
Abstract

(US9509746)


https://permalink.orbit.com/RenderStaticFirstPage?XPN=pSengtER%252B4MT2JpHzyZ4uZNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=tO7C931onjkTOJnY0zK+nVfn1HwLNiulWeUrB63Jy+vtNjR6EE3+kEUEMbufsQ83ejK4O80oWQs=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=pSengtER%252B4MT2JpHzyZ4uZNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://211.157.104.77:8080/sipo_EN/search/tabSearch.do?method=init
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US8249081&ekey=946&xpn=CN101184015&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=SMD2qMgpooEuw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=HF4wYPMzHk36ua+Tf2V1VjeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=SMD2qMgpooEuw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US8249081&ekey=946&xpn=US8249081&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=pSengtER%252B4MyBdz5Ak7UU7msLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=tO7C931onjlJI3DHhQC03Rj8BQAJLzMlbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=pSengtER%252B4MyBdz5Ak7UU7msLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
http://211.157.104.77:8080/sipo_EN/search/tabSearch.do?method=init
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US8249081&ekey=946&xpn=CN101184015B&kind=B
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9509746&ekey=995&xpn=US20100313262&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=SeeBxBn1Mqik%252FmSYgFNjd8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcM6OrK4zt6KMYDOQ6NLC580JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=SeeBxBn1Mqik%252FmSYgFNjd8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9509746&ekey=995&xpn=US20100313262&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wBfwZ2w4rR%252FRmhsFVBb4e8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcOG+oQM/Gs1eEGd4JhdgzD3JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wBfwZ2w4rR%252FRmhsFVBb4e8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9509746&ekey=995&xpn=US20140082060&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=%252ByaLaBkwUcfWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=vM7ii8RXv/jzvHEDfS/gjTeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=%252ByaLaBkwUcfWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9509746&ekey=995&xpn=US9509746&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=edzkxJZYntcYukjDwSnPX8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcPwv2mr1Elo8c/J3aSBKS3mJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=edzkxJZYntcYukjDwSnPX8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US9509746&ekey=995&xpn=US20170078277&kind=A1

©Questel - FAMPAT Page 78 2018/10/16

Provisioning remote access points for use in a telecommunication network.A remote access point contains identity
information established during manufacturing; this identity information may be in the nature of a digital certificate.The
identity information is stored in the remote access point, and may be stored in a Trusted Platform Module if present.When
the remote access node is powered up in unprovisioned state, outside the manufacturing environment, it attempts to
establish an internet connection via a first wired interface, and queries a user for information representing the TCP/IP
address of its controller via a second wired interface.Once an internet connection is present, and a TCP/IP address has
been provided, the remote access point attempts to connect to the controller at that address.Once a connection is
established, controller and access point exchange and verify each other's identities.
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An enhanced services network provides enhanced privacy and/or security over public networks to client subscribers of the
service.Client devices access the enhanced services network over a public communications network (e.g., the Internet,
cellular network, etc.) via a client-side edge server of the enhanced services network.The enhanced services network
interfaces with client-requested network resources hosted by third-party server devices via a resource-side edge
server.The particular client-side edge server and/or resource-side edge server that is utilized for a particular client session
may be selected by the enhanced services network according to a rule set.The rule set may seek to achieve one or more
target goals, such as: (1) limit discoverability of the enhanced services network, (2) minimize or reduce geographic/network
distance between an edge server and a target computing device, and/or (3) establish connections that are more secure
than the connections originally requested by the client.
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Techniques for trust status of a communication session are described.According to various embodiments, different
networks cooperate to facilitate routing of communication sessions between different devices.According to various
embodiments, a network involved in routing a communication session ascertains whether an authentication status of a
communication session is received, and categorizes a trust status of the communication session accordingly.
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Abstract

(EP2241081)

The present application enables the enterprise to configure various policies to address various subsets of the traffic based
on various information relating the client, the server, or the details and nature of the interactions between the client and the
server.An intermediary deployed between clients and servers may establish an SSL VPN session between a client and a
server.The intermediary may receiving a response from a server to a request of a client via the clientless SSL VPN
session.The response may comprise one or more cookies.The intermediary may identify an access profile for the clientless
SSL VPN session.The access profile may identify one or more policies for proxying cookies.The intermediary may
determine, responsive to the one or more policies of the access profile, whether to proxy or bypass proxying for the client
the one or more cookies.

Inventors

AGARWAL PUNEET

ADHYA SAIBAL KUMAR

THIRUNARAYANAN SRINIVASAN

HARRIS JAMES

Latest standardized assignees - inventors removed

CITRIX SYSTEMS

Publication dates

2009-07-30

2009-07-30

2009-08-06

2010-09-24

2010-10-20

2011-03-09

2012-01-03

2014-07-01

2014-08-13

2014-10-02

2015-06-16

2018-05-02

2018-05-04

Family 44/50 - FAMPAT - ©Questel

Title

(US20050193103)

Method and apparatus for automatic configuration and management of a virtual private network
Images


https://permalink.orbit.com/RenderStaticFirstPage?XPN=w%252BGPmGFpfELWqxLm4QBXD3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT

©Questel - FAMPAT Page 84 2018/10/16

< CFG Configuration Devic1% frogramming and Writing >

Device to be Programmed
Detection Daemon

VPN CFG
Device inserted

for programming?
os;201 9

Read Device Unique I1D#
202

Yes

Enter new Key Verify Contents
and User Info to be deconfigured
204 205

l< |
Assign VPN

Characteristics
206

v

Encrypt settings
207

o 4

Program Device /
Write media
208

. 2

Verify Device
209

Retry, reject . . .
o e e TR [ af "D
211
Publication data including kind & date
US20050193103 Al 2005-09-01 US20050193103 E {:? i Fsbl
Abstract
(US20050193103)

The present invention provides a method and apparatus for automatic configuration and management of a virtual private
network operating over a public data network, and a method and apparatus for delivery of the configuration parameters to
client interface equipment participating in the virtual private network.The system defines allowed connections between
client and server gateway devices, and the parameters associated with the virtual private network.The system defines
methods and apparatus for automatic startup, configuration, and shutdown of nodes of the resulting virtual private network
based on factors such as the presence of a configuration carrier device.The present invention also describes a class of
pseudo-interface mechanism that can hide the complexity of the underlying system from client devices incorporating the
present invention, via a conventional network device interface.
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Abstract
(EP2401842)

Methods, systems, and computer-readable media are disclosed for processing a secure data connection request.A
particular method receives, at a first gateway, a secure data connection request from a client identifying a server to connect
to.The first gateway sends the client device a redirect message instructing the client device to attempt alternate connection
via a second gateway.The client sends a secure data connection request to the second gateway and the second gateway
facilitates the secure data connection between the client and the server.
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Abstract
(W02014105263)

Embodiments are directed to a system and method for authenticating a user of a client computer making a request to a
server computer providing access to a network resource through an authentication platform that issues a challenge in
response to the request requiring authentication of the user identity through a reply from the client computer, determining
one or more items of context information related to at least one of the user, the request, and the client computer, and
determining a disposition of the request based on the reply and the one or more items of context information.The reply
includes a user password and may be provided by an authorizing client device coupled to the client computer over a
wireless communications link.
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Abstract
(W02014141283)

The disclosure presents systems, methods and computer program products relating to access control in a secured
network.An access control policy may be indicated which at least includes a first entity being allowed to access a second
entity, by way of at least one protocol via a secured network.The policy may be translated by at least one gateway or server
in the secured network into firewall rule(s) to control access in the secured network.
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A method, and associated system and computer program product, for dynamically modifying rules in a firewall

infrastructure.A unit of deployment is received at a requestor module at a server.The unit of deployment includes the
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application code and a signed passport.The passport includes a firewall rule and a first application hash value.The received
passport is authenticated, the received application code is hashed resulting in a second application hash value, and it is
validated that the received first application hash value and the generated application hash value are equal.In response to
the validation, the passport is received by a border control agent of the firewall from the server, a firewall is modified in the
firewall infrastructure according to the received firewall rule, and communicating with the application is enabled through the
modified firewall.
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Abstract

(EP1958093)

A network in which peer-to-peer remediation is provided to keep clients in the network up-to-date.As network clients
establish peer-to-peer connections, they exchange status information.The status information allows the clients to mutually
identify whether one client is more out-of-date than another.The more up-to-date client provides update information to the
more out-of-date client.To preserve the integrity of the update process, updates are provided as signed binary files and are
only applied by the client receiving the update if the binary file may be authenticated by the recipient.
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Abstract
(US9958924)

According to one example embodiment, a modem or other network device include an energy module configured to enter a
low-power, low-bandwidth state when not in active use by a user.The low-power state may be maintained under certain
conditions where network activity is not present, and or when only non-bandwidth-critical traffic is present.The network
device may include a user interface for configuring firewall rules, and the user may be able to concurrently designate
particular types of traffic as important or unimportant.The energy module may also be integrated with a firewall, and power
saving rules may be inferred from firewall rules.
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