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Abstract

(EP1556822)

A system and method of verifying application of an authentication mark on a substrate (28) is disclosed.Light-sensitive

compounds can be used to identify the product or product packaging.A printer (22), locatable at the production line (24),

prints at least one light-sensitive compound on the product or product package to produce at least a portion of the

authentication mark (26).A verification device (40), locatable at the production line (24), verifies the application of the at

least one light-sensitive compound on the product or product package.
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The invention features devices and methods for collecting and measuring light from external light sources.In general, the

devices of the invention feature a light diffusing element, e.g., as a component of a light collector, connected by a light

conducting conduit, e.g., a fiber optic cable, to a light measuring device, e.g., a spectrometer.This light diffusing element

allows, e.g., for substantially uniform light diffusion across its surface and thus accurate measurements, while permitting

the total footprint of the device to remain relatively small and portable.This light diffusing element also allows flexibility in

scaling of the device to permit use in a wide range of applications.
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The present invention provides a method and apparatus for the production and labeling of objects in a manner suitable for

the prevention and detection of counterfeiting.Thus, the system incorporates a variety of features that make unauthorized

reproduction difficult.In addition, the present invention provides an efficient means for the production of labels and

verification of authenticity, whereby a recording apparatus which includes a recording medium, having anisotrophic optical

domains, along with a means for transferring a portion of the recording medium to a carrier, wherein a bulk portion of the

recording medium has macroscopically detectable anisotrophic optical properties and the detecting apparatus thereon.
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Abstract

(DE10309659)

The reader has a surface to place a document comprising machine-readable zone.Multiple light sources (35) illuminate the
zone with invisible light of fixed frequency range causing indicia to become visible.A sensor (40) produces electronic data
representative of the captured image.An optical path with a lens focuses light onto the sensor.A document controller
outputs indicia for display and processing.An independent claim is also included for a method of automated reading in a
machine-readable zone of a document.
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Abstract

(US20140061448)

The present invention relates to a multi-channel luminous energy sensing unit, an apparatus for measuring light energy of
an exposure device and a method for measuring light energy by channel.In accordance with one embodiment of the
present invention, a multi-channel luminous energy sensing unit to sense an amount of light illuminated from a light source,
which includes a board; and a plurality of light sensor modules arranged on the board for sensing at least two channel light
with bandwidths different from each other among the light illuminated from the light source, is provided.And also, an
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apparatus for measuring light energy of an exposure device including the same and a method for measuring light energy by
channel are provided.
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CA2371545 Al 2000-11-30 CA2371545
CA2371541 Al 2000-11-30 CA2371541 N & o B
CA2371513 Al 2000-11-30 CA2371513 LN & o 8
AU4728000 A 2000-12-12 AU200047280 N & o g
AU4730100 A 2000-12-12 AU200047301 N & o B
AU4731200 A 2000-12-12 AU200047312 LN & o 8
AU4730800 A 2000-12-12 AU200047308 N & o g
AU4729800 A 2000-12-12 AU200047298 N & o B
AU4726700 A 2000-12-12 AU200047267 LN & o 8
AU4727100 A 2000-12-12 AU200047271 N & o B
AU4726300 A 2000-12-12 AU200047263 N & o B
AU4728100 A 2000-12-12 AU200047281 LN & o 8
AU4727200 A 2000-12-12 AU200047272 N & o B
AU4727500 A 2000-12-12 AU200047275 N & o B
AU4726800 A 2000-12-12 AU200047268 LN & o 8
AU4727000 A 2000-12-12 AU200047270 N & o B
AU4725900 A 2000-12-12 AU200047259 N & o B
AU4726200 A 2000-12-12 AU200047262 LN & o 8
AU4729400 A 2000-12-12  AU200047294 N & o B
AU4729300 A 2000-12-12 AU200047293 N & o B
AU4727900 A 2000-12-12 AU200047279 LN & o 8
AU4730200 A 2000-12-12 AU200047302 N & o g
AU4726000 A 2000-12-12 AU200047260 N & o B
AUA4726400 A 2000-12-12 AU200047264 LN & o 8
AU4730000 A 2000-12-12 AU200047300 N & o g
AU4729500 A 2000-12-12 AU200047295 N & o B
AU4726100 A 2000-12-12 AU200047261 LN & o 8
US6290349 Bl 2001-09-18 US6290349 N & o g
BR0010807 A 2002-04-30 BR200010807 N & o B
BRPI0010807 Al 2002-04-30 BR200010807 LN & o 8
BR0010801 A 2002-05-07 BR200010801 N & o g
BRPI0010801 Al 2002-05-07 BRPI0010801 N & o B
BR0010793 A 2002-05-07 BR200010793 LN & o 8
BRPI0010793 Al 2002-05-07 BRPI0010793 N & o g
BR0010887 A 2002-05-21 BR200010887 N & o B
BR0010796 A 2002-05-21 BR200010796 LN & o 8
BRPI0010796 Al 2002-05-21 BRPI0010796 N & o g
BR0010903 A 2002-05-28 BR200010903 N & o B
BRPI0010903 Al 2002-05-28 BRPI0010903 LN & o 8
BR0010859 A 2002-05-28 BR200010859 N & o g
BRPI0010859 Al 2002-05-28 BRPI0010859 N & o B
BR0010841 A 2002-05-28 BR200010841 LN & o 8
BRPI0010841 Al 2002-05-28 BRPI0010841 N & o B
BR0010840 A 2002-05-28 BR200010840 N & o B
BRPI0010840 Al 2002-05-28 BRPI0010840 LN & o 8
BR0010805 A 2002-05-28 BR200010805 N & o g
BRPI0010805 Al 2002-05-28 BR200010805 N & o B
BR0010803 A 2002-05-28 BR200010803 E & m &
o M |%
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CN100363947 C  2008-01-23 CN100363947C
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US20080025611 Al 2008-01-31 US20080025611 LN & o 8
US7330974 Bl 2008-02-12 US7330974 N & o g
US7336389 B2 2008-02-26 US7336389 N & o B
CN100375494 C 2008-03-12 CN100375494C LN & o 8
CN100375119 C 2008-03-12 CN100375119C N & o B
US20080067230 Al 2008-03-20 US20080067230 N & o B
US7347357 B2 2008-03-25 US7347357 LN & o 8
US7350236 Bl 2008-03-25 US7350236 N & o g
US7362463 B2 2008-04-22 US7362463 N & o B
BRPI0010887 Bl 2008-04-22 BR200010887 LN & o 8
BRPI0010796 B8 2008-04-22 BR200010796 N & o B
US7364282 B2 2008-04-29 US7364282 N & o B
US20080111076 Al 2008-05-15 US20080111076 LN & o 8
US7376273 B2 2008-05-20 US7376273 N & o B
US20080117460 Al 2008-05-22 US20080117460 N & o B
US20080118186 Al 2008-05-22 US20080118186 LN & o 8
IL146608 B 2008-06-05 IL-146608 N & o g
US7388985 B2 2008-06-17 US7388985 N & o B
US20080144101 Al 2008-06-19 US20080144101 LN & o 8
SG143024 Al 2008-06-27 SG-143024 Ly & 4
IL146635 B 2008-07-08 IL-146635 N & o B
IL146620 B 2008-07-08 IL-146620 LN & o 8
US20080164647 Al 2008-07-10 US20080164647 N & o g
US7400769 B2 2008-07-15 US7400769 N & o B
CN100407210 C  2008-07-30 CN100407210C LN & o 8
US7408670 B2 2008-08-05 US7408670 N & o g
CN100410850 C 2008-08-13 CN100410850C N & o B
US20080197187 Al 2008-08-21 US20080197187 LN & o 8
US20080199237 Al 2008-08-21 US20080199237 N & o g
US7417629 B2 2008-08-26 US7417629 N & o B
US7417759 B2 2008-08-26 US7417759 LN & o 8
SG144698 Al 2008-08-28 SG-144698 L & [
US20080206017 Al 2008-08-28 US20080206017 N & o B
US20080205762 Al 2008-08-28 US20080205762 LN & o 8
KR100855785 Bl 2008-09-01 KR100855785 N & o g
US20080211767 Al 2008-09-04 US20080211767 N & o B
US20080212140 Al 2008-09-04 US20080212140 LN & o 8
US20080212139 Al 2008-09-04 US20080212139 N & o g
US20080212133 Al 2008-09-04 US20080212133 N & o B
US7428070 B2 2008-09-23 US7428070 LN & o 8
SG145533 Al 2008-09-29 SG-145533 L & [
EP1222523 Bl 2008-10-01 EP1222523 N & o B
US20080239390 Al 2008-10-02 US20080239390 LN & o 8
US20080239391 Al 2008-10-02 US20080239391 N & o g
CA2371959 C  2008-10-07 CA2371959 N & o B
EP1240581 Bl 2008-10-08 EP1240581 E & m &
o M |%
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Abstract
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A method for providing a copy of a page from a printed document, the document including coded data indicative of an

identity of the document and of a plurality of reference points on the document, the method including: receiving, in a

computer system, indicating data from a sensing device operated by a user, the indicating data regarding the identity of the

document and a position of the sensing device relative to the document, the sensing device, when placed in an operative

position relative to the document, sensing the indicating data using at least some of the coded data; and identifying, in the

computer system and from the indicating data, a request for a copy of the page of the document.
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Provided is a currency or security authentication system based on a closed-loop authentication theory.The system

comprises a system server, readable and writable memories arranged on each currency or security note, and a testing
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device capable of performing reading and writing operations on the readable and writable memories, and of establishing
communication with the server.On the principle that any participant of the system and any device provider used by the
system are unreliable, an entire block box system security architecture is built, and the security of an anti-counterfeiting
system is ensured by the entire security architecture of the system.
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Abstract

(EP2539759)

This disclosure concerns an interactive head-mounted eyepiece including an optical assembly through which the user

views a surrounding environment and displayed content.The displayed content includes a local advertisement, wherein the

location of the eyepiece is determined by an integrated location sensor and wherein the local advertisement has a

relevance to the location of the eyepiece.The head mounted eyepiece may also include an audio device and the displayed

content may comprise local advertisements and audio.
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A document reader for optoelectronically illuminating, reading and interpreting (i.e. processing and analyzing) indicia

appearing on a document in a machine readable zone thereof, wherein the indicia is made visible only under illumination by
non-visible light (i.e.UV or IR).UV (or IR) light sources (LED's) of the reader are rapidly switched to a stable, peak UV (or

IR) illumination frequency or frequency range to illuminate and render visible such covert UV-visible (or IR-visible)

indicia.An optoelectronic image sensor (CCD) captures the document image, which includes the indicia rendered visible by

the UV source illumination, and the covert indicia is identified from the captured image.An optical path, being folded by two

mirrors so as to provide a compact geometry for the reader, extends between a reading surface on which the document is

place and the image sensor.A lens configured for focussing light defining an image onto the sensor is provided in the

optical path.The reader may also include bank(s) (array(s)) of visible light sources (LED's), for illuminating visible indicia, in

addition to UV and IR LED arrays and any IR light sources may also be used for illuminating visible OCR characters

according to ISO 1831.A controller is provided to sequentially activate each different light source bank.
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reactive to a predetermined excitation source, and exposure to ultraviolet light.Other traditional techniques, such as printing
with fluorescent inks may be used in combination.The digitally watermarked image is subsequently observable upon
exposure to the predetermined excitation source.The digitally watermarked image may be observed and decoded by
appropriately configured detection systems (400), wherein the information obtained may be used for purposes including,
but not limited to, authentication and security of the article or information contained within the article.

Inventors

LAWANDY NABIL M

CONROY JEFFREY L

SMUK ANDREI Y

Latest standardized assignees - inventors removed

SPECTRA SYSTEMS

Family 11/19 - FAMPAT - ©Questel

Title

(EP1839278)

Mobile verification device for checking the authenticity of travel documents
Images

20 1

L N
1 T

ZZ ‘// =7 //{[J r——____—_—-]
- — I ____,_»15

: o g 12 -+
|
}

Publication data including kind & date

DE102004056007 Al 2006-05-24 DE102004056007 E if:? g @
W02006056268 Al 2006-06-01 WO0200656268 E L":? g @
EP1839278 Al 2007-10-03 EP1839278 E -5? i @
CN101124615 A 2008-02-13 CN101124615 E G? g Fsbl
CN100578554 C 2010-01-06 CN100578554C E L":? g @
Abstract

(EP1839278)

The invention relates to a mobile verification device for checking the authenticity of travel documents, weighing less than
1000g, preferably less than 700 g.The verification device comprises an identification device for identifying an authorized
user, a release device which releases use of the mobile verification device on the basis of a signal of the identification
device for utilization, an optical reader unit for reading image and/or alphanumeric data contained on the pages of the travel
document, a data processing device for processing signals delivered by the optical reader device according to a predefined
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algorithm, a graphic display unit for displaying read image and/or alphanumeric data and the result of the verification
determined by the data processing unit, in addition to a communication unit for encrypted transmission of the read data
and/or verification result determined by the data processing unit to at least one central point and for receiving relevant data
from the at least one central point via a communication network.
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Abstract

(US8352332)

A method and a system for ordering paint to cover a surface includes, retrieving a color value from a machine-readable
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memory to a processor.The processor retrieves a paint quantity from a machine-readable memory.The processor compiles
an order for paint including the paint quantity and color value and then transmits the order from the processor to a vendor
for formulating the paint quantity having the color value when painted upon the surface and allowed to dry.
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Abstract
(CN100410958C)

A terminal device and method of anti-forge and anti-products clustering.It scans and encodes the visible and invisible code
of mono-dimension and two-dimension, gets the truth or false and selling areas information of the products marked by the
code through the manners of radio sending and receiving and the server communication.The terminal device includes the
code recognizing module; the radio communication module; the printing module for choosing use; the relating code
recognizing module scans and encodes the materials being scanned, the compound information 200 obtained is
transmitted to the server 300 by the radio communication module 2 via the radio communication network, the server 300
compares the received compound information 200 with the information in its database to judge the correctness of the
compound information 200.
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Abstract
(US20030080193)

A portable fluorescence scanner has single or multiple excitation sources at various non-visible wavelengths.If multiple
non-visible sources are used, they are disposed in alignment with a selector controllable to select any of the sources.The
selected beam illuminates a target article which, if authentic, has been marked with certain fluorescent material(s), and
fluorescent light returns, along an optical path that may include a beam splitter, to a photodetector whose signal is
processed and analyzed by a digital signal processor (DSP).The DSP also either controls the deflector or receives a signal
from a transducer indicating the deflector's orientation, or both.The invention may be configured as a hand-held
fluorescence scanner.Multiple UV laser diode or UV LED sources can be arranged in an array, which may be
linear.Multiple photodetectors may be arranged in an array, with a correspondence between individual UV sources and
photodetectors, each corresponding pair satisfying a predetermined angular limitation.The scanner may also have one or
more visible light sources, used for aiming at indicia to be scanned and/or for optimizing distance from the scanned article.
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Abstract

(W0O200881465)

Side view

Figure 1b Product package
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System comprising product package with signal generating means and chip along with an associated device (5) that

facilitates detection of the presence or absence of product/s in the package.The signal generating means is disposed in the

package such that removal of product/s from the package generate signal and / or alter the signal detected by a signal

sensing means (3) in the said associated device (5).This synergistic combination of the product package with signal

generating means and an associated device (5) facilitates detection of presence / absence of product in the

package.Further, the interactive smart package and the associated device (5) ensures user registration and identification,

authentication and registration of the package, user interactive capabilities for real time feed back to and /or by the user

and/or with an integrated system connecting various user entities to ensure effective and secured user compliance

measures.
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Abstract

(US8123134)

The present disclosure provides apparatus for analyzing emerging security or authentication feature for physical objects
(e.g., identification documents, product packaging, banknotes, etc.).One claim recites an apparatus comprising: a light
source for illuminating a physical object with first non-visible light, the physical object comprising a first code provided with
a first ink or dye and a second code provided with a second ink or dye, the second ink or dye comprising an emission
decay time that is relatively longer than an emission decay time of the first ink or dye, the first code and the second code
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collectively conveying a first feature when illuminated with the first non-visible light, with the second code individually
conveying a second feature after emissions attributable to the first code fall to a first level; and an electronic reader
programmed for reading at least the second feature after emissions attributable to the first ink or dye fall to the first level
and before emissions attributable to the second ink or dye fall to a second level.Other claims and combinations are

provided as well.
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EP1438715 A4 2009-03-25 EP1438715

Abstract

(EP1438715)

Light sensitive material(16) is applied in shipping material, including security seal and tear tape(18), for authentication,
discrimination and recognition of packaged items(20).
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SELINFREUND RICHARD

VIG RAKESH

Latest standardized assignees - inventors removed

VERIFICATION TECHNOLOGIES

Family 18/19 - FAMPAT - ©Questel

Title

(US20050100204)

Method and apparatus for detecting fluorescent particles contained in a substrate
Images


https://permalink.orbit.com/RenderStaticFirstPage?XPN=RJi1ZJlpHADjCoOEB2EWlnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT

©Questel - FAMPAT

Page 38

2018/12/27

1275
4

Orient substrate for authentication

v

y

y

-

1261

Generate image of substrate "'“\

1262

Determine average gray level ﬁ

1263

Compare pixels to average gray level

-

\ 4

1264

Determine color coordinates

\4

for bright pixels fj

1265

Compare color coordinates to authentication information h

1266

Determine morphological aspect of au

thentically colored region ~—\

A 4

1267

Compare morphological aspect to authentication information ’“\

y
Code determination

\4

1269

1268

Declare substrate authentic or copy

Publication data including kind & date

US20050100204

Abstract
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Disclosed herein are methods and apparatus for authentication of various substrates, including paper based substrates
such as currency.Techniques are disclosed for use of security features to generate security codes.The security codes are

deciphered with apparatus including a color recognition sub-system that provides for verification of authenticity of the


https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=KEOCA52E&key=US20050100204&ekey=1232&xpn=US20050100204&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=36faIq8yfxVKQiCEJxOEcMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcM+hIj0e5cU3nePXCJGwxO7JjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=36faIq8yfxVKQiCEJxOEcMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=KEOCA52E&key=US20050100204&ekey=1232&xpn=US20050100204&kind=A1

©Questel - FAMPAT Page 39 2018/12/27

substrate containing the security features.
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Abstract

(US20030162296)

An elongated structure includes a core, at least one and preferably a plurality of gain medium layers disposed about said
core for providing a plurality of characteristic emission wavelengths, and a growth matrix or functionalized support suitable
for the synthesis therein or thereon of a chemical compound.Other embodiments can be spherical, or planar with a plurality
of optical gain medium dots, each providing a different emission wavelengths.Also disclosed is a technique for selectively
locating micro-laser beads of interest, and then aiming a laser source at the bead(s) of interest in order to interrogate the
optically encoded identification information.Also disclosed is a bead of a type that includes a functionalized support, and
that further includes a gain medium coupled to a structure that supports the creation of at least one mode for
electromagnetic radiation, and/or which has a dimension or length in one or more directions for producing and supporting
amplified spontaneous emission (ASE).The structure can have boundaries that impart an overall geometry to the structure
that, in combination with at least one material property of the structure, supports an enhancement of electromagnetic
radiation emitted from the gain medium by favoring the creation of at least one mode that enhances an emission of
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electromagnetic radiation within a narrow band of wavelengths.
Inventors
LAWANDY NABIL M
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