1) Family number: 68498000 (US2018039607A)

Title: SYSTEMS AND METHODS FOR INTELLIGENT DOCUMENT-CENTRIC ORCHESTRATION THROUGH INFORMATION EXCHANGE
PLATFORM

Abstract: An intelligent and versatile information exchange platform provides a delivery service operable to perform, in a
network environment, processing a document in a first process context according to a first itinerary associated with a sender,
including determining whether any receiver policy rule is applicable to the document. If so, the delivery service can determine a
second itinerary in view of the receiver policy rule and automatically transition to act as a receive service for the receiver such
that the document is processed is a second process context according to the second itinerary associated with the receiver. When
no receiver policy rule is found or applicable to the document based on the document type of the document, the delivery service
can deliver the document to the receiver under the first process context.
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2) Family number: 34072008 (US2007006315A)
Title: NETWORK ASSET SECURITY RISK SURFACE ASSESSMENT APPARATUS AND METHOD

Abstract: In accordance with at least one embodiment of the present invention, a method of computing a risk surface vector,
comprises the operations of gathering raw assessments, forming single assessments, creating asset values, scaling by asset
values, calculating higher-level assessment formulas per asset, creating asset-value weighted averages for aggregate groups,
and calculating a final high-level risk surface value.
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3) Family number: 31396019 (US2004255269A)
Title: AUTOMATICALLY CONFIGURING A GRAPHICAL USER INTERFACE ELEMENT TO BIND TO A GRAPHICAL PROGRAM

Abstract: System and methods for configuring communication between a graphical program element (GPE) and a graphical user
interface element (GUIE), where the GPE and the GUIE are from different respective graphical program development
environments. In response to receiving user input specifying the GPE and GUIE, and a data source/data target association
between them, at least one of the GUIE and the GPE are programmatically modified to configure communication between the GPE
and the GUIE. The graphical program is then executed, where either the GPE performs a function to generate data, provides the
data to the GUIE, and the GUIE displays the received data; or, the GUIE element receives data from the user, provides the data
to the GPE, and the GPE receives the data and performs a function based on the data. The user input may be performed via drag-
and-drop user interface technique, line-drawing, command-line, menu, dialog box, or wizard, etc.
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4) Family number: 67655026 (US2017346736A)

Title: TECHNIQUES FOR MANAGING SOFTWARE DEFINED NETWORKING CONTROLLER IN-BAND COMMUNICATIONS IN A DATA
CENTER NETWORK

Abstract: According to one or more embodiments of this disclosure, a network controller in a data center network establishes a
translation table for in-band traffic in a data center network, the translation table resolves ambiguous network addresses based
on one or more of a virtual network identifier (VNID), a routable tenant address, or a unique loopback address. The network
controller device receives packets originating from applications and/or an endpoints operating in a network segment associated
with a VNID. The network controller device translates, using the translation table, unique loopback addresses and/or routable
tenant addresses associated with the packets into routable tenant addresses and/or unique loopback addresses, respectively.
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5) Family number: 42066026 (US2008301812A)
Title: METHOD AND SYSTEM FOR COUNTING NEW DESTINATION ADDRESSES

Abstract: Packets of a certain type from a certain source are directed to a system that estimates the set of destinations and the
number of new destinations for which that source has sent packets during a time window Ti. Instead of maintaining tables with the
complete destination addresses for each source, the destination addresses are hashed and stored in a small bit array. The sets of
destinations for a number of successive time windows are OR'ed for building cumulative tables Ci, where Ci includes all
destinations that have been seen between T0O and Ti. The new destinations are determined by counting the destinations set in Ti
but not in Ci-1. Any change from the typical patterns can be suspected as being a slow scan.
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6) Family number: 63835055 (US2016308725A)
Title: INTEGRATED COMMUNITY AND ROLE DISCOVERY IN ENTERPRISE NETWORKS

Abstract: Methods and systems for detecting anomalous communications include simulating a network graph based on
community and role labels of each node in the network graph based on one or more linking rules. The community and role labels
of each node are adjusted based on differences between the simulated network graph and a true network graph. The simulation
and adjustment are repeated until the simulated network graph converges to the true network graph to determine a final set of
community and role labels. It is determined whether a network communication is anomalous based on the final set of community
and role labels.
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7) Family number: 55071056 (US2013290668A)
Title: METHOD AND APPARATUS FOR ADJUSTABLE VIRTUAL ADDRESSING FOR DATA STORAGE

Abstract: Methods and apparatuses for adjusting the size of a virtual band or virtual zone of a storage medium are provided. In
one embodiment, an apparatus may comprise a data storage device including a data storage medium having a physical zone; and
a processor configured to receive a virtual addressing adjustment command, and adjust a number of virtual addresses in a virtual
band mapped to the physical zone based on the virtual addressing adjustment command. In another embodiment, a method may
comprise providing a data storage device configured to implement virtual addresses associated with a virtual band mapped to a
physical zone of a data storage medium of the data storage device, receiving at the data storage device a virtual addressing
adjustment command, and adjusting a number of virtual addresses in a virtual band based on the virtual addressing adjustment

command.
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8) Family number: 70937060 (US2018248899A)
Title: BEHAVIORAL BASELINING OF NETWORK SYSTEMS

Abstract: Systems and methods for behavioral baselining of network systems. In one embodiment, a method includes: storing,
in an asset attribute database, information regarding assets, wherein each asset comprises at least one attribute; storing, in a
relationship database, information regarding relationships, wherein each relationship comprises at least one attribute; selecting,
from the asset attribute database, assets based on at least one attribute value; selecting, from the relationship database, one or
more relationships based on at least one attribute value, the selected relationships including a first relationship; creating a
baseline, wherein the baseline comprises the selected assets and the selected relationships; connecting a first event stream to the
baseline, wherein the first event stream comprises a set of events, and each event comprises attributes; and detecting a drift
from the baseline, wherein the drift is determined using the first event stream and is based on a failure of at least one attribute
value in a first event of the first event stream to match at least one attribute value of the first relationship.
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9) Family number: 47753068 (US7849497B)
Title: METHOD AND SYSTEM FOR ANALYZING THE SECURITY OF A NETWORK

Abstract: Described herein are a method and system for analyzing the security of a computer network. According to various
implementations, there is a device adapter associated with each device that has a significant impact on the security of the
network (e.g., routers, switches, gateways, or “significant hosts”). The device adapter, which may be implemented as a piece of
software executing remotely from the device, queries the device to determine what its security settings are (e.g., its firewall
rules). The device adapter conducts the query using whichever form of communication the device requires (e.g., telnet, HTTP)
and using whichever command set the device requires. Each type of device on the network has a software model associated with
it. For example, there may be a router model, a switch model, a firewall model, and a gateway model. The model is made up of a
series of rule sets. Each rule set includes rules that are derived from the configuration of the device (obtained by the device
adapter). The rules are expressed in a canonical rule set language. A global view of the security policy of the network is
generated based on the modeled behaviors of the security devices (i.e., devices that have an impact on security) of the network,
and is displayed on a user interface.
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Family:

Publication number Publication date Application number Application date

US7849497 BA 20101207 US20060639875 20061214
US8176561 BA 20120508 US20090424316 20090415
Priority:
US20060639875 20061214 US20080045162P 20080415 US20090424316 20090415

Probable Assignee: AJAX ILLINOIS CORP

Assignee(s): (std): ATHENA SECURITY INC ; HURST DAVID ; SWAMY SOWMITRI ; REDDY CHANDRASEKHARA ; GURNANI
ANJALI

Assignee(s): WILMINGTON TRUST NATIONAL ASSOCIATION COLLATERAL AGENT AS ; SOLARWINDS WORLDWIDE LLC ;
CREDIT SUISSE CAYMAN ISLANDS BRANCH COLLATERAL AGENT AG AS ; LISLE TECHNOLOGY PARTNERS
LLC ; AJAX ILLINOIS CORP

Inventor(s): (std): RAGHAVAN VIJAYA ; HURST DAVID ; YERASI CHANDRASEKHARA REDDY ; SWAMY SOWMITRI ; REDDY
CHANDRASEKHARA ; GURNANI ANJALI

Agent(s): DRINKER BIDDLE AND REATH LLP

10) Family number: 40973074 (US2007294755A)

Title: NETWORK AWARE FIREWALL

Abstract: A system and method for a network aware firewall is disclosed. The method includes accessing a first network
connection from a client computer system and determining whether the first network connection is public or private. The method
further includes dynamically modifying security parameters associated with a firewall local to the client computer system in
response to determining whether the network connection is public or private.
Classifications:

International (zpc 8-9): GO6F15/16 GO6F21/20 GO6F9/00 I
H04L29/06 (Advanced/Invention);

GO06F15/16 (Core/Invention)

CPC: H04L63/02 H04L63/20
European: H04L63/02 T04L63/20
US: 726/11 726/11P 726/14 726/14P

Home Network 210 @[

Family:

Publication number Publication date Application number Application date

US2007294755 AA 20071220 US20060455328 20060619
US2011179481 AA 20110721 US20110011517 20110121
US7886351 BB 20110208 US20060455328 20060619
US8321927 BB 20121127 US20110011517 20110121
Priority:
US20060455328 20060619 US20110011517 20110121

Probable Assignee: MICROSOFT CORP
Assignee(s): (std): BAHL PRADEEP ; DADHIA RAJESH K ; MICROSOFT CORP ; MICROSOFT CORP MICROSOFT PATEN ; ROYER

FABIEN J

Assignee(s): MICROSOFT TECHNOLOGY LICENSING LLC ; MICROSOFT MICROSOFT PATENT GROUP CORP
Inventor(s): (std): ROYER FABIEN J ; DADHIA RAJESH K ; BAHL PRADEEP

Agent(s): MICROSOFT CORP
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11) Family number: 62995077 (US2016218914A)
Title: METHOD OF IMPROVING CLOUD RESILIENCY

Abstract: Methods, computer systems, and computer program products for improving resiliency in a network of computing
components functioning according to a multilayered Open Systems Interconnection (OSI) model include, upon exceeding a
predetermined threshold for at least one of the multiple layers in the OSI model, for a certain event, a real-time notification of the
event is provided in an inter-layer basis such that the responsible entity manages the event according to an OSI model-wide

system.
Classifications: T
International (zpc 8-9): H04L12/24 H04L12/26 (Advanced/Invention) L
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Family:

Publication number Publication date Application number Application date

US2016218914 AA 20160728 US20150605247 20150126
US10116496 BB 20181030 US20150605247 20150126
Priority:

US20150605247 20150126

Probable Assignee: IBM

Assignee(s): (std): IBM ; INT BUSINESS MACHINES CORP

Inventor(s): (std): DEROBERTIS CHRISTOPHER V ; DICKENS LOUIE A ; ASTIGARRAGA TARA ; WINARSKI DANIEL J
Agent(s): GRIFFITHS AND SEATON PLLC

12) Family number: 31979078 (US2005125389A)
Title: PROVIDING ACCESS TO A SERVICE USING A SERVICE ENGINE

Abstract: Providing access to a service includes providing a subset of a directory of services associated with third party vendors
to a portal communicating with a user system. A service comprises use of a software application. A selection of selected services
is received from the user system. The selected services have conditions governing access to the selected services. A user
identifier is received and linked with the selected services. The user identifier is allowed access to the selected services according
to the one or more conditions.

Classifications: -0
International (zpc 8-9): GO6F17/30 G06Q10/00 (Advanced/Invention);
GO06F17/30 G0O6Q10/00 (Core/Invention)

International (zpc 1-7): GO6F17/30

CPC: G06Q10/10

European: G06Q10/10

US: 1/1 1/1P 707/3 707/999.003 707/999.003S

Family:

Publication number Publication date Application number Application date
US2005125389 AA 20050609 US20030733025 20031209

Priority:
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US20030733025 20031209
Probable Assignee: HEWLETT PACKARD DEVELOPMENT CO LP
Assignee(s): (std): ELECTRONIC DATA SYST CORP

Assignee(s): ELECTRONIC DATA SYSTEMS CORP ; ELECTRONIC DATA SYSTEMS LLC ; HEWLETT PACKARD
DEVELOPMENT CO ; HEWLETT PACKARD DEVELOPMENT CO LP

Inventor(s): (std): HAZZARD TIMOTHY A ; LOBO SANJAY P
Inventor(s): HAZZARD TIMOTHY ; LOBO SANJAY
Agent(s): BAKER BOTTS LLP
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