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1) Family number: 49153148 (US2011161674A)
Title: DOCUMENT AUTHENTICATION USING DOCUMENT DIGEST VERIFICATION BY REMOTE SERVER

Abstract: A method of generating a self-authenticating document while utilizing document digest stored on a server for
verification purposes. Authentication information for the document is encoded in barcode which is printed on the document. A
document digest is calculated from the authentication information and transmitted to a server to be stored. When
authenticating a scanned copy of the document, the barcode is read to extract the authentication information. A target
document digest is calculated from the extracted authentication information and transmitted to the server for verification. The
server compares the target document digest with the previously stored document digest. If they are not the same, the
barcode has been altered. If they are the same, the extracted authentication information is used to authenticate the scanned
copy. A document ID may be generated and transmitted to the server, and used by the server to index or search for the
stored document digest.
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2) Family number: 57359176 (US2014254796A)
Title: METHOD AND APPARATUS FOR GENERATING AND/OR PROCESSING 2D BARCODE

Abstract: A computer-complemented method for generating a 2D barcode, including retrieving a predetermined private key,
a predetermined digital signature method and an issuer identity of a 2D barcode; generating a signature for at least one data

with the retrieved private key in accordance with the retrieved digital signature method; inserting the at least one printable
data together with the generated signature and the retrieved issuer identity into a self-contained data unit; and creating a
barcode image containing the self-contained data unit.
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3) Family number: 33899499 (US2006271787A)

Title: SYSTEM AND METHOD FOR VALIDATING A HARD-COPY DOCUMENT AGAINST AN ELECTRONIC VERSION

Abstract: The disclosure recites methods for verifying that the authenticity of a hard copy document by verifying that a
digital signature printed on that document matches the signature on the original electronic document. The method includes
converting a physical manifestation of a digital signature affixed to the hard copy document to an electronic digital signature,
validating the electronic digital signature via a public key to authenticate the hard-copy document, and comparing a message
digest of the original electronic document to a message digest coded in the digital signature. It also includes documents
having multiple digital signatures embedded using a variety of techniques, converting those printed digital signatures into
electronic forms, and validating each electronic digital signature independently and against each other.
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4) Family number: 30589622 (US2004103023A)
Title: COUPON BARCODE INTERNET VERIFICATION SYSTEM

Abstract: An interactive Internet-based Coupon Barcode Verification system comprises a central computer system
connected to the Internet. The system is adapted to be accessed by one or more authorized personal computers. A browser
and keyboard, and optionally a barcode reader, constitute the minimal hardware and software required to verify the validity
of barcode data. The barcode data can be transmitted over the Internet to the coupon barcode verification system by means
of the keyboard. Alternatively, the barcode reader and the web browser transmits the information. An algorithm logic means
analyzes the barcode data provided by the authorized personal computers to determine the validity of the barcode data. The
validity determination is based on UCC guidelines, recognized MIN, Family Code, Value Code and EAN-128 Extended Codes.
Advantageously, the system enables manufactures to issue coupons having valid barcodes. Coupon clearinghouses can view
coupon graphics before issuance, and retailers can identify and document barcode errors. Fines based on coupon defects are
virtually eliminated. The system facilitates coupon classification and facilitates validation by providing a validation or a failure
report.
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