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Abstract

(EP1796018)

A biometric data acquisition system comprising a terminal device having a biometric data storing unit for storing a plurality
of kinds of biometric data associated with a person; an authentication device which performs person authentication based
on the biometric data transmitted from the terminal device; and a biometric data acquisition device having a biometric data
acquiring unit for acquiring the biometric data, an encryption unit which encrypts the biometric data by using an encryption
key, and a decryption key storing unit which stores a decryption key, and wherein the biometric data associated with the
person, acquired by the biometric data acquiring unit, is encrypted by the encryption unit and transferred to the terminal
device for storage in the biometric data storing unit, and when the encrypted biometric data stored in the terminal is
transmitted to the authentication device, the authentication device decrypts the encrypted biometric data by using the
decryption key stored in the decryption key storing unit of the biometric data acquisition device.
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Abstract

(US20030177102)

The present invention is a system and method of biometric-based age verification for authorizing presenter access of age-

restricted good or services between an age presenter and an age verifier. System presenters register at least one biometric

identifier, at least one identification number, personal age-verifying data, and personal identity-verifying data. A presenter

presents a biometric sample obtained from the presenter's person and the presenter's system ID number to conduct age

verifications for purchase of or access to age-restricted goods or services. This data is used to authenticate the presenter's

age and authorize access to purchase or obtain age-restricted goods or services by matching the presented transaction

biometric with at least one registered biometric template and without the use of a man-made identity token.
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Abstract

(W0O2006/031255)
A biometric identification system that includes one or more identification devices or cards. Each identification card includes

a radio frequency identification (RFID) element storing a first set of biometric information. A communication device operates

to send and receive radio frequency signals to read the first set of biometric information from the identification device when

they are proximal to each other but without insertion or physical contact. A biometric reader is provided that reads a second

set of biometric information from an individual presenting the identification card. A comparison mechanism compares the

first and second sets of biometric information to determine if the two sets are a match. When no match is found, a flag

mechanism modifies a value of a flag in the RFID element of the identification device. An update mechanism determines

when the match exceeds an accuracy limit and updates biometric information on the identification device wirelessly.
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Abstract

(EP1537526)

A high security identification card includes an on-board memory for stored biometric data and an on-board sensor for
capturing live biometric data. An on-board processor on the card performs a matching operation to verify that the captured
biometric data matches the locally stored biometric data. Only if there is a positive match is any data transmitted from the
card for additional verification and/or further processing. Preferably, the card is ISO SmartCard compatible. In one
embodiment, the ISO SmartCard functions as a firewall for protecting the security processor used for storing and
processing the protected biometric data from malicious external attack via the ISO SmartCard interface. In another
embodiment, the security processor is inserted between the ISO SmartCard Interface and an unmodified ISO SmartCard
processor and blocks any external communications until the user's fingerprint has been matched with a previously
registered fingerprint. Real-time feedback is provided while the user is manipulating his finger over the fingerprint sensor,
thereby facilitating an optimal placement of the finger over the sensor. The card may be used to enable communication with
a transactional network or to obtain physical access into a secure area.
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Abstract

(EP0612040)

Credit card validation system

The validation system includes a credit card having digital data recorded thereon representing the image of at least one
authorised user and authorising data. A reader reads the digital data recorded on the credit card. An algorithm unit provides
an encryption algorithm for encoding portions of the digital data. A processor encodes the digital data read from the credit
card with the provided encryption algorithm. A unit displays the digital image representing the authorised user. A second
processor receives portions of the encoded digital data from the first processor. A storage unit has stored digital data
corresp. to the authorising data recorded on the credit card and encrypted with the provided encryption algorithm. The
second processor compares the received portions of the encoded digital data from the first processor with the digital data

from the storage unit to provide a validation signal when a correspondence is detected.
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Abstract

(WO002/27623)

A system and method for making monetary transactions within a coverage area includes a point of sale system having a
RFID reader (504), an input device (512), a network interface (508), a non-volatile memory and a processor (502). A guest
presents an item to a cashier at a POS system, the RFID reader reads a tag identifier from a guest's RFID tag, the cashier
inputs the item information into the system and the POS processor then causes the transmission of the tag identifier and
item information to the central server. The central server then modifies the monetary credits of the guest data based on the
item price.
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Abstract

(US20060005042)

A data security system comprises a host processor, and a plurality of remote computers. Each remote computer provides
biometric authentication of a user prior to responding to the user request for data access. The remote computers are
handheld when in operational mode. A sensor in the handheld computer captures a biometric image while the remote
computer is being used. The biometric sensor is positioned in such a way that the sensor enables the capture of the
biometric image continually during computer usage with each request for access to secure data. The biometric
authentication occurs in a seamless manner and is incidental to the data request enabling user identity authentication with
each request to access secure data.
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Title

(EP1875446)

Security device, method and system for financial transactions, based on the identification of an individual using a biometric
profile and a smart card
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Abstract

(EP1875446)

The invention relates to an innovative device which is used to secure payments or transactions made with a smart card and
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to validate the identity of the smart card holder using a client/server biometric control operation, regardless of whether said
payments or transactions are made directly at a point of sale or from a PC (personal computer or shared open-access
computer) which is connected to the Internet or using a mobile telephone, a portable computer (also known as a laptop), a
PDA (Personal Device Assistant) or any other mobile or fixed means that can connect to any telecommunication network
and carry out a transaction involving the use of biometrics at the transaction generation point. The invention also relates to
smart-card-holding employees of financial institutions who perform professional inter-bank transfers. The invention can also
be used for the electronic transfer of funds between states, between groups of states, between groups of states and states
and between international organisations and states. The invention has been designed in the form of a client/server-type
system for authenticating the identity of a smart card holder, based on the use of the smart card and on the identification of
the holder by means of biometric data which are stored on an extended memory smart card and compared with biometric
data from an external, remote database that is secured and operated by the third-party authentication server or by the
financial institution, but which, for reasons of security and performance, are not transferred over the telecommunication
network.
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Abstract
(EP0912959)

A tokenless identification system and method are principally based on a correlative comparison of a unique biometrics

sample, such as a finger print or voice recording, gathered directly from the person of an unknown user, with an

authenticated biometrics sample of the same type obtained and stored previously (1). It can be networked to act as a full or

partial intermediary between other independent computer systems (3), or maybe the sole computer systems carrying out all

necessary executions.
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(EP3039603)

An identity verification device comprises a cellular telecommunications modem and a fingerprint scanner coupled to the
modem, the verification device being configured for storing first fingerprint data in an enrolment process and being
operable, in response to the modem receiving a verification command via a cellular telecommunications network, to
perform a verification process in which the fingerprint scanner scans a fingerprint to obtain second fingerprint data, the first
and second fingerprint data are compared with each other, and in the event of a match between the first and second
fingerprint data, the modem transmits a response signal to a predetermined destination via the telecommunications
network. The device may be used in a networked telecommunications system in which the electronic transactions may be
initiated by smart cards and other devices.
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Abstract

(US20040257196)

A wireless communication device ( 300 ) and corresponding system therein uses a plurality of biometric sensors ( 206, 208,
210 ) for assessing the identity of a user requesting access to a feature or service provided via the wireless communication
device (300 ). A method comprises collecting ( 410 ) a biometric sample from one of the sensors and enabling the feature
or service ( 414 ) when the sample matches a known sample ( 412 ) corresponding to the user. Preferably a sensor will be
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selected, based on evaluating whether a corresponding predetermined condition exists ( 406 ), from a list of the plurality of
sensors that is prioritized according to accuracy and ease of use of the sensor.
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Abstract

(EP1548637)

A method of providing identification of an individual including: maintaining a database of identification data specific to the
appearance and/or condition of individuals; providing a unique description for each individual enabling access to the
individuals identification data in the database, and providing identification means (10) adapted for portage with the
individual and containing the unique description.
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Abstract
(EP1147493)

A method and apparatus for collecting and securely transmitting biometric data over a network contains a sensor,

preferably a camera, for collecting biometric data and code generating hardware and software. The camera data is digitized

and a unique code which is a function of the digitized camera data, a secret key and a transaction token is attached to the

digital file. The code may identify the sensor which acquired the biometric information, a time at which the biometric

information was acquired, or a time interval during which the data is considered to be valid, and a unique transaction code.

The data and code are transmitted over a network to a server which authenticates that the data has not been altered by

recomputing the code using its own knowledge of the secret key and transaction token needed to generate the code. If the

data is authentic the server then computes a biometric template using the data. This biometric template is then compared

to a previously defined biometric template to identify the user and give the user access to a secured resource. The system

can be used for online banking and Internet commerce transactions.
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Abstract
(US20180268413)

—14

A transaction system stores a biometric identification parameter used by the transaction system to perform transactions.

The biometric identification parameter is received from a user and stored in a primary biometric identification parameter

data file. The user is assigned a user identification number. A plurality of pieces of the primary biometric identification

parameter data file are created. Each piece is assigned a data sequence number different from data sequence numbers

assigned to all other pieces and a mathematical operation encryption number. Each mathematical operation encryption

number represents a mathematical encryption operation that is different from mathematical encryption operations

represented by all other mathematical operation encryption numbers. Each piece is encrypted using a mathematical
encryption operation represented by the mathematical operation encryption number assigned to the piece in order to
produce a plurality of transformed data pieces. Each transformed data piece in the plurality of transformed data pieces is

assigned a transformed data identification number.
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Abstract

(EP3005211)

The technigues and systems disclosed herein pertain to preventing unauthorized access to computing resources by
unauthorized persons by deploying biometric security. To implement biometric security, the computing device, possibly by
the OS, may obtain samples of one or more biometric factors unique to the owner. The computing device may construct
pattern-matching templates corresponding to the biometric samples, which may be stored for later use when a protected
resource is requested. Computing resources may be selected for protection by a biometric security mechanism by an
authorized user or by other techniques or default settings. Before allowing certain restricted actions, the OS may request
that the user provide one of the previously registered biometric samples. If the biometric sample matches the user's stored
pattern-matching template, the OS may grant access to the computing resource, otherwise, the OS may deny access to the
computing resource.
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Abstract
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A security system may include a plurality of electronic devices, each having a unique identification (ID) associated
therewith and configured to generate a temporary security code based upon the unique ID. The system may further include
at least one mobile wireless communications device including a first Near-Field Communication (NFC) circuit, and a mobile
controller configured to receive the temporary security code from a given electronic device from among the plurality of
electronic devices. The system may also include an access control device associated with a personnel access position and
including a second NFC sensor and a security controller. The security controller may be configured to receive the
temporary security code from the first NFC sensor via NFC communications, selectively grant personnel access based
upon the received temporary security code, and determine the unique ID associated with the given electronic device.
Inventors

FYKE STEVEN HENRY

GRIFFIN JASON TYLER

Latest standardized assignees - inventors removed

BLACKBERRY

Family 17/21 - FAMPAT - ©Questel
Title
(EP1038255)


https://permalink.orbit.com/RenderStaticFirstPage?XPN=u8sqsuQ8qa41zTc2PWcWRHfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=4Ls1nOJqRpSOOmLMCzKBqDeISh8T7V+NNoC7YXsv59YGnqhCiah71dLhlYR7KkmC7Y2RSYfpVYg=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=u8sqsuQ8qa41zTc2PWcWRHfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US8912879&ekey=1025&xpn=US8912879&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=7v19TOof9vnNoSSW6KWsncRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcNMhKhC4w2UNDkuDREcUBY0JjY7t3dG27jB3cyffD7SoaT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=7v19TOof9vnNoSSW6KWsncRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US8912879&ekey=1025&xpn=US20120075059&kind=A1

©Questel - FAMPAT

Page 28

2020/01/26

Self-service kiosk with biometrics verification and/or registration capability
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Abstract
(EP1038255)

A self-service kiosk (1) includes a biometrics data input (3) for inputting biometrics of a user of the kiosk, a reader (2) for

recovering biometrics data stored on a portable storage device such as an optical card, the portable storage device also

containing information necessary to carry out a transaction, and a controller capable of comparing the input biometrics data

with the stored biometrics data and authorizing a transaction based on a result of the comparison. Alternatively, or in

addition to the above, the self-service kiosk may include a device for capturing an image of a customer/registrant, a

biometrics capture device, and a data input device for enabling registration information to be entered and stored on a

portable storage device such as an optical memory card together with the image and/or biometrics data, the portable

storage device being dispensed to the customer/registrant immediately upon registration.
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A method and a system for verification and identification of individuals using a biometric means and other system-related
means that depend on a hierarchical database of stored or acquired information for large-scale population ingress and

egress in any secured environment. The identification and verification capability is performed based on multiple and

hierarchical profiles which are presented and activated at entry/exit points and are comprised of database parameters
related to types of populations per environment, policies, procedures, and controls related to those populations effective at
the time of operation; allocated privileges given to members of the end-user population; ID card information that includes
biometric information that is self-encrypted; communications environment for the peripheral systems; computing system

environment for the peripheral systems; dynamic rules that depend on applications running locally or remotely; and various
other parameters related to administrator and user populations.

Inventors
RUIZ ANTONIO

MEYERS JOHN VANCE

Family 19/21 - FAMPAT - ©Questel

Title
(US20190073461)

Methods and systems for ensuring that an individual is authorized to conduct an activity

Images


https://permalink.orbit.com/RenderStaticFirstPage?XPN=bl0qMSQbNo%252BwElF4MHRIV8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcNU9u2l7f/IA07S5CYuDst7JjY7t3dG27jB3cyffD7SoaT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=bl0qMSQbNo%252BwElF4MHRIV8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=KEOCA52E&key=US20040064453&ekey=1367&xpn=US20040064453&kind=A1

©Questel - FAMPAT Page 31 2020/01/26
70\ Start 72
>
| Capturing authentication data 74
Does
<« N°  auth. data 76
match
?
Is
——<—N2 ¢ individual 82
live
A ?
Yes
78
L Deciding
Determining when a subsequent
individual is authentication 84
imposter transaction is to
occur
< 4\ 86
Y
80

Publication numbers with kind code & date

US20190073461
US10095853
US20170200250
US9613199
US20160352713

Al 20
B2 20
Al 20
B2 20
Al 20

IPC - International classification
GO6F-021/30; GO6F-021/32; G06Q-010/02; G06Q-010/06; G06Q-050/26; G06Q-050/30; GO7C-009/00; HO4L-009/32;
H04L-029/06; HO4W-012/06

Abstract
(US20190073461)

19-03-07 US20190073461
18-10-09 US10095853
17-07-13 US20170200250
17-04-04 US9613199
16-12-01 US20160352713

Lt L
R
BEBBB
EYEPEYEES

A method for ensuring that an individual is authorized to conduct an activity is provided. The method includes conducting,

using a processor, an authentication transaction with authentication data captured from an individual desiring to conduct an
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activity, and determining whether the captured authentication data is legitimate when the individual is successfully
authenticated. Moreover, the method includes determining the individual is authorized to conduct the activity when the
captured authentication data is legitimate, and conducting, using the processor, a subsequent authentication transaction
with authentication data captured from the individual at a subsequent time.
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Abstract

(US20170337757)

Disclosed is a computer-implemented electronic surveillance system for allowing a user into a restricted area based on a
virtual badge, which is representative of the user. The system comprises a user database listed with a plurality of user
details, a badge generation module for generating a virtual badge based on the user details, the generated virtual badge
residing within a smart device, an access database comprising a plurality of badge entries listed there within wherein, each
badge entry comprising badge information representative of a virtual badge, the user of which has been pre-granted the
right to access the restricted area, and an access means associated with the point of access of the restricted area, the
access means comprising for upon the smart device being brought proximal thereto, receiving badge information and
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allowing the user to access the restricted area in the event of a match.
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A mobile electronic apparatus in which biometrics information, free from being stolen or faked by a unauthorized person, is
used for user verification, virtually perfectly protecting an authorized user's personal data stored in a storing section of the
apparatus. A verifying section compares a user's biometrics feature information with the authorized user's reference
biometrics feature information to discriminate whether the fingerprint feature information for verification matches the
reference fingerprint feature information. If it matches, a display control section reads out the personal data stored in the
storing section and controls a display section to display the read-out personal data. The apparatus is useful when applied
to a portable telephone, an electronic information terminal, or the like, so long as it has a function of user verification by
biometrics information (fingerprint, palmprint, finger shape, hand shape, voiceprint, retina, iris, facial recognition, signature
dynamics, blood vessel pattern, key strokes, etc.).
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