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Search query (3): [SP]: priority cla im[0001] this u.s. patent application claims priority under 35 u.s.c. 119 to: india application no. 201621016128,
filed on may 9, 2016. the entire contents of the aforementioned application are incorporated herein by referencetechnical fie ld[0002] the
embodiments herein generally re lates to the fie ld of wire less sensor networks, and, more particularly, to a method and system for achieving auto-
adaptive clustering in a sensor network in an energy efficient manner using end-user information-level attributes as a criteria for
clustering.background of the invention[0003] a wire less sensor network is a technology that detects a behavior and an environment of a target by
utilizing sensors disposed in a predetermined region, converting the detected information into data, and wire lessly transmitting the data to a sink
node collecting data. generally, a sensor network consists of a set of physical nodes that monitor a geographical region for one or more
parameters and send the sensed values to a central gateway (also called as a sink) that manages the network. clustering and data aggregation in
a sensor networks have so far grouped sensor nodes based on physical characteristics such as location and mobility so that the sensed data could
be aggregated and transmitted to the sink saving energy in the process. the sensor networks are getting integrated into the larger fabric of
internet of things (iot) with a large number of target applications with varying requirements. ex isting clustering methods are not adaptive to the
characteristics of the sensing objective. in order to solve the problems, research of the sensor network and a data aggregating technology for
efficient deployment planning is being conducted.[0004] clustering in sensor networks and iot systems have so far primarily worked with physical
parameters associated with clustering such as position and mobility. nodes in a typical sensor network deployment are redundant in number, and it
is not essential that all sensor nodes are tasked for every sensing requirement. the requirement of more recent sensor network and iot
applications is to monitor systems with a certain service level agreement (sla) for the sensing objective, for example, to monitor the variations in
the values of a parameter across a region in an energy efficient manner.[0005] a lot of prior art techniques have been used in the part in the
context of clustering in sensor networks and iot. they primarily use physical characteristics to perform clustering. some work on using application
specific characteristics such as tags associated with data have been used to perform optim ized data transmission. work in prior art have not
reported to carry out application adaptive clustering and organization of sensor networks where precision of measurement levels are used as a
basis for adaptation and organization of nodes in the network.summary of the invention[0006] the following presents a simplified summary of
some embodiments of the disclosure in order to provide a basic understanding of the embodiments. this summary is not an extensive overview of
the embodiments. it is not intended to identify key/critical e lements of the embodiments or to delineate the scope of the embodiments. its sole
purpose is to present some embodiments in a simplified form as a prelude to the more detailed description that is presented below.[0007] in view
of the foregoing, an embodiment herein provides a system for achieving auto-adaptive clustering in a sensor network. the system comprises a set
of sensor nodes, a user interface, a sink node, memory and a processor. the set of sensor nodes configured to measure a plurality of parameters,
wherein each of the sensor nodes comprising a plurality of sensors present at a plurality of locations in an area. the user interface generates a
request by a user to send the measured plurality of parameters. the sink node receives the plurality of parameters measured by the set of sensor
nodes. the processor further comprises a first level clustering module, a second level clustering module, a designating module and a conveying
module. the first level clustering module performs a first level clustering for grouping the set of sensor nodes into data level clusters based on the
measured plurality of parameters. the second level clustering module performs a second level clustering for grouping the set of sensor nodes in
the data level clusters into location level clusters based on the plurality of locations. the designating module designates a cluster head after the
data and location level clustering to arrive at a clustering decision. the conveying module conveys the clustering decision back to the set of sensor
nodes to adaptively rearrange them in clusters.[0008] in another aspect, a method for achieving auto-adaptive clustering in a sensor network is
provided. initia lly in the method a plurality of parameters is measured by a set of sensor nodes, wherein each of the sensor nodes comprising a
plurality of sensors present at a plurality of locations in an area. at the next step, a request is sent by a user interface, to the set of sensor nodes
to send the plurality of parameters measured at a plurality of sensor nodes. further, the plurality of parameters are sent to a sink node in
response to the request. at the next step, a first level clustering is performed by a processor, for grouping the set of sensor nodes into data level
clusters based on the measured plurality of parameters. also, a second level clustering is performed by the processor, for grouping the set of
sensor nodes in the data level clusters into location level clusters based on the plurality of locations. at the next step a node is designated by the
processor for each of the clusters formed after the data level and location level clustering as a cluster head to arrive at a clustering decision. and
finally, the clustering decision is conveyed back to the set of sensor nodes to adaptively rearrange the set of sensor nodes in clusters.[0009] in yet
another aspect, a non-transitory computer-readable medium having embodied thereon a computer program for executing for achieving auto-
adaptive clustering in a sensor network is provided. initia lly in the method a plurality of parameters is measured by a set of sensor nodes, wherein
each of the sensor nodes comprising a plurality of sensors present at a plurality of locations in an area. at the next step, a request is sent by a
user interface, to the set of sensor nodes to send the plurality of parameters measured at a plurality of sensor nodes. further, the plurality of
parameters are sent to a sink node in response to the request. at the next step, a first level clustering is performed by a processor, for grouping
the set of sensor nodes into data level clusters based on the measured plurality of parameters. also, a second level clustering is performed by the
processor, for grouping the set of sensor nodes in the data level clusters into location level clusters based on the plurality of locations. at the next
step a node is designated by the processor for each of the clusters formed after the data level and location level clustering as a cluster head to
arrive at a clustering decision. and finally, the clustering decision is conveyed back to the set of sensor nodes to adaptively rearrange the set of
sensor nodes in clusters.[0010] it should be appreciated by those sk illed in the art that any block diagram herein represent conceptual views of
illustrative systems embodying the principles of the present subject matter. sim ilarly, it will be appreciated that any flow charts, flow diagrams,
state transition diagrams, pseudo code, and the like represent various processes which may be substantially represented in computer readable
medium and so executed by a computing device or processor, whether or not such computing device or processor is explicitly shown.brief
description of the drawings[0011] the embodiments herein will be better understood from the following detailed description with reference to the
drawings, in which:[0012] fig. 1 illustrates a block diagram for achieving auto-adaptive clustering in a sensor network according to an embodiment
of the present disclosure[0013] fig. 2 illustrates a sensor network deployment setup according to an embodiment of the present disclosure
and[0014] fig. 3 is a flowchart illustrating the steps involved for achieving auto-adaptive clustering in a sensor network according to an
embodiment of the present disclosure.detailed description of embodiments[0015] the embodiments herein and the various features and
advantageous details thereof are explained more fully with reference to the non- lim iting embodiments that are illustrated in the accompanying
drawings and detailed in the following description. the examples used herein are intended merely to facilitate an understanding of ways in which
the embodiments herein may be practiced and to further enable those of sk ill in the art to practice the embodiments herein. accordingly, the
examples should not be construed as lim iting the scope of the embodiments herein.glossary-terms used in the embodiments[0016] the
expression "sensor network" in the context of the present disclosure refers to a network of interconnected sensor used in any fie ld of the invention.
for example in farm ing, iot or any other technology.[0017] the expression "set of sensor nodes" or "sensor node" in the context of the present
disclosure refers to particular location where plurality of sensors are present. the sensor node are chosen specifically depending on the area where
the sensor network is deployed.[0018] the expression "sink node" in the context of the pres
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Abstract:
A network having a hierarchical structure includes a plurality of clusters. Each of the clusters includes a plurality of nodes and a
cluster head connected to the nodes in a mesh format. Each of the nodes is connected to other clusters via the cluster head.
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Abstract:
A system and method for achieving auto-adaptive clustering in a sensor network has been explained. The system performs a
hierarchical clustering in sensor networks to maximize the lifetime of the network. The system includes a set of sensor nodes and
a sink node. The clusters in sensor networks are formed automatically from a large number of deployed nodes where the cluster
characteristics are driven by the measurement requirements defined by the end-user. The system also employs a clustering
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algorithm to achieve adaptive clustering. The processor further includes a first level clustering module for grouping the set of
sensor nodes into data level clusters based on the measurements. The processor further includes a second level clustering
module for grouping the set of sensor nodes in the data level clusters into the location level clusters based on location. In another
embodiment, that clustering can go on to more than two levels.
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Abstract:
The wireless sensor network with energy efficient protocols includes a network of external sensors in communication with a data
sink. The network utilizes an algorithm integrating a modified S-MAC (an algorithm for medium access control) protocol for
decreasing energy usage in operating the node and associated sensors. A routing protocol is further integrated into the algorithm,
the routing protocol being based upon cluster head rotation.

 

PatBase PDF Export -  Page: 3   27/05/2020

http://www.patbase.com/mosget.asp?ID=67477137&FileSave=US2019141604A.PDF
http://www.patbase.com/getimg/uspto.asp?PN=US2013128786+AA
http://www.patbase.com/getimg/uspto.asp?PN=US8547982+BB
http://www.patbase.com/linkclass.asp?CCC=IPC&CLASS=H04L12%2F28
http://www.patbase.com/linkclass.asp?CCC=IPC&CLASS=H04W52%2F02
http://www.patbase.com/linkclass.asp?CCC=CPC&CLASS=H04W52%2F0238
http://www.patbase.com/linkclass.asp?CCC=CPC&CLASS=Y02D70%2F142
http://www.patbase.com/linkclass.asp?CCC=CPC&CLASS=Y02D70%2F144
http://www.patbase.com/linkclass.asp?CCC=CPC&CLASS=Y02D70%2F162
http://www.patbase.com/linkclass.asp?CCC=CPC&CLASS=Y02D70%2F22
http://www.patbase.com/linkclass.asp?CCC=CPC&CLASS=Y02D70%2F00
http://www.patbase.com/linkclass.asp?CCC=UC&CLASS=370%2F311
http://www.patbase.com/linkclass.asp?CCC=UC&CLASS=370%2F328
http://www.patbase.com/linkclass.asp?CCC=UC&CLASS=370%2F400
javascript:openpopup('classmap.asp?id=53752144')
http://www.patbase.com/mosget.asp?ID=53752144&FileSave=US2013128786A.PDF


 

4) US2014047242A - METHOD AND SYSTEM FOR PRESERVING PRIVACY DURING...

4) Family number: 52204191 (US2014047242A) © PatBase 

Title: METHOD AND SYSTEM FOR PRESERVING PRIVACY DURING DATA AGGREGATION IN A WIRELESS
SENSOR NETWORK

Priority: IN2011MM01283 20110421 IN2011MU01283 20110421 WO2011IN00385 20110609

Family:  Publication number  Publication date  Application number  Application date   
 AU2011366152 AA  20131107  AU20110366152  20110609  

 AU2011366152 BB  20150604  AU20110366152  20110609  

 CN103650581 A  20140319  CN201180070318  20110609  

 CN103650581 B  20180102  CN201180070318  20110609  

 EP2700264 A2  20140226  EP20110863903  20110609  

 EP2700264 A4  20150408  EP20110863903  20110609  

 IN01283MU2011 A  20140307  IN2011MU01283  20110421  

 IN311242 B  20190419  IN2011MU01283  20110421  

 JP2014513895 T2  20140605  JP20140505782T  20110609  

 JP5775963 B2  20150909  JP20140505782T  20110609  

 US2014047242 AA  20140213  US20110112917  20110609  

 US9565559 BB  20170207  US20110112917  20110609  

 WO12143931 A2  20121026  WO2011IN00385  20110609  

 WO12143931 A3  20131003  WO2011IN00385  20110609  

 Probable Assignee: TATA CONSULTANCY SERVICES LTD 

 Assignee(s):(std): SEN JAYDIP ; TATA CONSULTANCY SERVICES LTD ; UKIL ARIJIT 

 Assignee(s): TATA CONSULTANCY SERVICES LIMITED 

 Inventor(s):(std): UKIL ARIJIT ; SEN JAYDIP 

 Inventor(s): ARIJIT UKIL ; JAYDIP SEN 

 Agent(s): PEGASUS IP; IP SOLVED ANZ PTY LTD; POTTER CLARKSON LLP; FINNEGAN HENDERSON FARABOW
GARRETT AND DUNNER LLP; GUPTA PRIYANK 

 Designated states: AE AG AL AM AO AT AU AZ BA BB BE BF BG BH BJ BR BW BY BZ CA CF CG CH CI CL CM CN CO CR CU
CY CZ DE DK DM DO DZ EC  EE EG ES FI FR GA GB GD GE GH GM GN GQ GR GT GW HN HR HU ID IE IL
IN IS IT JP KE KG KM KN KP KR KZ LA LC  LI LK LR LS LT LU LV LY MA MC MD ME MG MK ML MN MR MT
MW MX MY MZ NA NE NG NI NL NO NZ OM PE PG PH PL PT RO RS RU SC  SD SE SG SI SK SL SM SN ST
SV SY SZ TD TG TH TJ TM TN TR TT TZ UA UG US UZ VC  VN ZA ZM ZW

 International class
(IPC 8-9):

G06F21/62 H04L29/06 H04L9/08 H04L9/14 H04L9/32 H04W12/02 H04W12/04 H04W36/00
H04W4/04 (Advanced/Invention);
H04L9/08 H04W12/02 H04W84/18 (Advanced/Non-invention)

 CPC: H04L9/083 H04W12/02 H04W12/04 H04W84/18

 European class: H04W12/04

 US class: 1/1 713/171
 Classification Explorer

 Cited documents: WO02076011 A1, WO02076011, US8856227 BB, US8737226 BB, US8607057 BB, US8605694 BB,
US8397062 BB, US8345879 BB, US8280057 BB, US8255689 BB, US8230217 BB, US8205085 BB,
US8050410 BB, US7702905 BB, US7434046 BA, US6865517 BB, US6195751 BA, US2013223627 AA,
US2012008787 AA, US2011261962 AA, US2010268943 AA, US2010135494 AA, US2010098090 AA,
US2010090823 AA, US2010085948 AA, US2010082988 AA, US2010061557 AA, US2009303237 AA,
US2009268914 AA, US2009268914, US2009141898 AA, US2009129599 AA, US2009059842 AA,
US2009054036 AA, US2008292105 AA, US2008263647 AA, US2008247539 AA, US2008247539,
US2008215609 AA, US2008044028 AA, US2008025330 AA, US2007253376 AA, US2007171050 AA,
US2007115827 AA, US2006167634 AA, US2005044356 AA, CN101282213 A, CN101056230 A,

 Forward Citations: WO17203488, WO17195089, WO16099839, US9609517, US9571164, US9564054, US9344489,
US9182231, US2016112535, US2015156109, US2015070164, US2014215212, US10524101,
US10334442, US10313137, CN108616568, CN105871571, CN105871571,

Abstract:
A computer-based system and method for secured privacy preservation scheme while data aggregation in a non-hierarchical
wireless sensor network that lacks peer-to-peer communication between the communicating sensor nodes is disclosed. The
method and system adopts formation of self-adaptive efficient cluster formation for robust privacy preservation in the network by
grouping the multiple sensor nodes in the network to form multiple clusters that enables low computation overhead and high
scalability in the network. The method and system of the invention discloses an effective twin-key management scheme that
provides establishment of secure communication among the sensor nodes and the secure communication between at least one
sensor node with the sever node performing the function data aggregation of the data collected by the sensor nodes.
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Abstract:
A method and network architecture for implementing an energy efficient network. The network includes a plurality of nodes that
collect and transmit data that are ultimately routed to a base station. The network nodes form a set of clusters with a single node
acting as a cluster-head. The cluster-head advertises for nodes to join its cluster, schedules the collection of data within a cluster,
and then transmits the data to the base station. A cluster can intelligently combine data from individual nodes. After a period of
operation, the clusters are reformed with a different set of nodes acting as cluster-heads. The network provides an increased
system lifetime by balancing the energy use of individual nodes.
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Abstract:
The invention provides an adaptive distributed node re-clustering method in a mobile wireless sensor network. The method
comprises steps that, in a clustered mobile wireless sensor network, the position of a node at each time in a movement process is
accurately estimated by the node itself by utilizing a track reckoning method and a particle filtering algorithm according to data of
an inertia sensor; at the beginning of each re-clustering period, the position of the node at the next time is reasonably predicted
according to a motion model followed by the node and the position of the present time, a non cluster head node at a boundary
portion in each cluster is permitted to re-cluster according to position information of other nodes in the network, so the node in a
movement process is guaranteed to constantly be in a proper cluster, namely, a communication distance between the node and a
cluster head node of the present location cluster is kept to be in a reasonable scope, a relatively high data transmission rate
between the two nodes during communication can be realized, and thereby service quality of the mobile wireless sensor network
can be guaranteed.
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Abstract:
A wireless sensor network, a node device thereof and a method for arranging communications therein are presented. A first
frequency is used in wireless communication of information between a headnode and subnodes of a first cluster (103) using a
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time slotted channel access scheme. A headnode of a second cluster (113) known the first frequency and selects a second,
different frequency for use in wireless communication of information within said second cluster (113) using a time slotted channel
access scheme. The headnode of the first cluster (103) is informed about the second frequency selected for the second cluster
(113). Information from the headnode of said first cluster (103) to the headnode of said second cluster (113) is communicated on
said second frequency, using the same time slotted channel access scheme as other nodes in said second cluster (113).
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Abstract:
A protocol for optimizing the energy for code upload to sensors in a wireless sensor network and speeding up the dissemination if
multiple sources of code are available. Energy optimization is achieved by equipping each node with limited non-local topology
information, which it uses to determine the time when it can go to sleep since code is not being distributed in its vicinity. Another
aspect of the invention is a protocol that facilitates secure upload of code in the wireless sensor network. The secure
communication protocol divides the sensor field into control groups each with a control node, and manages data exchange
between nodes within a control group through the mediation of a control head which provides the common key. The keys are
refreshed periodically and the control nodes are changed periodically to enhance security. The protocol facilitates secure
communication between sensor nodes despite the compromise of any number of other nodes in the network.
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Abstract:
The invention discloses a method for acquiring data of a wireless sensor network based on a mobile sink node in the technical
field of wireless sensor networks. The method comprises the following steps that: wireless sensor nodes which detect the same
event perform local data fusion and generate a source node; the source node distributes state data packets in a predetermined
direction in a unicast mode and selects a data distributing node; a sink node selects a proxy node and forwards a query data
packet in the direction vertical to the predetermined direction in a multicast mode; the data distributing node which receives the
query data packet prepares event data and transmits the event data to the proxy node; and the proxy node transmits the event
data to the sink node. By using the method, non-valid data generated by the mobile sink node in the process of acquiring the
data of the wireless sensor network can be reduced effectively and energy consumption of the wireless sensor network can be
reduced, so that the service life of the wireless sensor network is prolonged.
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