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Search query (11): 10 and server

Results: 22

1) Family number: 30624059 (US2003055962A)

Title: SYSTEM PROVIDING INTERNET ACCESS MANAGEMENT WITH ROUTER-BASED POLICY ENFORCEMENT
Priority: US20010303653P 20010706 US20010308498P 20010727 US20010944057 20010830
US20010003161 20011114 US20020362525P 20020306 US20020372907P 20020415
US20020159820 20020531 US20020192819 20020709 US20020430458P 20021202
US20030249073 20030313 US20030481679P 20031120 US20040708660 20040317
Family: Publication number Publication date Application number Application date

US2003055962 AA 20030320 US20010944057 20010830
US2003055994 AA 20030320 US20020192819 20020709
US2003167405 AA 20030904 US20010003161 20011114
US2003177389 AA 20030918 US20020159820 20020531
US2004107360 AA 20040603 US20030249073 20030313
US2004167984 AA 20040826 US20040708660 20040317
US6873988 BB 20050329 US20020192819 20020709
US7222359 BB 20070522 US20010003161 20011114
US7546629 BB 20090609 US20020159820 20020531
US7590684 BB 20090915 US20040708660 20040317
US8200818 BB 20120612 US20010944057 20010830

CHECK POINT SOFTWARE TECHNOLOGIES INC

CHECK POINT SOFTWARE TECHNOLOGIES INC ; ZONE LABS INC ; HERRMANN CONRAD KAMAHA O ;
HAYCOCK KEITH ALLAN ; FREUND GREGOR PAUL ; CHECK POINT SOFTWARE TECH LTD ; CHECK POINT
SOFTWARE TECHNOLOG

HERRMANN CONRAD K ; HAYCOCK KEITH A ; FREUND GREGOR P ; ZONE LABS INC A CORP OF
CALIFORNIA ; ZONE LABS LLC ; ZANZIBAR ACQUISITION LLC ; FREUND GREGOR ; HAYCOCK KEITH ;
HERRMANN CONRAD ; ZONE L S INC AB

BAHARESTAN KAVEH ; BENTLEY JOSEPH E ; FREUND GREGOR ; FREUND GREGOR P ; HAYCOCK KEITH ;
HAYCOCK KEITH A ; HERMANN CONRAD ; HERRMANN CONRAD ; HERRMANN CONRAD K ; LEROY JESS A ;
MURARI SINDUJA ; KAWAMURA KYLE N ; ALBERT ANTHONY ; KAWAMURA KYLE ; HERRMANN CONRAD
KAMAHA O ; HAYCOCK KEITH ALLAN ; FREUND GREGOR PAUL

Agent(s): JOHN A; G MACK; SMART JOHN A

International class (ipc G06F15/16 GO6F15/173 GO6F7/04 HO4K1/00 H04L12/28 H04L29/06 H04L9/00 (Advanced/Invention);
8-9): GO06F15/16 GO6F17/00 (Advanced/Non-invention);
H04L12/28 H04L29/06 (Core/Invention)

International class (apc G0O6F11/30 GO6F15/16 GO6F15/173 GO6F17/30 HO4L9/00 H04L9/32
1-7):

CPC: H04L63/104 H04L63/08 H04L63/0807 HO4L63/083 H04L63/102 H04L63/162 Y10S707/99945 H04L63/0263
H04L12/2856 H04L12/2876 H04L63/145 H04L63/20

HO04L12/28P1 H04L12/28P1D1C H04L29/06C6A H04L29/06C6C2 H04L29/06C6E H04L63/02B6 H04L63/08
H04L63/10C HO04L63/14D1 H04L63/16B H04L63/20 T04L29/06C6M T04L63/08 T0O4L63/08A T04L63/08D
T04L63/10B T04L63/20

1/1 707/10 707/104.1 707/999.01 707/999.104 709/203 709/217 709/219 709/223 709/223S 709/224
709/225 709/225P 709/227 709/229 709/229P 709/229S 713/152 713/201 726/1 726/11 726/12 726/12P
726/13 726/14 726/15 726/1P 726/27 726/27S 726/3

Probable Assignee:
Assignee(s):(std):

Assignee(s):

Inventor(s):(std):

European class:

US class:

Classification Explorer

Cited documents: US7487509 BB, US7145898 BA, US7139837 BA, US7017183 BA, US6996841 BB, US6988208 BB,
US6976087 BA, US6975602 BB, US6957263 BB, US6873988 BB, US6871284 BB, US6832321 BA,
US6826698 BA, US6738908 BA, US6735700 BA, US6721721 BA, US6721555 BA, US6697944 BA,
US6681232 BA, US6678827 BA, US6667152 BB, US6665285 BA, US6654751 BA, US6643776 BA,
US6643698 BB, US6633963 BA, US6622150 BA, US6606708 BA, US6598057 BA, US6594483 BB,
US6584454 BA, US6578076 BA, US6553498 BA, US6550012 BA, US6542933 BA, US6539483 BA,
US6539482 BA, US6526513 BA, US6510513 BA, US6507904 BA, US6499110 BA, US6490679 BA,
US6487664 BA, US6484261 BA, US6480963 BA, US6480962 BA, US6473800 BA, US6470378 BA,
US6466932 BA, US6463474 BA, US6453419 BA, US6449723 BA, US6438695 BA, US6438612 BA,
US6408336 BA, US6393484 BA, US6393474 BA, US6356929 BA, US6351816 BA, US6345361 BA,
US6330588 BA, US6330562 BA, US6327652 BA, US6321334 BA, US6304973 BA, US6301668 BA,
US6275937 BA, US6272538 BA, US6269399 BA, US6269099 BA, US6249820 BA, US6247062 BA,
US6243420 BA, US6233688 BA, US6233618 BA, US6219786 BA, US6212636 BA, US6212558 BA,
US6205551 BA, US6185678 BA, US6178505 BA, US6178505 B1, US6167438 A, US6158010 A, US6158007
A, US6154493 A, US6141755 A, US6134327 A, US6125201 A, US6105100 A, US6105027 A, US6098173 A,
US6091777 A, US6088801 A, US6088450 A, US6075860 A, US6067620 A, US6065040 A, US6064437 A,
US6028807 A, US6026440 A, US6008847 A, US5999723 A, US5996077 A, US5987611 A, US5983350 A,
US5983270 A, US5974470 A, US5974149 A, US5968176 A, US5950195 A, US5926105 A, US5917542 A,
US5913088 A, US5907610 A, US5881230 A, US5875296 A, US5872847 A, US5864665 A, US5857191 A,
US5854916 A, US5848193 A, US5838903 A, US5832228 A, US5832211 A, US5828833 A, US5818525 A,
US5815574 A, US5802178 A, US5798794 A, US5765030 A, US5764887 A, US5761683 A, US5754227 A,
US5745701 A, US5740361 A, US5710884 A, US5692124 A, US5682152 A, US5655148 A, US5652621 A,
US5623601 A, US5603031 A, US5602918 A, US5588059 A, US5586260 A, US5557654 A, US5475817 A,
US5434918 A, US5430793 A, US5421006 A, US5412427 A, US5361359 A, US5241594 A, US5172227 A,
US4914586 A, US4295039 A, US2008115200 AA, US2005251856 AA, US2005088980 AA, US2004103310
AA, US2004064724 AA, US2003177389 AA, US2003135504 AA, US2003097590 AA, US2003055962 AA,
US2003050973 AA, US2003023725 AA, US2002012433 AA, US2002010679 AA, US2001002204 AA,
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Forward Citations: W020055968, WO19046410, WO19041809, WO19041802, WO17173053, WO16081837, WO15042681,
W014100902, WO14070773, WO13177660, WO13151851, WO13151851, WO13147810, WO12009231,
W011059768, WO11011179, WO11011179, WO11004258, WO11004258, WO09108450, WO09108450,
W009058571, WO08155188, WO08155188, WO08138750, WO08111026, WO08111026, WO08109684,
W008103980, WO08097757, WO08097757, WO08065648, WO08054493, WO08054493, WO07084950,
W007048023, WO07048023, WO07045155, WO07030798, WO07030398, WO07014448, WO06116714,
WO006116714, WO06106199, WO06081486, WO06019682, WO06003914, WO05114898, WO05114898,
W005104425, WO05104425, WO04081792, WO04019186, WO04006115, WO03105015, USRE46083,
USRE44746, USRE43987, USRE43529, USRE43528, USRE43500, USRE43103, US9998478, US9998466,
US9985994, US9985969, US9980146, US9973930, US9973533, US9973501, US9973472, US9967742,
US9967348, US9967055, US9955332, US9955006, US9954975, US9948890, US9948607, US9942796,
US9942275, US9942271, US9940447, US9935957, US9930054, US9929904, US9928975, US9928500,
US9923987, US9923918, US9922194, US9912705, US9906540, US9906534, US9906497, US9906366,
US9894069, US9892264, US9892244, US9887901, US9883025, US9883021, US9881005, US9876681,
US9872325, US9867143, US9866642, US9866594, US9866519, US9858559, US9858126, US9853947,
US9852129, US9848002, US9843603, US9843595, US9843521, US9832221, US9832186, US9832170,
US9832069, US9819808, US9807136, US9806943, US9800616, US9794254, US9787639, US9787635,
US9781164, US9781114, US9773116, US9769240, US9769214, US9769207, US9762614, US9762599,
US9762563, US9756133, US9756079, US9755842, US9749899, US9749898, US9749411, US9749363,
US9747444, US9742879, US9740849, US9736234, US9736120, US9734308, US9729655, US9729342,
US9727720, US9723105, US9720915, US9716751, US9712564, US9706061, US9705771, US9703974,
US9699043, US9698975, US9692792, US9690940, US9686262, US9684791, US9680852, US9674731,
US9674347, US9667483, US9665739, US9660992, US9659174, US9654453, US9647918, US9641957,
US9635030, US9634994, US9634993, US9628581, US9628489, US9628444, US9628440, US9621595,
US9621516, US9621408, US9615192, US9614890, US9614772, US9614729, US9614686, US9609544,
US9609510, US9609460, US9609459, US9609083, US9609026, US9609021, US9609003, US9608997,
US9602548, US9602538, US9600670, US9596338, US9596334, US9596300, US9596286, US9591474,
US9591083, US9588828, US9578182, US9578124, US9577840, US9576111, US9572019, US9571559,
US9569630, US9565707, US9565543, US9565166, US9560425, US9560081, US9560015, US9559800,
US9558019, US9557889, US9554232, US9553738, US9549150, US9548966, US9544397, US9544322,
US9537988, US9537943, US9537825, US9532261, US9532161, US9531810, US9531808, US9531731,
US9531593, US9529995, US9525718, US9525697, US9521578, US9521119, US9521115, US9521046,
US9519765, US9516040, US9510065, US9509684, US9497622, US9497220, US9497219, US9497198,
US9496991, US9495541, US9491564, US9491243, US9491199, US9489539, US9489407, US9485278,
US9483317, US9477832, US9473536, US9473498, US9467850, US9467477, US9467476, US9465644,
US9456003, US9450944, US9450837, US9450776, US9444818, US9443084, US9438634, US9436820,
US9436806, US9430636, US9430564, US9426720, US9426179, US9426178, US9426145, US9423856,
US9420006, US9420005, US9413678, US9412248, US9407630, US9407456, US9402184, US9401931,
US9401913, US9401911, US9401906, US9398063, US9398051, US9397927, US9397837, US9396594,
US9396338, US9396317, US9392462, US9391992, US9391956, US9391858, US9386451, US9386165,
US9386121, US9384362, US9384358, US9384345, US9380027, US9379937, US9378394, US9378108,
US9374384, US9374225, US9369466, US9369437, US9369290, US9363709, US9363354, US9363285,
US9363241, US9363133, US9351193, US9349276, US9348984, US9348914, US9344456, US9342620,
US9338129, US9336400, US9336399, US9336357, US9326267, US9325825, US9325725, US9325697,
US9319913, US9313232, US9313175, US9311502, US9306976, US9306948, US9306809, US9300670,
US9298895, US9294470, US9294442, US9294439, US9294345, US9294287, US9292314, US9288281,
US9287727, US9286469, US9286466, US9286059, US9282122, US9282099, US9282001, US9277445,
US9277433, US9271184, US9270657, US9270559, US9268656, US9264449, US9262604, US9258735,
US9258332, US9253663, US9253193, US9253184, US9253174, US9253154, US9253114, US9250944,
US9247450, US9247383, US9246860, US9241060, US9240945, US9239666, US9237514, US9235681,
US9232403, US9232369, US9230100, US9225797, US9225727, US9225686, US9225684, US9225479,
US9223980, US9220027, US9219680, US9219579, US9218469, US9215613, US9215235, US9215159,
US9214037, US9210177, US9208291, US9204374, US9204282, US9198117, US9198076, US9198075,
US9198074, US9198042, US9197741, US9197668, US9197538, US9195937, US9191505, US9191369,
US9191327, US9191228, US9185657, US9185185, US9185091, US9179359, US9179316, US9179315,
US9179308, US9178885, US9173104, US9172553, US9161226, US9160768, US9154826, US9154776,
US9154428, US9154399, US9154328, US9148493, US9148408, US9147085, US9147072, US9144143,
US9143976, US9143723, US9143518, US9143496, US9141489, US9139089, US9137739, US9137701,
US9137668, US9137629, US9137025, US9135446, US9130846, US9125130, US9124550, US9118711,
US9118709, US9118708, US9118705, US9118620, US9118618, US9117069, US9117054, US9112897,
US9112868, US9106683, US9100547, US9100449, US9100431, US9094775, US9094531, US9094393,
US9094338, US9094311, US9092917, US9092471, US9088891, US9088555, US9082115, US9081638,
US9077807, US9077622, US9075996, US9075955, US9071614, US9071543, US9065771, US9064116,
US9060246, US9059913, US9059863, US9049556, US9049247, US9049118, US9047458, US9047451,
US9047450, US9043861, US9038060, US9037739, US9037726, US9037127, US9032502, US9032490,
US9032026, US9027150, US9026182, US9026079, US9021253, US9015484, US9015103, US9014673,
US9014026, US9009785, US9009330, US9009327, US9008100, US9003527, US9003487, US9003484,
US9003048, US8997174, US8996705, US8996665, US8996482, US8990910, US8990573, US8988221,
US8984291, US8984114, US8973102, US8972762, US8961619, US8959580, US8959575, US8959572,
US8959384, US8955038, US8954732, US8954595, US8954586, US8949953, US8949380, US8948025,
US8943577, US8943575, US8938062, US8935742, US8935416, US8935384, US8931047, US8931046,
US8931045, US8931033, US8929360, US8924721, US8924549, US8924543, US8924469, US8918865,
US8918857, US8918856, US8918530, US8918504, US8918359, US8914874, US8914871, US8914841,
US8914522, US8914339, US8910268, US8910241, US8904529, US8904512, US8903653, US8903452,
US8898450, US8898293, US8898079, US8897744, US8897743, US8897299, US8893266, US8893219,
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Abstract:

A computing environment with methods for monitoring access to an open network such as the Internet, is described. The system
includes one or more client computers, each operating applications (e.g., Netscape Navigator or Microsoft Internet Explorer) requiring
access to an open network, such as a WAN or the Internet, and a router or other equipment that serves a routing function (e.g., a
cable modem) for the client computers. A centralized security enforcement module on the router maintains access rules for the client
computers and verifies the existence and proper operation of a client-based security module on each client computer. The router-side
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security module periodically sends out a router challenge via Internet broadcast to the local computers on the network. If the client-
side security module is installed and properly operating, the client-side security module responds to the router challenge. The
responses received by the router-side security module are maintained in a table. Each time the router receives a request from a client
computer to connect to the Internet, the router-side security module reviews the table and analyzes whether or not the computer
requesting a connection to the Internet properly responded to the most recent router challenge. If it determines that the computer has
properly responded to the router challenge, then it permits the computer to connect to the Internet. If a computer has not properly
responded or if a computer has not answered the router challenge, then the computer is not allowed to connect to the Internet as

requested.
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Abstract:
A request is received to establish a VPN session with a server-side system from at least one client computer out of a plurality of client
computers coupled to a modem within a client-side system. The request contains login details for a user of the at least one client
computer. A network address, such as an IP (Internet Protocol) or MAC (Media Access Control) address of the at least one client
computer is then determined. The user is authenticated based on the user login details, and a VPN tunnel is established over the
modem between the at least one client computer having the network address and the server-side system. The same method is then
used for the remainder of the plurality of client computers coupled to the modem within the client-side system.
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A system uses a global translator to automatically synchronize multiple copies of a workspace element across different formats
between multiple sites in a secure network environment, independent of whether the sites are protected by site firewalls. The secure
network environment includes a global server connected to multiple clients. The system includes a first store for storing a first
workspace element in a first format, a second store for storing a second workspace element which is an independently-modifiable
copy of the first workspace element in a second format, a communications channel coupling the first store to the second store,
synchronization means for synchronizing the first workspace element and the second workspace element, and a translator for
translating between the first format and the second format.
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Abstract:

A scalable access filter that is used together with others like it in a virtual private network to control access by users at clients in the
network to information resources provided by servers in the network. Each access filter use a local copy of an access control database
to determine whether an access request made by a user. Changes made by administrators in the local copies are propagated to all of
the other local copies. Each user belongs to one or more user groups and each information resource belongs to one or more
information sets. Access is permitted or denied according to of access policies which define access in terms of the user groups and
information sets. The rights of administrators are similarly determined by administrative policies. Access is further permitted only if
the trust levels of a mode of identification of the user and of the path in the network by which the access is made are sufficient for the
sensitivity level of the information resource. If necessary, the access filter automatically encrypts the request with an encryption
method whose trust level is sufficient. The first access filter in the path performs the access check and encrypts and authenticates the
request; the other access filters in the path do not repeat the access check. A policy server component of the access filter has been
separated from the access filter and the policies have been generalized to permit administrators of the policy server to define new
types of actions and new types of entities for which policies can be made. Policies may now further have specifications for time
intervals during which the policies are in force and the entities may be associated with attributes that specify how the entity is to be
used when the policy applies.
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Abstract:

A system and method for automatically switching network connections to an appropriate network entity based on access rights
possessed by a user of a wireless terminal. A switch recognizes the certificate provided by a terminal, and directs the connection to
the service provider hosting a targeted secure service if the certificate proves to have the appropriate access rights. The switch
directs the connection to an enrollment module if the certificate does not correspond to the service provider's required certificate,
where the user can attempt to obtain the appropriate certificate from the enrollment module to ultimately access the targeted secure

service.
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MICROSOFT CORP

HUITEMA CHRISTIAN ; MICROSOFT CORP ; SHELEST ART

MICROSOFT TECHNOLOGY LICENSING LLC
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GO06F11/30 GO6F13/00 GO6F15/00 GO6F15/16 GO6F21/20 H04L12/22 H04L12/28 HO4L12/56 H04L12/66
H04L29/06 H04L9/32 (Advanced/Invention);

GO6F15/16 H04L12/22 H04L12/28 (Advanced/Non-invention);
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H04L29/06 H04L9/32 (Core/Invention)
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A, US5835726 A, US5511122 A, US5483597 A, US2006099826, US2004083394 AA, US2004003116 AA,
US2003200321 AA, US2003177390 AA, US2003046587 AA, US2003046586 AA, US2003046391 AA,
US2002199007 AA, US2002161884 AA, US2002099826 AA, US2002023220 AA, JP2003030063 A2,
JP2003030063, JP2002353959 A2, JP2002353959, JP2002183008 A2, JP2002183008, JP11328118 A2,
JP11328118,JP11031020 A2, JP11031020,
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US7685298, US7614080, US7594259, US2018152320, US2014317683, US2013283379, US2010175125,
US2009144436, US2009051765, US2009037763, US2008307488, US2008046994, US2008043761,
US2008043749, US2007256120, US2007189307, US2007150932, US2007033646, US2007011453,
US2006245414, US2006235973, US2006168656, US2004123156, US2003115480, US10630507,
US10541971, US10412048, US10326799, US10200281, US10193869, US10178133, US10158545,
US10116539, US10069726, US10038725, KR102015395, KR101997847, KR101072981, KR101022508,
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A firewall acts as a transparent gateway to a server within a private network by initiating an unsolicited challenge to a client to provide
authentication credentials. After receiving the client's credentials, the firewall verifies the authentication credentials and establishes a
secure channel for accessing the server. Data destined for the server from the client may be forwarded through the firewall using the
secure channel. The firewall may sign, or otherwise indicate that data forwarded to the server is from a client that the firewall has
authenticated. The firewall also may provide some level of authentication to the client. While connected to the server, the client may
access other servers external to the private network without having the data associated with the other servers pass through the
private network. The firewall reduces configuration information that a client otherwise must maintain to access various private network

servers.
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Title: SYSTEM AND APPARATUS FOR STORAGE AND TRANSFER OF SECURE DATA ON WEB
Priority: US19980110217P 19981130 US19990451090 19991130 US20050303927 20051219
US20070864597 20070928
Family: Publication number Publication date Application number Application date
US2006101114 AA 20060511 US20050303927 20051219
US2008052775 AA 20080228 US20070864597 20070928
US6985953 BA 20060110 US19990451090 19991130
US7293098 BB 20071106 US20050303927 20051219
US8019881 BB 20110913 US20070864597 20070928
Probable Assignee: GEORGE MASON INTELLECTUAL PROPERTIES INC
Assignee(s):(std): GEORGE MASON UNVERSITY ; PARK JOON S ; SANDHU RAVI ; UNIV GEORGE MASON ; GEORGE MASON
UNIVERSITY ; GEORGE MASON INTELLECTUAL PROP
Assignee(s): GEORGE MASON INTELLECTUAL PROPERTIES INC ; GEORGE MASON UNIV
Inventor(s):(std): PARK JOON S ; SANDHU RAVI
Inventor(s): PARK JOON
Agent(s): GEORGE MASON UNIVERSITY, OFFICE OF TECHNOLOGY TRANSFER MSN 5G5; GEORGE MASON UNIV
OFFICE OF TECHNOLOGY TRANSFER MSN 5G5; DAVID G; RICHARD M; DAVID
International class (zpc G06F11/00 GO6F15/16 (Advanced/Invention);
8-9): GO06F11/00 (Advanced/Non-invention);
GO06F11/00 GO6F15/16 (Core/Invention)
CPC: G06F16/958 GO6F21/33 GO6F21/31 GO6F21/6209 GO6F21/6218 G06F21/6263 GO6F21/64 H04L63/08
H04L63/0807 H04L63/0823 H04L63/168
European class: GO06F17/30W7 GO6F21/31 GO6F21/33 GO6F21/62A GO6F21/62B G06F21/62B5B GO6F21/64 H04L29/06516G
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The present invention relates to methods and systems for creating secure cookies. The methods can be used to create, receive, and
transmit secure cookies, confidential cookies, and authentication cookies.
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Abstract:

Embodiments of the present disclosure help protect network devices from unauthorized access. Among other things, embodiments of
the disclosure allow full access to application servers and other network devices that a client is allowed to access, while preventing all
access (or even knowledge) of network devices the client is not allowed to access.
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Abstract:

In general, the invention is directed to techniques for enabling single sign-on (SSO) for a client seeking access to multiple resources
protected by a certificate-based authentication scheme. For example, as described herein, a secure gateway comprises a certificate
repository to store a digital certificate as well as a policy that includes one or more policy rules. A network interface of the secure
gateway receives a message from a client device, wherein the message comprises a request to access a protected resource and an
identifier for the requesting agent. The secure gateway also comprises a resource authentication module to map the identifier and the
protected resource to the digital certificate based on the policy. The resource authentication module retrieves the digital certificate
from the certificate repository and sends the digital certificate to the protected resource to authenticate the secure gateway to the
protected resource.
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