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Abstract

(EP3510566)

Systems and methods for access control management designed for multi-unit buildings are provided. The disclosed

systems can use mobile devices, a local mesh network, access control devices, and wireless communication to facilitate
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multi-unit real estate management. Mobile devices can download and use credentials to access appropriate areas and

units in a building through local wireless communications with access control devices.
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Abstract

(EP2862988)

A portable container is provided which comprises a passing room(s) allowing entry into a second area into a first area, the

passing room having at least two openings with a walkway in-between. Barrier device(s) can be located in the walkway but

not connected to the first or second opening. A control room(s) can also be provided, the control room being connected to

the passing room(s).
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Abstract

(US20200134154)

In biometric ticketing, physical token-less ticketing system using biometrics, a person may be identified using a digital

representation of a biometric. Ticketing information may be ascertained based on the identification. The ticketing

information may be provided, actions may be performed using the ticketing information, and so on. In some

implementations, a checkpoint device receives biometric data from a person. A digital representation of the biometric data
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is used to obtain an identifier from an identification system. The digital representation of the biometric data may not be

included in the identifier. The identifier is used by to obtain ticketing information from a ticketing system. The person may

be allowed or denied entry into a ticketed area based on the ticketing information.

Inventors

CORNICK KENNETH

LUPOWITZ KEVIN

SNYDER MATTHEW

TRELIN JOE

Latest standardized assignees - inventors removed

ALCLEAR

Family 4/15 - FAMPAT - ©Questel

Title

(US7907753)

Access control system with symbol recognition

Images

Publication numbers with kind code & date

US7907753 B2 2011-03-15 US7907753

©Questel - FAMPAT Page 6 2020/07/08

https://permalink.orbit.com/RenderStaticFirstPage?XPN=75Pcr5pd9EOeccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=/dBlbQIFbTHosMVkQ87BSTeISh8T7V+NNoC7YXsv59YWpPjZ1ShY4qT69xOtGTLotm68mxJeQDU=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=75Pcr5pd9EOeccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7907753&ekey=976&xpn=US7907753&kind=B2


GB2394341 A 2004-04-21 GB2394341

US20030169337 A1 2003-09-11 US20030169337

GB0305241 D0 2003-04-09 GB200305241

Abstract

(US20030169337)

A video camera is located at a secure access point and is connected to a computer network. The camera is used as a

conventional security camera and also provides automated assistance with access control. When an identity badge is

presented to the camera by a person requesting access to the facility, a computer that is monitoring the camera recognizes

a bar code or other symbols on the badge and accesses a database to locate information associated with that identity

badge. This information is then used to determine if the person should be granted access.

Inventors

WILSON JEREMY CRAIG

BLACK DAVID

Latest standardized assignees - inventors removed

SILENT WITNESS ENTERPRISES

Family 5/15 - FAMPAT - ©Questel

Title

(EP3510752)

Door access control via a mobile device

Images

©Questel - FAMPAT Page 7 2020/07/08

https://permalink.orbit.com/RenderStaticFirstPage?XPN=tICxJw7eQsQuw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=WWo5ZvJwcNzIuEdmlhtxZhX4n5EyVake66kX6Irr/smw0ZQBgTMhTqbSv2TRd50XuY1Zd5ppSP8=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=tICxJw7eQsQuw56Xk6cpNXfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ipo.gov.uk/p-ipsum/Case/PublicationNumber/GB2394341
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7907753&ekey=976&xpn=GB2394341&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=5gCr%252FNoe9HROQ696PE8%252BEMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcOwgmNpF0MCQM/J3aSBKS3mJjY7t3dG27hjSQxYBqJq7iT+uVYGOkHb0uGVhHsqSYLtjZFJh+lViA==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=5gCr%252FNoe9HROQ696PE8%252BEMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7907753&ekey=976&xpn=US20030169337&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=HfBAWIm7lyK7LugzteOv%252B5NXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=/de4PfIWQtODMYjQz4eDCO40VJCBdcQTbZEW38EL5eC5GkWmuuS7QLwNhoriqSh62/c+VzYdRcjBB0W7Jy7i6Q==&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=HfBAWIm7lyK7LugzteOv%252B5NXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=KEOCA52E&key=US7907753&ekey=976&xpn=GB200305241&kind=D0


Publication numbers with kind code & date

EP3510752 A4 2020-05-27 EP3510752
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Abstract

(EP3510752)

Devices, systems, and methods for door access control via a mobile device are described herein. One mobile device for

providing door access control, includes a processor and memory, coupled to the processor, wherein the memory includes

instructions executable by the processor to provide a specific user identity, assigned to the mobile device, and a digital

identifier, that is associated with an application stored in memory on the mobile device, to a door access controller, wherein

the application includes a locking mechanism for the application that must be renewed at a first particular time period and

wherein the mobile device includes a locking mechanism to lock the device after a second particular time period.
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Abstract

(EP3288444)

Methods, devices, and systems are provided for invisibly indicating duress via a wearable device. In response to
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determining a duress condition associated with a user exists, a duress signal is provided to components of the access

control system. The duress signal can identify a user associated with the duress, a duress type, and even include a

location associated with the duress condition. An alert of the duress condition can be distributed to one or more devices in

the access control system. These devices may be associated with users of the system and the alert may be configured to

silently inform the users of the duress condition.
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A door access control and key management system is disclosed, in which a number of doors and door users are involved.
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The system comprises a door/key administering system and a door lock/control assembly mounted on each door, which

are communicatively interconnected with each other via a communications network. the door/key administering system

serves to store a key unique to each of the users, store an identification code unique to each of the doors, and assign

access authorization to at least one user for each door. The door lock/control assembly serves to read the key presented

by the user, verify that the key has access authorization, and operate the door in response to the authorization for access.

each user can gain access to the doors authorized to the user with a unique key and each door can provide access to the

user or users assigned thereto.
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Abstract

(EP2408984)

Described herein are systems and methods for managing access control devices. In overview, an access control device is

configured to function on the basis of an applied set of configuration data. For example, the manner in which the device

processes an access request is dependent on the configuration data. A device according to an embodiment of the present

invention is configured to locally maintain plurality of uniquely applicable sets of configuration data. Each set, when applied,
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causes the device to function in accordance with a respective mode of operation. The device is configured to change which

set of configuration data is applied in response to a predetermined command, thereby allowing the device to shift between

modes of operation relatively quickly and without the need to download additional configuration data. In some cases, the

modes of operation correspond to threat levels, and the use of such access control devices allows a change in threat level

to be applied across an access control environment quickly and with minimal bandwidth requirements.
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Abstract

(EP3557537)

A method of managing seamless access to locks with person/head detection is provided and includes receiving, at a

mobile device (12), a signal from an access control device (16) that includes a camera sensor (38). The signal includes an

identifier of the access control device (16) and a status of a region of interest (18) of the camera sensor (38). It is

determined that the mobile device (12) includes a credential that is authorized to unlock the access control device (16).

Based on the signal it is determined whether a person (10) is in the region of interest (18) of the camera sensor (38) and

moving towards the access control device (16). A request is transmitted to the access control device (16) to unlock the

access control device (16) based at least in part on determining that a person (10) is in the region of interest (18) of the

camera sensor (38) and moving towards the access control device (16).
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Abstract

(EP2238577)

The invention relates to an access control device (1) having at least one access locking element associated with at least
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one reader device and/or sensor device for detecting legitimating and/or security features, wherein the access locking

elements and the reader and sensor device each have a data connection to a computer unit (5) comparing the captured or

read features to stored data and opening or holding closed the access lock according to a presetting. In view of the

problem that such access control devices (1) can react to modified requirements or a modified security situation only by a

complex reparametrization of the system, according to the invention, an additional control element (8) associated with the

computer unit (5) is proposed, allowing the selection among different security levels by simply adjusting the control element

(8).
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Abstract

(US20160055694)

Disclosed are an apparatus and a method for managing access to a shared resource based on identity that is established

by use of biometric data. A biometric locking device (i.e., a “b-lock”) can be used to restrict access to a shared resource,

such as a house, a car, etc. In some embodiments, the b-lock can establish an identity of a user based on biometric data

obtained by a biometric sensor of the b-lock, and can register the biometric data. After the biometric data is registered, the

user can scan, e.g., his finger using the biometric sensor of the b-lock, and the b-lock can verify that the biometric data

obtained based on the scan of the finger matches the registered biometric data. Once verified, the b-lock can unlock a

locking mechanism of the b-lock to enable the user to access the shared resource.
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(US20170287247)

Disclosed are an apparatus and method that enables an owner/administrator to manage access to a shared resource

based on identity that is established by use of biometric data. For example, access to a shared physical resource can be

restricted via use of a biometric locking device. An access management platform can be used to authorize a new user to

access the shared resource. Once authorized, the new user can unlock the biometric locking device based on, for example,

fingerprint data of his finger. The access management platform can similarly be used to manage access to a virtual shared

resource, such as an online account. A virtual locking device, such as a computer that acts as an intermediary between the

user and the online account, can be used to restrict access to the online account. The access management platform can

enable the user to access the online account based on biometric data.
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Abstract
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A biometric identification system connected vehicle, such as a car, truck, van, all-terrain vehicle, plane, helicopter,

motorcycle, bus, and so on, is connected to a biometric identification system. A biometric is obtained from a person. For

example, a biometric reader, such as a camera, may capture an image of the person's face or a portion thereof. The

person is identified based on the obtained biometric and/or one or more digital representations or abstractions thereof. The

vehicle is then configured for the person based on the identification. Configuration may include allowing the person to

operate the vehicle, adjusting one or more vehicle components for the person, and so on.
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Abstract

(WO2018/049220)

Devices, systems, and methods for using a light up feature of a mobile device to trigger door access are described herein.

One mobile device for using the light up feature to trigger door access, includes a display, a processor, and memory,

coupled to the processor, wherein the memory includes instructions executable by the processor to lock the mobile device

when in sleep mode, turn the display off when the mobile device has been placed in the sleep mode and to turn the display

on when the mobile device has been placed in light up mode but the device is not unlocked, transition a door access

application from a low power state to a regular power state when the mobile device is placed in light up mode, and trigger

the opening of a door based on a door access protocol once the application is in regular power state.
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Abstract

(EP3175434)

The invention relates to an entrance control system (1) for a car park, in which entry is regulated by a barrier (14),

comprising an image processing device (4, 6, 8) for determining a character string on a vehicle number plate and a reader

(12) for reading a credential (9). The credential (9) is assigned to a user of the vehicle and has a feature identifying the

user. A control unit (2) of the entrance control system (1) is coupled for communication purposes to the image processing

device (4, 6, 8) and the reader (12) coupled. The control unit (2) determines whether the feature identifying the user is

present in a user database (4), and associates the determined character string with the feature identifying the user when

the feature identifying the user is present in the user database (4), in order thus to register the number plate of the vehicle

as belonging to the user.
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