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- (A)

QR code interactive OTP password authentication method
- (A)

The present invention discloses a QR code interactive OTP (one-time password)
password authentication method, primarily comprising the following steps: when a user
logs in the identity certification, a management server at least transferring a randomly
generated QR code once to a client's user interface; the QR code being subjected to
scanning by a user-designated mobile device, so as to obtain an interactive OTP
password corresponding to the QR code; and the management server completing

the authentication of the interactive OTP password corresponding to the QR code before
the user can log in successfully. In this way, a relatively more positive means can be
used to prevent Internet attacks of trojan horse, keylogger, phishing sites, man-in-the-
middle attack, spyware and brute force attack, etc. The present invention relates to

a network account identity authentication technique, and more particularly to a QR

code OTP password authentication method that requires a user-designated mobile device
to scan the QR code displayed on the user interface in order to obtain the

interactive OTP password corresponding to the QR code, so that a basis for the
management server to confirm the user login identity can be provided.
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Tl - ARRANGEMENT AND METHOD FOR
ACCESSING A NETWORK SERVICE

AB - An arrangement (106), such as
a server apparatus or a plurality




of at least functionally
connected server and/or other
apparatuses, for controlling
accesstoa network service, such
as a cloud service, utilizing multi-
factor, at least two-

factor, authentication comprising
a processing entity (150) and a
memory entity (152) for
processing and storing data,
respectively, and a data transfer
entity (156) for receiving and
sending data, the arrangement
being configured to send an e-
mail notice (128) to an e-mail
address associated with a
predetermined user, the e-mail
notice including a preferably
secure link for a browser, such as
an Internet browser, receive an
indication of the activation of
the preferably secure link (134),
such as a data request like a
web resource request sent via a
browser, in response to which
the arrangement being further
configured to send first browser
data, such as web page data,
requesting the user of the
browser to input a secret (136),
and a one-time password (OTP)
to a mobile device associated
with the predetermined user
(138b), receive user input relative
to the request for secret (140),
determine whether the user
input matches the sent OTP (142),
and if that is the case, enable
the user of the browser and
related terminal device, thus
authenticated as the

predetermined user, to access
the service (144, 144a, 186, 88) .
Enabling preferably includes
transfer of enabling data such as
program and/or password data
to the terminal device. A
corresponding method is

presented.
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An arrangement for authenticating a transaction between a users mobile device 1 and an
entity such as a corporate server 50 is disclosed. The Universal Integrated Circuit Card,
UICC 20, (or Subscriber Identity Module (SIM)) of the users mobile device is adapted to
generate a time-dependent authentication code (or one-time password (OTP) ) which is
dependent on a time value and which is usable to authenticate the transaction only
during a predetermined period. The time value may be based on the coordinated
universal time clock (UTC) obtained via the Internet32 or a local clock (fig. 5A). A time
verification processor 42 verifies the time value to ensure the authentication code was
generated using the correct value. An authentication calculator 44 uses the verified time
to generate the authentication code which is then used to authenticate the transaction.
The mobile device may be operable to only generate the authentication code when the
UICC is registered with a cellular telecommunications network.
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CHO IN SOOK [KR]
METHOD FOR USER AUTHENTICATION USING MOBILE PHONE AND SYSTEM THEREFOR

A method and a system for authenticating a user using a mobile phone are provided to
improve convenience by performing an authenticationif a received message is checked
and a mobile device is connected to a call back URL(Uniform Resource Locator). A system
for authenticating a user using a mobile phone includes a mobile

communication server, a mobile authenticationserver, a financial server, and an internet
network. The mobile communication server performs a wireless communication with a
mobile phone, and has an OTP(One Time Password) function. The mobile authentication
server has an OTP function, and includes a user database, a WAP(Wireless Application
Protocol) server and an authenticationserver. The user database stores a mobile phone
number, personal information, an identifier number and browser request head
information of a data packet. The authenticationserver has a WAP gateway function and
performs an authentication process. The financial server has an identifier of an
automated teller machine and a database for a geographical position. The

financial server controls an automated teller machine. The internetnetwork performs an
information exchange and a wireless communication between the mobile authentication
server and the mobile communication server.



