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1) US2012163589 AA - SYSTEM AND METHOD FOR IMPLEMENTING A TRUSTED DY...

1) Family number: 51343900 (US2012163589 AA) © PatBase 

SYSTEM AND METHOD FOR IMPLEMENTING A TRUSTED DYNAMIC LAUNCH AND TRUSTED
PLATFORM MODULE (TPM) USING SECURE ENCLAVES

Abstract: Source: US2012163589 AA An apparatus and method are described for implementing a trusted dynamic
launch and trusted platform module (TPM) using a secure enclave. For example, a computer-implemented method
according to one embodiment of the invention comprises: initializing a secure enclave in response to a first
command, the secure enclave comprising a trusted software execution environment which prevents software
executing outside the enclave from having access to software and data inside the enclave; and executing a trusted
platform module (TPM) from within the secure enclave, the trusted platform module securely reading data from a
set of platform control registers (PCR) in a processor or chipset component into a memory region allocated to the
secure enclave.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20120628 

2) US2015033034 AA - MEASURING A SECURE ENCLAVE

2) Family number: 58396684 (US2015033034 AA) © PatBase 

MEASURING A SECURE ENCLAVE

Abstract: Source: US2015033034 AA Embodiments of an invention for measuring a secure enclave are disclosed.
In one embodiment, a processor includes an instruction unit and an execution unit. The instruction unit is to receive
a first, a second, and a third instruction. The execution unit is to execute the first, the second, and the third
instruction. Execution of the first instruction includes initializing a measurement field in a control structure of a
secure enclave with an initial value. Execution of the second instruction includes adding a region to the secure
enclave. Execution of the third instruction includes measuring a subregion of the region.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20150129 

3) US2015033316 AA - FEATURE LICENSING IN A SECURE PROCESSING ENVIRO...

3) Family number: 58397147 (US2015033316 AA) © PatBase 

FEATURE LICENSING IN A SECURE PROCESSING ENVIRONMENT

Abstract: Source: US2015033316 AA Embodiments of an invention for feature licensing in a secure processing
environment are disclosed. In one embodiment, a processor includes an instruction unit and an execution unit. The
instruction unit is to receive an instruction to initialize a secure enclave. The execution unit is to execute the
instruction. Execution of the instruction includes determining whether a requested feature is licensed for use in the
secure enclave.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20150129 

4) US2015121536 AA - METHODS AND APPARATUS FOR PROTECTING SOFTWARE F...

4) Family number: 59087676 (US2015121536 AA) © PatBase 

METHODS AND APPARATUS FOR PROTECTING SOFTWARE FROM UNAUTHORIZED COPYING

Abstract: Source: US2015121536 AA A processing device provides a method for protecting a program from
unauthorized copying. The processing device may include an encrypted version of the program. According to one
example method, the processing device creates a secure enclave, and in response to a request to execute the
encrypted program, the processing device automatically generates a decrypted version of the program in the
secure enclave by decrypting the encrypted program in the secure enclave. After automatically generating the
decrypted version of the program in the secure enclave, the processing device may automatically execute the
decrypted version of the program in the secure enclave. Other embodiments are described and claimed.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20150430 

5) US2014189246 AA - MEASURING APPLICATIONS LOADED IN SECURE ENCLAVE...

5) Family number: 56830195 (US2014189246 AA) © PatBase 

MEASURING APPLICATIONS LOADED IN SECURE ENCLAVES AT RUNTIME

Abstract: Source: US2014189246 AA Embodiments of an invention for measuring applications loaded in secure
enclaves at runtime are disclosed. In one embodiment, a processor includes an instruction unit and an execution
unit. The instruction unit is to receive an instruction to extend a first measurement of a secure enclave with a
second measurement. The execution unit is to execute the instruction after initialization of the secure enclave.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20140703 
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6) US2014173756 AA - PLATFORM-HARDENED DIGITAL RIGHTS MANAGEMENT KEY...

6) Family number: 56729728 (US2014173756 AA) © PatBase 

PLATFORM-HARDENED DIGITAL RIGHTS MANAGEMENT KEY PROVISIONING

Abstract: Source: US2014173756 AA Embodiments of an invention for platform-hardened digital rights
management key provisioning are disclosed. In one embodiment, a processor includes an execution unit to execute
one or more instructions to create a secure enclave in which to run an application to receive digital rights
management information from a provisioning server in response to authentication of the application by a verification
server.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20140619 

7) US2015222633 AA - TECHNOLOGIES FOR SUPPORTING MULTIPLE DIGITAL RI...

7) Family number: 59608204 (US2015222633 AA) © PatBase 

TECHNOLOGIES FOR SUPPORTING MULTIPLE DIGITAL RIGHTS MANAGEMENT PROTOCOLS ON A
CLIENT DEVICE

Abstract: Source: US2015222633 AA Technologies for supporting and implementing multiple digital rights
management protocols on a client device are described. In some embodiments, the technologies include a client
device having an architectural enclave which may function to identify one of a plurality of digital rights management
protocols for protecting digital information to be received from a content provider or a sensor. The architectural
enclave select a preexisting secure information processing environment (SIPE) to process said digital information, if
a preexisting SIPE supporting the DRM protocol is present on the client. If a preexisting SIPE supporting the DRM
protocol is not present on the client, the architectural enclave may general a new SIPE that supports the DRM
protocol on the client. Transmission of the digital information may then be directed to the selected preexisting SIPE
or the new SIPE, as appropriate.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20150625 

8) US2014157404 AA - VIRTUALIZING A HARDWARE MONOTONIC COUNTER

8) Family number: 56591438 (US2014157404 AA) © PatBase 

VIRTUALIZING A HARDWARE MONOTONIC COUNTER

Abstract: Source: US2014157404 AA Embodiments of an invention for virtualizing a hardware monotonic counter
are disclosed. In one embodiment, an apparatus includes a hardware monotonic counter, virtualization logic, a first
non-volatile storage location, and a second non-volatile storage location. The virtualization logic is to create a virtual
monotonic counter from the hardware monotonic counter. The first non-volatile storage location is to store an
indicator that the count of the hardware monotonic counter has changed. The second non-volatile storage location is
to store an indicator that the count of the virtual monotonic counter has changed.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20140605 

9) US2015334114 AA - METHOD AND APPARATUS FOR SECURELY SAVING AND RE...

9) Family number: 60814250 (US2015334114 AA) © PatBase 

METHOD AND APPARATUS FOR SECURELY SAVING AND RESTORING THE STATE OF A COMPUTING
PLATFORM

Abstract: Source: US2015334114 AA An apparatus and method for securely suspending and resuming the state of
a processor. For example, one embodiment of a method comprises: generating a data structure including at least
the monotonic counter value; generating a message authentication code (MAC) over the data structure using a first
key; securely providing the data structure and the MAC to a module executed on the processor; the module
verifying the MAC, comparing the monotonic counter value with a counter value stored during a previous suspend
operation and, if the counter values match, then loading processor state required for the resume operation to
complete. Another embodiment of a method comprises: generating a first key by a processor; securely sharing the
first key with an off-processor component; and using the first key to generate a pairing ID usable to identify a
pairing between the processor and the off-processor component.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20151119 

10) US2016171248 AA - USING TRUSTED EXECUTION ENVIRONMENTS FOR SECURI...

10) Family number: 62651471 (US2016171248 AA) © PatBase 

USING TRUSTED EXECUTION ENVIRONMENTS FOR SECURITY OF CODE AND DATA

Abstract: Source: US2016171248 AA An embodiment includes a processor coupled to memory to perform
operations comprising: creating a first trusted execution environment (TXE), in protected non-privileged user
address space of the memory, which makes a first measurement for at least one of first data and first executable
code and which encrypts the first measurement with a persistent first hardware based encryption key while the first
measurement is within the first TXE; creating a second TXE, in the non-privileged user address space, which makes
a second measurement for at least one of second data and second executable code; creating a third TXE in the non-
privileged user address space; creating a first secure communication channel between the first and third TXEs and a
second secure communication channel between the second and third TXEs; and communicating the first
measurement between the first and third TXEs via the first secure communication channel. Other embodiments are
described herein.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20160616 
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11) Family number: 64164869 (US2016350534 AA) © PatBase 
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SYSTEM, APPARATUS AND METHOD FOR CONTROLLING MULTIPLE TRUSTED EXECUTION
ENVIRONMENTS IN A SYSTEM

Abstract: Source: US2016350534 AA In an embodiment, a system is adapted to: record at least one measurement
of a virtual trusted execution environment in a storage of the system and generate a secret sealed to a state of this
measurement; create, using the virtual trusted execution environment, an isolated environment including a secure
enclave and an application, the virtual trusted execution environment to protect the isolated environment; receive,
in the application, a first measurement quote associated with the virtual trusted execution environment and a
second measurement quote associated with the secure enclave; and communicate quote information regarding the
first and second measurement quotes to a remote attestation service to enable the remote attestation service to
verify the virtual trusted execution environment and the secure enclave, and responsive to the verification the
secret is to be provided to the virtual trusted execution environment and the isolated environment. Other
embodiments are described and claimed.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20161201 

12) US2015347768 AA - POLICY-BASED TRUSTED INSPECTION OF RIGHTS MANAG...

12) Family number: 59608189 (US2015347768 AA) © PatBase 

POLICY-BASED TRUSTED INSPECTION OF RIGHTS MANAGED CONTENT

Abstract: Source: US2015347768 AA An embodiment includes a method executed by at least one processor
comprising: initializing first and second secure enclaves each comprising a trusted software execution environment
that prevents software executing outside the first and second secure enclaves from having access to software and
data inside the first and second secure enclaves; the first secure enclave (a)(i) inspecting a policy, (a)(ii)
authenticating the second secure enclave in response to inspecting the policy; and (a)(iii) communicating encrypted
content to the second secure enclave in response to authenticating the second secure enclave; and the second
secure enclave (b)(i) decrypting the encrypted content to produce decrypted content, and (b)(ii) inspecting the
decrypted content. Other embodiments are described herein.

Probable Assignee: INTEL CORP 

Earliest Publication Date: 20150625 
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