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DIRECCIÓN DE NUEVAS CREACIONES 
 Procedimiento acelerado de exámenes de patente (PPH) 

1 NÚMERO DE SOLICITUD ANTE LA SIC NC2021/0000844 

2 GLOBAL - PPH         PAÍS                                                                                                3 PCT – PPH       PAÍS              

4 PROSUR           PAÍS                                                                                                     5 Alianza del Pacifico (AdP)     PAÍS              

6 OFICINA DE PRIMERA PRESENTACIÓN (OPP)      7 OFICINA DE EXAMEN ANTERIOR (OEA)                      

8 

NÚMERO DE SOLICITUD O PUBLICACIÓN DE LA SOLICITUD (OPP)                   

NÚMERO DE SOLICITUD EN OFICINA DE EXAMEN ANTERIOR (OEA):                

NÚMERO DE SOLICITUD PCT:                                                                                   

1. 16/512,308 

 

9  REPRESENTANTE LEGAL  APODERADO 

APELLIDOS 

DAZA MONTALVO 

NOMBRES 

CAROLINA MERCEDES 

IDENTIFICACIÓN 

C.C .66783790 T.P .141563 CSJ 

DIRECCIÓN Carrera 11 No. 86-53 Piso 3 No. TELÉFONO 6181088 

CIUDAD Bogotá 
CORREO 
ELECTRÓNICO   

notificaciones@clark
emodet.com.co 

PAÍS COLOMBIA  
No. RADICACIÓN O 
PROTOCOLO DE 
PODER GENERAL 

      

10 CONDICIONES PARA ACCEDER A ESTE PROCESO: 

10.1.   DATOS DE PRIORIDAD                        SI  NO 

(33) PAÍS DE ORIGEN 

 

1. ESTADOS UNIDOS DE AMÉRICA 

CÓDIGO PAÍS 

 

US 

 

(31) NÚMERO 

 

62/699,499 

(32) FECHA (AAAA/MM/DD) 

 

2018/07/17 

10.2.    DATOS SOLICITUD INTERNACIONAL PCT   SI  NO 

 
Solicitud Internacional No. PCT/US2019/041706  Fecha 2019/07/12  

Publicación Internacional No. WO/2020/018389  Fecha 2020/01/23  

*El solicitante presenta una copia de la(s) reivindicación(es) patentable(s) u otorgable(s) de la solicitud de la Oficina de 
Primera Presentación que profirió el examen de patentabilidad, junto con una traducción al castellano.  SI  NO 

*El solicitante presenta los resultados de búsqueda de la Oficina de Examen Anterior, junto con una traducción al 
castellano                                                                                                                                                    SI  NO 

REQUISITOS PARA EL RECONOCIMIENTO DE LOS RESULTADOS DE EXÁMENES DE PATENTABILIDAD 
EFECTUADOS A SOLICITUDES EXTRANJERAS 
Para que la Superintendencia de Industria y Comercio pueda reconocer los resultados de exámenes de patentabilidad 
producidos por otras Oficinas de Propiedad Industrial se debe cumplir con las siguientes condiciones:  
(a) Al momento de solicitar el examen de patentabilidad, si el solicitante pide que se reconozcan exámenes de patentabilidad 
de otras oficinas extranjeras, deberá aportar junto con el pago de la tasa correspondiente, los siguientes anexos:  
(i) Copia de las resoluciones, fallos o decisiones que han sido relevantes para la determinación de la patentabilidad de la(s) 
solicitud(es) en la Oficina que haya proferido el examen de patentabilidad que contienen reivindicaciones patentables u 
otorgables que son la base de la petición, y si es del caso, su traducción al castellano.   SI  NO 
(ii) Copia de todas las reivindicaciones determinadas como patentables u otorgables en la Oficina que profirió el examen de 
patentabilidad y, si es del caso, su traducción al castellano.                                           SI  NO 
(iii) Copia de los antecedentes, información o documentos citados por el examinador de la Oficina de Primera Presentación 
del examen de patentabilidad, en las resoluciones, fallos o decisiones correspondientes, incluyendo la literatura no patente. 
Los documentos de patente deberán presentarse siempre y cuando no estén disponibles para la Superintendencia de Industria 
y Comercio mediante el simple acceso a bases de datos gratuitas.                                SI  NO 
(iv) Una tabla de correspondencias de las reivindicaciones que han sido determinadas como patentables u otorgables en la 
solicitud de la Oficina que haya proferido el examen de patentabilidad.                           SI  NO 

11 
FIRMA DEL SOLICITANTE, DEL APODERADO O DEL REPRESENTANTE LEGAL 
Junto a cada firma, indicar el nombre del firmante y su calidad (si tal calidad no es obvia al leer el petitorio) 

 

 
 

 

Espacio reservado para el adhesivo de radicación 



















 

 

 

OFICINA DE PATENTES Y MARCAS DE ESTADOS UNIDOS  

 DEPARTAMENTO DE COMERCIO DE ESTADOS UNIDOS 

Oficina de Patentes y Marcas de Estados Unidos 

Domicilio: COMISIONADO DE PATENTES 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 

www.uspto.gov 

 

NOTIFICACIÓN DE APROBACIÓN Y CUOTA(S) ADEUDADA(S) 

 
20995 7590 03/27/2020 EXAMINADOR 

KNOBBE MARTENS OLSON & BEAR LLP 

2040 MAIN STREET 

FOURTEENTH FLOOR 

IRVINE, CA 92614 

 LAI, MICHAEL C 

 

UNIDAD DE ESPECIALIDADES TÉCNICAS NÚMERO DE DOCUMENTO 

2457  

FECHA DE ENVÍO: 03/27/2020 

   
NO. DE SOLICITUD FECHA DE 

PRESENTACIÓN 

PRIMER INVENTOR NOMBRADO NO. DE EXPEDIENTE DEL ABOGADO NO. DE CONFIRMACIÓN 

16/512,308             07/15/2019 Ben Xavier ICUH.222C7 7516 

TÍTULO DE LA INVENCIÓN: CODIFICACIÓN DE PLMN EFICIENTE PARA 5G 

 
 

TIPO DE SOL. ESTADO DE LA 

ENTIDAD 

CUOTA DE EMISIÓN 

ADEUDADA 

CUOTA DE 

PUBLICACIÓN 

ADEUDADA 

EMISIÓN PAGADA 

PREVIAMENTE 

TOTAL DE 

CUOTA(S) 

ADEUDADA(S) 

FECHA LÍMITE 

no provisional SIN DESCUENTO $1000 $0.00 $0.00 $1000 06/29/2020 

 

LA SOLICITUD IDENTIFICADA ANTERIORMENTE HA SIDO EXAMINADA Y SE PERMITE SU EMISIÓN COMO PATENTE. EL 

PROCESO POR EL FONDO ESTÁ CERRADO. ESTA NOTIFICACIÓN DE APROBACIÓN NO ES UNA CONCESIÓN DE DERECHOS 

DE PATENTE. ESTA SOLICITUD ESTÁ SUJETA AL RETIRO DE LA EMISIÓN POR INICIATIVA DE LA OFICINA O A PETICIÓN 

DEL SOLICITANTE. VÉASE 37 CFR 1.313 Y MPEP 1308. 

 

LA CUOTA DE EMISIÓN Y LA CUOTA DE PUBLICACIÓN (SI ES NECESARIO) DEBEN PAGARSE DENTRO DE LOS TRES MESES 

POSTERIORES A LA FECHA DE ENVÍO DE ESTA NOTIFICACIÓN O ESTA SOLICITUD SE CONSIDERARÁ ABANDONADA. ESTE 

PERÍODO LEGAL NO PUEDE EXTENDERSE. VÉASE 35 U.S.C. 151. LA CUOTA DE EMISIÓN ADEUDADA INDICADA 

ANTERIORMENTE NO REFLEJA UN CRÉDITO POR NINGUNA CUOTA DE EMISIÓN PAGADA PREVIAMENTE EN ESTA 

SOLICITUD. SI SE HA PAGADO PREVIAMENTE UNA CUOTA DE EMISIÓN EN ESTA SOLICITUD (COMO SE MUESTRA ARRIBA), 

LA DEVOLUCIÓN DE LA PARTE B DE ESTE FORMULARIO SE CONSIDERARÁ UNA SOLICITUD PARA VOLVER A APLICAR LA 

CUOTA DE EMISIÓN PAGADA PREVIAMENTE A LA CUOTA DE EMISIÓN ADEUDADA AHORA. 

 

CÓMO RESPONDER A ESTA NOTIFICACIÓN: 

 

I. Revise el ESTADO DE LA ENTIDAD que se muestra arriba. Si el ESTADO DE LA ENTIDAD se muestra como PEQUEÑA o MICRO, verifique 

si el derecho a ese estado de la entidad aún aplica. 

Si el ESTADO DE LA ENTIDAD es el mismo que se muestra arriba, pague el TOTAL DE CUOTA(S) ADEUDADA(S) que se muestra arriba. 

Si se cambia el ESTADO DE LA ENTIDAD con respecto al que se muestra arriba, en la PARTE B - TRANSMISIÓN DE CUOTA(S), complete la 

sección número 5 titulada “Cambio en el Estado de la Entidad (del estado indicado anteriormente)”. 

Para los fines de esta notificación, las cuotas de las pequeñas entidades son la mitad del monto de las cuotas no descontadas, y las cuotas de las micro 

entidades son la mitad del monto de las cuotas de las pequeñas entidades. 

 

II. PARTE B - TRANSMISIÓN DE CUOTA(S), o su equivalente, debe completarse y devolverse a la Oficina de Patentes y Marcas de Estados Unidos 

(USPTO) con su CUOTA DE EMISIÓN y CUOTA DE PUBLICACIÓN (si es necesario). En caso de cargar la(s) cuota(s) a su cuenta de depósito, la 

sección “4b” de la Parte B - Transmisión de Cuota(s) debe completarse y debe enviarse una copia adicional del formulario. Si se presenta un equivalente 

de la Parte B, debe presentarse claramente una petición para volver a aplicar una cuota de emisión previamente pagada, y pueden ocurrir demoras en el 

procesamiento debido a la dificultad de reconocer el documento como un equivalente de la Parte B. 

 

III. Todas las comunicaciones relacionadas con esta solicitud deben proporcionar el número de solicitud. Dirija todas las comunicaciones antes de su 

emisión a la Dirección Interna de CUOTA DE EMISIÓN, a menos que se indique lo contrario. 

 

RECORDATORIO IMPORTANTE: Las cuotas de mantenimiento se deben a las patentes de utilidad que se emiten en las solicitudes 

presentadas a partir del 12 de diciembre de 1980. 

Es responsabilidad del titular de la patente garantizar el pago oportuno de las cuotas de mantenimiento cuando sea necesario. Más información 

está disponible en www.uspto.gov/PatentMaintenanceFees 
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PARTE B - TRANSMISIÓN DE CUOTA(S) 
Complete y envíe este formulario, junto con la(s) cuota(s) correspondiente(s), por correo o fax, o mediante EFS-Web. Por fax, enviar a:   (571)-273-2885 

Por correo, enviar a: Dirección Interna de CUOTA DE EMISIÓN 
Comisionado de Patentes 

P.O. Box 1450 

Alexandria, Virginia 22313-1450 

 

INSTRUCCIONES: Este formulario debe usarse para transmitir la CUOTA DE EMISIÓN y la CUOTA DE PUBLICACIÓN (si es necesario). Los bloques 1 a 5 deben completarse 

cuando sea apropiado. Toda la correspondencia adicional, incluyendo la Patente, las órdenes anticipadas y la notificación de las cuotas de mantenimiento, se enviarán por correo al 

domicilio de correspondencia actual como se indica, a menos que se corrija a continuación o se indique lo contrario en el Bloque 1, al (a) especificar un nuevo domicilio de 

correspondencia; e/o (b) indicar un “DOMICILIO DE CUOTAS” separado para notificaciones de cuotas de mantenimiento. 

DOMICILIO DE CORRESPONDENCIA ACTUAL (Nota: Use el Bloque 1 para cualquier cambio de 

domicilio) 
Nota: Un certificado de envío por correo sólo se puede usar para envíos 
nacionales de la transmisión de cuota(s). Este certificado no se puede utilizar 

para otros documentos adjuntos. Cada documento adicional, tal como una 

asignación o un dibujo formal, debe tener su propio certificado de envío o 
transmisión. 

Certificado de Envío o Transmisión 

Por la presente certifico que esta transmisión de cuotas se deposita en el 
Servicio Postal de los Estados Unidos con franqueo suficiente para el correo de 

primera clase en un sobre dirigido a la Dirección Interna de CUOTA DE 

EMISIÓN anterior, o se transmite a la USPTO mediante EFS-Web o por 
facsímil al (571) 273-2885, en la fecha a continuación. 

 20995 7590 03/27/2020 

KNOBBE MARTENS OLSON & BEAR LLP 

2040 MAIN STREET 

FOURTEENTH FLOOR 

IRVINE, CA 92614 

 

(Nombre escrito o impreso) 

(Firmado) 

(Fecha) 

   

NO. DE SOLICITUD FECHA DE 

PRESENTACIÓN 

PRIMER INVENTOR NOMBRADO NO. DE EXPEDIENTE DEL ABOGADO NO. DE CONFIRMACIÓN 

16/512,308 07/15/2019 Ben Xavier ICUH.222C7 7516 

 

TÍTULO DE LA INVENCIÓN: ETIQUETAR MENSAJES DE LA BOMBA CON IDENTIFICADORES QUE FACILITEN LA REESTRUCTURACIÓN 

TIPO DE SOL. ESTADO DE LA 

ENTIDAD 

CUOTA DE EMISIÓN 

ADEUDADA 

CUOTA DE 

PUBLICACIÓN 

ADEUDADA 

EMISIÓN PAGADA 

PREVIAMENTE 

TOTAL DE 

CUOTA(S) 

ADEUDADA(S) 

FECHA LÍMITE 

no provisional SIN DESCUENTO $1000 $0.00 $0.00 $1000 06/29/2020 

       

EXAMINADOR UNIDAD DE 

ESPECIALIDADES 

TÉCNICAS 

CLASE-SUBCLASE    

LAI, MICHAEL C 

 

2457 709-230000    

1. Cambio de domicilio de correspondencia o indicación de “Domicilio 
de Cuotas” (37 CFR 1.363). 

☐ Se adjunta el cambio de domicilio de correspondencia (o el 

formulario de cambio de domicilio de correspondencia PTO/SB/122). 

☐ Se adjunta la indicación de “Domicilio de Cuotas” (o formulario de 

indicación “Domicilio de Cuotas” PTO/SB/47; Rev 03-09 o más 

reciente). Se requiere el uso de un Número de Cliente. 

2. Para imprimir en la portada de la patente, enumere 
(1) Los nombres de hasta 3 abogados o agentes de patentes registrados 

O, alternativamente, 

(2) El nombre de una sola firma (que tenga como miembro un abogado 

o agente registrado) y los nombres de hasta 2 abogados o agentes de 

patentes registrados. Si no aparece ningún nombre, no se imprimirá 

ningún nombre. 

 
1______________________ 

 

2______________________ 

 

3______________________ 

3. NOMBRE DEL CESIONARIO Y DATOS DE RESIDENCIA QUE SE IMPRIMIRÁN EN LA PATENTE (escrito o impreso) 

TENGA EN CUENTA QUE: A menos que se identifique un cesionario a continuación, no aparecerán datos de cesionario en la patente. Si se identifica un cesionario a continuación, 

el documento debe haberse registrado previamente o haberse presentado para su registro, como se establece en 37 CFR 3.11 y 37 CFR 3.81(a). Completar este formulario NO es un 

sustituto para presentar una cesión. 

(A) NOMBRE DEL CESIONARIO   (B) RESIDENCIA: (CIUDAD y ESTADO O PAÍS) 

 

Marque la categoría o categorías de cesionario apropiadas (no se imprimirán en la patente): ☐ Individuo ☐ Corporación u otra entidad de grupo privado ☐ Gobierno 

4a. Cuotas enviadas: ☐ Cuota de emisión ☐ Cuota de publicación (si se requiere) ☐ Orden anticipada - # de copias ________________ 

4b. Método de Pago: (Primero, vuelva a aplicar cualquier cuota pagada previamente que se muestra arriba) 

☐ Pago electrónico mediante EFS-Web ☐ Cheque adjunto ☐ Pago no electrónico con tarjeta de crédito (Adjunte el formulario PTO-2038) 

☐ Se autoriza al Director a cobrar la(s) cuota(s) requerida(s), cualquier deficiencia o acreditar cualquier pago en exceso a la Cuenta de Depósito No. ____________ 

5. Cambio en el Estado de la Entidad (del estado indicado 
anteriormente) 

☐ El Solicitante certifica el estado de la micro entidad. Véase 37 CFR 1.29 

☐ El Solicitante afirma el estado de pequeña entidad. Véase 37 CFR 1.27 

☐ El Solicitante cambia al estado de cuota regular sin descuento. 

NOTA: En ausencia de una certificación válida del Estado de la Micro Entidad (consulte los formularios 

PTO/SB/15A y 15B), no se aceptará el pago de la cuota de emisión en el monto de la micro entidad a 

riesgo de abandono de la solicitud. 

NOTA: Si la aplicación estaba anteriormente bajo el estado de micro entidad, marcar esta casilla será una 

notificación de pérdida de derecho al estado de micro entidad. 
NOTA: Marcar esta casilla se considerará como una notificación de pérdida de derecho al estado de 

pequeña o micro entidad, según corresponda. 

NOTA: Este formulario debe firmarse de acuerdo con 37 CFR 1.31 y 1.33. Véase 37 CFR 1.4 para requisitos de firma y certificaciones. 

Firma autorizada ______________________________________ 

Nombre escrito o impreso _____________________________________ 

Fecha ______________________________________________ 

No. de registro _____________________________________ 
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PTOL-85 Parte B (08-18) Aprobado para su uso hasta el 31/01/2020 

OMB 0651-0033 Oficina de Patentes y Marcas de Estados Unidos, DEPARTAMENTO DE 

COMERCIO DE ESTADOS UNIDOS 

  



 

 

 

OFICINA DE PATENTES Y MARCAS DE ESTADOS UNIDOS  

 DEPARTAMENTO DE COMERCIO DE ESTADOS UNIDOS 

Oficina de Patentes y Marcas de Estados Unidos 

Domicilio: COMISIONADO DE PATENTES 
P.O. Box 1450 

Alexandria, Virginia 22313-1450 

www.uspto.gov 

 
NO. DE SOLICITUD FECHA DE PRESENTACIÓN PRIMER INVENTOR 

NOMBRADO 

NO. DE EXPEDIENTE DEL 

ABOGADO 

NO. DE CONFIRMACIÓN 

16/512,308 07/15/2019 Ben Xavier ICUH.222C7 7516 

     20995 7590 03/27/2020  

KNOBBE MARTENS OLSON & BEAR LLP 

2040 MAIN STREET 

FOURTEENTH FLOOR 

IRVINE, CA 92614 

 EXAMINADOR 

LAI, MICHAEL C 

 

UNIDAD DE ESPECIALIDADES 

TÉCNICAS 

NÚMERO DE DOCUMENTO 

2457 

 

 

FECHA DE ENVÍO: 03/27/2020 

 

Determinación del Ajuste del Plazo de la Patente conforme a 35 USC 154 (b) 

(Solicitudes presentadas a partir del 29 de mayo de 2000) 

 

La Oficina ha dejado de proporcionar un cálculo de Ajuste del Plazo de la Patente (Patent Term Adjustment, PTA) con el 

Notificación de Aprobación. 

 

La Sección 1(h)(2) de la Ley de Correcciones Técnicas de la AIA modificó 35 USC 154(b)(3)(B)(i) para eliminar el 

requisito de que la Oficina proporcione una determinación de ajuste del plazo de la patente con la notificación de 

aprobación. Véanse las revisiones del ajuste del plazo de la patente, 78 Reg. Fed. 19416, 19417 (1 de abril de 2013). Por 

lo tanto, la Oficina ya no proporciona una determinación inicial de ajuste del plazo de la patente con la notificación de 

aprobación. La Oficina continuará proporcionando una determinación de ajuste del plazo de la patente con la Carta de 

Notificación de Emisión que se envía por correo al solicitante aproximadamente tres semanas antes de la fecha de emisión 

de la patente, e incluirá el ajuste del plazo de la patente en la patente. Cualquier solicitud de reconsideración de la 

determinación del ajuste del plazo de la patente (o el restablecimiento del ajuste del plazo de la patente) debe seguir el 

proceso descrito en 37 CFR 1.705. 

 

Cualquier pregunta con respecto a la Extensión del Plazo de la Patente o la determinación del Ajuste debe dirigirse a la 

Oficina de Administración Legal de Patentes al (571)-272-7702. Las preguntas relacionadas con la emisión y los pagos de 

cuotas de publicación deben dirigirse al Centro de Servicio al Cliente de la Oficina de Publicación de Patentes al 1-888-

786-0101 o al 571-272-4200. 
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Liquidación de OMB y Declaración de Carga PRA para PTOL-85 Parte B 

 

La Ley de Reducción de Papeleo (Paperwork Reduction Act, PRA) de 1995 requiere que las agencias federales obtengan la aprobación 

de la Oficina de Administración y Presupuesto (Office of Management and Budget, OMB) antes de solicitar la mayoría de los tipos de 

información al público. Cuando la OMB aprueba una solicitud de la agencia para recopilar información del público,la  OMB (i) 

proporciona un Número de Control de OMB válido y una fecha de vencimiento para que la agencia lo muestre en el instrumento que 

se utilizará para recopilar la información y (ii) requiere que la agencia informe al público sobre la importancia legal del número de 

control de OMB de acuerdo con 5 CFR 1320.5 (b). 

 

37 CFR 1.311 requiere la información recopilada mediante PTOL-85 Parte B. La información es necesaria para obtener o retener un 

beneficio por parte del público que debe presentar (y para que la USPTO procese) una solicitud. La confidencialidad se rige por 35 

U.S.C. 122 y 37 CFR 1.14. Se estima que esta recopilación tardará 30 minutos en completarse, incluyendo la recopilación, preparación 

y envío del formulario de solicitud completado a la USPTO. El tiempo variará dependiendo del caso individual. Cualquier comentario 

sobre la cantidad de tiempo que necesita para completar este formulario y/o sugerencias para reducir esta carga, debe enviarse al Director 

de Información, Oficina de Patentes y Marcas de Estados Unidos, Departamento de Comercio de EE.UU., P.O. Box 1450, Alexandria, 

Virginia 22313-1450. NO ENVÍE CUOTAS O FORMULARIOS COMPLETOS A ESTE DOMICILIO. ENVIAR A: Comisionado de 

Patentes, P.O. Box 1450, Alexandria, Virginia 22313-1450. Conforme a la Ley de Reducción de Papeleo de 1995, no se requiere que 

ninguna persona responda a una recopilación de información a menos que muestre un número de control válido de OMB. 

 

Declaración de la Ley de Privacidad 

 

La Ley de Privacidad de 1974 (P.L. 93-579) requiere que se le brinde cierta información en relación con su presentación del formulario 

adjunto relacionado con una solicitud de patente o una patente. Por consiguiente, de conformidad con los requisitos de la Ley, tenga en 

cuenta que: (1) la autoridad general para la recopilación de esta información es 35 U.S.C. 2(b)(2); (2) el suministro de la información 

solicitada es voluntario; y (3) el propósito principal para el cual la información es utilizada por la Oficina de Patentes y Marcas de 

Estados Unidos es procesar y/o examinar su presentación relacionada con una solicitud de patente o una patente. Si no proporciona la 

información solicitada, es posible que la Oficina de Patentes y Marcas de estados Unidos No pueda procesar y/o examinar su 

presentación, lo que puede dar lugar a la finalización de los procedimientos o al abandono de la solicitud o al vencimiento de la patente. 

 

La información proporcionada por usted en este formulario estará sujeta a los siguientes usos de rutina: 

1. La información en este formulario será tratada de manera confidencial en la medida permitida por la Ley de Libertad de 

Información (5 U.S.C. 552) y la Ley de Privacidad (5 U.S.C 552a). Los registros de este sistema de registros pueden divulgarse al 

Departamento de Justicia para determinar si Ley de Libertad de Información requiere la divulgación de estos registros. 

2. Se puede divulgar un registro de este sistema de registros, como un uso rutinario, en el curso de la presentación de pruebas ante 

una corte, magistrado o tribunal administrativo, incluyendo las divulgaciones a los abogados opositores en el curso de las negociaciones 

del acuerdo. 

3. Un registro en este sistema de registros puede divulgarse, como un uso rutinario, a un miembro del Congreso que presente una 

solicitud que involucre a un individuo, a quien pertenece el registro, cuando el individuo ha solicitado asistencia del miembro con 

respecto a la materia del registro. 

4. Un registro en este sistema de registros puede divulgarse, como un uso rutinario, a un contratista de la Agencia que necesite la 

información para realizar un contrato. Los destinatarios de la información deberán cumplir con los requisitos de la Ley de Privacidad 

de 1974, modificada, de conformidad con 5 U.S.C. 552a (m). 

5. Un registro relacionado con una Solicitud Internacional presentada bajo el Tratado de Cooperación de Patentes en este sistema de 

registros puede divulgarse, como un uso rutinario, a la Oficina Internacional de la Organización Mundial de la Propiedad Intelectual, 

de conformidad con el Tratado de Cooperación de Patentes. 

6. Un registro en este sistema de registros puede divulgarse, como un uso rutinario, a otra agencia federal para propósitos de revisión 

de Seguridad Nacional (35 U.S.C. 181) y para revisión de conformidad con la Ley de Energía Atómica (42 U.S.C. 218(c)). 

7. Un registro de este sistema de registros puede divulgarse, como un uso de rutina, al Administrador, Servicios Generales o su 

designado, durante una inspección de registros realizada por GSA como parte de la responsabilidad de esa agencia de recomendar 

mejoras en las prácticas de gestión de registros y programas, conforme a la autoridad de 44 U.S.C. 2904 y 2906. Dicha divulgación se 

realizará de acuerdo con las regulaciones de GSA que rigen la inspección de registros para este propósito, y cualquier otra directiva 

relevante (es decir, GSA o Comercio). Dicha divulgación no se utilizará para hacer determinaciones sobre individuos. 

8. Un registro de este sistema de registros puede divulgarse, como un uso de rutina, al público después de la publicación de la 

solicitud de conformidad con 35 U.S.C. 122(b) o la emisión de una patente de conformidad con 35 U.S.C. 151 Además, se puede 

divulgar un registro, sujeto a las limitaciones de 37 CFR 1.14, como un uso de rutina, al público si el registro se archivó en una solicitud 

que se abandonó o en la que se terminó el procedimiento y a qué solicitud se hace referencia en una solicitud publicada, una solicitud 

abierta a una inspección pública o una patente emitida. 

9. Un registro de este sistema de registros puede divulgarse, como un uso rutinario, a una agencia de cumplimiento de la ley federal, 

estatal o local, si la USPTO se entera de una violación o posible violación de la ley o regulación. 
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Aviso de estado previo a AIA o AIA 

La presente solicitud, presentada a partir del 16 de marzo de 2013, está siendo examinada por el 

primer inventor en presentar disposiciones de la AIA. 

ACCIÓN DETALLADA 

Esta acción oficial es respuesta a la comunicación presentada el 26/02/2020. 

MATERIA PERMITIDA 

Las reivindicaciones 1-20 están permitidas según las Enmiendas/Argumentos del solicitante 

presentados el 26/02/2020. 

La siguiente es una declaración de razones para la indicación de la materia permitida: Como se afirma 

específicamente, la técnica anterior no enseña, entre otras limitaciones, en combinación, los siguientes 

pasos y características enumeradas en las reivindicaciones independientes 1, 9 y 16: 

procesar un mensaje de bomba que incluye información sobre una bomba de infusión que reside 

en el entorno clínico, en donde la bomba de infusión está ubicada en una instalación que tiene un 

identificador de instalación, donde la instalación está en una primera red de instalaciones que 

pertenece a una cuenta que tiene un identificador de cuenta; 

etiquetar el mensaje de la bomba con el identificador de instalación y el identificador de cuenta; 

abstenerse de etiquetar el mensaje de la bomba con un identificador de red de la primera red a 

la que pertenece la instalación; y  

transmitir el mensaje de la bomba etiquetado a un servidor remoto de manera que los 

identificadores jerárquicos del mensaje de la bomba, que incluyen el identificador de instalación del 

mensaje de la bomba etiquetado y el identificador de cuenta del mensaje etiquetado, no necesitan ser 

cambiados por el servidor remoto en respuesta a que la instalación se mueva a otra red de  
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instalaciones que pertenece a la misma cuenta, debido a que el mensaje de la bomba etiquetado 

no se ha etiquetado con el identificador de red de la primera red. 

 

Cualquier comentario que el solicitante considere necesario debe enviarse antes del pago de la tasa 

de emisión y, para evitar retrasos en el proceso, preferiblemente debe acompañar a la tasa de emisión. 

Dichas presentaciones deben estar claramente etiquetadas como “Comentarios sobre la Declaración 

de Razones para la Concesión”. 

 

Conclusión 
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dirigirse a MICHAEL C LAI, cuyo número de teléfono es (571) 270-3236. Normalmente se puede 

comunicar con el examinador de Lunes-Viernes de 9:00 AM a 6:00 PM. 

Si los intentos de comunicarse con el examinador por teléfono no tienen éxito, puede comunicarse con 

el supervisor del examinador, Ario Etienne, llamando al (571) 272-4001. El número de teléfono de fax 

de la organización a la que se asigna esta solicitud o procedimiento es 571-273-8300. 

             La información sobre el estado de una solicitud se puede obtener del sistema de Recuperación 

de Información de Solicitudes de Patentes (PAIR). La información sobre el estado de las aplicaciones 

publicadas se puede obtener de Private PAIR o Public PAIR. La información de estado de las 

aplicaciones no publicadas está disponible únicamente a través de Private PAIR. Para más información 

sobre el sistema PAIR, consulte http://pair-direct.uspto.gov. Si tiene preguntas sobre el acceso al 

sistema PAIR privado, comuníquese con el Electronic Business Center (EBC) al 866-217-9197 (sin 

cargo). Si desea asistencia de un representante de servicio al cliente de la USPTO o acceso al sistema 

de información automatizado, llame al 800-786-9199 (EN EE.UU. O CANADÁ) o 571-272-1000. 
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GRANTED CLAIMS IN US  

 

1. A method for tagging messages from infusion pumps residing in a clinical 

environment, the method comprising: 

processing a pump message including information about an infusion 

pump residing in the clinical environment, wherein the infusion pump is 

located in a facility having a facility identifier, wherein the facility is in a first 

network of facilities that belongs to an account having an account identifier;  

tagging the pump message with the facility identifier and the account 

identifier; 

refraining from tagging the pump message with a network identifier 

of the first  network to which the facility belongs; and 

transmitting the tagged pump message to a remote server such that 

hierarchical identifiers of the pump message, which include the facility 

identifier of the tagged pump message and the account identifier of the 

tagged message, need not be changed by the remote server in response to 

the facility being moved to another network of facilities that belongs to the 

same account, due to the tagged pump message not having been tagged 

with the network identifier of the first network. 

 

2. The method of claim 1, wherein the facility identifier and the account 

identifier are permanent identifiers that are not changed in response to the facility 

being moved to another network of facilities that belongs to the same account. 

 

3. The method of claim 1, wherein the infusion pump is configured to 

generate pump messages without determining the facility associated with the 

infusion pump or the account associated with the infusion pump. 

 

4. The method of claim 1, further comprising determining, in a priority 

order, whether one or more facility detection indicators correspond to one of a 

plurality of facility identifiers stored in a database. 
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5. The method of claim 4, further comprising, in response to determining 

that none of the one or more facility detection indicators corresponds to any of 

the plurality of facility identifiers stored in the database, tagging the pump 

message with a default facility identifier indicating that the pump message 

originated from an infusion pump that is not associated with a known facility. 

 

6. The method of claim 1, further comprising tagging another pump 

message with the network identifier of the first network such that the tagged pump 

message includes the facility identifier, the account identifier, and the network 

identifier. 

 

7. The method of claim 6, in response to determining that the facility has 

been moved to another network, updating the network identifier, such that said  

another pump message includes the updated network identifier indicates said 

another network.  

 

8. The method of claim 1, wherein processing the pump message 

comprises converting a message in a first format received from the infusion pump 

into the pump message in a second format different from the first format. 

 

9. An apparatus configured to tag messages from infusion pumps residing 

in a clinical environment, the apparatus comprising: 

one or more processors; and 

one or more memories in communication with the one or more 

processors and storing computer-executable instructions that, when 

executed by the one or more processors, configure the one or more 

processors to: 

process a pump message including information about an 

infusion pump residing in the clinical environment, wherein the 

infusion pump is located in a facility having a facility identifier, 

wherein the facility is in a first network of facilities that belongs to an 

account having an account identifier; 

cause the pump message to be tagged with the facility 

identifier and the account identifier; 



US 10,741,280 B2 

Granted Claims in US 

 

 

3 

 

refrain from causing the pump message to be tagged with a 

network identifier of the first network to which the facility belongs; 

and 

cause the tagged pump message to be transmitted to a remote 

server such that hierarchical identifiers of the pump message, which 

include the facility identifier of the tagged pump message and the 

account identifier of the tagged message, need not be changed by 

the remote server in response to the facility being moved to another 

network of facilities that belongs to the same account, due to the 

tagged pump message not having been tagged with the network 

identifier of the first network. 

 

10.The apparatus of claim 9, wherein the facility identifier and the account 

identifier are permanent identifiers that are not changed in response to the facility 

being moved within the same account. 

 

11.The apparatus of claim 9, wherein the facility identifier and the account 

identifier are permanent identifiers that are not changed in response to the facility 

being moved to another network of facilities that belongs to the same account. 

 

12.The apparatus of claim 9, wherein the infusion pump is configured to 

generate pump messages without determining the facility associated with the 

infusion pump or the account associated with the infusion pump. 

 

13.The apparatus of claim 9, wherein the computer-executable instructions 

further configure the one or more processors to cause another pump  message to 

be tagged with the network identifier of the first network such that the tagged 

pump message includes the facility identifier, the account identifier, and the 

network identifier. 

 

14.The apparatus of claim 13, wherein the computer-executable 

instructions further configure the one or more processors to, in response to 

determining that the facility has been moved to another network, cause the 
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network identifier to be updated, such that the tagged pump message includes 

the updated network identifier indicates  said another network. 

 

15.The apparatus of claim 9, wherein processing the pump message 

comprises converting a message in a first format received from the infusion pump 

into the pump message in a second format different from the first format. 

 

16.Non-transitory physical computer storage storing computer-executable 

instructions that, when executed by one or more computing devices, configure the 

one or more computing devices to: 

process a pump message including information about an infusion 

pump residing in a clinical environment, wherein the infusion pump is 

located in a facility having a facility identifier, wherein the facility is in a first 

network of facilities that belongs to an account having an account identifier; 

cause the pump message to be tagged with the facility identifier and 

the account  identifier; 

refrain from causing the pump message to be tagged with a network 

identifier of the first network to which the facility belongs; and 

cause the tagged pump message to be transmitted to a remote 

server such that hierarchical identifiers of the pump message, which include 

the facility identifier of the tagged pump message and the account identifier 

of the tagged message, need not be changed by the remote server in 

response to the facility being moved to another network of facilities that 

belongs to the same account, due to the tagged pump message not having 

been tagged with the network identifier of the first network. 

 

17.The non-transitory physical computer storage of claim 16, wherein the 

facility identifier and the account identifier are permanent identifiers that are not 

changed in response to the facility being moved to another network of facilities 

that belongs to the same account. 
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18.The non-transitory physical computer storage of claim 16, wherein the 

infusion pump is configured to generate pump messages without determining the 

facility associated with the infusion pump or the account associated with the 

infusion pump. 

 

19.The non-transitory physical computer storage of claim 16, wherein the 

first network belongs to a region that includes one or more additional networks of 

facilities that are different from the first network, and wherein the region is one of 

a plurality of regions that belong to the account. 

 

20.The non-transitory physical computer storage of claim 16, wherein 

processing the pump message comprises converting a message in a first format 

received from the infusion pump into the pump message in a second format 

different from the first format. 
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REIVINDICACIONES CONCEDIDAS 

 

1.Un método para etiquetar mensajes de bombas de infusión que residen 

en un entorno clínico, el metodo comprende: 

procesar un mensaje de bomba que incluye información sobre una bomba 

de infusión que reside en el entorno clínico, en donde la bomba de infusión está 

ubicada en una instalación que tiene un identificador de instalación, donde la 

instalación está en una primera red de instalaciones que pertenece a una cuenta 

que tiene un identificador de cuenta; 

etiquetar el mensaje de la bomba con el identificador de instalación y el 

identificador de cuenta; 

abstenerse de etiquetar el mensaje de la bomba con un identificador de 

red de la primera red a la que pertenece la instalación; y  

transmitir el mensaje de la bomba etiquetado a un servidor remoto de 

manera que los identificadores jerárquicos del mensaje de la bomba, que 

incluyen el identificador de instalación del mensaje de la bomba etiquetado y el 

identificador de cuenta del mensaje etiquetado, no necesitan ser cambiados por 

el servidor remoto en respuesta a que la instalación se mueva a otra red de 

instalaciones que pertenece a la misma cuenta, debido a que el mensaje de la 

bomba etiquetado no se ha etiquetado con el identificador de red de la primera 

red. 

 

2. El método de la reivindicación 1, en el que el identificador de instalación 

y el identificador de cuenta son identificadores permanentes que no se cambian 
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en respuesta a que la instalación se mueva a otra red de instalaciones que 

pertenece a la misma cuenta. 

 

3. El método de la reivindicación 1, en el que la bomba de infusión está 

configurada para generar mensajes de bomba sin determinar la instalación 

asociada con la bomba de infusión o la cuenta asociada con la bomba de infusión. 

 

4. El método de la reivindicación 1, que comprende además determinar, 

en un orden de prioridad, si uno o más indicadores de detección de instalaciones 

corresponden a uno de una pluralidad de identificadores de instalaciones 

almacenados en una base de datos. 

 

5. El método de la reivindicación 4, que comprende además, en respuesta 

a la determinación de que ninguno de los uno o más indicadores de detección 

de instalaciones corresponde a cualquiera de la pluralidad de identificadores de 

instalaciones almacenados en la base de datos, etiquetar el mensaje de la bomba 

con un identificador de instalación predeterminado que indica que el mensaje de 

la bomba se originó en una bomba de infusión que no está asociada con una 

instalación conocida. 

 

6. El método de la reivindicación 1, que comprende además etiquetar otro 

mensaje de la bomba con el identificador de red de la primera red de modo que 

el mensaje de la bomba etiquetado incluye el identificador de instalación, el 

identificador de cuenta y el identificador de red. 
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7. El método de la reivindicación 6, en respuesta a determinar que la 

instalación se ha movido a otra red, actualizando el identificador de red, de modo 

que dicho otro mensaje de bomba incluye el identificador de red actualizado que 

indica dicha otra red. 

 

8. El método de la reivindicación 1, en el que procesar el mensaje de la 

bomba comprende convertir un mensaje en un primer formato recibido de la 

bomba de infusión en el mensaje de la bomba en un segundo formato diferente 

del primer formato. 

 

9. Un aparato configurado para etiquetar mensajes de bombas de infusión 

que residen en un entorno clínico, el aparato comprente: 

 uno o más procesadores; y 

 una o más memorias en comunicación con el uno o más procesadores y 

que almacena instrucciones ejecutables por computador que, cuando son 

ejecutadas por uno o más procesadores, configuran el uno o más procesadores 

para: 

 procesar un mensaje de la bomba que incluye información sobre una 

bomba de infusión que reside en el entorno clínico, en donde la bomba de 

infusión está ubicada en una instalación que tiene un identificador de instalación, 

donde la instalación está en una primera red de instalaciones que pertenece a 

una cuenta que tiene un identificador de cuenta; 

 hacer que el mensaje de la bomba sea etiquetado con el identificador de 

instalación y el identificador de cuenta; 
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abstenerse de hacer que el mensaje de la bomba sea etiquetado con un 

identificador de red de la primera red a la que pertenece la instalación; y  

hacer que el mensaje de bomba etiquetado se transmita a un servidor 

remoto de manera que los identificadores jerárquicos del mensaje de la bomba, 

que incluyen el identificador de instalación del mensaje de bomba etiquetado y 

el identificador de cuenta del mensaje etiquetado, no necesitan ser cambiados 

por el servidor remoto en respuesta a que la instalación se mueva a otra red de 

instalaciones que pertenece a la misma cuenta, debido a que el mensaje de la 

bomba etiquetado no se ha etiquetado con el identificador de red de la primera 

red. 

 

10. El aparato de la reivindicación 9, en el que el identificador de la 

instalación y el identificador de la cuenta son identificadores permanentes que 

no se cambian en respuesta a que la instalación se mueva dentro de la misma 

cuenta. 

 

11. El aparato de la reivindicación 9, en el que el identificador de 

instalación y el identificador de cuenta son identificadores permanentes que no 

se cambian en respuesta a que la instalación se mueva a otra red de 

instalaciones que pertenece a la misma cuenta. 

 

12. El aparato de la reivindicación 9, en el que la bomba de infusión está 

configurada para generar mensajes de bomba sin determinar la instalación 

asociada con la bomba de infusión o la cuenta asociada con la bomba de infusión. 
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13. El aparato de la reivindicación 9, en el que las instrucciones 

ejecutables por computador configuran además el uno o más procesadores para 

hacer que otro mensaje de la bomba sea etiquetado con el identificador de red 

de la primera red de manera que el mensaje de bomba etiquetado incluye el 

identificador de instalación, el identificador de cuenta y el identificador de red. 

 

14. El aparato de la reivindicación 13, en el que las instrucciones 

ejecutables por computador configuran además el uno o más procesadores para, 

en respuesta a determinar que la instalación se ha movido a otra red, hacer que 

el identificador de red se actualice, de modo que el mensaje de bomba 

etiquetado incluya el identificador de red actualizado que indica dicha otra red. 

  

15. El aparato de la reivindicación 9, en el que procesar el mensaje de la 

bomba comprende convertir un mensaje en un primer formato recibido desde la 

bomba de infusión en el mensaje de la bomba en un segundo formato diferente 

del primer formato. 

 

16. El almacenamiento en computador físico no transitorio que almacena 

instrucciones ejecutables por computador que, cuando son ejecutadas por uno 

o más dispositivos de computo, configuran el uno o más dispositivos de computo 

para: 

 procesar un mensaje de la bomba que incluye información sobre una 

bomba de infusión que reside en un entorno clínico, en donde la bomba de 

infusión está ubicada en una instalación que tiene un identificador de instalación, 
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donde la instalación está en una primera red de instalaciones que pertenece a 

una cuenta que tiene un identificador de cuenta; 

  hacer que el mensaje de la bomba sea etiquetado con el identificador de 

instalación y el identificador de cuenta;  

 abstenerse de hacer que el mensaje de la bomba sea etiquetado con un 

identificador de red de la primera red a la que pertenece la instalación; y  

 hacer que el mensaje de bomba etiquetado se transmita a un servidor 

remoto de manera que los identificadores jerárquicos del mensaje de la bomba, 

que incluyen el identificador de instalación del mensaje de bomba etiquetado y 

el identificador de cuenta del mensaje etiquetado, no necesiten ser cambiados 

por el servidor remoto en respuesta a que la instalación se mueva a otra red de 

instalaciones que pertenece a la misma cuenta, debido a que el mensaje de la 

bomba etiquetado no se ha etiquetado con el identificador de red de la primera 

red. 

 

17. El almacenamiento en computador físico no transitorio de la 

reivindicación 16, en el que el identificador de instalación y el identificador de 

cuenta son identificadores permanentes que no se cambian en respuesta a que 

la instalación se mueva a mueva a otra red de instalaciones que pertenece a la 

misma cuenta. 

 

18. El almacenamiento en computador físico no transitorio de la 

reivindicación 16, en el que la bomba de infusión está configurada para generar 

mensajes de la bomba sin determinar la instalación asociada con la bomba de 

infusión o la cuenta asociada con la bomba de infusión. 
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19. El almacenamiento en computador físico no transitorio de la 

reivindicación 16, en el que la primera red pertenece a una región que incluye 

una o más redes adicionales de instalaciones que son diferentes de la primera 

red, y en el que la región es una de una pluralidad de regiones que pertenecen 

a la cuenta. 

 

20. El almacenamiento en computador físico no transitorio de la 

reivindicación 16, en el que procesar el mensaje de la bomba comprende 

convertir un mensaje en un primer formato recibido de la bomba de infusión en 

el mensaje de la bomba en un segundo formato diferente del primer formato. 
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10 (iv) TABLA DE CORRESPONDENCIA DE REIVINDICACIONES  

Reivindicaciones en la solicitud en Colombia 
(NOTA. LAS REIVINDICACIONES ACÁ INDICADAS 
CORRESPONDEN A AQUELLAS MODIFICADAS EN 

MODIFICACIÓN VOLUNTARIA EL 6 DE AGOSTO DE 2021) 
 

Reivindicaciones otorgables en la solicitud internacional 
Explicación sobre la suficiente correspondencia ó 

Comentarios que explican la correspondencia 

1.Un método para etiquetar mensajes de bombas de infusión que 
residen en un entorno clínico, el método comprende: 

procesar un mensaje de bomba que incluye información sobre una 
bomba de infusión que reside en el entorno clínico, en donde la bomba 
de infusión está ubicada en una instalación que tiene un identificador 
de instalación, donde la instalación está en una primera red de 
instalaciones que pertenece a una cuenta que tiene un identificador de 
cuenta; 

etiquetar el mensaje de la bomba con el identificador de instalación y 

el identificador de cuenta; 

abstenerse de etiquetar el mensaje de la bomba con un identificador 

de red de la primera red a la que pertenece la instalación; y  

transmitir el mensaje de la bomba etiquetado a un servidor remoto de 
manera que los identificadores jerárquicos del mensaje de la bomba, 
que incluyen el identificador de instalación del mensaje de la bomba 
etiquetado y el identificador de cuenta del mensaje etiquetado, no 
necesitan ser cambiados por el servidor remoto en respuesta a que la 
instalación se mueva a otra red de instalaciones que pertenece a la 
misma cuenta, debido a que el mensaje de la bomba etiquetado no se 
ha etiquetado con el identificador de red de la primera red. 

1.Un método para etiquetar mensajes de bombas de infusión que residen 
en un entorno clínico, el método comprende: 
procesar un mensaje de bomba que incluye información sobre una bomba 
de infusión que reside en el entorno clínico, en donde la bomba de infusión 
está ubicada en una instalación que tiene un identificador de instalación, 
donde la instalación está en una primera red de instalaciones que 
pertenece a una cuenta que tiene un identificador de cuenta; 
etiquetar el mensaje de la bomba con el identificador de instalación y el 
identificador de cuenta; 
abstenerse de etiquetar el mensaje de la bomba con un identificador de 
red de la primera red a la que pertenece la instalación; y  
transmitir el mensaje de la bomba etiquetado a un servidor remoto de 
manera que los identificadores jerárquicos del mensaje de la bomba, que 
incluyen el identificador de instalación del mensaje de la bomba etiquetado 
y el identificador de cuenta del mensaje etiquetado, no necesitan ser 
cambiados por el servidor remoto en respuesta a que la instalación se 
mueva a otra red de instalaciones que pertenece a la misma cuenta, 
debido a que el mensaje de la bomba etiquetado no se ha etiquetado con 
el identificador de red de la primera red. 

Corresponde a la reivindicación 1 de la solicitud colombiana 

2. El método de la reivindicación 1, en el que el identificador de 
instalación y el identificador de cuenta son identificadores permanentes 
que no se cambian en respuesta a que la instalación se mueva a otra 

red de instalaciones que pertenece a la misma cuenta. 

2. El método de la reivindicación 1, en el que el identificador de instalación 
y el identificador de cuenta son identificadores permanentes que no se 
cambian en respuesta a que la instalación se mueva a otra red de 

instalaciones que pertenece a la misma cuenta. 

Corresponde a la reivindicación 2 de la solicitud colombiana 

3. El método de la reivindicación 1, en el que la bomba de infusión está 
configurada para generar mensajes de bomba sin determinar la 
instalación asociada con la bomba de infusión o la cuenta asociada con 
la bomba de infusión. 

3. El método de la reivindicación 1, en el que la bomba de infusión está 
configurada para generar mensajes de bomba sin determinar la instalación 
asociada con la bomba de infusión o la cuenta asociada con la bomba de 
infusión. 

Corresponde a la reivindicación 3 de la solicitud colombiana 

4. El método de la reivindicación 1, que comprende además 
determinar, en un orden de prioridad, si uno o más indicadores de 
detección de instalaciones corresponden a uno de una pluralidad de 
identificadores de instalaciones almacenados en una base de datos. 

4. El método de la reivindicación 1, que comprende además determinar, 
en un orden de prioridad, si uno o más indicadores de detección de 
instalaciones corresponden a uno de una pluralidad de identificadores de 
instalaciones almacenados en una base de datos. 

Corresponde a la reivindicación 4 de la solicitud colombiana 

5. El método de la reivindicación 4, que comprende además, en 
respuesta a la determinación de que ninguno de los uno o más 
indicadores de detección de instalaciones corresponde a cualquiera de 
la pluralidad de identificadores de instalaciones almacenados en la 
base de datos, etiquetar el mensaje de la bomba con un identificador 
de instalación predeterminado que indica que el mensaje de la bomba 
se originó en una bomba de infusión que no está asociada con una 
instalación conocida. 

5. El método de la reivindicación 4, que comprende además, en respuesta 
a la determinación de que ninguno de los uno o más indicadores de 
detección de instalaciones corresponde a cualquiera de la pluralidad de 
identificadores de instalaciones almacenados en la base de datos, 
etiquetar el mensaje de la bomba con un identificador de instalación 
predeterminado que indica que el mensaje de la bomba se originó en una 
bomba de infusión que no está asociada con una instalación conocida. 

Corresponde a la reivindicación 5 de la solicitud colombiana 
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6. El método de la reivindicación 1, que comprende además etiquetar 
otro mensaje de la bomba con el identificador de red de la primera red 
de modo que el mensaje de la bomba etiquetado incluye el identificador 

de instalación, el identificador de cuenta y el identificador de red. 

6. El método de la reivindicación 1, que comprende además etiquetar 
otro mensaje de la bomba con el identificador de red de la primera red de 
modo que el mensaje de la bomba etiquetado incluye el identificador de 

instalación, el identificador de cuenta y el identificador de red. 

Corresponde a la reivindicación 6 de la solicitud colombiana 

 

7. El método de la reivindicación 6, en respuesta a determinar que la 
instalación se ha movido a otra red, actualizando el identificador de red, 
de modo que dicho otro mensaje de bomba incluye el identificador de 

red actualizado que indica dicha otra red. 

7. El método de la reivindicación 6, en respuesta a determinar que la 
instalación se ha movido a otra red, actualizando el identificador de red, 
de modo que dicho otro mensaje de bomba incluye el identificador de red 

actualizado que indica dicha otra red. 

Corresponde a la reivindicación 7 de la solicitud colombiana 

8. El método de la reivindicación 1, en el que procesar el mensaje de 
la bomba comprende convertir un mensaje en un primer formato 
recibido de la bomba de infusión en el mensaje de la bomba en un 
segundo formato diferente del primer formato. 

8. El método de la reivindicación 1, en el que procesar el mensaje de la 
bomba comprende convertir un mensaje en un primer formato recibido de 
la bomba de infusión en el mensaje de la bomba en un segundo formato 
diferente del primer formato. 

Corresponde a la reivindicación 8 de la solicitud colombiana 

9. Un aparato configurado para etiquetar mensajes de bombas de 
infusión que residen en un entorno clínico, el aparato comprente: 

 uno o más procesadores; y 

 una o más memorias en comunicación con el uno o más procesadores 
y que almacena instrucciones ejecutables por computador que, cuando 
son ejecutadas por uno o más procesadores, configuran el uno o más 

procesadores para: 

 procesar un mensaje de la bomba que incluye información sobre una 
bomba de infusión que reside en el entorno clínico, en donde la bomba 
de infusión está ubicada en una instalación que tiene un identificador 
de instalación, donde la instalación está en una primera red de 
instalaciones que pertenece a una cuenta que tiene un identificador de 
cuenta; 

 hacer que el mensaje de la bomba sea etiquetado con el identificador 
de instalación y el identificador de cuenta; 

abstenerse de hacer que el mensaje de la bomba sea etiquetado con 
un identificador de red de la primera red a la que pertenece la 
instalación; y  

hacer que el mensaje de bomba etiquetado se transmita a un servidor 
remoto de manera que los identificadores jerárquicos del mensaje de 
la bomba, que incluyen el identificador de instalación del mensaje de 
bomba etiquetado y el identificador de cuenta del mensaje etiquetado, 
no necesitan ser cambiados por el servidor remoto en respuesta a que 
la instalación se mueva a otra red de instalaciones que pertenece a la 
misma cuenta, debido a que el mensaje de la bomba etiquetado no se 
ha etiquetado con el identificador de red de la primera red. 

9. Un aparato configurado para etiquetar mensajes de bombas de infusión 
que residen en un entorno clínico, el aparato comprente: 

 uno o más procesadores; y 

 una o más memorias en comunicación con el uno o más procesadores y 
que almacena instrucciones ejecutables por computador que, cuando son 
ejecutadas por uno o más procesadores, configuran el uno o más 

procesadores para: 

 procesar un mensaje de la bomba que incluye información sobre una 
bomba de infusión que reside en el entorno clínico, en donde la bomba de 
infusión está ubicada en una instalación que tiene un identificador de 
instalación, donde la instalación está en una primera red de instalaciones 
que pertenece a una cuenta que tiene un identificador de cuenta; 

 hacer que el mensaje de la bomba sea etiquetado con el identificador de 
instalación y el identificador de cuenta; 

abstenerse de hacer que el mensaje de la bomba sea etiquetado con un 

identificador de red de la primera red a la que pertenece la instalación; y  

hacer que el mensaje de bomba etiquetado se transmita a un servidor 
remoto de manera que los identificadores jerárquicos del mensaje de la 
bomba, que incluyen el identificador de instalación del mensaje de bomba 
etiquetado y el identificador de cuenta del mensaje etiquetado, no 
necesitan ser cambiados por el servidor remoto en respuesta a que la 
instalación se mueva a otra red de instalaciones que pertenece a la misma 
cuenta, debido a que el mensaje de la bomba etiquetado no se ha 
etiquetado con el identificador de red de la primera red. 

Corresponde a la reivindicación 9 de la solicitud colombiana 

10. El aparato de la reivindicación 9, en el que el identificador de la 
instalación y el identificador de la cuenta son identificadores 
permanentes que no se cambian en respuesta a que la instalación se 
mueva dentro de la misma cuenta. 

10. El aparato de la reivindicación 9, en el que el identificador de la 
instalación y el identificador de la cuenta son identificadores permanentes 
que no se cambian en respuesta a que la instalación se mueva dentro de 
la misma cuenta. 

Corresponde a la reivindicación 10 de la solicitud colombiana 

11. El aparato de la reivindicación 9, en el que el identificador de 
instalación y el identificador de cuenta son identificadores permanentes 
que no se cambian en respuesta a que la instalación se mueva a otra 
red de instalaciones que pertenece a la misma cuenta. 

11. El aparato de la reivindicación 9, en el que el identificador de 
instalación y el identificador de cuenta son identificadores permanentes 
que no se cambian en respuesta a que la instalación se mueva a otra red 
de instalaciones que pertenece a la misma cuenta. 

Corresponde a la reivindicación 11 de la solicitud colombiana 
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12. El aparato de la reivindicación 9, en el que la bomba de infusión 
está configurada para generar mensajes de bomba sin determinar la 
instalación asociada con la bomba de infusión o la cuenta asociada con 

la bomba de infusión. 

12. El aparato de la reivindicación 9, en el que la bomba de infusión está 
configurada para generar mensajes de bomba sin determinar la instalación 
asociada con la bomba de infusión o la cuenta asociada con la bomba de 

infusión. 

Corresponde a la reivindicación 12 de la solicitud colombiana 

13. El aparato de la reivindicación 9, en el que las instrucciones 
ejecutables por computador configuran además el uno o más 
procesadores para hacer que otro mensaje de la bomba sea etiquetado 
con el identificador de red de la primera red de manera que el mensaje 
de bomba etiquetado incluye el identificador de instalación, el 
identificador de cuenta y el identificador de red. 

13. El aparato de la reivindicación 9, en el que las instrucciones 
ejecutables por computador configuran además el uno o más 
procesadores para hacer que otro mensaje de la bomba sea etiquetado 
con el identificador de red de la primera red de manera que el mensaje de 
bomba etiquetado incluye el identificador de instalación, el identificador de 
cuenta y el identificador de red. 

Corresponde a la reivindicación 13 de la solicitud colombiana 

14. El aparato de la reivindicación 13, en el que las instrucciones 
ejecutables por computador configuran además el uno o más 
procesadores para, en respuesta a determinar que la instalación se ha 
movido a otra red, hacer que el identificador de red se actualice, de 
modo que el mensaje de bomba etiquetado incluya el identificador de 
red actualizado que indica dicha otra red. 

14. El aparato de la reivindicación 13, en el que las instrucciones 
ejecutables por computador configuran además el uno o más 
procesadores para, en respuesta a determinar que la instalación se ha 
movido a otra red, hacer que el identificador de red se actualice, de modo 
que el mensaje de bomba etiquetado incluya el identificador de red 
actualizado que indica dicha otra red. 

Corresponde a la reivindicación 14 de la solicitud colombiana 

15. El aparato de la reivindicación 9, en el que procesar el mensaje de 
la bomba comprende convertir un mensaje en un primer formato 
recibido desde la bomba de infusión en el mensaje de la bomba en un 
segundo formato diferente del primer formato. 

15. El aparato de la reivindicación 9, en el que procesar el mensaje de la 
bomba comprende convertir un mensaje en un primer formato recibido 
desde la bomba de infusión en el mensaje de la bomba en un segundo 
formato diferente del primer formato. 

Corresponde a la reivindicación 15 de la solicitud colombiana 

16. El almacenamiento en computador físico no transitorio que 
almacena instrucciones ejecutables por computador que, cuando son 
ejecutadas por uno o más dispositivos de cómputo, configuran el uno 
o más dispositivos de cómputo para: 
 procesar un mensaje de la bomba que incluye información sobre una 
bomba de infusión que reside en un entorno clínico, en donde la bomba 
de infusión está ubicada en una instalación que tiene un identificador 
de instalación, donde la instalación está en una primera red de 
instalaciones que pertenece a una cuenta que tiene un identificador de 
cuenta; 
  hacer que el mensaje de la bomba sea etiquetado con el identificador 
de instalación y el identificador de cuenta;  
 abstenerse de hacer que el mensaje de la bomba sea etiquetado con 
un identificador de red de la primera red a la que pertenece la 
instalación; y  
 hacer que el mensaje de bomba etiquetado se transmita a un servidor 
remoto de manera que los identificadores jerárquicos del mensaje de 
la bomba, que incluyen el identificador de instalación del mensaje de 
bomba etiquetado y el identificador de cuenta del mensaje etiquetado, 
no necesiten ser cambiados por el servidor remoto en respuesta a que 
la instalación se mueva a otra red de instalaciones que pertenece a la 
misma cuenta, debido a que el mensaje de la bomba etiquetado no se 
ha etiquetado con el identificador de red de la primera red. 

16. El almacenamiento en computador físico no transitorio que almacena 
instrucciones ejecutables por computador que, cuando son ejecutadas por 
uno o más dispositivos de cómputo, configuran el uno o más dispositivos 
de cómputo para: 
 procesar un mensaje de la bomba que incluye información sobre una 
bomba de infusión que reside en un entorno clínico, en donde la bomba 
de infusión está ubicada en una instalación que tiene un identificador de 
instalación, donde la instalación está en una primera red de instalaciones 
que pertenece a una cuenta que tiene un identificador de cuenta; 
  hacer que el mensaje de la bomba sea etiquetado con el identificador de 
instalación y el identificador de cuenta;  
 abstenerse de hacer que el mensaje de la bomba sea etiquetado con un 
identificador de red de la primera red a la que pertenece la instalación; y  
 hacer que el mensaje de bomba etiquetado se transmita a un servidor 
remoto de manera que los identificadores jerárquicos del mensaje de la 
bomba, que incluyen el identificador de instalación del mensaje de bomba 
etiquetado y el identificador de cuenta del mensaje etiquetado, no 
necesiten ser cambiados por el servidor remoto en respuesta a que la 
instalación se mueva a otra red de instalaciones que pertenece a la misma 
cuenta, debido a que el mensaje de la bomba etiquetado no se ha 
etiquetado con el identificador de red de la primera red. 

Corresponde a la reivindicación 16 de la solicitud colombiana 

17. El almacenamiento en computador físico no transitorio de la 
reivindicación 16, en el que el identificador de instalación y el 
identificador de cuenta son identificadores permanentes que no se 
cambian en respuesta a que la instalación se mueva a mueva a otra 
red de instalaciones que pertenece a la misma cuenta. 

17. El almacenamiento en computador físico no transitorio de la 
reivindicación 16, en el que el identificador de instalación y el identificador 
de cuenta son identificadores permanentes que no se cambian en 
respuesta a que la instalación se mueva a mueva a otra red de 
instalaciones que pertenece a la misma cuenta. 

Corresponde a la reivindicación 17 de la solicitud colombiana 
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18. El almacenamiento en computador físico no transitorio de la 
reivindicación 16, en el que la bomba de infusión está configurada para 
generar mensajes de la bomba sin determinar la instalación asociada 
con la bomba de infusión o la cuenta asociada con la bomba de 
infusión. 

18. El almacenamiento en computador físico no transitorio de la 
reivindicación 16, en el que la bomba de infusión está configurada para 
generar mensajes de la bomba sin determinar la instalación asociada con 
la bomba de infusión o la cuenta asociada con la bomba de infusión. 

Corresponde a la reivindicación 18 de la solicitud colombiana 

19. El almacenamiento en computador físico no transitorio de la 
reivindicación 16, en el que la primera red pertenece a una región que 
incluye una o más redes adicionales de instalaciones que son 
diferentes de la primera red, y en el que la región es una de una 
pluralidad de regiones que pertenecen a la cuenta. 

19. El almacenamiento en computador físico no transitorio de la 
reivindicación 16, en el que la primera red pertenece a una región que 
incluye una o más redes adicionales de instalaciones que son diferentes 
de la primera red, y en el que la región es una de una pluralidad de 
regiones que pertenecen a la cuenta. 

Corresponde a la reivindicación 19 de la solicitud colombiana 

20. El almacenamiento en computador físico no transitorio de la 
reivindicación 16, en el que procesar el mensaje de la bomba 
comprende convertir un mensaje en un primer formato recibido de la 
bomba de infusión en el mensaje de la bomba en un segundo formato 
diferente del primer formato. 

20. El almacenamiento en computador físico no transitorio de la 
reivindicación 16, en el que procesar el mensaje de la bomba comprende 
convertir un mensaje en un primer formato recibido de la bomba de 
infusión en el mensaje de la bomba en un segundo formato diferente del 
primer formato. 

Corresponde a la reivindicación 20 de la solicitud colombiana 
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TAGGING PUMP MESSAGES WITH 
IDENTIFIERS THAT FACILITATE 

RESTRUCTURING

INCORPORATION BY REFERENCE TO ANY 
PRIORITY APPLICATIONS

This application is a continuation of International Appli­
cation No. PCT/US19/41706, filed Jul. 12, 2019 and titled 
“SYSTEMS AND METHODS FOR FACILITATING 
CLINICAL MESSAGING IN A NETWORK ENVIRON­
MENT,” which claims priority to U.S. Provisional Applica­
tion No. 62/699,499, filed on Jul. 17, 2018 and titled 
“SYSTEMS AND METHODS FOR FACILITATING 
CLINICAL MESSAGING IN A NETWORK ENVIRON­
MENT.” Any and all applications for which a foreign or 
domestic priority claim is identified in the Application Data 
Sheet as filed with the present application are hereby incor­
porated herein by reference in their entirety under 37 CFR 
1.57.

TECHNICAL FIELD

This disclosure relates to the field of clinical messaging, 
and particularly to techniques for facilitating clinical mes­
saging within and across various network environments.

BACKGROUND

Modem medical care often involves the use of medical 
infusion pumps to deliver fluids and/or fluid medicine to 
patients. Infusion pumps permit the controlled delivery of 
fluids to a patient and provide flexible yet controlled deliv­
ery schedules. Infusion pumps can communicate with a 
server configured to manage the infusion statuses of the 
individual infusion pumps.

SUMMARY

Various techniques for facilitating communication with 
and across a clinical environment and a cloud environment 
are described herein. These techniques may include con­
verting pump messages into standardized dataset messages 
(also referred to herein simply as “messages”), merging the 
messages into a cache, transmitting the messages to a cloud 
server, detecting network outages, clearing an outbound 
queue, detecting missing messages, authenticating a con­
nectivity adapter for cloud access, providing a segmented 
data structure, among others. These and other embodiments 
are described in greater detail below with reference to FIGS. 
1-13. Although many of the examples are described in the 
context of a hospital environment including infusion pumps, 
the techniques described herein can be applied to any 
network environment including other medical devices (e.g., 
patient care monitors configured to display blood pressure, 
heart rate, blood oxygenation, and the like), or non-medical 
devices, or any combination thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments described herein are illustrated by way 
of example, and not by way of limitation, in the figures of 
the accompanying drawings in which like references indi­
cate similar elements.

FIG. 1 is a block diagram of an example clinical envi­
ronment and an example cloud environment in accordance 
with aspects of the present disclosure.
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2
FIG. 2 is a block diagram illustrating components of a

clinical environment in accordance with aspects of the
present disclosure.

FIG. 3 is a schematic diagram illustrating components of 
an infusion pump and a connectivity adapter of a clinical 
environment in accordance with aspects of the present 
disclosure.

FIG. 4 is a block diagram illustrating components of a 
cloud environment in accordance with aspects of the present 
disclosure.

FIG. 5 is a schematic diagram illustrating components of 
a data flow manager of a cloud environment in accordance 
with aspects of the present disclosure.

FIG. 6 is a flow diagram illustrating an example method 
for clearing an outbound queue in accordance with aspects 
of the present disclosure.

FIG. 7 is a flow diagram illustrating an example method 
for detecting missing messages in accordance with aspects 
of the present disclosure.

FIG. 8 is a flow diagram illustrating an example method 
for merging messages into a cache in accordance with 
aspects of the present disclosure.

FIG. 9 is a flow diagram illustrating an example method 
for converting a pump message to a standardized dataset 
message in accordance with aspects of the present disclo­
sure.

FIG. 10 is a schematic diagram illustrating an example 
method for authenticating a connectivity adapter using an 
authentication proxy in accordance with aspects of this 
disclosure.

FIG. 11 is a flow diagram illustrating an example method 
for authenticating a connectivity adapter using an authenti­
cation proxy in accordance with aspects of this disclosure.

FIG. 12 is a block diagram illustrating a segmented data 
structure in accordance with aspects of the present disclo­
sure.

FIG. 13 is a flow diagram illustrating an example method 
for moving data nodes in a segmented data structure in 
accordance with aspects of this disclosure.

DETAILED DESCRIPTION

Overview of Example Network Environment
FIG. 1 illustrates network environment 100 in which 

clinical environment 102 communicates with cloud envi­
ronment 106 via network 104. The clinical environment 102 
may include one or more healthcare facilities (e.g., hospi­
tals). The components of the clinical environment 102 are 
described in greater detail below with reference to FIG. 2. 
The network 104 may be any wired network, wireless 
network, or combination thereof. In addition, the network 
104 may be a personal area network, local area network, 
wide area network, over-the-air broadcast network (e.g., for 
radio or television), cable network, satellite network, cellu­
lar telephone network, or combination thereof. For example, 
the network 104 may be a publicly accessible network of 
linked networks such as the Internet. For example, the 
clinical environment 102 and the cloud environment 106 
may each be implemented on one or more wired and/or 
wireless private networks, and the network 104 may be a 
public network (e.g., the Internet) via which the clinical 
environment 102 and the cloud environment 106 commu­
nicate with each other. The cloud environment 106 may be 
a cloud-based platform configured to communicate with 
multiple clinical environments. The cloud environment 106 
may include a collection of services, which are delivered via
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the network 104 as web services. The components of the 
cloud environment 106 are described in greater detail below 
with reference to FIG. 4.
Components of Clinical Environment

FIG. 2 illustrates the clinical environment 102, which 
includes one or more clinical IT systems 202, one or more 
infusion pumps 204, and one or more connectivity adapters 
206. Further, the clinical environment 102 may be config­
ured to provide cloud user interfaces 208 (e.g., generated 
and provided by the cloud environment 106). The clinical IT 
system 202 may include a hospital infusion system (HIS) 
designed to manage the facilities’ operation, such as medi­
cal, administrative, financial, and legal issues and the cor­
responding processing of services. The HIS can include one 
or more electronic medical record (EMR) or electronic 
health record (EHR) systems, as well. The infusion pump 
204 is a medical device configured to deliver medication to 
a patient. The connectivity adapter 206 is a network com­
ponent configured to communicate with other components 
of the clinical environment 102 and also communicate with 
the cloud environment 106 on behalf of the other compo­
nents of the clinical environment 102. In one embodiment, 
all messages communicated between the clinical environ­
ment 102 and the cloud environment 106 pass through the 
connectivity adapter 206. In some cases, the connectivity 
adapter 206 is a network appliance with limited storage 
space (e.g., memory and/or persistent storage). The cloud 
user interfaces 208 may be provided to a user in the clinical 
environment 102 via a browser application, desktop appli­
cation, mobile application, and the like. The user may access 
status reports and other data stored in the cloud environment 
106 via the cloud user interfaces 208.

The components 202-208 illustrated in FIG. 2 may com­
municate with one or more of the other components in the 
clinical environment 102. For example, each of the clinical 
IT system 202 and the infusion pump 204 may communicate 
with the connectivity adapter 206 via physical local area 
network (LAN) and/or virtual LAN (VLAN). Although not 
shown in FIG. 2, the clinical environment 102 may include 
other medical devices and non-medical devices that facili­
tate the operation of the clinical environment 102. 
Overview of Messaging in the Clinical Environment

FIG. 3 illustrates the messages received, stored, and 
transmitted by the connectivity adapter 206 in the clinical 
environment 102. As shown in FIG. 3, the infusion pump 
204 may include motor controller unit (MCU) 204A and 
communications engine (CE) 204B. Although not shown in 
FIG. 3, the infusion pump 204 may include one or more 
memories and storage media configured to store various 
instructions, parameters, and/or messages. The connectivity 
adapter 206 may include transformation worker 206A, 
device status manager 206B, cache 206C, and outbound 
queue 206D. The MCU 204A may generate and send 
messages to the CE 204B for storage and transmission to the 
connectivity adapter 206. In some cases, the messages are 
each associated with a message identifier (ID). In some 
embodiments, the MCU 204A is a very small processor 
(e.g., 12 Mhz) and the CE 204B is a more powerful 
processor (e.g., 400 Mhz). Pump messages sent to the 
connectivity adapter 206 generated by the MCU 204A may 
be transformed into a standardized dataset message (e.g., 
message format used by the connectivity adapter 206 to 
communicate with the cloud environment 106, also referred 
to herein simply as “messages”). In some embodiments, the 
standardized dataset format may allow multiple messages to 
be merged into a single standard dataset message that 
includes all the information included in the multiple mes­
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4
sages. For example, a pump message that indicates the start 
of an infusion and another pump message that indicates the 
presence of an air-in-line alarm may occupy different loca­
tions within the standardized dataset message. Even though 
the start-of-infusion message was generated long before the 
air-in-line-alert message, they may be transmitted together 
packaged in the standardized dataset message without hav­
ing to worry about having incomplete information about the 
infusion pump 204 at any given moment or having to request 
older messages that have been lost or become unavailable. 
The device status manager 206B processes the transformed 
messages provided by the transformation worker 206A and 
meiges the data included in the transformed messages into 
the cache 206C, which represents the current state of the 
infusion pump 204. For example, the cache 206C may 
include all of the current parameter values (or to the extent 
available to the connectivity adapter 206) at the infusion 
pumps connected to the connectivity adapter 206 (e.g., 
power status, infusion status, battery status, network status, 
infusion start time, volume to be infused, volume infused, 
dose, and the like). Although not shown in FIG. 3, the 
clinical IT system 202 may maintain the identities of the 
patients assigned to the individual infusion pumps 204 and 
other data that the connectivity adapter 206 may utilize in 
order to merge the messages from the pump into the cache 
206C. For example, the client IT system 202 may send 
instructions for programming the infusion pump 204 for 
initiating an infusion on a patient, and the instructions may 
include identifiers such as an infusion ID and a patient ID. 
Upon receiving a pump message containing the infusion ID, 
the connectivity adapter 206 can use the infusion ID to 
determine that the pump message relates to the patient 
having the patient ID (even when the pump message does 
not include the patient ID) based on the prior instructions 
received from the client IT system 202. The connectivity 
adapter 206 can then add the information included in the 
pump message to the cache 206C along with the patient ID.

The device status manager 206B also sends the trans­
formed messages to the outbound queue 206D for transmis­
sion to the cloud environment 106. The messages stored in 
the outbound queue 206D may be associated with one or 
more message IDs. For example, a message can be associ­
ated with a single message ID corresponding to the original 
pump message. In another example, a message can include 
data from multiple pump messages and therefore include 
multiple message IDs. The messages transmitted from the 
outbound queue 206D to the cloud environment 106 may be 
stored in the cloud environment 106 for providing reports 
and other data to a client (e.g., via the cloud user interfaces 
208) and/or for compliance purposes. Additional details 
regarding the messaging in the clinical environment 102 are 
provided below.
Components of Cloud Environment

FIG. 4 illustrates the cloud environment 106, which 
includes drug library manager (DLM) 402, report manager 
404, device manager 406, data flow manager (DFM) 408, 
cloud manager (CM) 410, data analyzer (DA) 412, and 
database 414.

The DLM 402 may provide a set of features and functions 
involved in the creation and management of drug libraries 
for use with infusion pumps. These drug libraries may 
provide user-defined settings for pump configuration and 
drug infusion error reduction.

The report manager 404 may provide various reporting
capabilities for clinically relevant infusion data which users
can choose to use for further analysis, such as tracking and
trending of clinical practices.



US 10,741,280 B2
5

The device manager 406 may oversee and manage the 
maintenance of infusion pumps, providing users the capa­
bility to view and manage asset and operational data. For 
example, the device manager 406 may schedule drug library 
and software updates for infusion pumps.

The DFM 408 may facilitate storing, caching, and routing 
of data between compatible infusion pumps 204, connectiv­
ity adapters 206, cloud services (e.g., infusion pump man­
agement software including modules 402-414 of FIG. 4), 
and external systems. For example, the DFM may store 
infusion and operational data received from infusion pumps, 
store and cache infusion pump drug libraries and software 
images, convert and route network messaging between the 
cloud environment 106 and the clinical environment 102, 
convert and route medication order information from a 
hospital information system to an infusion pump (e.g., 
auto-programming or smart-pump programming), and/or 
convert and route alert information and infusion events from 
infusion pumps to hospital information systems (e.g., alarm/ 
alert forwarding, and auto-documentation, or infusion docu­
mentation).

The CM 410 may serve as a general-purpose computing 
platform for the other modules illustrated in FIG. 4. Func­
tionally, the CM 410 may be similar to Microsoft Win­
dows® or Linux® operating systems as it provides the 
following services: networking, computation, user adminis­
tration and security, storage, and monitoring.

The DA 412 may provide data analytics tools for gener­
ating user interfaces and reports based on the data generated 
and/or received by the other modules illustrated in FIG. 4.

The database 414 may store data generated and/or 
received by the modules 402-412 of the cloud environment 
106. Although not illustrated in FIG. 4, the cloud environ­
ment may provide other resources such as processors, 
memory, disk space, network, etc. The modules 402-412 
may be hardware components configured to perform one or 
more of the techniques described herein. Alternatively, the 
modules 402-412 may be implemented using software 
instructions stored in physical storage and executed by one 
or more processors. Although illustrated as separate com­
ponents, the modules 402-412 may be implemented as one 
or more hardware components (e.g., a single component, 
individual components, or any number of components), one 
or more software components (e.g., a single component, 
individual components, or any number of components), or 
any combination thereof.

In some embodiments, the cloud environment 106 can be 
implemented using a commercial cloud services provider 
(e.g., Amazon Web Services®, Microsoft Azure®, Google 
Cloud®, and the like). In other embodiments, the cloud 
environment can be implemented using network infrastruc­
ture managed by the provider and/or developer of the 
modules 402-412 shown in FIG. 4. In some embodiments, 
the features and services provided by one or more of the 
modules 402-412 may be implemented on one or more 
hardware computing devices as web services consumable 
via one or more communication networks. In further 
embodiments, one of more of the modules 402-412 are 
provided by one or more virtual machines implemented in a 
hosted computing environment. The hosted computing envi­
ronment may include one or more rapidly provisioned and 
released computing resources, such as computing devices, 
networking devices, and/or storage devices.
Overview of Messaging in the Cloud Environment

FIG. 5 illustrates the messages received, stored, and 
transmitted by the cloud environment 106. As shown in FIG. 
5, the DFM 408 may include cache 408A and outbound 
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6
queue 408B. The cache 408A may store the current state of 
the infusion pump 204. For example, the cache 408A may 
include all of the current parameter values (or to the extent 
available to the DFM 408) at the infusion pump 204 (e.g., 
power status, infusion status, battery status, network status, 
infusion start time, volume to be infused, volume infused, 
dose, and the like). In some cases, the current state stored in 
the cache 408A is identical to the current state stored in the 
cache 206C. In other cases, the current state stored in the 
cache 408A includes additional information not stored in the 
cache 206C, or vice versa. For example, the DFM 408 may 
have access to data sources not accessible (or readily acces­
sible) by the connectivity adapter 206, and the DFM 408 
may have obtained additional data prior to merging the 
message and the additional data into the cache 408A. In 
another example, due to a network outage, the connectivity 
adapter 206 may have been able to update its own cache 
206C but unable to transmit the relevant messages to the 
DFM 408. In such a case, the cloud cache 408Amay include 
less information than the connectivity adapter cache 206C. 
The outbound queue 408B may include messages to be 
transmitted to the clinical environment 102. For example, 
the outbound queue 408B can include command messages 
(e.g., instructions to update the security settings on the 
connectivity adapter 206), request messages (e.g., requests 
for missing messages for logging purposes), etc. In other 
examples, the outbound queue 408B may include log 
requests, drug library updates, software updates, security 
updates, and the like. In some embodiments, the items in the 
outbound queue 408B are less time-sensitive than the items 
in the outbound queue 206D. The process of detecting and 
requesting missing messages from the clinical environment 
102 is described in greater detail below with reference to 
FIG. 7. In some cases, the data stored in the cache 408Amay 
be copied or moved to the database 414.
Generation and Transmission of Pump Messages

Referring back to FIG. 3, when there is an event at the 
infusion pump 204 (e.g., the device has been powered on, 
infusion has been started or finished, an alarm condition has 
been satisfied, etc.), the MCU 204A generates a message 
indicative of such an event and transmits the message to the 
CE 204B. Upon receiving one or more messages from the 
MCU 204A, the CE 204B packages the messages received 
so far into a pump message (e.g., according to a protocol 
specific to the infusion pump 204) and transmits the pump 
message to the connectivity adapter 206. For example, if 
multiple messages have been received from the MCU 204A 
since the most recent pump message transmitted to the 
connectivity adapter 206, the CE 204B may merge the 
information included in the multiple messages into a single 
pump message in accordance with the pump protocol. The 
pump message transmitted to the connectivity adapter 206 
may be reflective of the current state of the infusion pump 
204 at the time the pump message is transmitted to the 
connectivity adapter 206. In some embodiments, the infu­
sion pumps 204 do not have Internet access and communi­
cate only with the connectivity adapter 206 (e.g., to ensure 
that Internet connection is not needed for any clinical 
operations). In other embodiments, the infusion pumps 204 
may communicate with network entities other than the 
connectivity adapter 206 (e.g., the cloud environment 106 
via the Internet).

The infusion pump 204 may store its current and prior
states (e.g., days, months, or years of messages received
from the MCU 204A or transmitted by the CE 204B) in data
store (not shown) located within the infusion pump 204. As
discussed further below, the connectivity adapter 206 may



US 10,741,280 B2
7

process requests from the DFM 408 for pump messages. For 
example, the DFM 408 may request messages from the 
infusion pump 204 when the DFM 408 realizes that it is 
missing one or more pump message. Pump messages can be 
missed by the DFM 408 during network outages, or other 
disruptions to network traffic. In such situations, as will be 
discussed in greater detail below, the DFM 408 can request 
the missing pump messages from the connectivity adapter 
206. The messages from the infusion pump 204 may include 
one or more parameters. Some of those parameters may be 
data fields that are overwritten as the parameters are 
updated. Other parameters are linked lists that include a 
sequence of past parameter values. For example, fields may 
be used for statuses such as power status, infusion status, and 
the like, and linked lists may be used for alerts, ruleset 
violations, and the like.
Connecting Infusion Pumps to Connectivity Adapter

In the event that the connection between the infusion 
pump 204 and the connectivity adapter 206 is terminated or 
otherwise unavailable, the MCU 204A may continue to 
generate messages and the CE 204B may continue to merge 
such additional messages into the most current state of the 
infusion pump 204. Once the connection between the infu­
sion pump 204 and the connectivity adapter 206 is re­
established, the CE 204B may transmit a single pump 
message (or multiple pump messages) that reflects all of the 
messages received from the MCU 204A during the time of 
lost connectivity. For example, if the CE 204B, during the 
time of lost connectivity, received a message that indicates 
that the power status changed to “on” and subsequently 
received another message that indicates that the infusion 
status changed to “on,” the CE 204B may generate a pump 
message that has two key-value pairs, “power status=on” 
and “infusion status=on.” In other cases, these messages 
may be transmitted to the connectivity adapter 206 as 
separate pump messages.

In some embodiments, when the infusion pump 204 is 
turned on after being off for a period of time, or upon the 
connection between the infusion pump 204 and the connec­
tivity adapter 206 being re-established, the infusion pump 
204 sends all of the available, unsent messages or data to the 
connectivity adapter 206. In some cases, such an approach 
may overload the internal network of the clinical environ­
ment 102 (e.g., if 500 infusion pumps 204 came back online 
after being offline for weeks). Thus, in some cases, the 
connectivity adapter 206 may deliberately reject such pump 
messages to reduce the network load, and have the infusion 
pumps 204 re-send the pump messages at a later time. The 
infusion pumps 204 may adopt a schedule for re-sending 
rejected pump messages that further reduces the network 
load (e.g., exponential back-offs where each retry is per­
formed after a longer wait period, randomization where the 
back-offs are not strictly exponential and include random 
temporal variations, a combination of exponential back-offs 
and randomization, etc.).

By analyzing the pump messages received from the 
infusion pump 204, the connectivity adapter 206 may deter­
mine that it has missed one or more messages that it should 
have received (e.g., due to older data being overwritten in 
the pump message). For example, if the connectivity adapter 
206 receives a pump message that indicates that the power 
state of the infusion pump 204 has gone from “sleep” to 
“on,” where the information in the cache 206C indicates that 
the most recent power state of the infusion pump 204 was 
“on.” By comparing the pump message and the information 
in the cache 206C, the connectivity adapter 206 can deter­
mine that it must have missed a pump message that indicates 
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8
that the power state of the infusion pump 204 was changed 
from “on” to “sleep.” In some cases, the connectivity 
adapter 206 requests these missing messages from the 
infusion pump 204 immediately. In other cases, the connec­
tivity adapter 206 requests these missing messages at a later 
time (e.g., when the network activity is light or below a 
threshold). In some cases, the connectivity adapter 206 
determines missing pump messages based on message IDs 
that are not in sequence. For example, pump messages may 
include message IDs that are sequential (such that one pump 
message generated immediately subsequently to another 
pump message has a message ID that immediately follows 
the message ID of said another message in a predetermined 
sequence of numbers or identifiers). In such a case, upon 
processing pump messages having message IDs 100050 and 
100055 in a row, the connectivity adapter 206 may deter­
mine that pump messages having message IDs 100051- 
100054 were deleted, overwritten, or lost.
Transformation of Pump Messages

The transformation worker 206A receives the pump mes­
sages and converts it to a standardized message format (e.g., 
standardized dataset messages used for transmitting infor­
mation within and across the clinical environment 102 and 
the cloud environment 106). In some embodiments, the 
standardized dataset message can be a collection or envelope 
of messages that are each a key-value pair. For example, the 
standardized dataset message may include one key-value 
pair that says “message ID=100015,” another key-value pair 
that says “power status=on,” and another key-value pair that 
says “volume to be infused=5 mL.” In some cases, the 
standardized dataset message may include one or more keys 
having no value or having default values (e.g., “alarm 
count=0,” or “battery status=unknown”). Depending on the 
pump protocol associated with the pump message, the same 
information may be located in different parts of the pump 
message. The transformation worker 206A identifies the 
data included in the pump messages based on the pump 
protocol and places the data into the appropriate locations of 
a standardized dataset message. For example, based on the 
pump protocol, the transformation worker 206A extracts the 
power state of the infusion pump 204 and places the power 
state information in the standardized dataset message, which 
also includes information other than the power state. For 
example, all parameters or key-value pairs in the standard­
ized dataset message other than those specified by the pump 
message may be set to default values. In some cases, such 
parameters or key-value pairs are left blank. Similarly, when 
requests are sent to the infusion pump 204, the transforma­
tion worker 206A transforms the standardized dataset mes­
sage into a pump message understood by the infusion pump 
204. In some embodiments, the transformation worker 206A 
may be implemented using a ruleset engine. In one embodi­
ment, using a ruleset engine advantageously does not require 
the transformation worker 206A to be rebooted when a new 
infusion pump or a new pump protocol is added. For 
example, the ability to be able to translate pump messages 
in a new pump protocol can be implemented as a configu­
ration file that can be added to the connectivity adapter 206, 
where the configuration file allows the transformation 
worker 206A to be able to receive and process pump 
messages in the new pump protocol. Once the configuration 
file is added to the connectivity adapter 206, the transfor­
mation worker 206A can begin transforming such pump 
messages into the standardized dataset messages for further 
processing by the device status manager 206B. In some 
cases, if the transformation worker 206A does not recognize 
a pump message or the protocol used by the pump message 
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or otherwise cannot process the pump message, the trans­
formation worker 206A stores the pump message in the 
connectivity adapter 206 and transforms the pump message 
upon the transformation mapping for the pump protocol 
becoming available.

The transformation worker 206A may further include 
hints in the header of the standardized dataset message. The 
hints indicate to the device status manager 206B which 
portions of the standardized dataset message contain new 
information and should thus be accessed by the device status 
manager 206B and merged into the cache 206C. Based on 
the hints, the device status manager 206B can refrain from 
having to process the entire standardized dataset message 
generated by the transformation worker 206A. For example, 
the standardized dataset message may have a hierarchical 
tree structure having five categories of pump parameters, 
where each category includes multiple pump parameters or 
sub-categories having multiple parameters. If only a param­
eter in one of the categories includes new information, the 
transformation worker 206A may set a binary flag associated 
with that category to 1 and the binary flags associated with 
the remaining categories to 0 to indicate that the four 
categories do not include any new information. A given 
standardized dataset message may include a single hint 
indicating the location of the single piece of new informa­
tion. Alternatively, the standardized dataset message may 
include multiple hints indicating the multiple locations 
where new information is provided.
Caching in Connectivity Adapter

The device status manager 206B takes the message 
received from the transformation worker 206A and 
“merges” the message into the cache 206C. Merging a 
message into the cache may include updating the data stored 
in the cache 206C based on the information included in the 
message. In some cases, the message may include informa­
tion that prompts the device status manager 206B to access 
additional information from other databases or sources and 
adding such additional information to the cache 206C. For 
example, based on the infusion ID provided in the message, 
the device status manager 206B may access the identity of 
the patient associated with the infusion pump having the 
infusion ID and store that information in the cache 206C. As 
another example, the device status manager 206B may 
access the clinical IT system 202 or the cloud environment 
106 for additional information that can be stored in the cache 
206C. Accordingly, information from multiple data sources 
may be merged into the cache 206C in response to the pump 
messages received from the infusion pump 204. In yet 
another example, in the event that the information needed by 
the device status manager 206B is in the cloud environment 
106 (e.g., the pump message references a drug library that is 
not yet stored in the clinical environment 102), the device 
status manager 206B merges the message into the cache 
206C and places the message in the outbound queue 206D 
without accessing the cloud environment 106 (e.g., to make 
the message more complete based on the information in the 
cloud environment 106). In such a case, the DFM 408 may, 
upon receiving the message, access the necessary informa­
tion, fill in the missing information in the message, and 
merge the message into the cache 408A. In some cases, the 
device status manager 206B may add information to the 
message (e.g., facility ID, account ID, etc.) before (or after) 
merging the message into the cache 206C.

The cache 206C may store the current state of the indi­
vidual infusion pumps 204 configured to communicate with 
the connectivity adapter 206. As additional messages are 
received from the infusion pumps 204, the device status 
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10
manager 206B updates the current state stored in the cache 
206C to reflect the changes made by the messages from the 
infusion pumps 204. In some embodiments, the device status 
manager 206B determines whether the message received 
from the transformation worker 206A is a live message or an 
historical message. A live message includes messages that 
are transmitted to the connectivity adapter 206 based on a 
new event at the infusion pump 204. An historical message 
includes messages that are transmitted to the connectivity 
adapter 206 based on a prior event at the infusion pump 204. 
Historical messages may be transmitted at the request of the 
connectivity adapter 206. The device status manager 206B is 
configured to merge the message into the cache 206C upon 
determining that the message is a live message (and alter­
natively, refrain from merging the message into the cache 
206C upon determining that the message is an historical 
message). The cache 206C may be implemented using an 
in-memory cache (e.g., Redis) or other storage devices.

In some cases, the messages sent to the cloud environment 
106 are copies of the current state of the infusion pump 204 
stored in the cache 206C at the time the messages are sent 
to the cloud environment 106. In other cases, the messages 
sent to the cloud environment 106 may not include all the 
parameters included in the current state of the infusion pump 
204 stored in the cache 206C. For example, the messages 
sent to the cloud environment 106 only includes information 
that might not be stored in the cloud environment 106. In 
some cases, the device status manager 206B does not 
include in the message transmitted to the cloud environment 
106 at least some of the information in the cache 206C if 
such information is otherwise available to the cloud envi­
ronment 106. In another example, the message may include 
a log request, which is not intended to reflect the current 
state of an infusion pump. Such a log request may include 
a flag that indicates that the message is a log request and a 
parameter identifying the requested information.
Outbound Queues

Once a message has been merged into the cache 206C, the 
device status manager 206B adds the message to the out­
bound queue 206D for transmission to the cloud environ­
ment 106. In some embodiments, the device status manager 
adds the message to the outbound queue 206D regardless of 
whether the connectivity adapter 206 is connected to the 
cloud environment 106. The connectivity adapter 206 may 
include a separate outbound queue for transmitting messages 
to the clinical IT system 202.

The connectivity adapter 206 may include a service that 
picks up the messages stored in the outbound queue 206D 
and tries to route them to the appropriate endpoints. Such a 
service may determine whether the connectivity adapter 206 
is connected to the cloud environment 106 or not. As will be 
further described below, such a service may determine 
whether the messages in the outbound queue 206D should 
be kept in the outbound queue 206D or removed from the 
outbound queue 206D.
Network Outages

The clinical environment 102 may be designed such that 
clinical functions of the clinical environment 102 continue 
to operate normally even during Internet outages or loss of 
connectivity to the cloud environment 106. Thus, in some 
embodiments, clinical functions do not rely on connectivity 
to the cloud environment 106 or information to be requested 
and received from the cloud environment 106. However, in 
some cases, the messages stored in the outbound queue 
206D may be held in the outbound queue 206D (e.g., in the 
event of network jitter or momentary loss of connection) or 
removed from the outbound queue 206D (e.g., in the event
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of prolonged outage or after the outbound queue 206D 
becomes full) during an Internet or network outage.

For example, upon determining that the connection to the 
cloud environment 106 has been terminated or otherwise 
become unavailable, the connectivity adapter 206 may 
determine whether the outbound queue 206D includes any 
messages to be transmitted to the cloud environment 106 
and discard one or more of the messages from the outbound 
queue 206D. For example, in the event of a prolonged 
outage, there may be a large number of messages in the 
outbound queue 206D, which may overload the network. 
For example, the large number of messages in the outbound 
queue 206D may delay transmission of time-sensitive alerts 
and may even include messages that are no longer relevant 
due to the length of the network outage. To prevent such 
issues, some of the messages in the outbound queue 206D 
may be removed without transmitting them to the cloud 
environment 106. In such cases, the cloud environment 106 
will request those “missing” messages at a later time. In 
some embodiments, the messages in the outbound queue are 
discarded based on time (e.g., after being in the outbound 
queue for a specific amount of time). Alternatively, the 
determination of whether to discard one or more messages 
may be based on the size of the outbound queue. For 
example, the outbound queue may be fixed in size, and the 
oldest message is discarded upon a new message being 
added to the outbound queue that is full. For example, the 
messages may be discarded based on a first-in first-out 
(FIFO) manner. In some cases, the connectivity adapter 206 
starts removing messages from the outbound queue 206D 
only after the outbound queue 206D reaches a threshold 
message size.
Outbound Queue Clearing Method

With reference now to FIG. 6, an example outbound 
queue clearing method 600 will be described. Since the 
connectivity adapter 206 does not have unlimited resources, 
during a network outage, the connectivity adapter 206 
cannot let unsent messages pile up in the outbound queue 
206D indefinitely. Further, as discussed above, having to 
send old messages that have been in the outbound queue 
206D for a long time and no longer relevant may reduce 
network performance and interfere with transmission of 
messages that are more relevant. The example method 600 
may be carried out, for example, by the connectivity adapter 
206 of FIG. 3 (or one or more components thereof). The 
method 600 illustrates an example algorithm that may be 
programmed, using any suitable programming environment 
or language, to create machine code capable of execution by 
a CPU or microcontroller. Various embodiments may be 
coded using assembly, C, OBJECTIVE-C, C++, JAVA, or 
other human-readable languages and then compiled, 
assembled, or otherwise transformed into machine code that 
can be loaded into read-only memory (ROM), erasable 
programmable read-only memory (EPROM), or other 
recordable memory that is coupled to the CPU or micro­
controller and then executed by the CPU or microcontroller. 
For example, when the method 600 is initiated, a set of 
executable program instructions stored on one or more 
non-transitory computer-readable media (e.g., hard drive, 
flash memory, removable media, etc.) may be loaded into 
memory (e.g., random access memory or “RAM”) of a 
computing device of the clinical environment 102 and/or the 
cloud environment 106. The executable instructions may 
then be executed by a hardware-based computer processor 
(e.g., a central processing unit or “CPU”) of the computing 
device. In some embodiments, the method 600 or portions 
thereof may be implemented on multiple processors, serially
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or in parallel. For convenience, the steps of the example
method 600 are described as being performed by the con­
nectivity adapter 206.

At block 602, the connectivity adapter 206 transmits one 
or more messages to the cloud environment 106. As dis­
cussed above, the transmitted messages may be processed 
by the DFM 408 in the cloud environment 106 and merged 
into the cloud cache 408A.

At block 604, the connectivity adapter 206 detects a 
network outage. For example, the connectivity adapter 206 
may detect the outage based on not having received during 
a specific time window an acknowledgement of receipt of a 
message transmitted to the cloud environment 106. In some 
other cases, the connectivity adapter 206 may detect the 
outage based on its ping receiver not receiving any pings 
from the cloud environment 106 during a specific time 
window. In yet other cases, the connectivity adapter 206 may 
detect the outage based on receiving a message that the 
connection to the cloud environment 106 has been termi­
nated. In some cases, the connectivity adapter 206 does not 
determine whether there is a network outage and tries to 
transmit a given message to the cloud environment 106 until 
an acknowledgement signal is received for the receipt of the 
given message. In such cases, the given message may 
remain in the outbound queue 206D until the message is 
successfully transmitted to the cloud environment 106 or 
otherwise removed from the outbound queue 206D (e.g., as 
discussed with reference to block 606).

At block 606, the connectivity adapter 206 clears stale 
messages from the outbound queue 206D. For example, 
stale messages may include messages associated with a 
pump event that is older than a threshold amount of time. In 
another example, stale messages may include messages that 
have been in the outbound queue 206D for more than a 
threshold amount of time. In some cases, the threshold 
amount of time may be pump-specific or pump-event-type- 
specific. For example, time-sensitive events may have a 
shorter threshold amount of time. In yet another example, a 
stale message may include a message that has been in the 
outbound queue 206D for the longest period of time (e.g., 
first in). In some cases, the connectivity adapter 206 may not 
clear or remove messages from the outbound queue 206D 
unless the outbound queue 206D is full.

At block 608, the connectivity adapter 206 determines 
whether the connectivity adapter 206 is connected to the 
cloud environment 106. Upon determining that the connec­
tivity adapter 206 is not connected to the cloud environment 
106, the connectivity adapter 206 proceeds to block 606 to 
clear any stale messages in the outbound queue 206D. Upon 
determining that the connectivity adapter 206 is connected 
to the cloud environment 106, the connectivity adapter 206 
proceeds to block 610.

At block 610, the connectivity adapter 206 transmits any 
remaining messages received during the network outage and 
still stored in the outbound queue 206D (e.g., not deleted as 
stale).

In the method 600, one or more of the blocks shown in 
FIG. 6 may be removed (e.g., not performed) and/or the 
order in which the method 600 is performed may be 
switched. In some embodiments, additional blocks may be 
added to the method 600. The embodiments of the present 
disclosure are not limited to or by the example shown in 
FIG. 6, and other variations may be implemented without 
departing from the spirit of this disclosure.
Missing Messages

In some embodiments, each message generated by the
MCU 204A is associated with a unique message ID. In other
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embodiments, each pump message generated by the CE 
204B is associated with a unique message ID. In yet other 
embodiments, each standardized dataset message generated 
by the transformation worker is associated with a unique 
message ID. These message IDs may follow a predeter­
mined sequence, and based on one or more combinations of 
these message IDs, the DFM 408 processing the messages 
from the connectivity adapter 206 may determine whether 
one or more messages are missing (e.g., have been generated 
but not received by the DFM 408). For example, upon 
determining that a message having a message ID of 10010 
was immediately followed by a message having a message 
ID of 10016, the DFM 408 may determine that messages 
having message IDs 10011-10015 were not received and 
therefore missing. In some cases, the DFM 408 may be 
aware of periodic or scheduled messages expected to be 
received from the connectivity adapter 206. Upon determin­
ing that such messages were not received according to the 
schedule, the DFM 408 may request such messages from the 
connectivity adapter 206.

Upon determining that the DFM 408 is missing one or 
more events or messages, the DFM 408 may generate a 
request for such messages and store the request in the 
outbound queue 408B for transmission to the connectivity 
adapter 206. In some embodiments, the request is in the 
standardized dataset format and includes a flag having a 
value indicating that the request is a log retrieval request and 
not live data. A single log retrieval request may identify 
multiple messages to be requested from the infusion pump 
204. Upon receiving the log retrieval requests from the cloud 
environment 106, the connectivity adapter 206 may trans­
form the requests to one or more messages in the pump 
protocol and send to the infusion pump 204. Alternatively, 
the connectivity adapter 206 may throttle the requests based 
on the network load or condition of the clinical environment 
102.
Missing Message Detection Method

With reference now to FIG. 7, an example missing 
message detection method 700 will be described. The 
example method 700 may be carried out, for example, by the 
DFM 408 of FIG. 5 (or one or more components thereof). 
The method 700 illustrates an example algorithm that may 
be programmed, using any suitable programming environ­
ment or language, to create machine code capable of execu­
tion by a CPU or microcontroller. Various embodiments may 
be coded using assembly, C, OBJECTIVE-C, C++, JAVA, or 
other human-readable languages and then compiled, 
assembled, or otherwise transformed into machine code that 
can be loaded into read-only memory (ROM), erasable 
programmable read-only memory (EPROM), or other 
recordable memory that is coupled to the CPU or micro­
controller and then executed by the CPU or microcontroller. 
For example, when the method 700 is initiated, a set of 
executable program instructions stored on one or more 
non-transitory computer-readable media (e.g., hard drive, 
flash memory, removable media, etc.) may be loaded into 
memory (e.g., random access memory or “RAM”) of a 
computing device of the clinical environment 102 and/or the 
cloud environment 106. The executable instructions may 
then be executed by a hardware-based computer processor 
(e.g., a central processing unit or “CPU”) of the computing 
device. In some embodiments, the method 700 or portions 
thereof may be implemented on multiple processors, serially 
or in parallel. For convenience, the steps of the example 
method 700 are described as being performed by the DFM 
408.
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At block 702, the DFM 408 receives messages from the 

connectivity adapter 206. As discussed above, the messages 
may reflect the current state of the infusion pumps 204 
connected to the connectivity adapter 206 and may be in the 
standardized dataset format.

At block 704, the DFM 408 detects missing messages. For 
example, the DFM 408 may detect one or more missing 
messages based on missing message IDs (i.e. after receiving 
a message with a message ID that does not immediately 
follow the message ID of the immediately prior message).

At block 706, the DFM 408 generates a request for the 
missing messages for transmission to the connectivity 
adapter 206. For example, the DFM 408 may wait until the 
number of missing messages reaches a threshold number 
(e.g., for a single pump or for a single connectivity adapter), 
and request the missing messages in bulk (e.g., under a 
single request). The generated request may be added to the 
outbound queue 408B.

At block 708, the DFM 408 transmits the request to the 
connectivity adapter 206. Upon receiving the request, the 
connectivity adapter 206 may generate a corresponding 
request for the requested messages for transmission to the 
infusion pump 204.

In the method 700, one or more of the blocks shown in 
FIG. 7 may be removed (e.g., not performed) and/or the 
order in which the method 700 is performed may be 
switched. In some embodiments, additional blocks may be 
added to the method 700. The embodiments of the present 
disclosure are not limited to or by the example shown in 
FIG. 7, and other variations may be implemented without 
departing from the spirit of this disclosure.
Merging Messages into Cloud Cache

The DFM 408 may merge the messages received from the 
connectivity adapter 206 into the cache 408A. In some 
cases, the DFM 408 merges a message into the cache 408A 
upon determining that the current time is within a threshold 
time period from the time associated with the message. For 
example, the DFM 408 may determine that a message 
associated with an alert generated 5 hours ago was received 
too late for the message to be merged into the cache 408A 
and refrain from merging the message into the cache 408A. 
In some embodiments, all data stored in the cloud cache 
408A are received from the connectivity adapter 206, and 
the cloud cache 408A does not include any data that is not 
in the connectivity adapter 206 or was not previously 
processed by the connectivity adapter 206. In other embodi­
ments, the cloud cache 408A stores drug library information, 
software update information, and the like that may not be in 
the connectivity adapter cache 206C. In some embodiments, 
the DFM 408 pre-processes a portion of the data stored in 
the cache 408A and/or pre-generates user interface data that 
may be requested by the clinical environment 102 and stores 
them in the cache 408A for faster access.
Message Merging and Caching Method

With reference now to FIG. 8, an example message 
merging and caching method 800 will be described. The 
example method 800 may be carried out, for example, by the 
DFM 408 of FIG. 5 (or one or more components thereof). 
The method 800 illustrates an example algorithm that may 
be programmed, using any suitable programming environ­
ment or language, to create machine code capable of execu­
tion by a CPU or microcontroller. Various embodiments may 
be coded using assembly, C, OBJECTIVE-C, C++, JAVA, or 
other human-readable languages and then compiled, 
assembled, or otherwise transformed into machine code that 
can be loaded into read-only memory (ROM), erasable 
programmable read-only memory (EPROM), or other
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recordable memory that is coupled to the CPU or micro­
controller and then executed by the CPU or microcontroller. 
For example, when the method 800 is initiated, a set of 
executable program instructions stored on one or more 
non-transitory computer-readable media (e.g., hard drive, 
flash memory, removable media, etc.) may be loaded into 
memory (e.g., random access memory or “RAM”) of a 
computing device of the clinical environment 102 and/or the 
cloud environment 106. The executable instructions may 
then be executed by a hardware-based computer processor 
(e.g., a central processing unit or “CPU”) of the computing 
device. In some embodiments, the method 800 or portions 
thereof may be implemented on multiple processors, serially 
or in parallel. For convenience, the steps of the example 
method 800 are described as being performed by the DFM 
408.

At block 802, the DFM 408 receives a message from the 
connectivity adapter 206. As discussed above, the message 
may reflect the current state of the infusion pump 204 
connected to the connectivity adapter 206 and may be in the 
standardized dataset format.

At block 804, the DFM 408 merges the message into the 
cache 408A. In some cases, the DFM 408 determines 
whether the message is relevant to any potential UI genera­
tion requests (e.g., may be used to generate a UI provided to 
the clinical environment 102). Based on determining that the 
message is relevant to a potential UI generation request, the 
DFM 408 may merge the message into the cache 408A. 
Alternatively, based on determining that the message is not 
relevant to a potential UI generation request, the DFM 408 
may refrain from metging the message into the cache 408A 
and merge the message into a database (e.g., database 414). 
In other embodiments, the DFM 408 may merge the mes­
sage into the cache 408A, and remove the information 
included in the message from the cache 408Ato the database 
414 based on a determination that the message is not 
relevant to a potential UI generation request (e.g., after a 
specific time window).

At block 806, the DFM 408 receives a request to generate 
a user interface (e.g., from the clinical environment 102). 
The user interface data to be generated may be based on 
information previously provided by the connectivity adapter 
206 (e.g., pump status, infusion status, power status, etc.).

At block 808, the DFM 408 accesses the cache 408A for 
information to be used for generating the user interface. For 
example, the information may include the current state of a 
single infusion pump, multiple infusion pumps in commu­
nication with a single connectivity adapter at a single 
facility, multiple infusion pumps in communication with 
multiple connectivity adapters at a single facility, multiple 
infusion pumps at multiple facilities, or any combination 
thereof.

At block 810, the DFM 408 provides the information 
accessed from the cache 408A to other services such as the 
report manager 404 or the device manager 406. Such ser­
vices may generate the user interface and transmit the 
generated user interface to the clinical environment 102 
(e.g., for presentation via the cloud user interface 208). In 
some cases, the requested user interface data are pre-gen- 
erated by such services and stored in the cache 408A. In such 
cases, the such services can simply access and transmit the 
user interface data stored in the cache 408A to the clinical 
environment 102 or update the user interface data stored in 
the cache 408A before transmitting them to the clinical 
environment 102.

In the method 800, one or more of the blocks shown in 
FIG. 8 may be removed (e.g., not performed) and/or the 

5

10

15

20

25

30

35

40

45

50

55

60

65

16
order in which the method 800 is performed may be 
switched. In some embodiments, additional blocks may be 
added to the method 800. The embodiments of the present 
disclosure are not limited to or by the example shown in 
FIG. 8, and other variations may be implemented without 
departing from the spirit of this disclosure.
Pump Message Conversion Method

With reference now to FIG. 9, an example pump message 
conversion method 900 connectivity adapter 206 of FIG. 3 
(or one or more components thereof). The method 900 
illustrates an example algorithm that may be programmed, 
using any suitable programming environment or language, 
to create machine code capable of execution by a CPU or 
microcontroller of the connectivity adapter 206. Various 
embodiments may be coded using assembly, C, OBJEC- 
TIVE-C, C++, JAVA, or other human-readable languages 
and then compiled, assembled, or otherwise transformed 
into machine code that can be loaded into read-only memory 
(ROM), erasable programmable read-only memory 
(EPROM), or other recordable memory of connectivity 
adapter 206 that is coupled to the CPU or microcontroller 
and then executed by the CPU or microcontroller. For 
example, when the method 900 is initiated, a set of execut­
able program instructions stored on one or more non­
transitory computer-readable media (e.g., hard drive, flash 
memory, removable media, etc.) may be loaded into memory 
(e.g., random access memory or “RAM”) of a computing 
device of the clinical environment 102 and/or the cloud 
environment 106. The executable instructions may then be 
executed by a hardware-based computer processor (e.g., a 
central processing unit or “CPU”) of the computing device. 
In some embodiments, the method 900 or portions thereof 
may be implemented on multiple processors, serially or in 
parallel. For convenience, the steps of the example method 
900 are described as being performed by the transformation 
worker 206A.

At block 902, the transformation worker 206A detects a 
new type of infusion pump that uses a new pump protocol. 
For example, the transformation worker 206A may check 
the device ID or protocol ID associated with the infusion 
pump and determine that the device ID or protocol ID does 
not match a predetermined list of device IDs or protocol IDs.

At block 904, the transformation worker 206A generates 
a connector (e.g., a software module or a set of computer 
executable instructions) for converting messages in the new 
pump protocol to the standardized dataset messages. For 
example, the transformation worker 206A may download a 
new configuration file that can be used to implement the 
connector from the cloud environment 106. Alternatively, 
the transformation worker 206A may access the parameters 
included in a message in the new pump protocol and 
compare the parameters to the parameters in a standardized 
dataset message to generate a mapping between the two sets 
of parameters.

At block 906, the transformation worker 206A adds the 
connector between one or more infusion pumps using the 
new pump protocol. For example, the transformation worker 
206A may add the protocol ID to the list of mappings that 
the transformation worker 206A is configured to perform. 
The transformation worker 206Amay add the protocol ID to 
the list of mappings that the transformation worker 206A 
checks for upon receiving a pump message.

At block 908, the transformation worker 206A converts a
message from the infusion pump using the new pump
protocol to a standardized dataset message using the con­
nector.
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At block 910, the transformation worker 206A processes 
the converted message. For example, the transformation 
worker 206A may send the message to the device status 
manager 206B to be merged into the cache 206C and/or 
added to the outbound queue 206D.

In the method 900, one or more of the blocks shown in 
FIG. 9 may be removed (e.g., not performed) and/or the 
order in which the method 900 is performed may be 
switched. In some embodiments, additional blocks may be 
added to the method 900. The embodiments of the present 
disclosure are not limited to or by the example shown in 
FIG. 9, and other variations may be implemented without 
departing from the spirit of this disclosure.
Cloud Authentication Via Proxy

FIG. 10 illustrates a computing environment 1000 includ­
ing user device 1002, the clinical environment 102 including 
the connectivity adapter 206, and the cloud environment 106 
including authentication system 1004 and authentication 
proxy 1006. As shown in FIG. 10, the authentication system 
1004 may be configured to authenticate users based on login 
requests from the user devices 1002, and provide cloud 
services to user devices 1002 that are successfully authen­
ticated. In such cases, the user device 1002 may own user 
accounts created by the authentication system 1004 and 
provide the login credentials for the user accounts each time 
accessing the cloud services provided by the cloud environ­
ment 106.

In some cases, the connectivity adapter 206 may be a 
network appliance and may lack the capability of managing 
and maintaining its own user account. In such cases, the 
connectivity adapter 206 may send an authentication request 
to the authentication proxy 1006 (e.g., via a connection such 
as a secured and authenticated WebSocket connection or 
another other TCP connection), and the authentication proxy 
1006 may provide login credentials to the authentication 
system 1004 on behalf of the connectivity adapter 206 and 
receive a security token that can be used by the connectivity 
adapter 206 to generate a signed request. The connectivity 
adapter 206 may send the signed request to the authentica­
tion system 1004 (e.g., using HTTP), just as the authenti­
cated user devices 1002 do in FIG. 10. In some cases, the 
connection between the connectivity adapter 206 and the 
authentication proxy 1006 utilize a different communica­
tions protocol (e.g., WebSocket) than the connection 
between the connectivity adapter 206 and the authentication 
system 1004 (e.g., HTTP). By using the authentication 
proxy 1006, the connectivity adapter can utilize the cloud 
services provided by the cloud environment 106 without 
having to manage user accounts or login credentials. The 
authentication proxy 1006 may maintain one or more user 
accounts per clinical environment account.
Connectivity Adapter Authentication Method

With reference now to FIG. 11, an example connectivity 
adapter authentication method 1100 will be described. The 
example method 1100 may be carried out, for example, by 
the authentication proxy 1006 of FIG. 10. The method 1100 
illustrates an example algorithm that may be programmed, 
using any suitable programming environment or language, 
to create machine code capable of execution by a CPU or 
microcontroller. Various embodiments may be coded using 
assembly, C, OBJECTIVE-C, C++, JAVA, or other human- 
readable languages and then compiled, assembled, or oth­
erwise transformed into machine code that can be loaded 
into read-only memory (ROM), erasable programmable 
read-only memory (EPROM), or other recordable memory 
that is coupled to the CPU or microcontroller and then 
executed by the CPU or microcontroller. For example, when 
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the method 1100 is initiated, a set of executable program 
instructions stored on one or more non-transitory computer- 
readable media (e.g., hard drive, flash memory, removable 
media, etc.) may be loaded into memory (e.g., random 
access memory or “RAM”) of a computing device of the 
clinical environment 102 and/or the cloud environment 106. 
The executable instructions may then be executed by a 
hardware-based computer processor (e.g., a central process­
ing unit or “CPU”) of the computing device. In some 
embodiments, the method 1100 or portions thereof may be 
implemented on multiple processors, serially or in parallel. 
For convenience, the steps of the example method 1100 are 
described as being performed by the authentication proxy 
1006.

At block 1102, the authentication proxy 1006 receives an 
authentication request from the connectivity adapter 206 via 
a secured and authenticated WebSocket connection. For 
example, the WebSocket connection may be the connection 
via which the connectivity adapter 206 transmits messages 
to the cloud environment 106.

At block 1104, the authentication proxy 1006 identifies 
the login credentials of a user account to be used for 
authenticating the connectivity adapter 206. For example, 
the authentication proxy 1006 may identify the user account 
based on one or more identifiers associated with the clinical 
environment 102. In some embodiments, the clinical envi­
ronment 102 is associated with a one or more identifiers and 
has multiple regions, healthcare systems, and facilities 
therein.

At block 1106, the authentication proxy 1006 transmits 
the login credentials to the authentication system 1004, and 
at block 1108, the authentication proxy 1006 receives a 
security token from the authentication system 1004.

At block 1110, the authentication proxy 1006 transmits 
the security token to the connectivity adapter 206, and at 
block 1112, the authentication proxy 1006 causes the con­
nectivity adapter 206 to transmit a signed request to the 
authentication system using HTTP.

In the method 1100, one or more of the blocks shown in 
FIG. 11 may be removed (e.g., not performed) and/or the 
order in which the method 1100 is performed may be 
switched. In some embodiments, additional blocks may be 
added to the method 1100. The embodiments of the present 
disclosure are not limited to or by the example shown in 
FIG. 11, and other variations may be implemented without 
departing from the spirit of this disclosure.
Data Segmentation

FIG. 12 shows a block diagram illustrating a segmented 
data structure 1200 including an account data node 1202, 
which includes region data nodes 1204 and 1206. The region 
data node 1204 includes system data node 1208, and the 
region data node 1206 includes system data nodes 1210 and 
1212. The system data node 1208 includes facility data node 
1214. As shown in FIG. 12, facility data node that used to 
belong to the system data node 1208 has been moved to the 
system data node 1210, which further includes facility data 
node 1218. The system data node 1212 includes facility data 
node 1220. As shown in FIG. 12, the facility data node 
includes infusion pumps 1218A, 1218B, 1218C, etc. The 
account data node 1202 corresponds to an account generated 
for each unique entity that may own, oversee, and/or manage 
one or more healthcare facilities (e.g., hospital facilities) in 
one or more healthcare systems (e.g., a network of hospitals) 
in one or more regions (e.g., geographical divisions includ­
ing multiple networks of hospitals). For example, the clini­
cal environment 102 may correspond to any of a facility, 
system, region, or account.
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In some embodiments, the data generated by the infusion 
pumps 204 and/or the connectivity adapters 206 at the 
individual facilities may be tagged with the facility ID and 
the account ID, since those two identifiers may be perma­
nent. For example, the connectivity adapter 206 may receive 
a message from the infusion pump 204, convert the message 
into a standardized dataset message, and inject one or more 
tags into the standardized dataset message by adding or 
setting one or more corresponding key-value pairs (e.g., 
facilityID=F0293, accountID=A29847, etc.) in the standard­
ized dataset message. On the other hand, as the facilities are 
restructured and moved around within the enterprise struc­
ture, the data corresponding to the facilities may be assigned 
a different system ID or region ID. For example, in the 
example of FIG. 12, the facility data node 1216 has been 
moved from the system data node 1208 to system data node 
1210 (e.g., representative of a change in the boundary 
between two regions), the data generated at the facility 
corresponding to the facility data node 1216, while still 
belonging to the facility data node 1216 and account data 
node 1202, no longer belongs to the system data node 1208 
and region data node 1204, and instead belongs to the 
system data node 1210 and region data node 1206. Thus, by 
tagging the messages prior to transmitting them to the cloud 
environment 106 with immutable IDs (e.g., facility ID and 
account ID) and not IDs that may or may not change in the 
future, the connectivity adapter 206 facilitates security con­
trol, access, filtering, and reporting of such data. Further, as 
a result, the infusion pumps 204 need not be aware or keep 
track of the facility to which they are connected, since any 
messages or other data generated by the infusion pumps 204 
will be appropriately tagged by the connectivity adapter 206 
to which they are connected. For example, if an infusion 
pump is moved from one facility to another, the infusion 
pump can simply start sending messages to the connectivity 
adapter 206 at the new facility without worrying about the 
change in facility, since any new data generated by the 
infusion pump at the new facility will be tagged with the 
new facility ID by the new connectivity adapter 206. Fur­
ther, by allowing the facilities to be moved across systems 
and regions, the segmented data structure 1200 allows 
facilities having one characteristic to be decoupled from 
other facilities having another characteristic (e.g., EHR 
vendor A vs. EHR vendor B, pump type X vs. pump type Y, 
etc.).

In some embodiments, data generated by the infusion 
pumps and/or connectivity adapters may include a facility 
ID and an account ID as immutable (permanent) IDs, and 
may include one or more mutable IDs such as a region ID 
and a system ID. The IDs associated with the data generated 
in a given facility may reflect the structural associations at 
the time of generation (old structure). When the facility is 
later restructured (new structure), the new structure is used 
in connection with the data (e.g., for reporting the data) and 
the prior mutable IDs may be ignored or updated as needed. 
Thus, data records are tagged based on the structure (e.g., 
account, region, system, facility) at the time that the data 
records are created. When the structure is subsequently 
modified, the system can (i) continue to use the data records 
as tagged at the time of creation despite the changes, (ii) 
update the mutable IDs to reflect the modified structure, and 
use the data records with the immutable IDs and updated 
mutable IDs, (iii) use the data records with only the immu­
table IDs (e.g., ignoring the mutable IDs), or (iv) use the data 
records with the immutable IDs and any mutable IDs that 
still reflect the modified structure.
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Segmented Data Restructuring Method

With reference now to FIG. 13, an example segmented 
data restructuring method 1300 will be described. The 
example method 1300 may be carried out, for example, by 
the connectivity adapter 206 of FIG. 3 (or one or more 
components thereof) or the cloud environment 106 of FIG. 
5 (or one or more components thereof). The method 1300 
illustrates an example algorithm that may be programmed, 
using any suitable programming environment or language, 
to create machine code capable of execution by a CPU or 
microcontroller. Various embodiments may be coded using 
assembly, C, OBJECTIVE-C, C++, JAVA, or other human- 
readable languages and then compiled, assembled, or oth­
erwise transformed into machine code that can be loaded 
into read-only memory (ROM), erasable programmable 
read-only memory (EPROM), or other recordable memory 
that is coupled to the CPU or microcontroller and then 
executed by the CPU or microcontroller. For example, when 
the method 1300 is initiated, a set of executable program 
instructions stored on one or more non-transitory computer- 
readable media (e.g., hard drive, flash memory, removable 
media, etc.) may be loaded into memory (e.g., random 
access memory or “RAM”) of a computing device of the 
clinical environment 102 and/or the cloud environment 106. 
The executable instructions may then be executed by a 
hardware-based computer processor (e.g., a central process­
ing unit or “CPU”) of the computing device. In some 
embodiments, the method 1300 or portions thereof may be 
implemented on multiple processors, serially or in parallel. 
For convenience, the steps of the example method 1300 are 
described as being performed by the connectivity adapter 
206 and/or the cloud environment 106.

At block 1302, the connectivity adapter 206 receives a 
message from an infusion pump 204 at a facility (e.g., 
hospital).

At block 1304, the connectivity adapter 206 adds an 
account ID and a facility ID to the message received from 
the infusion pump 204. In some cases, the message from the 
infusion pump 204 may be converted to a standardized 
dataset message, and the account ID and facility ID may be 
added to the standardized dataset message. In some embodi­
ments, the connectivity adapter 206 determines one or more 
IDs described herein (e.g., account ID, facility ID, region 
ID, system ID, etc.) associated with the infusion pump 204 
by checking one or more indicators in a priority order. For 
example, the connectivity adapter 206 may determine a 
given indicator associated with the infusion pump 204 and 
access a database of facility IDs (or other IDs) to determine 
whether any of the facility IDs are associated with the 
determined indicator associated with the infusion pump 204. 
The indicator may be one or more of (i) the network port via 
which the infusion pump 204 is connected to the connec­
tivity adapter 206 (e.g., pumps associated with Facility A 
may connect via Port 9292, pumps associated with Facility 
B may connect via Port 9293, etc.), (ii) location data 
associated with the infusion pump 204, (iii) the Internet 
Protocol (IP) address associated with the infusion pump 204, 
(iv) the name associated with the infusion pump 204, (v) the 
Media Access Control (MAC) address associated with the 
infusion pump 204, (vi) the Wi-Fi access point associated 
with the infusion pump 204, and (vii) the serial number 
associated with the infusion pump 204. If the connectivity 
adapter 206 determines, after checking one or more of the 
indicators, that the facility ID (or another ID) cannot be 
found in the database, the connectivity adapter 206 may add 
a default facility ID to the message received from the
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infusion pump 204 at block 1304, indicating that the pump 
message originated from an infusion pump not associated 
with a known facility.

In some embodiments, one or more of the indicators 
described herein are checked in a specific priority order. For 
example, the connectivity adapter 206 may first try to 
determine the facility ID (or another ID) based on the MAC 
address of the infusion pump 204. If the connectivity adapter 
206 does not find a facility ID matching the MAC address, 
the connectivity adapter 206 may then try to determine the 
facility ID based on the serial number of the infusion pump 
204. If the connectivity adapter 206 does not find a facility 
ID matching the serial number, the connectivity adapter 206 
may then try to determine the facility ID based on the 
location data associated with the infusion pump 204. If the 
connectivity adapter 206 does not find a facility ID matching 
the location data, the connectivity adapter 206 may add a 
default facility ID to the message received from the infusion 
pump 204 at block 1304, indicating that the pump message 
originated from an infusion pump not associated with a 
known facility. Although the priority order of MAC address, 
serial number, and location data is used as an example, the 
techniques described herein can be applied to any other 
combination of indicators may be checked in any other 
priority order.

At block 1306, the cloud environment 106 transfers the 
facility at which the infusion pump 204 is located to another 
system (e.g., a healthcare system or a network of facilities) 
without changing the account ID and the facility ID of the 
message. For example, the facility may be using the EMR 
system from vendor A, and all facilities using the EMR 
system from vendor A within the existing healthcare system 
may have been separated out to a new healthcare system.

At block 1308, the cloud environment 106 updates the 
region ID and the system ID associated with the facility in 
which the infusion pump 204 is located. By updating the 
region ID and system ID of the facility, any new data 
generated in the facility may be accessible using the new 
region ID and system ID. Further, even after moving the 
facility 1216 from the system 1208 to the system 1210, the 
pump messages generated by the infusion pumps at the 
facility 1216 may continue to be stamped, tagged, or oth­
erwise associated with the same account ID and the facility 
ID as those used prior to the move. In some cases, when an 
infusion pump is physically moved to a new facility, the 
connectivity adapter 206 at the new facility may stamp, tag, 
or otherwise associate the pump messages generated by the 
infusion pump with a new facility ID corresponding to the 
new facility.

In the method 1300, one or more of the blocks shown in 
FIG. 13 may be removed (e.g., not performed) and/or the 
order in which the method 1300 is performed may be 
switched. In some embodiments, additional blocks may be 
added to the method 1300. The embodiments of the present 
disclosure are not limited to or by the example shown in 
FIG. 13, and other variations may be implemented without 
departing from the spirit of this disclosure.

EXAMPLE CLAUSES

Embodiments of the present disclosure can be defined by 
the following non-limiting clauses:

Clause 1. A system configured to facilitate messaging 
during a network outage, the system comprising: a plurality 
of infusion pumps configured to deliver medication to 
patients, each infusion pump of the plurality of infusion 
pumps comprising a memory configured to store operational 
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software and a processor configured to generate pump 
messages; a connectivity adapter comprising computer hard­
ware and in communication with the plurality of infusion 
pumps over a first network; and a server comprising com­
puter hardware and in communication with the connectivity 
adapter over a second network different from the first 
network, wherein the connectivity adapter is configured to: 
receive a first pump message from a first infusion pump of 
the plurality of infusion pumps, the first pump message 
including information that is new to the connectivity 
adapter; generate a first standardized dataset message based 
on the information in the first pump message; store the first 
standardized dataset message in an outbound queue for 
transmission to the server; subsequent to storing the first 
standardized dataset message in the outbound queue, receive 
a second pump message from the first infusion pump, the 
second pump message including additional information that 
is new to the connectivity adapter; generate a second stan­
dardized dataset message based on the additional informa­
tion in the second pump message; store the second stan­
dardized dataset message in the outbound queue for 
transmission to the server; remove the first standardized 
dataset message from the outbound queue without transmit­
ting the first standardized dataset message to the server; and 
transmit the second standardized dataset message in the 
outbound queue to the server.

Clause 2. The system of Clause 1, wherein the first pump 
message includes a first message identifier (ID), and the 
second pump message includes a second message ID that 
immediately follows the first message ID in value.

Clause 3. The system of Clause 1, wherein the first 
standardized dataset message includes a first message iden­
tifier (ID), and the second standardized dataset message 
includes a second message ID that immediately follows the 
first message ID in value.

Clause 4. The system of Clause 1, wherein the first pump 
message includes a first parameter indicative of a status of 
the first infusion pump, and the first standardized dataset 
message includes (i) the first parameter and (ii) a second 
parameter that is not in the first pump message and indica­
tive of another status of the first infusion pump.

Clause 5. The system of Clause 4, wherein the second 
parameter is associated with one of a null value or a default 
value.

Clause 6. The system of Clause 1, wherein the connec­
tivity adapter is further configured to store the information 
in the first pump message in a cache.

Clause 7. The system of Clause 6, wherein the connec­
tivity adapter is further configured to receive a third pump 
message from the first infusion pump, and based on deter­
mining that the third pump message does not include infor­
mation new to the connectivity adapter, refrain from storing 
the information in the third pump message in the cache.

Clause 8. The system of Clause 1, wherein the connec­
tivity adapter is further configured to update a parameter 
stored in a cache based on the information in the first pump 
message.

Clause 9. The system of Clause 1, wherein the connec­
tivity adapter is further configured to, subsequent to remov­
ing the first standardized dataset message from the outbound 
queue without transmitting the first standardized dataset 
message to the server, receive a request for the first pump 
message from the server.

Clause 10. The system of Clause 9, wherein the connec­
tivity adapter is further configured to, in response to the
request for the first pump message, transmit a request for the
first pump message to the first infusion pump.
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Clause 11. A method of facilitating messaging during a 
network outage, the method comprising: receiving a first 
pump message from a first infusion pump over a first 
network; generating a first standardized dataset message 
based on the information in the first pump message; storing 
the first standardized dataset message in an outbound queue 
for transmission to a server over a second network different 
from the first network; subsequent to storing the first stan­
dardized dataset message in the outbound queue, receiving 
a second pump message from the first infusion pump over 
the first network; generating a second standardized dataset 
message based on the additional information in the second 
pump message; storing the second standardized dataset 
message in the outbound queue for transmission to the 
server; removing the first standardized dataset message from 
the outbound queue without transmitting the first standard­
ized dataset message to the server; and transmitting the 
second standardized dataset message in the outbound queue 
to the server over the second network.

Clause 12. The method of Clause 11, wherein the first 
pump message includes a first message identifier (ID), and 
the second pump message includes a second message ID that 
immediately follows the first message ID in value.

Clause 13. The method of Clause 11, wherein the first 
standardized dataset message includes a first message iden­
tifier (ID), and the second standardized dataset message 
includes a second message ID that immediately follows the 
first message ID in value.

Clause 14. The method of Clause 11, wherein the first 
pump message includes a first parameter indicative of a 
status of the first infusion pump, and the first standardized 
dataset message includes (i) the first parameter and (ii) a 
second parameter that is not in the first pump message and 
indicative of another status of the first infusion pump.

Clause 15. The method of Clause 14, wherein the second 
parameter is associated with one of a null value or a default 
value.

Clause 16. The method of Clause 11, further comprising 
storing the information in the first pump message in a cache.

Clause 17. The method of Clause 16, further comprising 
receiving a third pump message from the first infusion 
pump, and based on determining that the third pump mes­
sage does not include information new to the connectivity 
adapter, refraining from storing the information in the third 
pump message in the cache.

Clause 18. The method of Clause 11, further comprising 
updating a parameter stored in a cache based on the infor­
mation in the first pump message.

Clause 19. The method of Clause 11, further comprising, 
subsequent to removing the first standardized dataset mes­
sage from the outbound queue without transmitting the first 
standardized dataset message to the server, receiving a 
request for the first pump message from the server.

Clause 20. The method of Clause 19, further comprising, 
in response to the request for the first pump message, 
transmitting a request for the first pump message to the first 
infusion pump.

Clause 21. A system configured to facilitate messaging 
during a network outage, the system comprising: a plurality 
of infusion pumps configured to deliver medication to 
patients, each infusion pump of the plurality of infusion 
pumps comprising a memory configured to store operational 
software and a processor configured to generate pump 
messages; a connectivity adapter comprising computer hard­
ware and in communication with the plurality of infusion 
pumps over a first network; and a server comprising com­
puter hardware and in communication with the connectivity 
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adapter over a second network different from the first 
network, wherein the connectivity adapter is configured to: 
receive a first pump message from a first infusion pump of 
the plurality of infusion pumps, the first pump message 
including information that is new to the connectivity 
adapter; generate a first standardized dataset message based 
on the information in the first pump message; store the first 
standardized dataset message in an outbound queue for 
transmission to the server; subsequent to storing the first 
standardized dataset message in the outbound queue, receive 
a second pump message from the first infusion pump, the 
second pump message including additional information that 
is new to the connectivity adapter; generate a second stan­
dardized dataset message based on the additional informa­
tion in the second pump message; store the second stan­
dardized dataset message in the outbound queue for 
transmission to the server; determine whether a removal 
condition for removing the first standardized dataset mes­
sage from the outbound queue without transmitting the first 
standardized dataset message to the server is satisfied; and 
subsequent to determining whether the removal condition is 
satisfied, removing the first standardized dataset message 
from the outbound queue.

Clause 22. The system of Clause 21, wherein the con­
nectivity adapter is further configured to, subsequent to 
determining that the removal condition is satisfied, remove 
the first standardized dataset message from the outbound 
queue without transmitting the first standardized dataset 
message to the server.

Clause 23. The system of Clause 21, wherein the con­
nectivity adapter is further configured to, subsequent to 
determining that the removal condition is not satisfied, 
remove the first standardized dataset message from the 
outbound queue and transmit the first standardized dataset 
message to the server.

Clause 24. The system of Clause 22 or 23, wherein 
determining whether the removal condition is satisfied com­
prises determining whether the first standardized dataset 
message has been in the outbound queue for a time period 
greater than a threshold time period.

Clause 25. The system of Clause 22 or 23, wherein 
determining whether the removal condition is satisfied com­
prises determining whether the outbound queue includes a 
number of messages that is greater than a threshold number 
of messages.

Clause 26. The system of Clause 22 or 23, wherein the 
first pump message includes a first message identifier (ID), 
and the second pump message includes a second message ID 
that immediately follows the first message ID in value.

Clause 27. The system of Clause 22 or 23, wherein the 
first standardized dataset message includes a first message 
identifier (ID), and the second standardized dataset message 
includes a second message ID that immediately follows the 
first message ID in value.

Clause 28. The system of Clause 22 or 23, wherein the 
first pump message includes a first parameter indicative of a 
status of the first infusion pump, and the first standardized 
dataset message includes (i) the first parameter and (ii) a 
second parameter that is not in the first pump message and 
indicative of another status of the first infusion pump.

Clause 29. The system of Clause 28, wherein the second
parameter is associated with one of a null value or a default
value.

Clause 30. The system of Clause 22 or 23, wherein the
connectivity adapter is further configured to store the infor­
mation in the first pump message in a cache.
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Clause 31. The system of Clause 30, wherein the con­
nectivity adapter is further configured to receive a third 
pump message from the first infusion pump, and based on 
determining that the third pump message does not include 
information new to the connectivity adapter, refrain from 
storing the information in the third pump message in the 
cache.

Clause 32. The system of Clause 22 or 23, wherein the 
connectivity adapter is further configured to update a param­
eter stored in a cache based on the information in the first 
pump message.

Clause 33. The system of Clause 22, wherein the con­
nectivity adapter is further configured to, subsequent to 
removing the first standardized dataset message from the 
outbound queue without transmitting the first standardized 
dataset message to the server, receive a request for the first 
pump message from the server.

Clause 34. The system of Clause 33, wherein the con­
nectivity adapter is further configured to, in response to the 
request for the first pump message, transmit a request for the 
first pump message to the first infusion pump.

Clause 35. A method for providing messaging in a clinical 
environment, the method comprising: storing a plurality of 
messages in a message queue, wherein the plurality of 
messages contain information about one or more infusion 
pumps residing in the clinical environment, the plurality of 
messages stored in the message queue including at least a 
first message and a second message; transmitting at least 
some of the plurality of messages to a remote server con­
figured to receive messages generated in the clinical envi­
ronment; subsequent to the transmission, detecting a net­
work outage, wherein the network outage prevents 
transmission of messages to the remote server; determining 
that the first message in the message queue satisfies a 
condition for being removed from the message queue with­
out being successfully transmitted to the remote server; 
removing the first message from the message queue such 
that the first message is removed from the message queue 
prior to being received by the remote server; determining 
that the network outage has been resolved; and transmitting 
the second message to the remote server such that the second 
message is received by the remote server and the first 
message is not received by the remote server.

Clause 36. The method of Clause 35, further comprising 
detecting the network outage based at least on not having 
received an acknowledgement from the remote server during 
a specific time window.

Clause 37. The method of Clause 35, further comprising 
detecting the network outage based at least on receiving a 
message from the remote server that a connection to the 
remote server is terminated.

Clause 38. The method of Clause 35, further comprising 
determining that the first message satisfies the condition 
based at least on the first message being associated with an 
infusion pump event that is older than a threshold amount of 
time.

Clause 39. The method of Clause 35, further comprising 
determining that the first message satisfies the condition 
based at least on the first message being the oldest message 
in the message queue.

Clause 40. The method of Clause 35, further comprising 
determining that the first message satisfies the condition 
based at least on the message queue being full.

Clause 41. The method of Clause 35, further comprising 
attempting, prior to determining that the first message sat­
isfies the condition, to transmit the first message to the
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remote server, and determining that the first message was not
received by the remote server.

Clause 42. An apparatus configured to provide messaging 
in a clinical environment, the apparatus comprising: one or 
more processors; and one or more memories in communi­
cation with the one or more processors and storing com­
puter-executable instructions that, when executed by the one 
or more processors, configure the one or more processors to: 
cause a plurality of messages to be stored in a message 
queue, wherein the plurality of messages contain informa­
tion about one or more infusion pumps residing in the 
clinical environment, the plurality of messages stored in the 
message queue including at least a first message and a 
second message; cause at least some of the plurality of 
messages to be transmitted to a remote server configured to 
receive messages generated in the clinical environment; 
subsequent to the transmission, determine that the first 
message in the message queue satisfies a condition for being 
removed from the message queue; cause the first message to 
be removed from the message queue such that the first 
message is removed from the message queue prior to being 
received by the remote server; and cause the second message 
to be transmitted to the remote server such that the second 
message is received by the remote server and the first 
message is not received by the remote server.

Clause 43. The apparatus of Clause 42, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to detect a network outage that prevents trans­
mission of messages to the remote server.

Clause 44. The apparatus of Clause 43, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to detect the network outage based at least on not 
having received an acknowledgement from the remote 
server during a specific time window.

Clause 45. The apparatus of Clause 43, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to detect the network outage based at least on 
receiving a message from the remote server that a connec­
tion to the remote server is terminated.

Clause 46. The apparatus of Clause 42, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to determine that the first message satisfies the 
condition based at least on the first message being associated 
with an infusion pump event that is older than a threshold 
amount of time.

Clause 47. The apparatus of Clause 42, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to determine that the first message satisfies the 
condition based at least on the first message being the oldest 
message in the message queue.

Clause 48. The apparatus of Clause 42, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to determine that the first message satisfies the 
condition based at least on the message queue being full.

Clause 49. The apparatus of Clause 42, wherein the
computer-executable instructions, when executed by the one
or more processors, further configure the one or more
processors to attempt, prior to determining that the first
message satisfies the condition, to transmit the first message
to the remote server, and determine that the first message
was not received by the remote server.
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Clause 50. Non-transitory physical computer storage stor­
ing computer-executable instructions that, when executed by 
one or more computing devices, configure the one or more 
computing devices to: cause a plurality of messages to be 
stored in a message queue, wherein the plurality of messages 
contain information about one or more infusion pumps 
residing in the clinical environment, the plurality of mes­
sages stored in the message queue including at least a first 
message and a second message; cause at least some of the 
plurality of messages to be transmitted to a remote server 
configured to receive messages generated in the clinical 
environment; subsequent to the transmission, determine that 
the first message in the message queue satisfies a condition 
for being removed from the message queue; cause the first 
message to be removed from the message queue such that 
the first message is removed from the message queue prior 
to being received by the remote server; and cause the second 
message to be transmitted to the remote server such that the 
second message is received by the remote server and the first 
message is not received by the remote server.

Clause 51. The non-transitory physical computer storage 
of Clause 50, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
detect a network outage that prevents transmission of mes­
sages to the remote server.

Clause 52. The non-transitory physical computer storage 
of Clause 50, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
determine that the first message satisfies the condition based 
at least on the first message being associated with an 
infusion pump event that is older than a threshold amount of 
time.

Clause 53. The non-transitory physical computer storage 
of Clause 50, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
determine that the first message satisfies the condition based 
at least on the first message being the oldest message in the 
message queue.

Clause 54. The non-transitory physical computer storage 
of Clause 50, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
attempt, prior to determining that the first message satisfies 
the condition, to transmit the first message to the remote 
server, and determine that the first message was not received 
by the remote server.

Clause 55. A method for providing messaging in a clinical 
environment, the method comprising: storing a plurality of 
messages in a message queue, wherein the plurality of 
messages contain information about one or more infusion 
pumps residing in the clinical environment, the plurality of 
messages stored in the message queue including at least a 
first message; transmitting at least some of the plurality of 
messages to a remote server configured to receive messages 
generated in the clinical environment; subsequent to the 
transmission, detecting a temporary interruption in a net­
work connection to the remote server, wherein the tempo­
rary interruption prevents transmission of messages to the 
remote server; determining that the first message in the 
message queue does not satisfy a condition for being 
removed from the message queue without being successfully 
transmitted to the remote server; determining that the tem­
porary interruption has been resolved; and transmitting the
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first message to the remote server such that the first message
is received by the remote server.

Clause 56. The method of Clause 55, further comprising 
detecting the temporary interruption based at least on not 
having received an acknowledgement from the remote 
server during a specific time window.

Clause 57. The method of Clause 55, further comprising 
detecting the temporary interruption based at least on receiv­
ing a message from the remote server that a connection to 
the remote server is terminated.

Clause 58. The method of Clause 55, further comprising 
determining that the first message does not satisfy the 
condition based at least on the first message being associated 
with an infusion pump event that is not older than a 
threshold amount of time.

Clause 59. The method of Clause 55, further comprising 
determining that the first message does not satisfy the 
condition based at least on the first message not being a 
time-sensitive message.

Clause 60. The method of Clause 55, further comprising 
attempting, prior to determining that the first message does 
not satisfy the condition, to transmit the first message to the 
remote server, and determining that the first message was not 
received by the remote server.

Clause 61. An apparatus configured to provide messaging 
in a clinical environment, the apparatus comprising: one or 
more processors; and one or more memories in communi­
cation with the one or more processors and storing com­
puter-executable instructions that, when executed by the one 
or more processors, configure the one or more processors to: 
cause a plurality of messages to be stored in a message 
queue, wherein the plurality of messages contain informa­
tion about one or more infusion pumps residing in the 
clinical environment, the plurality of messages stored in the 
message queue including at least a first message; cause at 
least some of the plurality of messages to be transmitted to 
a remote server configured to receive messages generated in 
the clinical environment; subsequent to the transmission, 
determine that the first message in the message queue does 
not satisfy a condition for being removed from the message 
queue; and cause the first message to be transmitted to the 
remote server such that the first message is received by the 
remote server.

Clause 62. The apparatus of Clause 61, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to detect an interruption in a network connection 
between the apparatus and the remote server that prevents 
transmission of messages from the apparatus to the remote 
server.

Clause 63. The apparatus of Clause 62, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to detect the interruption based at least on not 
having received an acknowledgement from the remote 
server during a specific time window.

Clause 64. The apparatus of Clause 62, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to detect the interruption based at least on receiv­
ing a message from the remote server that the network 
connection between the apparatus and the remote server is 
terminated.

Clause 65. The apparatus of Clause 61, wherein the
computer-executable instructions, when executed by the one
or more processors, further configure the one or more
processors to determine that the first message does not
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satisfy the condition based at least on the first message being 
associated with an infusion pump event that is not older than 
a threshold amount of time.

Clause 66. The apparatus of Clause 61, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to determine that the first message does not 
satisfy the condition based at least on the first message not 
being a time-sensitive message.

Clause 67. The apparatus of Clause 61, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to attempt, prior to determining that the first 
message does not satisfy the condition, to transmit the first 
message to the remote server, and determine that the first 
message was not received by the remote server.

Clause 68. Non-transitory physical computer storage stor­
ing computer-executable instructions that, when executed by 
one or more computing devices, configure the one or more 
computing devices to: cause a plurality of messages to be 
stored in a message queue, wherein the plurality of messages 
contain information about one or more infusion pumps 
residing in the clinical environment, the plurality of mes­
sages stored in the message queue including at least a first 
message; cause at least some of the plurality of messages to 
be transmitted to a remote server configured to receive 
messages generated in the clinical environment; subsequent 
to the transmission, determine that the first message in the 
message queue does not satisfy a condition for being 
removed from the message queue; and cause the first mes­
sage to be transmitted to the remote server such that the first 
message is received by the remote server.

Clause 69. The non-transitory physical computer storage 
of Clause 68, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
detect an interruption in a network connection to the remote 
server that prevents transmission of messages to the remote 
server.

Clause 70. The non-transitory physical computer storage 
of Clause 69, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
detect the interruption based at least on not having received 
an acknowledgement from the remote server during a spe­
cific time window.

Clause 71. The non-transitory physical computer storage 
of Clause 69, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
detect the interruption based at least on receiving a message 
from the remote server that the network connection to the 
remote server is terminated.

Clause 72. The non-transitory physical computer storage 
of Clause 68, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
determine that the first message does not satisfy the condi­
tion based at least on the first message being associated with 
an infusion pump event that is not older than a threshold 
amount of time.

Clause 73. The non-transitory physical computer storage 
of Clause 68, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to
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determine that the first message does not satisfy the condi­
tion based at least on the first message not being a time­
sensitive message.

Clause 74. The non-transitory physical computer storage 
of Clause 68, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
attempt, prior to determining that the first message does not 
satisfy the condition, to transmit the first message to the 
remote server, and determine that the first message was not 
received by the remote server.

Clause 75. A method for detecting missing messages from 
a clinical environment, the method comprising: processing a 
plurality of messages from a network device residing in the 
clinical environment, wherein the plurality of messages 
contain information about one or more infusion pumps 
residing in the clinical environment, wherein the plurality of 
messages includes a first message having a first message 
identifier value and a second message having a second 
message identifier value; determining that one or more 
messages are missing between the first message and the 
second message based on (i) receiving the second message 
after the first message without receiving any other message 
therebetween and (ii) determining that there is at least one 
message identifier value between the first message identifier 
value and the second message identifier value in a prede­
termined sequence; and transmitting a message request to 
the network device residing in the clinical environment, 
wherein the message request identifies the one or more 
messages that should have been received from the network 
device but have not been received.

Clause 76. The method of Clause 75, further comprising, 
in response to the message request, receiving one or more 
additional messages from the network device, wherein the 
one or more messages include information that would have 
been included in the one or more messages.

Clause 77. The method of Clause 76, further comprising 
updating, based at least on the one or more additional 
messages received in response to the message request, a 
cache to include additional information about the one or 
more infusion pumps residing in the clinical environment.

Clause 78. The method of Clause 75, further comprising 
causing the network device to request additional information 
from the one or more infusion pumps that would have been 
included in the one or more messages.

Clause 79. The method of Clause 75, further comprising, 
in response to determining that the one or more messages 
has reached a threshold count, transmitting the message 
request to the network device residing in the clinical envi­
ronment.

Clause 80. A system configured to detect missing mes­
sages from a clinical environment, the system comprising: 
one or more processors; and one or more memories in 
communication with the one or more processors and storing 
computer-executable instructions that, when executed by the 
one or more processors, configure the one or more proces­
sors to: process a plurality of messages from a network 
device residing in the clinical environment, wherein the 
plurality of messages contain information about one or more 
infusion pumps residing in the clinical environment; detect 
one or more missing messages that should have been 
received from the network device but have not been 
received; and cause a message request to be transmitted to 
the network device residing in the clinical environment, 
wherein the message request identifies the one or more 
missing messages that should have been received from the 
network device but have not been received.
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Clause 81. The system of Clause 80, wherein the com­
puter-executable instructions, when executed by the one or 
more processors, further configure the one or more proces­
sors to receive, in response to the message request, one or 
more additional messages from the network device, wherein 
the one or more messages include information that would 
have been included in the one or more missing messages.

Clause 82. The system of Clause 81, wherein the com­
puter-executable instructions, when executed by the one or 
more processors, further configure the one or more proces­
sors to cause, based at least on the one or more additional 
messages received in response to the message request, a 
cache to be updated to include additional information about 
the one or more infusion pumps residing in the clinical 
environment.

Clause 83. The system of Clause 80, wherein the com­
puter-executable instructions, when executed by the one or 
more processors, further configure the one or more proces­
sors to detect the one or more missing messages based at 
least on message identifier information associated with one 
or more of the plurality of messages.

Clause 84. The system of Clause 80, wherein the com­
puter-executable instructions, when executed by the one or 
more processors, further configure the one or more proces­
sors to detect the one or more missing messages based at 
least on a first message in the plurality of messages having 
a message identifier that does not immediately follow 
another message identifier of a second message of the 
plurality of messages that immediately follows the first 
message.

Clause 85. The system of Clause 80, wherein the com­
puter-executable instructions, when executed by the one or 
more processors, further configure the one or more proces­
sors to cause the network device to request additional 
information from the one or more infusion pumps that would 
have been included in the one or more missing messages.

Clause 86. The system of Clause 80, wherein the com­
puter-executable instructions, when executed by the one or 
more processors, further configure the one or more proces­
sors to cause, in response to determining that the one or more 
missing messages has reached a threshold count, the mes­
sage request to be transmitted to the network device residing 
in the clinical environment.

Clause 87. The system of Clause 80, wherein the message 
request includes a flag having a value indicating that the 
message request is a log retrieval request and not live data.

Clause 88. Non-transitory physical computer storage stor­
ing computer-executable instructions that, when executed by 
one or more computing devices, configure the one or more 
computing devices to: process a plurality of messages from 
a network device residing in the clinical environment, 
wherein the plurality of messages contain information about 
one or more infusion pumps residing in the clinical envi­
ronment; detect one or more missing messages that should 
have been received from the network device but have not 
been received; and cause a message request to be transmitted 
to the network device residing in the clinical environment, 
wherein the message request identifies the one or more 
missing messages that should have been received from the 
network device but have not been received.

Clause 89. The non-transitory physical computer storage 
of Clause 88, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
receive, in response to the message request, one or more 
additional messages from the network device, wherein the
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one or more messages include information that would have
been included in the one or more missing messages.

Clause 90. The non-transitory physical computer storage 
of Clause 89, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
cause, based at least on the one or more additional messages 
received in response to the message request, a cache to be 
updated to include additional information about the one or 
more infusion pumps residing in the clinical environment.

Clause 91. The non-transitory physical computer storage 
of Clause 88, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
detect the one or more missing messages based at least on 
message identifier information associated with one or more 
of the plurality of messages.

Clause 92. The non-transitory physical computer storage 
of Clause 88, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
detect the one or more missing messages based at least on a 
first message in the plurality of messages having a message 
identifier that does not immediately follow another message 
identifier of a second message of the plurality of messages 
that immediately follows the first message.

Clause 93. The non-transitory physical computer storage 
of Clause 88, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
cause the network device to request additional information 
from the one or more infusion pumps that would have been 
included in the one or more missing messages.

Clause 94. The non-transitory physical computer storage 
of Clause 88, wherein the computer-executable instructions, 
when executed by the one or more computing devices, 
further configure the one or more computing devices to 
cause, in response to determining that the one or more 
missing messages has reached a threshold count, the mes­
sage request to be transmitted to the network device residing 
in the clinical environment.

Clause 95. A method for generating a user interface based 
on messages from a clinical environment, the method com­
prising: processing a message from a network device resid­
ing in the clinical environment, wherein the message 
includes information about one or more infusion pumps in 
communication with the network device in the clinical 
environment; determining that the information included in 
the message satisfies a condition for updating a cache to 
include at least some of the information included in the 
message, wherein the cache stores information usable to 
generate user interfaces in response to a request from a 
computing device residing in the clinical environment; 
updating the cache to include at least some of the informa­
tion included in the message from the network device; 
receiving a request for a user interface from the computing 
device residing in the clinical environment; accessing, from 
the updated cache, user interface information to be used to 
generate the user interface, wherein the user interface infor­
mation includes at least some of the information that the 
cache was updated to include; and outputting instructions for 
displaying the user interface on the computing device, 
wherein the instructions are based at least on the user 
interface information accessed from the updated cache.

Clause 96. The method of Clause 95, wherein the message
includes information indicating a current state of the one or
more infusion pumps.
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Clause 97. The method of Clause 95, wherein the cache 
stores information associated with two or more infusion 
pumps residing in different medical facilities.

Clause 98. The method of Clause 95, wherein the user 
interface information includes user interface data previously 
generated and stored in the cache.

Clause 99. The method of Clause 95, further comprising 
updating user interface data stored in the cache, and output­
ting the instructions based at least on the updated user 
interface data.

Clause 100. The method of Clause 95, wherein the 
condition is satisfied based on the information in the mes­
sage being usable to generate one or more user interfaces in 
response to a request from the clinical environment.

Clause 101. The method of Clause 95, further comprising 
causing the user interface to be outputted on a display of the 
computing device.

Clause 102. A system configured to detect missing mes­
sages from a clinical environment, the system comprising: 
one or more processors; and one or more memories in 
communication with the one or more processors and storing 
computer-executable instructions that, when executed by the 
one or more processors, configure the one or more proces­
sors to: process a message from a network device residing in 
the clinical environment, wherein the message includes 
information about one or more infusion pumps in commu­
nication with the network device in the clinical environment; 
determine that the information included in the message 
satisfies a condition for updating a cache to include at least 
some of the information included in the message, wherein 
the cache stores information usable to generate user inter­
faces in response to a request from a computing device 
residing in the clinical environment; cause the cache to be 
updated to include at least some of information included in 
the message from the network device; process a request for 
a user interface from the computing device residing in the 
clinical environment; access, from the updated cache, user 
interface information to be used to generate the user inter­
face, wherein the user interface information includes at least 
some of the information that the cache was updated to 
include; and output instructions for displaying the user 
interface on the computing device, wherein the instructions 
are based at least on the user interface information accessed 
from the updated cache.

Clause 103. The system of Clause 102, wherein the 
message includes information indicating a current state of 
the one or more infusion pumps.

Clause 104. The system of Clause 102, wherein the cache 
is configured to store information associated with two or 
more infusion pumps residing in different medical facilities.

Clause 105. The system of Clause 102, wherein the user 
interface information includes user interface data previously 
generated and stored in the cache.

Clause 106. The system of Clause 102, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to cause user interface data stored in the cache to 
be updated, and output the instructions based at least on the 
updated user interface data.

Clause 107. The system of Clause 102, wherein the 
condition is satisfied based on the information in the mes­
sage being usable to generate one or more user interfaces in 
response to a request from the clinical environment.

Clause 108. The system of Clause 102, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more
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processors to cause the user interface to be outputted on a 
display of the computing device.

Clause 109. Non-transitory physical computer storage 
storing computer-executable instructions that, when 
executed by one or more computing devices, configure the 
one or more computing devices to: process a message from 
a network device residing in the clinical environment, 
wherein the message includes information about one or 
more infusion pumps in communication with the network 
device in the clinical environment; determine that the infor­
mation included in the message satisfies a condition for 
updating a cache to include at least some of the information 
included in the message, wherein the cache stores informa­
tion usable to generate user interfaces in response to a 
request from a computing device residing in the clinical 
environment; cause the cache to be updated to include at 
least some of information included in the message from the 
network device; process a request for a user interface from 
the computing device residing in the clinical environment; 
access, from the updated cache, user interface information to 
be used to generate the user interface, wherein the user 
interface information includes at least some of the informa­
tion that the cache was updated to include; and output 
instructions for displaying the user interface on the comput­
ing device, wherein the instructions are based at least on the 
user interface information accessed from the updated cache.

Clause 110. The non-transitory physical computer storage 
of Clause 109, wherein the message includes information 
indicating a current state of the one or more infusion pumps.

Clause 111. The non-transitory physical computer storage 
of Clause 109, wherein the cache is configured to store 
information associated with two or more infusion pumps 
residing in different medical facilities.

Clause 112. The non-transitory physical computer storage 
of Clause 109, wherein the user interface information 
includes user interface data previously generated and stored 
in the cache.

Clause 113. The non-transitory physical computer storage 
of Clause 109, wherein the computer-executable instruc­
tions, when executed by the one or more computing devices, 
further configure the one or more computing devices to 
cause user interface data stored in the cache to be updated, 
and output the instructions based at least on the updated user 
interface data.

Clause 114. The non-transitory physical computer storage 
of Clause 109, wherein the condition is satisfied based on the 
information in the message being usable to generate one or 
more user interfaces in response to a request from the 
clinical environment.

Clause 115. A method for converting messages having 
one message format from infusion pumps residing in a 
clinical environment into messages having another message 
format, the method comprising: detecting a first pump 
protocol used by one or more infusion pumps in the clinical 
environment, the first pump protocol defining the first mes­
sage format; generating a message converter configured to 
convert a pump message having the first message format 
into a standardized dataset message having a second mes­
sage format different from the first message format and 
including at least some additional data or metadata not 
included in the pump message; receiving a first pump 
message from an infusion pump in the clinical environment, 
wherein the infusion pump is configured to generate pump 
messages using the first pump protocol; converting the first 
pump message into a standardized dataset message having 
the second message format using the message converter, 
wherein the standardized dataset message includes informa-
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tion associated with the infusion pump and includes at least 
some additional data or metadata not included in the first 
pump message; and transmitting the standardized dataset 
message to a remote server configured to receive standard­
ized dataset messages.

Clause 116. The method of Clause 115, wherein the 
standardized dataset message includes one or more key­
value pairs that are not included in the first pump message.

Clause 117. The method of Clause 116, wherein the one 
or more key-value pairs are each set to a default value or a 
null value.

Clause 118. The method of Clause 115, wherein the 
standardized dataset message includes identification data 
that identifies one or more portions of the standardized 
dataset message that include new information.

Clause 119. The method of Clause 115, further compris­
ing detecting the first pump protocol based on a protocol 
identifier associated with the first pump protocol not being 
on a predetermined list of protocol identifiers.

Clause 120. The method of Clause 119, further compris­
ing subsequent to detecting the first pump protocol, adding 
the protocol identifier associated with the first pump proto­
col to the predetermined list of protocol identifiers.

Clause 121. The method of Clause 115, wherein the 
message converter comprises a software module that is 
configured to receive a pump message in the first pump 
protocol as input and output a standardized dataset message 
based on the pump message.

Clause 122. The method of Clause 115, wherein the 
message converter is a configuration file downloaded from 
the remote server.

Clause 123. An apparatus configured to convert messages 
having one message format from infusion pumps residing in 
a clinical environment into messages having another mes­
sage format, the apparatus comprising: one or more proces­
sors; and one or more memories in communication with the 
one or more processors and storing computer-executable 
instructions that, when executed by the one or more proces­
sors, configure the one or more processors to: detect a first 
pump protocol used by one or more infusion pumps in the 
clinical environment, the first pump protocol defining a first 
message format; generate a message converter configured to 
convert a pump message having the first message format 
into another message having a second message format 
different from the first message format and including at least 
some additional data or metadata not included in the pump 
message; receive a first message from an infusion pump in 
the clinical environment, wherein the infusion pump is 
configured to generate messages using the first pump pro­
tocol; cause the first message to be converted into a second 
message having the second message format using the mes­
sage converter, wherein the second message includes infor­
mation associated with the infusion pump and includes at 
least some additional data or metadata not included in the 
first message; and cause the second message to be transmit­
ted to a remote server configured to receive messages having 
the second message format.

Clause 124. The apparatus of Clause 123, wherein the 
second message includes one or more key-value pairs that 
are not included in the first message.

Clause 125. The apparatus of Clause 124, wherein the one 
or more key-value pairs are each set to a default value or a 
null value.

Clause 126. The apparatus of Clause 123, wherein the 
second message includes identification data that identifies 
one or more portions of the second message that include new 
information.
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Clause 127. The apparatus of Clause 123, wherein the 

computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to detect the first pump protocol based on a 
protocol identifier associated with the first pump protocol 
not being on a predetermined list of protocol identifiers.

Clause 128. The apparatus of Clause 123, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to, subsequent to detecting the first pump proto­
col, cause the protocol identifier associated with the first 
pump protocol to be added to the predetermined list of 
protocol identifiers.

Clause 129. The apparatus of Clause 123, wherein the 
message converter comprises a software module that is 
configured to receive a pump message having the first 
message format as input and output another message having 
the second message format based on the pump message.

Clause 130. The apparatus of Clause 123, wherein the 
message converter is a configuration file downloaded from 
the remote server.

Clause 131. Non-transitory physical computer storage 
storing computer-executable instructions that, when 
executed by one or more computing devices, configure the 
one or more computing devices to: detect a first pump 
protocol used by one or more infusion pumps in the clinical 
environment, the first pump protocol defining a first message 
format; generate a message converter configured to convert 
a pump message having the first message format into 
another message having a second message format different 
from the first message format and including at least some 
additional data or metadata not included in the pump mes­
sage; receive a first message from an infusion pump in the 
clinical environment, wherein the infusion pump is config­
ured to generate messages using the first pump protocol; 
cause the first message to be converted into a second 
message having the second message format using the mes­
sage converter, wherein the second message includes infor­
mation associated with the infusion pump and includes at 
least some additional data or metadata not included in the 
first message; and cause the second message to be transmit­
ted to a remote server configured to receive messages having 
the second message format.

Clause 132. The non-transitory physical computer storage 
of Clause 131, wherein the second message includes one or 
more key-value pairs that are not included in the first 
message, the one or more key-value pairs each having a 
default value or a null value.

Clause 133. The non-transitory physical computer storage 
of Clause 131, wherein the computer-executable instruc­
tions, when executed by the one or more computing devices, 
further configure the one or more computing devices to 
detect the first pump protocol based on a protocol identifier 
associated with the first pump protocol not being on a 
predetermined list of protocol identifiers, and subsequent to 
detecting the first pump protocol, cause the protocol iden­
tifier associated with the first pump protocol to be added to 
the predetermined list of protocol identifiers.

Clause 134. The non-transitory physical computer storage 
of Clause 131, wherein the message converter comprises a 
software module that is downloaded from the remote server, 
the message converter being configured to receive a pump 
message having the first message format as input and output 
another message having the second message format based 
on the pump message.

Clause 135. A method for authenticating a network device
residing in a clinical environment using a token, the method
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comprising: processing an authentication request from the 
network device residing in the clinical environment via a 
first network connection, wherein the authentication request 
includes identifying information associated with the clinical 
environment, and wherein the clinical environment includes 
one or more infusion pumps in communication with the 
network device; identifying login credentials to be used to 
authenticate the network device residing in the clinical 
environment; transmitting the login credentials to an authen­
tication system configured to authenticate requests from the 
network device residing in the clinical environment via a 
second network connection different from the first network 
connection; receiving a security token from the authentica­
tion system, the security token being usable by the network 
device to transmit requests to the authentication system via 
the second network connection; and transmitting the security 
token to the network device residing in the clinical envi­
ronment via the first network connection.

Clause 136. The method of Clause 135, wherein the first 
network connection is a WebSocket connection.

Clause 137. The method of Clause 135, wherein the first 
network connection is secured and authenticated.

Clause 138. The method of Clause 135, further compris­
ing causing the network device residing in the clinical 
environment to transmit a signed request to the authentica­
tion system.

Clause 139. The method of Clause 135, wherein the first 
network connection and the second network connection are 
both established over a wide area network.

Clause 140. The method of Clause 135, further compris­
ing receiving a message from the network device residing in 
the clinical environment via the first network connection, 
wherein the messages include information associated with 
the one or more infusion pumps in communication with the 
network device.

Clause 141. The method of Clause 140, wherein the 
network device is configured to communicate with the one 
or more infusion pumps over a local area network.

Clause 142. A system configured to authenticate a net­
work device residing in a clinical environment using a token, 
the system comprising: one or more processors; and one or 
more memories in communication with the one or more 
processors and storing computer-executable instructions 
that, when executed by the one or more processors, config­
ure the one or more processors to: process an authentication 
request from the network device residing in the clinical 
environment via a first network connection, wherein the 
authentication request includes identifying information 
associated with the clinical environment, and wherein the 
clinical environment includes one or more infusion pumps in 
communication with the network device; identify login 
credentials to be used to authenticate the network device 
residing in the clinical environment; cause the login creden­
tials to be transmitted to an authentication system configured 
to authenticate requests from the network device residing in 
the clinical environment via a second network connection 
different from the first network connection; receive a secu­
rity token from the authentication system, the security token 
being usable by the network device to transmit requests to 
the authentication system via the second network connec­
tion; and cause the security token to be transmitted to the 
network device residing in the clinical environment via the 
first network connection.

Clause 143. The system of Clause 142, wherein the first 
network connection is a WebSocket connection.

Clause 144. The system of Clause 142, wherein the first 
network connection is secured and authenticated.
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Clause 145. The system of Clause 142, wherein the 

computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to cause the network device residing in the 
clinical environment to transmit a signed request to the 
authentication system.

Clause 146. The system of Clause 142, wherein the first 
network connection and the second network connection are 
both established over a wide area network.

Clause 147. The system of Clause 142, wherein the 
computer-executable instructions, when executed by the one 
or more processors, further configure the one or more 
processors to receive a message from the network device 
residing in the clinical environment via the first network 
connection, wherein the messages include information asso­
ciated with the one or more infusion pumps in communica­
tion with the network device.

Clause 148. The system of Clause 147, wherein the 
network device is configured to communicate with the one 
or more infusion pumps over a local area network.

Clause 149. Non-transitory physical computer storage 
storing computer-executable instructions that, when 
executed by one or more computing devices, configure the 
one or more computing devices to: process an authentication 
request from the network device residing in the clinical 
environment via a first network connection, wherein the 
authentication request includes identifying information 
associated with the clinical environment, and wherein the 
clinical environment includes one or more infusion pumps in 
communication with the network device; identify login 
credentials to be used to authenticate the network device 
residing in the clinical environment; cause the login creden­
tials to be transmitted to an authentication system configured 
to authenticate requests from the network device residing in 
the clinical environment via a second network connection 
different from the first network connection; receive a secu­
rity token from the authentication system, the security token 
being usable by the network device to transmit requests to 
the authentication system via the second network connec­
tion; and cause the security token to be transmitted to the 
network device residing in the clinical environment via the 
first network connection.

Clause 150. The non-transitory physical computer storage 
of Clause 149, wherein the first network connection is a 
secured and authenticated WebSocket connection.

Clause 151. The non-transitory physical computer storage 
of Clause 149, wherein the computer-executable instruc­
tions, when executed by the one or more computing devices, 
further configure the one or more computing devices to 
cause the network device residing in the clinical environ­
ment to transmit a signed request to the authentication 
system.

Clause 152. The non-transitory physical computer storage 
of Clause 149, wherein the first network connection and the 
second network connection are both established over a wide 
area network.

Clause 153. The non-transitory physical computer storage 
of Clause 149, wherein the computer-executable instruc­
tions, when executed by the one or more computing devices, 
further configure the one or more computing devices to 
receive a message from the network device residing in the 
clinical environment via the first network connection, 
wherein the messages include information associated with 
the one or more infusion pumps in communication with the 
network device.

Clause 154. The non-transitory physical computer storage
of Clause 149, wherein the condition is satisfied based on the
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information in the message being usable to generate one or 
more user interfaces in response to a request from the 
clinical environment.

Clause 155. A method for tagging messages from infusion 
pumps residing in a clinical environment, the method com­
prising: processing a pump message including information 
about an infusion pump residing in the clinical environment; 
tagging the pump message with a facility identifier indica­
tive of a facility associated with the infusion pump and an 
account identifier indicative of an account associated with 
the infusion pump, wherein the facility is below the account 
in a hierarchical structure, and wherein the hierarchical 
structure includes one or more intermediate levels that are 
between the facility and the account in the hierarchical 
structure; and transmitting the tagged pump message to a 
remote server such that the facility identifier of the tagged 
pump message and the account identifier of the tagged 
message need not be changed by the remote server in 
response the facility being moved within the hierarchical 
structure.

Clause 156. The method of Clause 155, wherein the 
facility identifier and the account identifier are permanent 
identifiers that are not changed in response to the facility 
being moved to another system or region in the hierarchical 
structure.

Clause 157. The method of Clause 155, wherein the 
infusion pump is configured to generate pump messages 
without determining the facility associated with the infusion 
pump or the account associated with the infusion pump.

Clause 158. The method of Clause 155, further compris­
ing determining, in a priority order, whether one or more 
facility detection indicators correspond to one of a plurality 
of facility identifiers stored in a database.

Clause 159. The method of Clause 158, further compris­
ing, in response to determining that none of the one or more 
facility detection indicators corresponds to any of the plu­
rality of facility identifiers stored in the database, tagging the 
pump message with a default facility identifier indicating 
that the pump message originated from an infusion pump 
that is not associated with a known facility.

Clause 160. The method of Clause 155, further compris­
ing tagging the pump message with a first intermediate 
identifier indicative of a first intermediate level of the one or 
more intermediate levels such that the tagged pump message 
includes the facility identifier, the account identifier, and the 
first intermediate identifier.

Clause 161. The method of Clause 160, in response to 
determining that the facility is no longer associated with the 
first intermediate level in the hierarchical structure, updating 
the first intermediate identifier, such that the tagged pump 
message includes the updated first intermediate identifier.

Clause 162. The method of Clause 155, wherein process­
ing the pump message comprises converting a message in a 
first format received from the infusion pump into the pump 
message in a second format different from the first format.

Clause 163. An apparatus configured to tag messages 
from infusion pumps residing in a clinical environment, the 
apparatus comprising: one or more processors; and one or 
more memories in communication with the one or more 
processors and storing computer-executable instructions 
that, when executed by the one or more processors, config­
ure the one or more processors to: process a pump message 
including information about an infusion pump residing in 
the clinical environment; cause the pump message to be 
tagged with a facility identifier indicative of a facility 
associated with the infusion pump and an account identifier 
indicative of an account associated with the infusion pump,
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wherein the facility is below the account in a hierarchical 
structure, and wherein the message is not tagged with at least 
one other identifier indicative of an intermediate level that is 
between the facility and the account in the hierarchical 
structure; and cause the tagged pump message to be trans­
mitted to a remote server such that the facility identifier of 
the tagged pump message and the account identifier of the 
tagged message need not be changed by the remote server in 
response to the facility being moved within the hierarchical 
structure.

Clause 164. The apparatus of Clause 163, wherein the 
facility identifier and the account identifier are permanent 
identifiers that are not changed in response to the facility 
being moved within the hierarchical structure.

Clause 165. The apparatus of Clause 163, wherein the 
facility identifier and the account identifier are permanent 
identifiers that are not changed in response to the facility 
being moved to another system or region in the hierarchical 
structure.

Clause 166. The apparatus of Clause 163, wherein the 
infusion pump is configured to generate pump messages 
without determining the facility associated with the infusion 
pump or the account associated with the infusion pump.

Clause 167. The apparatus of Clause 163, wherein the 
computer-executable instructions further configure the one 
or more processors to cause the pump message to be tagged 
with a first intermediate identifier indicative of a first inter­
mediate level of the one or more intermediate levels such 
that the tagged pump message includes the facility identifier, 
the account identifier, and the first intermediate identifier.

Clause 168. The apparatus of Clause 167, wherein the 
computer-executable instructions further configure the one 
or more processors to, in response to determining that the 
facility is no longer associated with the first intermediate 
level in the hierarchical structure, cause the first intermediate 
identifier to be updated, such that the tagged pump message 
includes the updated first intermediate identifier.

Clause 169. The apparatus of Clause 163, wherein pro­
cessing the pump message comprises converting a message 
in a first format received from the infusion pump into the 
pump message in a second format different from the first 
format.

Clause 170. Non-transitory physical computer storage 
storing computer-executable instructions that, when 
executed by one or more computing devices, configure the 
one or more computing devices to: process a pump message 
including information about an infusion pump residing in 
the clinical environment; cause the pump message to be 
tagged with a facility identifier indicative of a facility 
associated with the infusion pump and an account identifier 
indicative of an account associated with the infusion pump, 
wherein the facility is below the account in a hierarchical 
structure, and wherein the message is not tagged with at least 
one other identifier indicative of an intermediate level that is 
between the facility and the account in the hierarchical 
structure; and cause the tagged pump message to be trans­
mitted to a remote server such that the facility identifier of 
the tagged pump message and the account identifier of the 
tagged message need not be changed by the remote server in 
response to the facility being moved within the hierarchical 
structure.

Clause 171. The non-transitory physical computer storage
of Clause 170, wherein the facility identifier and the account
identifier are permanent identifiers that are not changed in
response to the facility being moved to another system or
region in the hierarchical structure.
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Clause 172. The non-transitory physical computer storage 
of Clause 170, wherein the infusion pump is configured to 
generate pump messages without determining the facility 
associated with the infusion pump or the account associated 
with the infusion pump.

Clause 173. The non-transitory physical computer storage 
of Clause 170, wherein the intermediate level in the hierar­
chical structure is a system associated with the infusion 
pump or a region associated with the infusion pump.

Clause 174. The non-transitory physical computer storage 
of Clause 170, wherein processing the pump message com­
prises converting a message in a first format received from 
the infusion pump into the pump message in a second format 
different from the first format.

Other Considerations
It is to be understood that not necessarily all objects or 

advantages may be achieved in accordance with any par­
ticular embodiment described herein. Thus, for example, 
those skilled in the art will recognize that certain embodi­
ments may be configured to operate in a manner that 
achieves or optimizes one advantage or group of advantages 
as taught herein without necessarily achieving other objects 
or advantages as may be taught or suggested herein.

Many other variations than those described herein will be 
apparent from this disclosure. For example, depending on 
the embodiment, certain acts, events, or functions of any of 
the algorithms described herein can be performed in a 
different sequence, can be added, merged, or left out alto­
gether (e.g., not all described acts or events are necessary for 
the practice of the algorithms). Moreover, in certain embodi­
ments, acts or events can be performed concurrently, e.g., 
through multi-threaded processing, interrupt processing, or 
multiple processors or processor cores or on other parallel 
architectures, rather than sequentially. In addition, different 
tasks or processes can be performed by different machines 
and/or computing systems that can function together.

The various illustrative logical blocks, modules, and 
algorithm elements described in connection with the 
embodiments disclosed herein can be implemented as elec­
tronic hardware, computer software, or combinations of 
both. To clearly illustrate this interchangeability of hardware 
and software, various illustrative components, blocks, mod­
ules, and elements have been described above generally in 
terms of their functionality. Whether such functionality is 
implemented as hardware or software depends upon the 
particular application and design constraints imposed on the 
overall system. The described functionality can be imple­
mented in varying ways for each particular application, but 
such implementation decisions should not be interpreted as 
causing a departure from the scope of the disclosure.

The various illustrative logical blocks and modules 
described in connection with the embodiments disclosed 
herein can be implemented or performed by a machine, such 
as a general purpose processor, a digital signal processor 
(DSP), an application specific integrated circuit (ASIC), a 
field programmable gate array (FPGA) or other program­
mable logic device, discrete gate or transistor logic, discrete 
hardware components, or any combination thereof designed 
to perform the functions described herein. A general-purpose 
processor can be a microprocessor, but in the alternative, the 
processor can be a controller, microcontroller, or state 
machine, combinations of the same, or the like. A processor 
can include electrical circuitry configured to process com­
puter-executable instructions. In another embodiment, a 
processor includes an FPGA or other programmable device 
that performs logic operations without processing computer­
executable instructions. A processor can also be imple­
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mented as a combination of computing devices, e.g., a 
combination of a DSP and a microprocessor, a plurality of 
microprocessors, one or more microprocessors in conjunc­
tion with a DSP core, or any other such configuration. 
Although described herein primarily with respect to digital 
technology, a processor may also include primarily analog 
components. For example, some or all of the signal pro­
cessing algorithms described herein may be implemented in 
analog circuitry or mixed analog and digital circuitry. A 
computing environment can include any type of computer 
system, including, but not limited to, a computer system 
based on a microprocessor, a mainframe computer, a digital 
signal processor, a portable computing device, a device 
controller, or a computational engine within an appliance, to 
name a few.

The elements of a method, process, or algorithm 
described in connection with the embodiments disclosed 
herein can be embodied directly in hardware, in a software 
module stored in one or more memory devices and executed 
by one or more processors, or in a combination of the two. 
A software module can reside in RAM memory, flash 
memory, ROM memory, EPROM memory, EEPROM 
memory, registers, hard disk, a removable disk, a CD-ROM, 
or any other form of non-transitory computer-readable stor­
age medium, media, or physical computer storage known in 
the art. An example storage medium can be coupled to the 
processor such that the processor can read information from, 
and write information to, the storage medium. In the alter­
native, the storage medium can be integral to the processor. 
The storage medium can be volatile or nonvolatile. The 
processor and the storage medium can reside in an ASIC. 
The ASIC can reside in a user terminal. In the alternative, the 
processor and the storage medium can reside as discrete 
components in a user terminal.

Conditional language used herein, such as, among others, 
“can,” “might,” “may,” “e.g.,” and the like, unless specifi­
cally stated otherwise, or otherwise understood within the 
context as used, is generally intended to convey that certain 
embodiments include, while other embodiments do not 
include, certain features, elements, and/or states. Thus, such 
conditional language is not generally intended to imply that 
features, elements and/or states are in any way required for 
one or more embodiments or that one or more embodiments 
necessarily include logic for deciding, with or without 
author input or prompting, whether these features, elements 
and/or states are included or are to be performed in any 
particular embodiment. The terms “comprising,” “includ­
ing,” “having,” and the like are synonymous and are used 
inclusively, in an open-ended fashion, and do not exclude 
additional elements, features, acts, operations, and so forth. 
Also, the term “or” is used in its inclusive sense (and not in 
its exclusive sense) so that when used, for example, to 
connect a list of elements, the term “or” means one, some, 
or all of the elements in the list. Further, the term “each,” as 
used herein, in addition to having its ordinary meaning, can 
mean any subset of a set of elements to which the term 
“each” is applied.

Disjunctive language such as the phrase “at least one of X, 
Y, or Z,” unless specifically stated otherwise, is otherwise 
understood with the context as used in general to present that 
an item, term, etc., may be either X, Y, or Z, or any 
combination thereof (e.g., X, Y, and/or Z). Thus, such 
disjunctive language is not generally intended to, and should 
not, imply that certain embodiments require at least one of 
X, at least one of Y, or at least one of Z to each be present.

Unless otherwise explicitly stated, articles such as “a”,
“an”, or “the” should generally be interpreted to include one
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or more described items. Accordingly, phrases such as “a 
device configured to” are intended to include one or more 
recited devices. Such one or more recited devices can also 
be collectively configured to carry out the stated recitations. 
For example, “a processor configured to carry out recitations 
A, B, and C” can include a first processor configured to carry 
out recitation A working in conjunction with a second 
processor configured to carry out recitations B and C.

While the above detailed description has shown, 
described, and pointed out novel features as applied to 
various embodiments, it will be understood that various 
omissions, substitutions, and changes in the form and details 
of the devices or algorithms illustrated can be made without 
departing from the spirit of the disclosure. As will be 
recognized, certain embodiments described herein can be 
implemented within a form that does not provide all of the 
features and benefits set forth herein, as some features can 
be used or practiced separately from others. All such modi­
fications and variations are intended to be included herein 
within the scope of this disclosure. Further, additional 
embodiments created by combining any two or more fea­
tures or techniques of one or more embodiments described 
herein are also intended to be included herein within the 
scope of this disclosure.

What is claimed is:
1. A method for tagging messages from infusion pumps 

residing in a clinical environment, the method comprising: 
processing a pump message including information about 

an infusion pump residing in the clinical environment, 
wherein the infusion pump is located in a facility 
having a facility identifier, wherein the facility is in a 
first network of facilities that belongs to an account 
having an account identifier;

tagging the pump message with the facility identifier and 
the account identifier;

refraining from tagging the pump message with a network 
identifier of the first network to which the facility 
belongs; and

transmitting the tagged pump message to a remote server 
such that hierarchical identifiers of the pump message, 
which include the facility identifier of the tagged pump 
message and the account identifier of the tagged mes­
sage, need not be changed by the remote server in 
response to the facility being moved to another network 
of facilities that belongs to the same account, due to the 
tagged pump message not having been tagged with the 
network identifier of the first network.

2. The method of claim 1, wherein the facility identifier 
and the account identifier are permanent identifiers that are 
not changed in response to the facility being moved to 
another network of facilities that belongs to the same 
account.

3. The method of claim 1, wherein the infusion pump is 
configured to generate pump messages without determining 
the facility associated with the infusion pump or the account 
associated with the infusion pump.

4. The method of claim 1, further comprising determining, 
in a priority order, whether one or more facility detection 
indicators correspond to one of a plurality of facility iden­
tifiers stored in a database.

5. The method of claim 4, further comprising, in response 
to determining that none of the one or more facility detection 
indicators corresponds to any of the plurality of facility 
identifiers stored in the database, tagging the pump message 
with a default facility identifier indicating that the pump 
message originated from an infusion pump that is not 
associated with a known facility.
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6. The method of claim 1, further comprising tagging

another pump message with the network identifier of the first
network such that the tagged pump message includes the
facility identifier, the account identifier, and the network
identifier.

7. The method of claim 6, in response to determining that 
the facility has been moved to another network, updating the 
network identifier, such that said another pump message 
includes the updated network identifier indicates said 
another network.

8. The method of claim 1, wherein processing the pump 
message comprises converting a message in a first format 
received from the infusion pump into the pump message in 
a second format different from the first format.

9. An apparatus configured to tag messages from infusion 
pumps residing in a clinical environment, the apparatus 
comprising:

one or more processors; and
one or more memories in communication with the one or 

more processors and storing computer-executable 
instructions that, when executed by the one or more 
processors, configure the one or more processors to: 
process a pump message including information about 

an infusion pump residing in the clinical environ­
ment, wherein the infusion pump is located in a 
facility having a facility identifier, wherein the facil­
ity is in a first network of facilities that belongs to an 
account having an account identifier;

cause the pump message to be tagged with the facility 
identifier and the account identifier;

refrain from causing the pump message to be tagged 
with a network identifier of the first network to 
which the facility belongs; and

cause the tagged pump message to be transmitted to a 
remote server such that hierarchical identifiers of the 
pump message, which include the facility identifier 
of the tagged pump message and the account iden­
tifier of the tagged message, need not be changed by 
the remote server in response to the facility being 
moved to another network of facilities that belongs 
to the same account, due to the tagged pump message 
not having been tagged with the network identifier of 
the first network.

10. The apparatus of claim 9, wherein the facility iden­
tifier and the account identifier are permanent identifiers that 
are not changed in response to the facility being moved 
within the same account.

11. The apparatus of claim 9, wherein the facility identi­
fier and the account identifier are permanent identifiers that 
are not changed in response to the facility being moved to 
another network of facilities that belongs to the same 
account.

12. The apparatus of claim 9, wherein the infusion pump 
is configured to generate pump messages without determin­
ing the facility associated with the infusion pump or the 
account associated with the infusion pump.

13. The apparatus of claim 9, wherein the computer­
executable instructions further configure the one or more 
processors to cause another pump message to be tagged with 
the network identifier of the first network such that the 
tagged pump message includes the facility identifier, the 
account identifier, and the network identifier. 

14. The apparatus of claim 13, wherein the computer­
executable instructions further configure the one or more
processors to, in response to determining that the facility has
been moved to another network, cause the network identifier
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to be updated, such that the tagged pump message includes 
the updated network identifier indicates said another net­
work.

15. The apparatus of claim 9, wherein processing the 
pump message comprises converting a message in a first 
format received from the infusion pump into the pump 
message in a second format different from the first format.

16. Non-transitory physical computer storage storing 
computer-executable instructions that, when executed by 
one or more computing devices, configure the one or more 
computing devices to:

process a pump message including information about an 
infusion pump residing in a clinical environment, 
wherein the infusion pump is located in a facility 
having a facility identifier, wherein the facility is in a 
first network of facilities that belongs to an account 
having an account identifier;

cause the pump message to be tagged with the facility 
identifier and the account identifier;

refrain from causing the pump message to be tagged with 
a network identifier of the first network to which the 
facility belongs; and

cause the tagged pump message to be transmitted to a 
remote server such that hierarchical identifiers of the 
pump message, which include the facility identifier of 
the tagged pump message and the account identifier of 
the tagged message, need not be changed by the remote 
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server in response to the facility being moved to 
another network of facilities that belongs to the same 
account, due to the tagged pump message not having 
been tagged with the network identifier of the first 
network.

17. The non-transitory physical computer storage of claim 
16, wherein the facility identifier and the account identifier 
are permanent identifiers that are not changed in response to 
the facility being moved to another network of facilities that 
belongs to the same account.

18. The non-transitory physical computer storage of claim 
16, wherein the infusion pump is configured to generate 
pump messages without determining the facility associated 
with the infusion pump or the account associated with the 
infusion pump.

19. The non-transitory physical computer storage of claim 
16, wherein the first network belongs to a region that 
includes one or more additional networks of facilities that 
are different from the first network, and wherein the region 
is one of a plurality of regions that belong to the account.

20. The non-transitory physical computer storage of claim 
16, wherein processing the pump message comprises con­
verting a message in a first format received from the infusion 
pump into the pump message in a second format different 
from the first format.
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