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Sefiora

Edna Marcela Ramirez Orozco

Directora de Nuevas Creaciones
Superintendencia de Industriay Comercio
E. S. D.

Referencia: Solicitud de PCT Patente de Invencion denominada SISTEMA
MOVIL PARA ACTUALIZACION TRANSACCIONAL DE INFORMACIONES
EN CHIPS DEL TIPO SIN CONTACTO.

Asunto: Respuesta al Requerimiento No. 18756 de 29 de noviembre de 2021.

Expediente No. NC2018/0013079

Juan Carlos Cuesta Quintero, mayor de edad, identificado como aparece al pie de mi firma,
obrando en mi calidad de apoderado de RPC REDE PONTO CERTO TECNOLOGIA E
SERVICOS LTDA, doy respuesta al Oficio No. 18756 de 29 de noviembre de 2021, bajo los
siguientes términos:

1. Delasolicitud de patente

1.1. Reivindicaciones

El Solicitante con el objeto de dar por superadas las objeciones realizadas, ha modificado el

capitulo reivindicatorio el cual ahora incluye tres reivindicaciones.

Las modificaciones realizadas tienen soporte en la descripcién como se indica a continuacion:

Parrafo 1: Los dispositivos moviles tales como teléfonos inteligentes, tabletas, notebooks,

relojes inteligentes.

- Parrafo 6: El método permite un proceso transaccional de actualizacion y autenticacion de
informacion entre un chip de tipo sin contacto y un servidor de red operativo.

- Parrafo 7: Se realiza utilizando un sistema movil para la actualizacion transicional de
informacion.

- Parrafo 6: El sistema movil comprende el chip tipo sin contacto y el servidor de red

operativo
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- Péarrafo 1: Un dispositivo movil.

- Péarrafo 7: en donde el método comprende tres pasos marco de un proceso

- Péarrafo 6: Transaccional de actualizacién y informacién de autenticacién entre el chip de
tipo sin contacto y el servidor de red operativo.

- Péarrafo 7: una solicitud de usuario a través de una aplicacién mévil donde: Aproximar el
chip y al dispositivo mavil.

- Péarrafo 6, 8, figura 1: Leer la informacion en ese chip por la aplicacion movil y luego
procesar y cifrar la transaccion solicitada por el usuario a través de una primera clave
generada para garantizar la integridad de la informacién transaccional para la
transferencia remota.

- Parrafo 7: En un segundo paso macro una autenticacion en el Servidor de Red
Operacional combinado con un tercer paso macro de autenticacion con la clave del
Emisor, comprendiendo el segundo y tercer paso.

- Figura 1: -transferir e interpretar por el servidor de la red operativa la informacion
transaccional. El servidor operativo realiza pruebas de integridad para la informacion
transaccional y usa una segunda clave que encripta las claves de lectura/escritura del chip
propiedad de un agente de envio respectivo.

- Figura 1, parrafo 6 y 8: la segunda clave esta vinculada a la respectiva transacciéon de
solicitud de autorizacién de recarga. luego devolver, por parte del servidor, la respuesta
transaccional a la aplicacion mavil ejecutada por el dispositivo mavil del usuario; y
actualizar la informacion en el chip, completando la operacion transaccional. La segunda

clave esta vinculada a la respectiva transaccion de solicitud de autorizacion de recarga.

2. Examen de patentabilidad.

2.1. Nivel inventivo

La presente invencion y nueva reivindicacion 1 comprende caracteristicas no reveladas o
sugeridas por el arte previo, como tener una primera clave cifrada que se utiliza para garantizar
la integridad de la informacion transaccional, en la que una segunda clave cifrada vinculada a la
transaccion se utiliza para cifrar claves de lectura/escritura, y en la que se realiza la autenticacién

con una clave de emisor de un agente emisor en el servidor de la red operativa.

Adicionalmente, el solicitante no esta de acuerdo con la opinion establecida por el examinador,
porque los parrafos [0006] a [0008] revelan que “la figura 1 ilustra un diagrama de flujo con los
pasos del proceso transaccional de actualizacion y autenticacion de la informacion entre el chip

de tipo sin contacto y el servidor de la red operativa” ([0006]).

Ademas, en el parrafo [0007], como se muestra en la Figura 1, el sistema movil para actualizacién

de informacién en chips sin contacto, objeto de esta patente de invencion, consiste en un proceso

Calle 72 No. 10 - 07, Of. 603 « Teléfono: 2113097 « Fax: 2554538
Bogota, D.C., Colombia



CUESTA
LAWYERS

compuesto por tres macro pasos (por lo tanto, en la Fig. 1 tres cajas en una y la misma linea se

muestran), a saber:

- Solicitud del usuario a través de la aplicacion movil; (-> esto se muestra en los cuadros de
la izquierda y la parte de la posicién del diagrama de flujo directamente debajo de los
cuadros de la izquierda).

- Autenticacién en el servidor de red operativo; (-> esto se muestra en los cuadros del medio
y la parte de la posicion del diagrama de flujo directamente debajo de los cuadros del
medio.).

- Autenticacion con la clave del Emisor; (-> esto se muestra en los cuadros de la derecha'y
la parte de la posicion del diagrama de flujo directamente debajo de los cuadros de la
derecha).

Por ejemplo, el parrafo [0008] establece:

- Paso 1: “El proceso transaccional se inicia con una solicitud del usuario a través del movil
aplicacion para consulta o registro de informacion. Al acercarse al chip y al dispositivo mévil, la
aplicacion lee la informacién de ese chip y la transaccién solicitada por el usuario es luego
procesada y encriptada para transferencia remota. “(-> esto es se muestra en los cuadros de la

izquierda y la parte de la posicion del diagrama de flujo directamente debajo de la izquierda cajas.)

Los pasos 2 y 3 que se describen de forma combinada. El tercer paso comprende la solicitar
autorizacioén de recarga, que esta vinculada al agente emisor que proporciona al emisor clave,
también denominada 32 clave criptogréfica vinculada al nUmero de serie del buque de la tarjeta

inteligente.

El tercer paso requiere el segundo paso. Por lo tanto, los pasos 2 y 2 a descritos en una manera

combinada. Aqui, el parrafo [0008] dice:

- Lainformacion transaccional luego es transferida e interpretada por el servidor operativo
utilizando una segunda clave que encripta las claves de lectura/escritura del chip propiedad del
respectivo agente de envio. El servidor luego devuelve la informacion transaccional a la aplicacion
ejecutado por el dispositivo mévil del usuario y actualiza la informacién en el chip, completando

la operacioén transaccional.

- La interpretacion comprende la Solicitud de recarga mediante la tercera clave por parte
del emisor agente. La tercera clave esta vinculada al numero de serie del chip del carrito

inteligente, segun lo divulgado por Fig. 1, uno de los recuadros de la derecha.

En conclusion, la descripcion puede ser corta. Sin embargo, junto con las revelaciones de la Fig.

1, las caracteristicas técnicas que muestran el ndcleo de la presente invencién son
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suficientemente revelado y respaldado por la descripcion.

Asi pues, la caracteristica conocida por una persona experto en la materia no se explica ya que
son conocidos por un experto en la materia. La presente solicitud se concentra una primera clave
cifrada para garantizar la integridad de la informacién transaccional, en que se utiliza una segunda
clave cifrada vinculada a la transaccién para cifrar las claves de lectura/escritura, y en el que la
autenticacion se realiza con una clave de emisor de un agente emisor en el servidor de red, por

lo que en cada etapa se utiliza una clave diferente.

Por lo tanto, se cree que las objeciones planteadas en el tema Comunicado Oficial han sido
superadas completamente y la reivindicaciéon 1 también son novedosas e implican una actividad

inventiva sobre las divulgaciones del arte previo.

3. En consecuencia, le pedimos amablemente al examinador que conceda la patente para la
presente invencion, por lo que queda evidenciado que la invencién cumple con los requisitos
de patentabilidad definidos en la Decision 486 de 2000.

Cordialmente,

Juan Carlos Cuesta Quintero.
C.C. 79.339.809 de Bogota
T.P. 43.273 del C.S. de la J.

Anexos: Comprobante de pago por modificacion voluntaria al capitulo reivindicatorio.
Capitulo reivindicatorio modificado en control de cambios.

Capitulo reivindicatorio modificado en limpio.
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REIVINDICACIONES

1. Método con el fin de promover la lectura o grabacidén en chips
utilizados entre diversos fines como medio de pago a través de
dispositivos mdbéviles tales como teléfonos inteligentes,
tabletas, notebooks, relojes inteligentes, el método permite
un proceso transaccional de actualizacién y autenticacién de
informacidén entre un chip de tipo sin contacto y un servidor
de red operativo y se realiza utilizando un sistema mévil para
la actualizacidén transicional de informacidn, el sistema mévil
comprende el chip tipo sin contacto y el servidor de red
operativo y un dispositivo mévil, en donde el método comprende
tres pasos marco de un proceso transaccional de actualizacidn
y informacién de autenticacién entre el chip de tipo sin
contacto y el servidor de red operativo, en el que los tres

pPasos marco comprenden H

En un primer paso marco, una solicitud de usuario a través de una

aplicacidén mévil donde:
- Aproximar el chip y al dispositivo mévil; y

- solicitud por parte de un usuario a través de la aplicacidn

mévil para consulta o registro de informacidn;

- leer la informacidén en ese chip por la aplicacién mévil y
luego procesar y cifrar la transaccidén solicitada por el
usuario a través de una primera clave generada para garantizar
la integridad de la informacidén transaccional para la

transferencia remota;

En un segundo paso macro una autenticacién en el Servidor de Red
Operacional combinado con un tercer paso macro de autenticacidn con

la clave del Emisor, comprendiendo el segundo y tercer paso;

-transferir e interpretar por el servidor de la red operativa la

informacidén transaccional,



- el servidor operativo realiza pruebas de integridad para la
informacidén transaccional y usa una segunda clave que encripta las
claves de lectura/escritura del chip propiedad de un agente de envio

respectivo, vy

- la segunda clave estéd vinculada a la respectiva transaccidén de

solicitud de autorizacidén de recarga;

- realizar una autenticacidén con una clave de emisor gue es una
tercera clave de un agente emisor, la tercera clave cifrada vinculada
a la transaccidén para cifrar claves de lectura y escritura asociadas
con un numero de serie de chip del chip y proporcionada por el agente

emisor;

-luego devolver, por parte del servidor, la respuesta transaccional
a la aplicacién mévil ejecutada por el dispositivo mévil del usuario;
y actualizar la informacién en el chip, completando la operacidn

transaccional.

2. Método segun la reivindicacién 1, donde la aplicacidén médvil
estd protegida por una capa de seguridad para evitar su lectura

por parte de técnicos no autorizados o posibles estafadores.

3. Método segln la reivindicacién 1, que comprende un modelo
criptogrédfico para asegurar la integridad de la informacidn
transaccional transferida remotamente, reduciendo la
posibilidad de fraude por insercidén de un agente fraudulento
entre la aplicacidén cliente y el servidor de comunicaciones de

la red operativa.
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“SISTEMA MOVEL PARA ATUALIZACAO
TRANSACIONAL DE INFORMACOES EM CHIPS DO TIPO SEM CONTATO”

Campo da Invengao

[001] A presente Patente de Invencao refere-se a um processo e
respectivo sistema tecnolégico empregado para o fim de promover
a leitura ou gravacéo em chips utilizados, entre diversas finalidades,
como meios de pagamento através de dispositivos moveis tais
como smartphones, tablets, notebooks, smartwatches ou outros que

venham a substitui-los.

Histoérico da Invencgao

[002] O estado da técnica contempla cartdes com chip capazes de
serem lidos e/ou gravados por leitores/gravadores de informagao,
possibilitando multiplas aplicagdes tais como a criacdo de cartdes
de acesso, identificacdo, meios de pagamento, etc. Os chips podem
ser lidos por terminais de venda permitindo a compra de produtos
ou servicos sem dispor de uma conexdo de dados online, como
ocorre no caso de cartdes de crédito ou débito. Isso possibilita a
distribuicdo de multiplos terminais de pontos de venda sem a
necessidade de conexdes fisicas de dados, reduzindo
significativamente o custo por manutencgao de ponto de venda.

[003] Um dos principais inconvenientes presentes no estado da
técnica diz respeito a dependéncia dos usuarios com relacédo a rede
de terminais fixos. Assim, quando um usuario encontra-se em
transito e necessita efetuar um pagamento ndo dispondo
eventualmente de saldo suficiente em seu cartdo, ficara
impossibilitado de utilizar seu chip como meio de pagamento ate

encontrar um terminal especifico para a recarga de seus créditos.
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[004] Um dos objetivos da presente Patente de Invengao reside em
prover uma alternativa para que os usuarios de chips do tipo sem
contato realizem operagbes transacionais quando em transito,
utilizando-se de um aparelho smartphone, tablet ou qualquer outro
dispositivo capaz de executar aplicacbes moveis. Isto permitira ao
usuario total autonomia no processo de atualizagdo ou consulta do
conteudo de seu chip, eliminando a sua dependéncia com relacéo a
rede de terminais fixos.

[005] Outro objetivo da presente Patente de Invengéo reside em
prover uma solugdo segura para trafego de dados entre o
dispositivo movel do usuario e a rede de autenticacdo das
transagdes de compra, atendendo as boas praticas de seguranga
em criptografia de dados pela combinacdo de multiplas chaves
criptograficas de modo a garantir a integridade das informagdes e
mitigar os riscos de fraude.

[006] Assim sendo, a fim de permitir a melhor elucidagdo do objeto
em questado, proceder-se-a a sua descrigdo com referéncia a figura
a seguir, onde:

a figura 1 ilustra um fluxograma com as etapas do processo

transacional de atualizagdo e autenticacdo de informacdes entre o
chip do tipo sem contato e o servidor da rede operacional,
[007] De conformidade com o quanto ilustra a figura 1 acima
mencionada, o sistema movel para atualizacdo transacional de
informagdes em chips do tipo sem contato, objeto desta Patente de
Invencdo, constitui-se de um processo composto por trés macro
etapas, a saber:

- Solicitacdo do usuario via aplicacdo movel;

- Autenticacao no Servidor da Rede Operacional,
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- Autenticagdo com a chave do Emissor;

[008] O processo transacional inicia com uma solicitacdo do usuario
por meio da aplicagdo movel para consulta ou gravacdo de
informagdes. Aproximando-se o chip e o dispositivo movel, as
informacdes do referido chip sao lidas pela aplicagdo e a transacéao
solicitada pelo usuario € entdo processada e criptografada para
transferéncia remota. A informacéo transacional é entao transferida
e interpretada pelo servidor operacional utilizando-se de uma
segunda chave que criptografa as chaves de leitura/gravagao do
chip de propriedade do respectivo agente emissor. O servidor entdo
devolve a informacédo transacional a aplicacdo executada pelo
dispositivo moével do usuario e atualiza a informagdo no chip,
completando a operacéao transacional.

[009] Tratou-se no presente relatério descritivo de uma nova
concepcdo para o “SISTEMA MOVEL PARA ATUALIZACAO
TRANSACIONAL DE INFORMACOES EM CHIPS DO TIPO SEM
CONTATOQO”, apresentando, conforme se pode evidenciar pela
descricdo e pelas figuras apresentadas, algumas vantagens e
aplicacdes diferenciadas com relacdo aos métodos convencionais
existentes.

[010] Havendo, portanto, sido descrita e ilustrada a melhor forma de
realizagdo atualmente contemplada para a concretizagao da
presente invencdo, inumeras modificagdes e variagdes em sua
forma de realizacdo, poderdo ser prontamente introduzidas por
técnicos e especialistas no assunto. No entanto, compreende-se
que a presente invengdo nao esta limitada aos aspectos praticos

ilustrados e descritos no presente relatério, englobando em seu
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escopo todas as variacbes e modificacdes Obvias eventualmente
nao descritas.

[016] Pelas vantagens que oferece e ainda por revestir-se de
caracteristicas técnicas verdadeiramente inovadoras, preenche
todos os requisitos de originalidade e novidade no género, reunindo

as condi¢des necessarias para obter uma Patente de Invencao.
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REIVINDICACOES

1. Método para atualizacdo transicional de
informacdes em um chip de um dispositivo mbével usando um
servidor de rede operacional, caracterizado por
compreender:

receber uma solicitacdo de um usudrio por
meio de um aplicativo mével em execugdo no dispositivo
mével para uma operacdo transacional;

ler informagdes do chip em resposta a
solicitacdo do aplicativo mével;

criptografar informacgdes transacionais
lidas do chip;

transferir as informacdes transacionais
criptografadas remotamente para O servidor de rede
operacional;

realizar uma autenticacdo no servidor de
rede operacional;

realizar uma autenticagdo com uma primeira
chave do emissor: e atualizar as informa¢des no chip com
base em uma resposta transacional do servidor de rede
operacional;

em que o aplicativo mével é composto por um
cbébdigo fonte protegido por uma camada de seguranca para
evitar a leitura por terceiros ndo autorizados.

2. Método, de acordo com a reivindicacédo 1,
caracterizado por adicionalmente compreender usar multiplas
chaves criptograficas juntamente com  as etapas de
autenticacéo.

3. Método, de acordo com a reivindicacédo 2,

caracterizado por adicionalmente compreender assegurar a
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integridade das informag¢des transacionais transferidas
remotamente com um modelo criptografico, reduzindo a
possibilidade de fraude.

4. Método, de acordo com a reivindicacédo 2,
caracterizado por adicionalmente compreender usar uma
segunda chave que criptografa chaves de leitura e gravacgéo
associadas a um numero de série do chip.

5. Método, de acordo com a reivindicacédo 3,
caracterizado por o modelo criptogradfico reduzir a
possibilidade
de fraude pela insercdo de um agente fraudulento entre o
aplicativo mével e o servidor da rede operacional.

6. Método, de acordo com a reivindicacédo 4,
caracterizado por as informacdes transacionais serem
transferidas e interpretadas pelo servidor de rede
operacional usando a segunda chave; e em que o nUmero de
série é fornecido por um agente de envio.

7. Método para atualizacgdo transicional de
informacdes em um chip de um dispositivo mdbével usando um
servidor de rede operacional, caracterizado por
compreender: receber uma solicitagdo de um usudrio por meio
de um aplicativo mével em execucdo no dispositivo mével
para uma operacdo transacional;

ler informagdes do chip em resposta a
solicitacdo do aplicativo mbvel; gerar uma primeira chave
criptografada para assegurar a integridade das informacgdes
transacionais lidas do chip;

criptografar as informacdes transacionais

para transferéncia remota;
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transferir as informacdes transacionais
criptografadas remotamente para o servidor de rede
operacional;

pelo servidor de rede operacional, testar a
integridade das informag¢des transacionais;

pelo servidor de rede operacional, realizar
uma autenticacdo com uma chave do emissor de um agente
emissor;

pelo servidor de rede operacional, usar uma
segunda chave criptografada associada a transacdo para
criptografar chaves de leitura e gravagdo associadas a um
numero de série de chip do chip e fornecida pelo agente
emissor;

pelo servidor de rede operacional,
determinar uma resposta transacional;

retornar a resposta transacional para o
aplicativo mével em execugcdo no dispositivo mbével pelo
servidor de rede operacional; e

atualizar as informacdes no chip com base
na resposta transacional do servidor de rede operacional;

em que o aplicativo mbével compreende um
cbébdigo fonte protegido por uma camada de seguranca para
evitar a leitura por técnicos ndo autorizados ou potenciais
fraudadores.

8. Método, de acordo com a reivindicacédo 7,
caracterizado por teste de integridade para as informacdes
transacionais compreender o uso de um modelo criptografico,
reduzindo a possibilidade de fraude pela insercdo de um
agente fraudulento entre o aplicativo mével e o servidor de

rede operacional.
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In case of any further objections, issuance of another Official Communication pursuant to
Article 94(3) EPC is respectfully requested. As an auxiliary measure, it is respectfully
requested to schedule a date for a personal interview or for Oral Proceedings pursuant to
Article 116 EPC.

Il. Remarks

With regard to the first communication pursuant to Article 94(3) EPC, the applicant
disagrees with the Examining Division’s opinion that the amended claims filed with letter
of September 14, 2021 cannot be considered to comply with the requirements of the EPC,
in particular in view of Articles 123(2), 83 and 84 EPC.

With regard to issue 4.4 of said communication, the applicant disagrees with the Divisions

opinion as will be further explained below.

The Division states that only par. [0007] and [0008] of the description are the only two
paras. of the description containing any information of substance in relation with what

could be called an embodiments of the invention.

With this opinion the applicant disagrees, because the paragraphs [0001] and [0006]

should additionally considered.

With regard to the other two sources (i.e. text boxes and flow scheme of Fig. 1), the
division is of the opinion that the three sources do not have any clear and unambiguous

relation to each other.

The applicant disagrees this opinion, as will be further explained below.

The amended claims of the auxiliary enclosed are amended based on the disclosure of

the description and the text boxed of Fig. 1. The relation will be explained in detail below.

. Amendments

Main request
The claim 1 of the main request, that is based on the claims filed with letter of September

14, 2021, is amended by deleting from the term “a chip—of-a—mobile—device” the
strikethrough part.



Auxiliary request

A new claim 1 is drafted using the literal disclosure of the description and the Fig. 1.

The Examiner is requested to view the enclosed marked-up versions of the claims for

details.

V. Added subject-matter according to Article 123(2) EPC and clarity and Sufficiency
of disclosures according to Articles 83 and 84 EPC

The issue under 4.1 of the Office Action is believed to be overcome in view the

amendments made to claim 1 of the main request.

The applicant disagrees with the opinion set out under issue 4.2 of the Office action,
because the paragraphs [0006] to [0008] discloses that “figure 1 illustrates a flow chart
with the steps of the transactional process of updating and authenticating information

between the contactless type chip and the operational network server” ([0006]).

Further: [0007] Accordingly as shown in Figure 1 above, the mobile system for transitional
updating of information in contactless chips, object of this patent of invention, consists of a
process composed of three macro steps (therefore in Fig. 1 three boxes in one and the

same line are shown) , namely:

User request via mobile application; (-> this is shown in the left boxes and the part of the

flow chart position directly below the left boxes.)

Authentication on Operational Network Server; (-> this is shown in the middle boxes and

the part of the flow chart position directly below the middle boxes.)

Authentication with the Issuer key; (-> this is shown in the right boxes and the part of the

flow chart position directly below the right boxes.)

The paragraph [0008] reads:

1 step: “The transactional process starts with a request from the user through the mobile

application for query or information recording. Approaching the chip and the mobile



device, the information on that chip is read by the application and the transaction
requested by the user is then processed and encrypted for remote transfer. “(-> this is
shown in the left boxes and the part of the flow chart position directly below the left

boxes.)

The 2. and 3 steps are disclosed in a combined fashion. The third step comprises the
request authorization to recharge, which is linked to the issuing agent providing the issuer
key, also called 3™ cryptographic key linked to the serial number of the smart card ship.
The third step requires the second step. Therefore, step 2 and 2 a described in a

combined manner. Here, the paragraph [0008] reads:

“The transactional information is then transferred and interpreted by the operational server
using a second key that encrypts the chip read/write keys owned by the respective
sending agent. The server then returns the transactional information to the application
executed by the user's mobile device and updates the information on the chip, completing

the transactional operation.

The interpretation comprises the Request to recharge using the third key by the issuing
agent. The third key is linked to the serial number of the smart cart chip, as disclosed by

Fig. 1, one of the right boxes.

In conclusion, the description may be short. However, in conjunction with the disclosures
of Fig. 1, the technical features showing the core of the present invention are sufficiently

disclosed and supported by the description. Stated differently, the spice is in the brevity.

As already explained in the letter of September 14, 2021, the feature known to a person
skilled in the art are not explained since they are known by a person skilled in the art. It
was not considered necessary then time when drafting this application that features
known to a person skilled in the art needs to be described in detail. The present

application concentrates on the features being part of the present invention.

That is a first encrypted key is used to ensure the integrity of transactional information, in
which a second encrypted key linked to the transaction is used to encrypt read/write keys,
and in which authentication is performed with an issuer key of an issuing agent at the

operational network server. Thus, at each stage a different key is used.



V. Novelty and inventive step

Main request

The European search opinion refers to D1 (US7729986B1) as far as patentability of the
claimed subject matter is concerned. It is, however, not foreseeable where D1 shows an
approach as defined in the newly submitted independent claim, in which a first encrypted
key is used to ensure the integrity of transactional information, in which a second
encrypted key linked to the transaction is used to encrypt read/write keys, and in which
authentication is performed with an issuer key of an issuing agent at the operational
network server. Thus, it is believed that D1 does prejudice patentability of the newly

submitted claims.

Auxiliary request
The claim 1 of the auxiliary request is newly drafted, because the Examiner states under
issue 4.3, that an exhaustive list of all issues arising from the amendments made to the

feature of the claims of the main request would exist.

From the above, the applicant’s point of view is provided explaining why the applicant
believes that the present invention is well disclosed and supported by th* description and
the Fig. 1.

Unfortunately, the Applicant does not get any chance to get to know about the exhaustive
list of all issues, because the Examiner thinks there is not even a remote chance to

overcome these issues.

That is why, a new claim 1 using the literal disclosures of the description and of Fig. 1 is

enclosed as an auxiliary request.

As already explained above, also the claim 1 of the auxiliary request comprises the
features not disclosed or suggested by D1. That is a first encrypted key is used to ensure
the integrity of transactional information, in which a second encrypted key linked to the
transaction is used to encrypt read/write keys, and in which authentication is performed

with an issuer key of an issuing agent at the operational network server.

It is respectfully requested to postpone any revision of the specification until an allowable

claim version has been established.



VI. Conclusions

It is believed that the objections raised in the subject Official Communication have been
dealt with completely and it could be shown that the claims 1 of the main and the auxiliary
requests are also novel and involve an inventive step over the disclosures of D1 and fulffill
the requirements of Articles 83, 84 and 123(2) EPC. Thus, issuance of the Official

Communication pursuant to Rule 71(3) EPC is respectfully requested.

Respectfully submitted,

Ferdinand Stockeler

Enclosures
Amended claims of a main request (marked-up and clean copy)
Amended claims of an auxiliary request (marked-up and clean copy)
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Main request

CLATMS

1. Method for transitional updating of information in
a chip using an operational network server, the method allowing
a chip user to perform a transactional operation when in
transit, using a mobile device, such as a smartphone, tablet,
notebook, smartwatch or any other device capable of running
mobile applications, the method comprising:

upon a request by the user through a mobile application
running on the mobile device for a transactional operation,
such as a query or information recording, reading information
on the chip, generating a first encrypted key to ensure the
integrity of transactional information and encrypting the
transactional information for remote transfer,

transferring the encrypted transactional information
to an operational network server,

by the operational network server, integrity testing
for the transactional information, performing an
authentication with an issuer key of an issuing agent, using
a second encrypted key linked to the transaction to encrypt
read and write keys associated with a chip serial number of
the chip and provided by the issuing agent and returning a
transactional response to the application running on the mobile
device, and

updating information on the chip to complete the

transactional operation.



2/2

2. Method according to claim 1, wherein the mobile
application 1is composed of a source code protected by a
security layer to avoid reading by unauthorized technicians or

potential fraudsters.

3. Method according to c¢laim 1, comprising a
cryptographic model for ensuring the integrity of the
transactional information transferred remotely, reducing the
possibility of fraud by insertion of a fraudulent agent between
the client application and the communication server of the

operational network.
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Main request

CLATMS

1. Method for transitional updating of information in

a chip—ef—amebite—deviee using an operational network server,

the method allowing a chip user to perform a transactional
operation when in transit, using athe mobile device, such as
a smartphone, tablet, notebook, smartwatch or any other device
capable of running mobile applications, the method comprising:

upon a request by the user through a mobile application
running on the mobile device for a transactional operation,
such as a query or information recording, reading information
on the chip, generating a first encrypted key to ensure the
integrity of transactional information and encrypting the
transactional information for remote transfer,

transferring the encrypted transactional information
to an operational network server,

by the operational network server, integrity testing
for the transactional information, performing an
authentication with an issuer key of an issuing agent, using
a second encrypted key linked to the transaction to encrypt
read and write keys associated with a chip serial number of
the chip and provided by the issuing agent and returning a
transactional response to the application running on the mobile
device, and

updating information on the chip to complete the

transactional operation.
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2. Method according to claim 1, wherein the mobile
application 1is composed of a source code protected by a
security layer to avoid reading by unauthorized technicians or

potential fraudsters.

3. Method according to c¢laim 1, comprising a
cryptographic model for ensuring the integrity of the
transactional information transferred remotely, reducing the
possibility of fraud by insertion of a fraudulent agent between
the client application and the communication server of the

operational network.



Auxiliary request

CLAIM

Method for the purpose of promoting reading or recording on chips used among
various purposes as means of payment through mobile devices such as
smartphones, tablets, notebooks, smartwatches, the method allows a transactional
process of updating and authenticating information between a contactless type chip
and an operational network server and is performed using a mobile system for
transitional updating of information, the mobile system comprises the contactless type
chip and the operational network server and a mobiles device, wherein the method
comprises three marco steps of a transactional process of updating and
authenticating information between the contactless type chip and the operational
network server, wherein the three marco steps comprisies:

In a first marco step a user request via a mobile application comprising

-at first approaching the chip and the mobile device; and

- requesting by a user through the mobile application for query or

information recording;

- reading the information on that chip by the mobile application and the
transaction requested by the user is then processed and encrypted via
a first key generated to encsure the integrity of transacttional

information for remote transfer;

In a second macro step an authentication on Operational Network Server
combined with a third macro step of authentication with the Issuer key, the

second and third steps comprising;

-transferring to and interpreting by the operational network server then

the transactional information,

- the operational server performing integrity testing for the transactional
information and using a second key that encrypts the chip read/write

keys owned by a respective sending agent, and

- the second key is linked to the respective transaction of requesting

authorization to recharge;



- performing an authentication with an issuer key being a third key of
an issuing agent, the third encrypted key linked to the transaction to
encrypt read and write keys associated with a chip serial number of the

chip and provided by the issuing agent;

-then returning, by the server, the transactional response to the mobile application

executed by the user's the mobile device; and

updating the information on the chip, completing the transactional operation.

2. Method according to claim 1, wherein the mobile application is composed of a source code
protected by a security layer to avoid reading by unauthorized technicians or potential

fraudsters.

3. Method according to claim 1, comprising a cryptographic model for ensuring the integrity of
the transactional information transferred remotely, reducing the possibility of fraud by insertion
of a fraudulent agent between the client application and the communication server of the

operational network.



Auxiliary request

CLAIM

Method for the purpose of promoting reading or recording on chips used among
various purposes as means of payment through mobile devices such as
smartphones, tablets, notebooks, smartwatches {paragraph [0001] of the
description}, the method allows a transactional process of updating and
authenticating information between a contactless type chip and an operational
network server [0006] and is performed using a mobile system for transitional
updating of information {paragraph [0007] of the description}, the mobile system
comprises the contactless type chip and the operational network server [0006] and a
mobiles device [0001], wherein the method comprises three marco steps [0007] of a
transactional process of updating and authenticating information between the
contactless type chip and the operational network server [0006], wherein the three
marco steps comprisies: {see[0007] and [0008]}

In a first marco step a user request via a mobile application comprising [0007]

-at first (instead of start with, see [0007) approaching the chip and

the mobile device; and

- requesting by a user through the mobile application for query or

information recording;

- reading the information on that chip by the mobile application and the
transaction requested by the user is then processed and encrypted via
a first key generated to encsure the integrity of transacttional
information for remote transfer; {Fig.1 (left box) in conjunction with
[0008] and [0006] statin that Fig. 1 illustrates a flow chart with the
steps... }

In a second macro step an authentication on Operational Network Server
combined with a third macro step of authentication with the Issuer key, the

second and third steps comprising [0007]



-transferring to and interpreting by the operational network server (Fig.
1 the flow from the left to the middle box and the right box) then

the transactional information,

- the operational server performing integrity testing for the transactional
information (Fig. 1 middle box)and using a second key that encrypts
the chip read/write keys owned by a respective sending agent,{Fig. 1,
middle box} and

- the second key is linked to the respective transaction of requesting
authorization to recharge; Fig.1 (middle and right box) in
conjunction with [0008] and [0006] stating that Fig. 1 illustrates a
flow chart with the steps..., and in conjunction with the flow chart,

see from middle col. to right col.}

-performing an authentication with an issuer key being a third key of an
issuing agent, the third encrypted key linked to the transaction to
encrypt read and write keys associated with a chip serial number of the

chip and provided by the issuing agent(Fig. 1, right box);

-then returning, by the server, the transactional response to the mobile application
executed by the user's the mobile device; Fig.1 (middle box) in conjunction with
[0008] and [0006] statin that Fig. 1 illustrates a flow chart with the steps... }; and

updating the information on the chip, completing the transactional operation [0008].

2. Method according to claim 1, wherein the mobile application is composed of a source code
protected by a security layer to avoid reading by unauthorized technicians or potential

fraudsters.

3. Method according to claim 1, comprising a cryptographic model for ensuring the integrity of
the transactional information transferred remotely, reducing the possibility of fraud by insertion
of a fraudulent agent between the client application and the communication server of the

operational network.
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Artigos da LPI Sim Nao
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Conclusao
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Assim sendo, defiro o presente pedido como Patente de Invenc¢éo, devendo integrar a Carta
Patente os documentos que constam no Quadro 1 deste parecer, exceto o resumo.

Para a concesséao da patente o depositante devera efetuar o pagamento da retribuicéo e a
respectiva comprovacdo correspondente a expedi¢cdo da carta-patente, conforme 0s prazos
estabelecidos no Artigo 38 da LPI.

Publique-se o deferimento (9.1).

Rio de Janeiro, 22 de fevereiro de 2022.

Paulo Roberto Dutra Magalhaes
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